HEINONLINE

Citation: 3 Protecting America's Intellectual Property A
History of the Pro IP Act of 2008 William H. Manz ed.
2009

Content downloaded/printed from
HeinOnline (http://heinonline.org)
Tue Apr 23 13:16:19 2013

-- Your use of this HeinOnline PDF indicates your acceptance
of HeinOnline's Terms and Conditions of the license
agreement available at http://heinonline.org/HOL/License

-- The search text of this PDF is generated from
uncorrected OCR text.



INTERNATIONAL PIRACY: THE CHALLENGES OF
PROTECTING INTELLECTUAL PROPERTY IN THE
21ST CENTURY

HEARING

BEFORE THE

SUBCOMMITTEE ON COURTS, THE INTERNET,
AND INTELLECTUAL PROPERTY

OF THE

COMMITTEE ON THE JUDICIARY
HOUSE OF REPRESENTATIVES

ONE HUNDRED TENTH CONGRESS
FIRST SESSION

OCTOBER 18, 2007

Serial No. 110-67

Printed for the use of the Committee on the Judiciary

&2

Available via the World Wide Web: http:/judiciary.house.gov

U.S. GOVERNMENT PRINTING OFFICE
38-337 PDF WASHINGTON : 2008

HeinOnline -- 3 Protecting America's Intellectual Property: A Legidative History of the Pro IP Act of 2008 (William H. Manz, ed.) | 2009



COMMITTEE ON THE JUDICIARY
JOHN CONYERS, JR., Michigan, Chairman

HOWARD L. BERMAN, California
RICK BOUCHER, Virginia

JERROLD NADLER, New York
ROBERT C. “BOBBY” SCOTT, Virginia
MELVIN L. WATT, North Carolina :
ZOE LOFGREN, California

SHEILA JACKSON LEE, Texas
MAXINE WATERS, California
WILLIAM D. DELAHUNT, Massachusetts
ROBERT WEXLER, Florida

LINDA T. SANCHEZ, California
STEVE COHEN, Tennessee

HANK JOHNSON, Georgia

BETTY SUTTON, Ohio

LUIS V. GUTIERREZ, Illinois

BRAD SHERMAN, California

TAMMY BALDWIN, Wisconsin
ANTHONY D. WEINER, New York
ADAM B. SCHIFF, California

ARTUR DAVIS, Alabama

DEBBIE WASSERMAN SCHULTZ, Florida

KEITH ELLISON, Minnesota

LAMAR SMITH, Texas

F. JAMES SENSENBRENNER, JRr.,
Wisconsin

HOWARD COBLE, North Carolina

ELTON GALLEGLY, California

BOB GOODLATTE, Virginia

STEVE CHABOT, Ohio

DANIEL E. LUNGREN, California

CHRIS CANNON, Utah

RIC KELLER, Florida

DARRELL ISSA, California

MIKE PENCE, Indiana

J. RANDY FORBES, Virginia

STEVE KING, Iowa

TOM FEENEY, Florida

TRENT FRANKS, Arizona

LOUIE GOHMERT, Texas

JIM JORDAN, Ohio

PERRY APELBAUM, Staff Director and Chief Counsel
JOSEPH GIBSON, Minority Chief Counsel

SUBCOMMITTEE ON COURTS, THE INTERNET, AND INTELLECTUAL PROPERTY
HOWARD L. BERMAN, California, Chairman

JOHN CONYERS, JRr., Michigan
RICK BOUCHER, Virginia
ROBERT WEXLER, Florida
MELVIN L. WATT, North Carolina
SHEILA JACKSON LEE, Texas
STEVE COHEN, Tennessee

HANK JOHNSON, Georgia

BRAD SHERMAN, California
ANTHONY D. WEINER, New York
ADAM B. SCHIFF, California

ZOE LOFGREN, California

BETTY SUTTON, Ohic

HOWARD COBLE, North Carolina

TOM FEENEY, Florida

LAMAR SMITH, Texas

F. JAMES SENSENBRENNER, JR.,
Wisconsin

ELTON GALLEGLY, California

BOB GOODLATTE, Virginia

STEVE CHABOT, Ohio

CHRIS CANNON, Utah

RIC KELLER, Florida

DARRELL ISSA, California

MIKE PENCE, Indiana

SHANNA WINTERS, Chief Counsel
BLAINE MERRITT, Minority Counsel

[083]

HeinOnline -- 3 Protecting America's Intellectual Property: A Legidative History of the Pro IP Act of 2008 (William H. Manz, ed.) I1 2009



CONTENTS

OCTOBER 18, 2007

Page
OPENING STATEMENTS

The Honorable Howard L. Berman, a Representative in Congress from the

State of California, and Chairman, Subcommittee on Courts, the Internet,

and Intellectual Property ......c....coococoiiciicicnieninscnivenretenieseesineansesssessessenns 1
The Honorable Howard Coble, a Representative in Congress from the State

of North Carolina, and Ranking Member, Subcommittee on Courts, the

Internet, and Intellectual Property ........cccoovmiiviineininnccnnnici e 3
The Honorable Lamar Smith, a Representative in Congress from the State

of Texas, and Member, Subcommittee on Courts, the Internet, and Intellec-

BUAL PPOPEILY ..ovvevreeiirrinieriirecrnestesiee e siarsesreessnsessvasseasssssassessnesseseesssssesssessenssnsessnnas 11

WITNESSES

Ms. Victoria A. Espinel, Assistant U.S. Representative for Intellectual Prop-
erty and Innovation, Office of the U.S. Trade Representative, Washington,

DC
Oral TeStIMIONY ...c.cviiiiiciiicieeecir et e e e e ere e e e sebesraaessbesesessaaeereeaaseseranen 24
Prepared Statement ........cccccoceiiriivieiiniiicineceerrirascoseeesessseesesseraesasessescoseasons 26

Mr. Eric H. Smith, President, International Intellectual Property Alliance
(ITPA), Washington, DC
Oral Testimony .. 31

Prepared Statement .. 34
Mr. Loren Yager, Direct ral

Accountability Office (GAO), Washington, DC

Oral TeSEINONY ....covviiririirieieariereerieireree s cte et ereasssreassessans o rsessessesesereestessenssersnssnrns 50

Prepared Statement .........cc.cicoiiceniinei et s et s eee et 52
Mr. Mark MacCarthy, Senior Vice President for Global Public Policy, Visa

Incorporated, Washington, DC

Oral TeSEIIMONY ..c.coceeeiiiirieeinriecreiecieire e seeeees e resere e aes e e tesnestessasasereesnnnes 71

Prepared Statement ........cccovvrniinenci e et e 73

LETTERS, STATEMENTS, ETC., SUBMITTED FOR THE HEARING

Prepared Statement of the Honorable Howard Coble, a Representative in
Congress from the State of North Carolina, and Ranking Member, Sub-
committee on Courts, the Internet, and Intellectual Property .....cccovevvneennn 5

Prepared Statement of the Honorable Lamar Smith, a Representative in
Congress from the State of Texas, and Member, Subcommittee on Courts,
the Internet, and Intellectual Property ..........cccccoevviviieenieniieesieiice e cereenen s 13

Prepared Statement of the Honorable John Conyers, Jr., a Representative
in Congress from the State of Michigan, Chairman, Committee on the
Judiciary, and Member, Subcommittee on Courts, the Internet, and Intel-

1ECtUAl Property .....co.occoicenriaricineerrsrionnssessereeesiasrestsessessesessrerssensessasnessansnnsnnns 20
APPENDIX
Material Submitted for the Hearing Record ........c.cooueivienviieiieinrecvinence s 112
(II1)

HeinOnline -- 3 Protecting America's Intellectual Property: A Legidative History of the Pro IP Act of 2008 (William H. Manz, ed.) |11 2009



HeinOnline -- 3 Protecting America's Intellectual Property: A Legidative History of the Pro IP Act of 2008 (William H. Manz, ed.) IV 2009



INTERNATIONAL PIRACY: THE CHALLENGES
OF PROTECTING INTELLECTUAL PROPERTY
IN THE 21ST CENTURY

THURSDAY, OCTOBER 18, 2007

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COURTS, THE INTERNET,
AND INTELLECTUAL PROPERTY,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:04 a.m., in
Room 2237, Rayburn House Office Building, the Honorable Howard
Berman (Chairman of the Subcommittee) presiding.

Present: Representatives Berman, Watt, Jackson Lee, Sherman,
1Schiff, Lofgren, Sutton, Coble, Sensenbrenner, Smith, and Good-
atte.

Mr. BERMAN. The hearing of the Subcommittee on Courts, the
Internet, and Intellectual Property will come to order.

I would like to begin by welcoming everyone to this hearing,
International Piracy: The Challenges of Protecting Intellectual
Property in the 21st Century.

I will recognize myself for an opening statement.

Almost a year ago, in connection with bilateral negotiations on
the Russian Federation’s accession to the World Trade Organiza-
tion, the Russian government and the U.S. reached an agreement
regarding actions to improve the protection and enforcement of in-
tellectual property rights in Russia.

Just last week, the U.S. requested the WTO establish a dispute
settlement panel to challenge China’s restrictions on the importa-
tion and distribution of products of copyright-intensive industries
such as theatrical films, DVDs, music, books, and journals.

This hearing will update us on the status of our efforts in these
two specific countries, which many have identified as the primary
culprits in allowing piracy and counterfeiting to flourish.

We also will look at the piracy problem in other countries and
the challenges America faces when trying to alter the legal land-
scape and enforcement mechanisms available.

This is an effort to ensure that other countries do not thrive on
the backs of American creativity.

Today’s witnesses will speak to the importance of IP to the global
economy. I would like to use my time to move beyond that par-
ticular aspect of the issue to identify causes for the lack of ade-
quate protection for IP in some places, and to talk about solutions
and incentives to address the problem.

8))
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Hopefully these will dovetail with the IP enforcement bill that I
hope to be introducing shortly with the Chairman of the full Com-
mittee, Mr. Conyers, as the lead author, along with the Ranking
Member of the full Judiciary Committee, Mr. Smith, and Ranking
Member of this Subcommittee, Mr. Coble.

The Organization for Economic Cooperation and Development re-
cently released their report on the Economic Impact of Counter-
feiting and Piracy together with suggestions to enact stronger
criminal penalties and increase enforcement of national laws,
strengthen cooperation between government and industry, and edu-
cate consumers.

These are the cornerstones of effective IP protection. Each of the
participants—governments, industries and the consuming public—
must have the will to do it, the will to respect intellectual property
rights.

Sometimes that will comes naturally, as when the participants
understand that IP enforcement is in their own interest. That oc-
curred, at least for a brief moment in China when they saw coun-
terfeit 2008 Olympic T-shirts appearing on street corners.

But sometimes outside inducement is helpful. Some nations, such
as Russia, do not yet meet international standards in their IP laws.
Others, such as China, may have good laws on the books but often
fail to enforce them.

How do we get Russia, China and other emerging market econo-
mies to, as Mark MacCarthy of Visa states, “do the right thing?”

We have the tools of persuasion and trade benefits at our dis-
posal and, of course, international law in accession to the WTO.
Sometimes it takes a little nudge for a country to see the light.

Industry, not only those who own the rights, but those who ben-
efit from use of those rights, must also have the will to protect in-
tellectual property.

Whether it be Internet service providers, or financial services
such as banks and credit card companies, such intermediaries often
facilitate piracy through their servicing of illegal transactions.

While there may be legal ambiguity as to whether their conduct
meets the legal definition of contributory infringement, industry
clearly has a responsibility. Their refusal to use the technical tools
at their disposal now to stop piracy exacerbates the problem.

They should understand that effective IP enforcement improves
economies and ultimately, therefore, their own bottom line.

Take, for instance, Baidu, the Chinese counterpart to Google. It
is responsible for much of the Internet piracy in China. Their con-
tinued activities have dissuaded any legitimate down-stream serv-
ices from entering that market.

I am more than a little surprised that a company can be traded
on the New York Stock Exchange and still maintain practices that
are so destructive of the ability of the Chinese digital market to de-
velop in a legitimate manner.

And I don’t mean just to pick on Russia and China. Although
they have garnered the lion’s share of the headlines, trading part-
ners such as Chile, India, Turkey, Venezuela and others have been
cited for their inadequate commitments to IP protection.
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Even, I am sad to say, our neighbor to the north needs to im-
prove. To date, they have still not updated their laws to comply
with the 1996 WIPO Copyright Treaty.

On Tuesday night, the Governor General of Canada presented
the new government’s agenda to Parliament: Our government will
improve the protection of cultural and intellectual property rights
in Canada, including copyright reform.

While formal commitments are necessary, they aren’t sufficient.
They must be backed by results.

Now, I recognize the Ranking Member of the Subcommittee for
his opening statement, Mr. Smith, if he has one, and then Mr. Con-
yers, chairing, actually, another hearing at this time of this task
force

Howard?

Mr. CoBLE. Thank you, Mr. Chairman. I want to join you in wel-
coming all to our hearing this morning.

I want to commend you, Mr. Chairman, and Ranking Member
Smith. I believe you all convened at least three hearings on this
very significant subject in 2005.

The investment in time, capital and effort needed to obtain a
valid patent, trademark, or copyright is enormous, as you all know.

The reward for that investment is supposed to be the exclusive
right for a limited time to manufacture, market or license an inven-
tion, product or work.

But that reward is of little incentive or value if individuals and
governments are unable or, in the latter instance, sometimes un-
willing to provide meaningful protection and enforcement to the
owners of intellectual property rights.

A number of developments in recent years have overwhelmed the
methods that countries traditionally employ to prevent legitimate
producers from being exposed to unfair competition and to protect
con(siumers from health and safety risks associated with unsafe
goods.

The expansion of transnational trade and the development of the
Internet as a commercial tool and the ability of producers any-
where in the world to cheaply and rapidly produce, distribute and
transport goods to virtually any other point of the globe have revo-
lutionized not merely the relationships between producers and con-
sumers but also the relationships between and among nations and
their citizens.

To protect the legitimate interest of nations and inventors with
respect to promotion of intellectual property rights, Mr. Chairman,
it seems the United States is party to numerous international mul-
tilateral and bilateral agreements.

Our ability to ensure these agreements and understandings are
properly carried out, not merely here at home, but also in the mar-
kets overseas that demand the creative products Americans are so
skilled at producing, is fundamental to the continued vitality of our
economy.

When you consider that our copyright industry typically receives
about half of its revenue from outside the United States, industries
that rely on IP protection account for over half of all U.S. exports,
and these industries together represent about 40 percent of the
U.S. economic growth, it is obvious why it is so important that we
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ensure that foreign governments respect the rights of our pro-
ducers.

One of the principal methods that our government uses to pro-
mote these interests is the Section 301 review process, which was
established pursuant to the Trade Act of 1974.

Among other things, Section 301, as you know, requires the U.S.
trade rep to publish an annual report that details foreign govern-
ment policies or practices that violate a bilateral or multilateral
trade agreement or are unreasonable, unjustifiable, are discrimina-
tory and are unnecessarily burdensome to the United States com-
merce.

For many years, the Section 301 Report has documented various
violations by the governments of China and Russia, as you just
pointed out in your statement, Mr. Chairman, with respect to the
protection and enforcement of U.S. intellectual property rights.

Indeed, the failure of China in particular to reduce its levels of
counterfeiting and piracy, which in many copyright sectors rou-
tinely approaches 90 percent, has led to the United States filing
two IP-related complaints at the WTO.

Rather than stealing the thunder of our witnesses, who can de-
scribe in great detail the status of our concern with China and Rus-
sia and other countries of priority to U.S. IP owners, I want to first
acknowledge the progress the Administration, Congress and pri-
vate industry have made in recent years in improving the exchange
of information and developing strategies to improve the situation
for IP owners.

There are no quick fixes in this area as complex as this. Real
progress require most sustained attention and a bipartisan commit-
ment.

Mr. Chairman, I spoke a little longer than I usually do, but I
don’t know of any subject that impacts our economy any more sig-
nificant than what we are discussing today.

President Reagan once summed up the U.S. policy of negotiating
arms control agreements as “trust, but verify.” In my view, mean-
ingful progress in the promotion of intellectual property rights re-
quires a similar transparency. In other words, we need a little less
trust and a lot more verification.

I thank you, Mr. Chairman, and I yield back my time.

[The prepared statement of Mr. Coble follows:]
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PREPARED STATEMENT OF THE HONORABLE HOWARD COBLE, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF NORTH CAROLINA, AND RANKING MEMBER, SUB-
COMMITTEE ON COURTS, THE INTERNET, AND INTELLECTUAL PROPERTY

Statement of The Honorable Howard Coble
Ranking Member, Subcommittee on Courts, the Internet and
Intellectual Property
Oversight Hearing entitled “International Piracy: The Challenges of
Protecting Intellectual Property in the 21% Century”
October 18, 2007

Thank you, Mr. Chairman. | want to thank you for
scheduling this important oversight hearing on international

piracy.

At the outset, | want also to recognize the dedication
and foresight of our full committee Ranking Member, Rep.
Lamar Smith, who convened 3 hearings when he chaired

this Subcommittee on the subject of international piracy.

The investment in time, capital and effort needed to
obtain a valid patent, trademark or copyright is enormous.
The reward for that investment is supposed to be the
exclusive right, for a limited time, to manufacture, market or

license an invention, product or work.

i
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But that reward is of little incentive or value if individuals
and governments are unable or, in the latter instance,
sometimes unwilling to provide meaningful protection and

enforcement to the owners of intellectual property rights.

A number of developments in recent years have
overwhelmed the methods that countries traditionally employ
to prevent legitimate producers from being exposed to unfair
competition and to protect consumers from health and safety

risks associated with unsafe goods.

The expansion of trans-national trade, the development
of the Internet as a commercial tool and the ability of
producers anywhere in the world to cheaply and rapidly
produce, distribute and transport goods to virtually any other
point on the globe have revolutionized not merely the

relationships between producers and consumers but also the
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relationships between and among nations and their citizens.

To protect the legitimate interests of nations and
innovators with respect to the promotion of intellectual
property rights, the United States is party to numerous

international, multilateral and bilateral agreements.

Our ability to ensure these agreements and
understandings are properly carried out not merely here at
home but also in the markets overseas that demand the
creative products Americans are so skilled at producing is

fundamental to the continued vitality of our economy.

When you consider that: 1) our copyright industry
typically receives about half of its revenue from outside the
U.S.; 2) industries that rely on IP protection account for over
half of alt U.S. exports; and 3) these industries together

represent about 40% of U.S. economic growth, it is obvious

3
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why it is so important that we ensure that foreign

governments respect the rights of our producers.

One of the principal methods our government uses to
promote these interests is the Section 301 review process,
which was established pursuant to the Trade Act of 1974.
Among other things, Section 301 requires the U.S. Trade
Representative to publish an annual report that details
foreign government policies or practices that violate a
bilateral or multilateral trade agreement or are
"unreasonable, unjustifiable, or discriminatory" and/or

unnecessarily burdensome to U.S. commerce.

For many years, the Section 301 report has
documented serious violations by the governments of China
and Russia with respect to the protection and enforcement of

U.S. intellectual property rights.
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Indeed, the failure of China, in particular, to reduce its
levels of counterfeiting and piracy, which in many copyright
sectors routinely approaches 90%, has led to the U.S. filing

two IP-related complaints at the WTO.

Rather than “stealing the thunder” of our witnesses who
can describe, in great detail, the status of our concerns with
China, Russia and other countries of priority to U.S. IP
owners, | want to first acknowledge the progress the
Administration, Congress and private industry have made in
recent years in improving the exchange of information and

developing strategies to improve the situation for IP owners.

There are no quick fixes in an area as complex as this.
Real progress requires both sustained attention and a

bipartisan commitment.
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The international trading system is rules-based.
Respect for those rules demands that there be serious
consequences for countries, which have voluntarily agreed
to abide by the “rules of the road”, but instead choose to

consistently and continually fail to honor their commitments.

President Reagan once summed up the U.S. policy in
negotiating arms control agreements as “trust but verify.” In
my view, meaningful progress in the promotion of intellectual
property rights requires a similar transparency. In other

words, we need a little less trust and a lot more verification.

With that, Mr. Chairman, | yield the balance of my time.
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Mr. BERMAN. Well, thank you very much, Mr. Coble, and your
comments reminded me that, in fact, we have had a number of
hearings on this subject building up to this point.

Our colleague from Texas, Mr. Smith, as Chairman of the Sub-
committee over the last few years, and now as Ranking Member of
the full Committee—I recognize him for his opening statement.

Mr. SMITH OF TEXAS. Thank you, Mr. Chairman. You mentioned
Mr. Conyers a while ago.

Like Mr. Conyers, ] am a Member of the Antitrust Task Force,
which also happens to be meeting right now, so I suspect that he
and I will be shuttling back and forth and maybe even substituting
for each other as the morning goes on.

But I do want to thank you, Mr. Chairman and Ranking Member
Coble, for convening this very important oversight hearing.

As has already been mentioned, we have had three Sub-
committee hearings on this subject already, which is clearly an in-
dication of how important this Subcommittee thinks this subject is,
ancll1 it is nice to have this as a bipartisan subject of interest as
well.

At the outset of the first hearing, I noted one of our purposes is
to begin an examination of the role of intellectual property rights
in promoting international respect for the rule of law. In whatever
form it takes, the theft of intellectual property inflicts substantial
economic harm on our country, our entrepreneurs, our innovators
and ultimately on American consumers.

I don’t quote myself very often, but I thought that was a particu-
larly good statement from a couple of years ago. [Laughter.]

The potential harm to consumers that results from the rampant
production and distribution of illegal goods is, of course, not limited
to purely economic harm.

Recently, Chinese-manufactured toothpaste was recalled because
it contained a chemical used in antifreeze. And Connor QO’Keefe, a
7-year-old British boy, tragically died after reportedly being electro-
cuted by a counterfeit Nintendo Gameboy charger.

These cases illustrate the danger posed by the failure to stop the
manufacture and distribution of unsafe and counterfeit goods.

The enormous scope of today’s counterfeiting activity and the un-
precedented ability of pirates to distribute their illegal wares quick-
ly and on a global scale pose new challenges to policy makers
around the world.

When government officials and countries who profit from illegal
commerce actually facilitate it, these challenges are tougher.

When the U.S. trade representative released her annual Special
301 Report earlier this year, China and Russia were once again in-
cluded on the priority watch list. It came as no surprise.

That designation reflects a judgment that these countries fail to
provide an adequate level of intellectual property rights protection
or appropriate market access to intellectual property owners.

China is posed to become the second-largest trading nation in the
world, and Russia is seeking to join the World Trade Organization.

The U.S. and other countries that support the international
rules-based trading regime must take steps to ensure that these
and other countries which enjoy the benefits of free trade also exer-
cise the responsibilities that that free trade requires.
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Since our hearings in 2005, the U.S. government has stepped up
its dialogue with Congress and industry stakeholders and has
sought to monitor and improve international respect for IPR.

While today’s hearing topic is broader than the subject of Chi-
nese and Russian IP theft, I do hope our witnesses will address
several specific topics.

These include offering their views on Russia’s implementation of
their bilateral IPR agreement which was signed with the U.S. on
November 19th, 2006, and the current situation with respect to the
two complaints the U.S. filed against China at the World Trade Or-
ganization for IP violations.

Before concluding, Mr. Chairman, I would like to take a moment
to recognize the service of Victoria Espinel, to our left, the assist-
ant U.S. trade representative for intellectual property and innova-
tion, who is one of our four witnesses.

I understand that she will be leaving government service soon.
In May 2005, she served as the only common witness at our two
back-to-back hearings on IP theft.

She has brought an unparalleled dedication and commitment to
her duties at USTR, and in doing so she has brought credit and
credibility to our international efforts to improve respect for intel-
lectual property rights.

And we thank you for your efforts and appreciate your being
here, perhaps to testify for the last time.

Mr. Chairman, with that, I will yield back.

[The prepared statement of Mr. Smith follows:]
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PREPARED STATEMENT OF THE HONORABLE LAMAR SMITH, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF TEXAS, AND MEMBER, SUBCOMMITTEE ON COURTS,
THE INTERNET, AND INTELLECTUAL PROPERTY

Statement of The Honorable Lamar Smith
Ranking Member, Judiciary Committee
Oversight Hearing entitled “International Piracy: The Challenges of
Protecting Intellectual Property in the 21st Century”
October 18, 2007

Thank you, Mr. Chairman and Ranking Member Coble
for convening this important oversight hearing. | move to

strike the last word.

This hearing follows 3 Subcommittee hearings that
were conducted in 2005 that focused on the subject of IP

theft in relation to the nations of China and Russia.

At the outset of the first hearing, | noted:

One of [our] purposes ... is to begin an
examination of the role of intellectual property
rights in promoting internaticnal respect for the
rule of law. In whatever form it takes, the theft of
intellectual property inflicts substantial economic
harm on our country, our entrepreneurs, our
innovators and, ultimately, on American
consumers.
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The potential harm to consumers that results from the
rampant production and distribution of illicit goods is, of

course, not limited to purely economic harm.

Indeed, recent high-profile recalls of Chinese
manufactured products in the U.S., which included
toothpaste that contained diethylene glycol, a chemical
commonly used in antifreeze, and the tragic death of Connor
O’'Keefe, a 7 year-old British boy, who was reportedly
electrocuted by a counterfeit Nintendo GameBoy charger
illustrate what can occur when authorities fail to stop the
manufacture and distribution of unsafe and counterfeit

goods.

The enormous scope of today's counterfeiting activity
and the unprecedented ability of pirates to distribute their
illicit wares quickly and on a global scale pose new

challenges to policy-makers around the world.
2
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These challenges are exacerbated when the
acquiescence or worse, active involvement, of government
officials in some countries who profit from the production,
transportation or distribution of these goods in illegal
commerce, intervene to either facilitate the activity or thwart

enforcement efforts,

When the U.S. Trade Representative released its
annual Special 301 report earlier this year, it came as no
surprise that China and Russia were again included on the
priority watch list - a designation that reflects a judgment that
these countries fail to provide an adequate level of
intellectual property rights (IPR) protection or enforcement,

or appropriate market access to intellectual property owners.
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At a time when China is poised to become the second-
largest frading nation in the world and Russia is seeking to
join the World Trade Organization, it is imperative the U.S.
and other countries that support the international rules-
based trading regime take the steps necessary to ensure
that these and other countries, which enjoy the benefits of
free trade, also exercise the responsibilities that are

commensurate.

Since our initial hearings in 2005, the U.S. government
has stepped up its dialogue with Congress and industry
stakeholders and has been aggressive in seeking to monitor

and improve international respect for IPR.

While today's hearing topic is broader than the subject

of Chinese and Russian IP theft, | do hope our witnesses will

address several specific topics.
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These include offering their views on Russia’'s
implementation of the Bilateral IPR Agreement, which was
signed with the U.S. on November 19, 2006, and the current
situation with respect to the two complaints the U.S. filed
against China at the World Trade Organization (WTO) for IP

violations.

Before concluding, I'd like to take a moment to
recognize the service of Victoria Espinel, the Assistant US
Trade Representative for Intellectual Property and

Innovation, and one of our witnesses on today’s panel.
I understand Ms. Espinel has accepted a teaching

position at George Mason and will soon be leaving

government service.
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In May 2005, Ms. Espinel did not waver when asked to
serve as the only common witness at our two back-to-back

hearings on IP theft.
Even more impressive was the fact - if | recall correctly
- that she had never testified before a Congressional

committee before doing so twice that day.

Ms. Espinel has brought an unparalleled dedication and

commitment to her duties at USTR.

In doing so, she has brought great credit and credibility

to our international efforts to improve respect for IPR.

Ms. Espinel, thank you for your efforts.

With that, Mr. Chairman, | yield the balance of my time.
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Mr. BERMAN. Thank you, Mr. Smith. And in the interest of pro-
ceeding to our witnesses and—you know, we have a vote on, so I
would ask other Members to submit their statements for the
record.

I would ask the Members to submit any opening statements by
the close of business Wednesday. And without objection, all opening
statements will be placed into the record.

[The prepared statement of Mr. Conyers follows:]
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PREPARED STATEMENT OF THE HONORABLE JOHN CONYERS, JR., A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MICHIGAN, CHAIRMAN, COMMITTEE ON THE JUDI-
CIARY, AND MEMBER, SUBCOMMITTEE ON COURTS, THE INTERNET, AND INTELLEC-
TUAL PROPERTY

Statement of the Honorable John Conyers, Jr.
for the Hearing on International Piracy: The Challenges of
Protecting Intellectual Property in the 21" Century
Before the Subcommittee on Courts, Internet, and
Intellectual Property

Thursday, October 18, 2007, at 10:00 a.m.
2237 Rayburn House Office Building

Last April, I had the great honor of visiting the People’s
Republic of China and discussing with government officials and
business leaders our shared interests in promoting global
security and economic policy.

As our nations continue to work together to promote peace,
prosperity, and cooperation, I do hope that China expends
greater efforts to deal with intellectual property piracy. For
instance, it is estimated that approximately 90% of all
copyrighted material sold in China was pirated and that last year
alone Chinese piracy cost American firms more than $2 billion
in lost sales. Each year, global piracy results in the United
States losing up to $250 billion through lost sales and tax
revenue.

But, the problems presented by piracy and counterfeiting
are not limited to lost sales and tax revenue. Let me highlight
three major issues they present:
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1. urts erican Competitiveness and Jobs

First, piracy and counterfeiting hurt American
competitiveness and jobs. In the 21* century global economy,
intellectual property is the principal engine for the creation of
wealth. According to the State Department, intellectual
property protection is vital to more than half of U.S. exports in
the past decade compared to less than 10% fifty years ago.

And, it is a problem that not only hurts a few industries,
like the movie and music industries, but hurts a broad spectrum
of industries. American manufacturers and workers are directly
impacted by the rampant piracy of software, video games,
books, and magazines as well as the widespread counterfeiting
of pharmaceuticals, electronics, batteries, auto parts, industrial
equipment, and toys. Everyone from software engineers in
California to auto workers in my home state of Michigan are
hurt by piracy.

The loss of hundreds of thousands of American jobs each
year can be directly attributed to piracy and counterfeiting.
According to the Department of Commerce, our Nation’s auto
industry alone could hire an additional 200,000 workers if
counterfeiting is eradicated.
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2. Threat to Consumer Safety

Second, counterfeit goods are inferior in quality and often
pose a threat to consumer safety. The very nature of a
counterfeit product is it is inherently hard to detect and, thus,
presents a particularly dangerous situation when it gets into
legitimate distribution channels.

For example, nearly 20% of Chinese consumer products
were found to be substandard, according to a recent nationwide
inspection. The inspection revealed food laced with industrial
chemicals, baby clothes contaminated with toxic chemicals, and
cell phone batteries that can explode under certain conditions.
Recently, defective tires from China were found to have caused
an accident in Pennsylvania resulting in two deaths. Thereafter,
450,000 Chinese tires had to be recalled because they lacked a
safety feature which could prevent tire treads from splitting and
falling apart.

In 2005, New York police discovered thousands of fake
auto parts, such as brake pads and fuel pumps. Such
counterfeits do not undergo rigorous safety testing required of
legitimate manufacturers and, therefore, present a significant
safety hazard. They can also cause exponential damage. For
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example, a counterfeit oil filter which costs around $5 could
cause thousands of dollars in engine damage.

3. Natjonal Security Issue

Third, piracy and counterfeiting also threaten our national
security. Transnational organized crime and terrorists are major
players in the international supply chain of pirated and
counterfeit goods. Interpol Secretary General Ronald Noble
recently testified before Congress about various links between
intellectual property crimes and terrorist networks, including Al-
Qaeda and Hezbollah. For example, an Al-Qaeda training
manual suggested counterfeiting as a potential source of
financing for its operations.

By all accounts, international piracy and counterfeiting are
serious issues with grave ramifications beyond economic loss.
Accordingly, I am particularly looking forward to hearing from
our witnesses today about how we can address these issues.
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Mr. BERMAN. Without objection, the Chair will be authorized to
declare a recess of the hearing at any point. And maybe we could
have Ms. Espinel testify.

So let me quickly introduce our witnesses and join with you, Mr.
Smith, in acknowledging the fine work of our first witness. That
will be Victoria Espinel. She is the Assistant USTR for Intellectual
Property and Innovation.

She is the Chief Policy Advisor to the United States Trade Rep-
resentative and the administration on Intellectual Property and In-
novation, and trade issues and the chief U.S. trade negotiator for
intellectual property issues.

She seems like the right person to have here for this subject. She
oversees enforcement of the intellectual property protection re-
quired under International Trade rules, authors the annual Special
301 Report of international Protection of Intellectual Property
Rights, and was involved in creating the President’s multi-agency
initiative to combat global counterfeiting and piracy, otherwise
known as the STOP initiative.

Welcome, and I will have you perhaps give your testimony, and
then I will introduce the rest of the panel afterwards but still hope
you could stick around. It is your last shot—and for questions after
this. Thank you.

TESTIMONY OF VICTORIA A. ESPINEL, ASSISTANT U.S. REP-
RESENTATIVE FOR INTELLECTUAL PROPERTY AND INNOVA-
TION, OFFICE OF THE U.S. TRADE REPRESENTATIVE, WASH-
INGTON, DC

Ms. ESPINEL. Thank you for inviting me to speak today about
some of the work the U.S. government is doing to strengthen pro-
tections and enforcement of intellectual property rights around the
world, including in China and Russia.

It is a great privilege that I have had the opportunity to work
with the leadership displayed in this Committee in protecting one
of America’s greatest comparative advantages, our creative class.

I would also like to commend your skilled and dedicated staff
members for all of their efforts as well. As Mr. Smith mentioned,
this was, in fact, the first Subcommittee that I testified in front of
on this issue, and it will likely be the last, at least in my capacity
as assistant USTR.

So, I want to say what a true pleasure it has been to work with
the Members of this Subcommittee and to work with your excellent
staff.

There are a number of challenges that we face in protecting
American rights overseas, including weak laws, a lack of political
will by some of our trading partners, and the increasing scope and
sophistication of counterfeiters and pirates.

We use and devote considerable resources to addressing these
problems. The free trade agreements that we negotiate contain
comprehensive chapters on intellectual property outlining our
model for protecting intellectual property, a model that is the
world’s gold standard.

Our FTAs get results. We have consistently seen stronger laws
and better enforcement of those laws from the FTAs that we con-
clude.
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Another tool is Special 301, which has been mentioned by the
Chairman, the Ranking Member and Mr. Smith. This report has
been successful in encouraging countries to institute reforms or to
increase enforcement in order to avoid elevation on the list or to
improve their standing on the list.

Another serious challenge that we face comes from advancing
technology and from the increasing scope and sophistication of
counterfeiters, including dissemination over the Internet and high-
ly organized distribution networks, some with links to organized
crime.

USTR is keenly aware that counterfeiting and piracy is a threat
to the health and safety of our consumers and to our economy. In
order to address this, we need to ensure that our own system is as
strong as possible.

We need a new international consensus on stronger rules for
civil, criminal and border enforcement. And we need to increase
global cooperation with our trading partners.

With that broad overview of USTR’s approach to IP issues as a
background, I would like to comment briefly on recent activities in
China and in Russia.

China is a top intellectual property enforcement concern for us.
There is no question that China must do more to protect intellec-
tual property rights. China is making some genuine efforts, but IP
infringement remains at unacceptable levels.

This year’s Special 301 Report described the United States’ plan
to maintain China on the priority watch list and to continue Sec-
tion 306 monitoring.

In addition, we conducted an unprecedented special provincial re-
view of IP enforcement in several key provinces and independent
municipalities of China.

Many of these provinces and municipalities are huge economies
in their own right, and they attract significant U.S. investment.
They are also on the front lines of the IP problems of many of our
right holders.

We reported the results of that review in this year’s 301 report,
spotlighting weaknesses at the local level but also highlighting
some positive efforts.

In past years, we have used the Joint Commission on Commerce
and Trade to make progress on IP issues such as China joining the
WIPO Internet Treaties, which are critical to ensuring IP protec-
tion in the digital age, and new rules requiring that all computers
be pre-installed with legal operating system software.

Finally, in appropriate cases where bilateral dialogue has not re-
solved our concerns, we have taken the further step of filing cases
at the WTO, using the WTO’s dispute settlement procedure.

So far we have initiated two cases that relate to our intellectual
property concerns. The first case involves deficiencies in China’s
system for protecting and enforcing intellectual property.

The second case challenges China’s rules which make it difficult
for movies, publications and music, products of our copyright indus-
try, to be imported and distributed inside of China.

It is clear from these examples that we do not hesitate to file
WTO cases when circumstances warrant that action. That said, we
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believe these cases are evidence of need for more bilateral coopera-
tion with China, not less.

The United States believes that continued dialogue and coopera-
tion with China is essential to making further progress on intellec-
tual property issues.

With respect to Russia, the Administration has made it clear to
Russia’s officials at the very highest levels that protection of intel-
lectual property is a singular U.S. priority.

In November 2006 we negotiated a bilateral intellectual property
agreement between the United States and Russia, which includes
important and specific commitments to strengthen IP protection
and enforcement in Russia.

This agreement sets the stage for further progress on IP issues
in the ongoing multilateral negotiations at the WTO concerning
Russia’s bid to enter the WTO.

We are also conducting an out-of-cycle review of Russia under
the Special 301. Russia has made progress in some areas—for ex-
ample, taking steps to remove pirate optical disc plants off of gov-
ernment and military sites and cracking down on unlicensed opti-
cal disc plants.

These were all specific commitments in our bilateral agreement
with Russia. However, more remains to be done under our bilateral
agreement. We will continue to press Russia to shut down and
prosecute the operators of illegal Web sites operating in Russia, in-
cluding the successors to the infamous AIIOfMP3.com.

Russia needs to pass legislation now pending in the Duma to
strengthen customs authority. Russia needs to complete implemen-
tation of the WIPO Internet Treaties. And Russia needs to amend
Part 4 of the civil code to bring it into compliance with the TRIPS
agreement and other IP agreements.

In closing, Mr. Chairman, I want to assure you in the strongest
possible terms that the Administration shares the view, frequently
and well-articulated by the Members of this Committee, that pro-
tection of U.S. intellectual property overseas is critical to America’s
economic future.

With that in mind, we look forward to continuing to work with
you and your colleagues to improve protection and enforcement of
intellectual property around the world.

[The prepared statement of Ms. Espinel follows:]

PREPARED STATEMENT OF VICTORIA A. ESPINEL

Mr. Chairman, my name is Victoria A. Espinel, and I am the Assistant U.S. Trade
Representative for Intellectual Property and Innovation. It is my pleasure to have
this opportunity to speak to you today about some of the U.S. Government’s work
to strengthen protection and enforcement of intellectual property rights (IPR)
around the world, including in China and Russia.

In order to better use our trade policy tools, the Office of the U.S. Trade Rep-
resentative (USTR) created a new Intellectual Property and Innovation office in
2006. I head that office. The office also includes a new C{ief Negotiator for Intellec-
tual Property Enforcement, Stanford McCoy, and five other IPR specialists. My of-
fice is tasked with using the full range of trade policy tools around the world to bet-
ter protect American industry from piracy and counterfeiting around the world, and
to ensure that protection remains effective as technology continues to develop and
intellectual property (IP) infringers become more sophisticated.

USTR uses a variety of tools to protect US intellectual property overseas, working
in cooperation with other U.S. Government agencies, with our foreign trading part-
ners, and with U.S. right holders. These tools include our free trade agreements,
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negotiations of Trade and Investment Framework Agreements (TIFAs), WTO acces-
sion negotiations, bilateral discussions of IP issues, the Special 301 process, U.S.
preference programs, and dispute settlement.

There are a variety of reasons that U.S. IP rights are violated overseas, including
that: some governments have weak laws—that is, laws that are inadequate to deter
piracy and counterfeiting, and some governments do not place a high priority on
protection of IP. In addition, the scale and scope of piracy and counterfeiting has
changed in the last decade, as we have seen the use of new means to produce and
distribute infringing goods, such as the Internet, and the increasing sophistication
and organization of pirates and counterfeiters on a global scale.

WEAK LAWS

Many countries’ laws are inadequate to deter counterfeiting and giracy. The WTO
Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) sets
out certain minimum standards. However, even those countries that have imple-
mented TRIPS may not make consistent use of those laws to deter IP theft.

USTR devotes considerable resources to working with countries to strengthen
their laws. One way we do this is through negotiations of free trade agreements
(FTAs). Each of the FTAs we negotiate contains a comprehensive chapter on intel-
lectual property. Our IP chapters provide the international standard for rules to
protect copyright, trademarks and patents and other forms of intellectual property,
in line with U.S. law. Qur IP chapters also contain high standards for enforcement,
including civil enforcement, criminal enforcement and border enforcement. After we
negotiate an FTA, USTR works closely with our trading partners to ensure that the
agreement is faithfully implemented.

For example, as a result of the United States-Australia FTA, Australia has
strengtheneg its laws to combat internet piracy and signal piracy. As a result of the
United States-Singapore FTA, Singapore passed a law to criminalize end user piracy
of software and then used that law to cnnminally prosecute software pirates for the
first time. If the United-States Korea FTA is approved and goes into effect, Korea
will be obligated to change its laws to provide greater authority to its police and
customs authorities, to outlaw movie camcording, and to increase its focus on fight-
ing book piracy.

We also work with countries on IP issues through our Trade and Investment
Framework Agreement (TIFA) discussions. While a TIFA does not have as detailed
IPR provisions as an FTA, we have found the TIFA discussions to be a productive
forum to discuss intellectual property issues. For instance, our TIFA dialogue helped
persuade Taiwan to pass legislation to make peer-to-peer file sharing services ille-
gal. Through our TIFA dialogue, we also encouraged Taiwan to clamp down on
counterfeit pharmaceuticals, leading to police shutting down 40 drug counterfeiting
operations; pass legislation to create specialized IP courts; and create a task force
to combat copyright infringement on university campuses.

WTO accession negotiations are another tool we have to strengthen laws. One out-
come of the negotiations on Vietnam’s accession to the WTQ 1s that Vietnam will
provide protections against criminal copyright and trademark violations where no
such protections previously existed. Furthermore, the government has committed to
address the problem of government use of illegal software and to increase enforce-
ment against signal piracy. We have also used WTO accession negotiations to ad-
dress IP concerns in Russia, which I will discuss in more detail later.

LACK OF PRIORITY

Another challenge that we face is that some governments do not place a high
enough priority on protecting intellectual property. To address this problem, we use
the Special 301 process to encourage specific trad};ng partners to place a higher pri-
ority on addressing identified IP problems. Each April, USTR issues a Special 301
Report cataloguing specific IPR problems in dozens of countries worldwide. A trad-
ing partner’s ranking in the report sends a message to the world, including potential
investors, about its commitment to IPR protection. Special 301 also affords an op-
portunity to give credit where it is due, as in our decision to improve countries’
standing when there are significant improvements in IPR protection and enforce-
ment.

The Special 301 Report has been successful in encourafing countries to institute
reforms or increase enforcement to avoid elevation on the list or to improve standing
on the list. For example, Indonesia had been listed as a Priority Watch List country
for a number of years and was interested in improving its standing. Our concerns
about illegal OD factories in Indonesia helped persuade Indonesia to significantly
increase enforcement actions, in particular against manufacturers and retailers of
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illegal optical discs. These continued and sustained actions, which demonstrated
there was political will to do more on protecting IPR, caused Indonesia’s standing
to be improved to Watch List. We are continuing to work with Indonesia to further
improve IP protection on the basis of an Action Plan developed when we improved
its standing on the Watch List.

Last year we started a new program called the Special 301 Initiative intended to
make the Special 301 process even more effective. Under the Special 301 Initiative
we have focused attention on a group of countries where we believe there is a good
possibility of progress through increased engagement. This has proved a success; we
have in fact seen concrete results over the past year in terms of stronger legislation
and better enforcement as result of the Special 301 Initiative.

TECHNOLOGICAL CHANGES AND SOPHISTICATION OF COUNTERFEITERS

Another of our challenges comes from advancing technology and from the increas-
ing scope and sophistication of the activities of pirates and counterfeiters. Counter-
feit and pirated products are manufactured and then exported around the world
using increasingly sophisticated and highly organized distribution networks, some
with links to organized crime. The Internet, for example, is creating great economic
opportunities and facilitating wide dissemination of information, but it is also a
means to distribute vast quantities of pirated material around the world quickly and
at very low cost. To give another example, product counterfeiting spans a remark-
able array of products, not only luxury goods and apparel, but also pharmaceuticals,
electronics, baby formula and auto parts, among many others.

USTR is keenly aware that counterfeiting and piracy is an increasing threat to
the health and safety of our consumers and to our economy. We need a strong inter-
national regime for IP protection; we need an international consensus of strong
rules for civil, criminal and border enforcement; and we need to continue to increase
global cooperation with our trading partners.

Along with challenges, we have some new opportunities. One such opportunity is
that other countries are increasingly aware of the harm that counterfeiting is caus-
ing to their domestic economies and consumers and are increasingly concerned that
lack of IP protection will inhibit their ability to innovate. As governments like
Brazil, China, and India pursue policies to become more innovative, they have a
greater stake in the international IP system. A second opportunity is that other
countries are becoming more interested in cooperating with the United States on
protecting IP. There is a growing international realization that we need strong co-
operation in order to stop the manufacture and trade in counterfeit and pirate
goods. USTR has worked to capitalize on these opportunities to strengthen the
international IP regime and to increase cooperation with our trading partners.

With that broad overview of USTR’s approach to IPR issues as background, I
would now like to comment briefly on recent activities in China and Russia, two
countries that have been the topics of hearings before this subcommittee.

CHINA

China is a top IPR enforcement concern for us.

There is no question that China must do more to protect intellectual property
rights. China is making some genuine efforts, but IPR infringements remain at un-
acceptable levels.

Let me start with some of the recent efforts China has taken to improve IPR pro-
tection and enforcement. In July, as a result of the ongoing work of experts in the
U.S.-China Joint Liaison Group for Law Enforcement, Chinese and FBI law enforce-
ment successfully worked together in their largest joint IP investigation to date, Op-
eration Summer Solstice. Among other things, this operation dismantled a major
international criminal network engaged in optical disc piracy; seized half-a-billion
dollars in pirated U.S. software and over $7 million in assets; arrested 25 suspects
in China; and dismantled 6 manufacturing and retail facilities. China also agreed
in May to cooperate with U.S. Customs and Border Protection (CBP) to fight exports
of counterfeit and pirated goods.

That said, we see evidence of unacceptable levels of IPR infringement most vividly
in the numbers of infringing goods seized at U.S. borders. CBP mid-year statistics
for 2007 showed that China was the source of 81 percent of infringing goods seized
at U.S. borders. China’s high share of seized goods is not particular to the current
year.

USTR and the Administration as a whole continue to respond to this critical con-
cern by making innovative use of our full range of trade policy tools. First, USTR
has augmented our focus on the unique challenges of China with the appointment
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last year of a Chief Counsel for China Trade Enforcement, Claire Reade, who leads
our China Enforcement Task Force.

Second, this year’s Special 301 Report described the United States’ plan to main-
tain China on the Priority Watch List and to continue Section 306 monitoring. In
addition, we conducted an unprecedented special provincial review of progress on
IPR issues in several key provinces and independent municipalities of China. Many
of these provinces and municipalities are huge economies in their own right, and
they attract significant U.S. investment. They are also on the front lines of IPR
proglems for some U.S. right holders. We reported the results of that review at the
end of the 2007 Special 301 report, spotlighting weaknesses at local levels, but also
highlighting positive efforts, innovative initiatives for fighting Internet piracy in
Beijing, pilot programs on enforcement in Shanghai, and deeper engagement with
international right holders in Jiangsu province.

In past years, we have used the Joint Commission on Commerce and Trade
(JCCT), which Ambassador Schwab jointly chairs with Secretary Gutierrez, to get
results on IPR. For example, as a result of past JCCT commitments:

e China introduced rules that require computers to be pre-installed with li-
censed operating system software;

* China agreed to step up work to combat counterfeit goods at trade fairs and
consumer markets; and

e China joined the WIPO Internet Treaties, which are critical to ensuring IP
protection in the digital age.

As I mentioned earlier, we have also used our Special 301 process—USTR’s an-
nual report card on international IP protection—to highlight China as a top IPR en-
forcement priority. Our analysis of é)hina is the most in-depth and detailed of any
country covered in the Special 301 Report.

Finally, in appropriate cases, where bilateral dialogue has not resolved our con-
cerns, we have taken the further step of filing World Trade Organization (WTQ) dis-
pute settlement cases. So far we have initiated two cases that relate to our IPR con-
cerns.

The first of these cases involves deficiencies in China’s legal regime for protecting
and enforcing copyrights and trademarks on a wide range of products. Specifically,
our panel request focused on three main issues: quantitative thresholds in China’s
law that must be met in order to start criminal prosecutions of copyright piracy and
trademark counterfeiting and that appear to create a substantial safe harbor for
those who manufacture, distribute, or sell pirated and counterfeit products in China;
rules for disposal of IPR infringing goods seized by China’s customs authorities; and
the apparent denial of copyright protection to works poised to enter the Chinese
market but awaiting censorship approval from China’s authorities. The WTO panel
in this case was formally established at a meeting of the WTO Dispute Settlement
Body on September 25.

Our second WTO case challenges China’s barriers to trade in books, music, videos
and movies. Our panel request focuses on a legal structure in China that denies for-
eign companies the right to import publications, movies, music, and videos, as well
as on China’s rules that severely impede the efficient and effective distribution of
publications and videos within China. In addition, this panel request addresses mar-
ket access barriers affecting the distribution of movies, as well as the distribution
of sound recordings over the internet and the mobile phone network.

It is clear from these examples that we do not hesitate to file WTO cases when
circumstances warrant that action. At the same time, these cases are evidence of
the need for more, not less, bilateral engagement with China. The United States be-
lieves that continued bilateral dialogue and cooperation can lead to further progress
in these and other areas. The United States will continue to put serious efforts into
its joint work with China on innovation policy, intellectual property protection strat-
egies, and the range of other important matters in our bilateral economic relation-
ship through the U.S.—China Strategic Economic Dialogue and the JCCT.

Moving ahead with that work will of course require a willingness to cooperate on
the Chinese side. We have seen that in some areas, such as the recent law enforce-
ment actions I mentioned earlier, and we hope to see it in other areas as well.

RUSSIA

With respect to Russia, the Administration has made it clear to Russia’s officials
at the highest levels that the protection of IPR in Russia is a U.S. priority. As we
have moved into the multilateral phase of the negotiations on Russia's accession to
the WTO, we have continued to reinforce the importance that both the Administra-
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tion and Congress place on full implementation of all the commitments in our No-
vember 2006 Bilateral IPR Agreement.

The 2007 Special 301 Report describes the Bilateral IPR Agreement between the
United States and Russia, concluded in November 2006, which includes important
commitments to strengthen IPR protection and enforcement in Russia. Under the
terms of the agreement, Russia committed to take action to address piracy and
counterfeiting and further improve its laws on IPR protection and enforcement. The
agreement sets the stage for further progress on IPR issues in ongoing multilateral
negotiations concerning Russia’s bid to enter the WTO. This year’s Special 301 Re-

ort continued heightened scrutiny of Russia by maintaining ﬁussm on the Priority
atch List and announcing plans for an Out-of-Cycle Review.

In August, we received comments from the public, including from U.S. industry
and the Russian Federation, as part of the Out-of-Cycle Review of Russia’s protec-
tion of intellectual property. A major purpose of that review is to scrutinize Russia’s
implementation of the Bilateral IPR Agreement. That review is ongoing.

In the meantime, we continue to work intensively with our Russian counterparts
to achieve progress on the outstanding bilateral and multilateral issues related to
Russia’s WTO accession, including implementation of TRIPS.

Russia has made clear progress in some areas. For example, they are taking steps
to move optical disc plants off of restricted military-industrial sites, cracking down
on unlicensed optical disc manufacturers, passing laws to curb abuses by rogue
copyright collecting societies, and issuing helpful new guidance for the prosecution
of criminal IPR cases. These were all specific commitments in our bilateral agree-
ment.

However, more remains to be done pursuant to our bilateral agreement. For ex-
ample, we will continue to press Russia to shut down and prosecute the operators
of illegal websites operating in Russia, including the successors to the infamous
allofmp3.com. Russia needs to strengthen its supervision of licensed optical disc
plants, including better laws and regulations and more enforcement. Russia still
needs to make legislative changes to implement its TRIPS requirements to protect
pharmaceutical test data. It must pass legislation now pending in the Duma to
strengthen Customs’ authority to take actions ex officio with respect to suspected
exports and imports of pirated or counterfeit goods. Russia needs to complete imple-
mentation of the WIPQO Internet Treaties, and it must amend Part IV of its Civil
Code to ensure full compliance with TRIPS and other IPR agreements. Some of
these actions are overdue—a concern that we raised with our Russian colleagues at
our bilateral Intellectual Property working Group in Moscow on September 24 and
25 and during other recent meetings with the Russian Federation in Geneva and
Washington. We have been assured that the process of compliance is moving ahead.

In closing, Mr. Chairman, I want to assure you in the strongest possible terms
that the Administration shares the view, so frequently and well articulated by the
distinguished members of this subcommittee, that protection of U.S. intellectual
property overseas is critical to America’s economic future. With that in mind, we
look forward to continuing to work with you and your colleagues to improve protec-
tion and enforcement of IPR around the world.

Mr. BERMAN. Well, thank you very much, Ms. Espinel.

And I think at this point I will recess the hearing. I believe it
is one vote, so we will be right back and introduce the rest of the
witnesses, hear their testimony and then questions.

Thank you.

[Recess.]

Mr. BERMAN. Let me introduce the rest of the panel and recon-
vene the meeting. The next witness will be Eric Smith, who rep-
resents the International Intellectual Property Alliance.

The IIPA is a private-sector coalition of seven copyright-based
trade associations which represent over 1,900 companies in the
movie, music, business software, and video game publishing indus-
tries.

Since co-founding the IIPA in 1984, Mr. Smith has represented
the ITPA before U.S. and foreign governments with the primary ob-
jective of opening foreign markets to U.S. copyrighted products and
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reducing piracy levels through improved legal protection and effec-
tive enforcement.

He was the principal representative of the copyright industries
in the WTO’s TRIPS and NAFTA intellectual property negotiations,
and served on the U.S. delegation at the diplomatic conference
leading to the adoption of the WIPO Copyright Treaty and Per-
formances and Phonograms Treaty in 1996.

I would just add that I had the pleasure of spending a couple of
days with him at a conference on these subjects this past summer,
and both enjoyed it and found him incredibly knowledgeable on
this whole subject.

Dr. Loren Yager is Director of International Affairs and Trade of
the U.S. Government Accountability Office.

Dr. Yager has managed GAO efforts to document U.S. efforts to
enforce intellectual property rights at home and abroad, the Fed-
eral approach and strategy for improving intellectual property
rights enforcement, and small business efforts to obtain patent pro-
tection.

Additionally, Dr. Yager has completed reports and provided con-
gressional testimony on a wide range of topics, including China im-
port remedies, customs and border protection’s in-bond system, off-
shoring of U.S. services, terrorist financing, global corporate re-
sponsibility, illegal textile transshipment and the World Trade Or-
ganization, China’s WTO compliance, the maquiladora industry,
container security, and a variety of other subjects.

Lastly, Mark MacCarthy is Senior Vice President of Global Pub-
lic Policy at Visa. He represents Visa before international public
policy makers around the world and in the United States before the
Congress, the Administration, the Federal Trade Commission, the
banking regulators and other regulatory agencies.

Mr. MacCarthy is responsible for Visa’s global public policy ini-
tiatives and strategies in the area of data security and privacy,
electronic commerce issues such as Internet gambling and Internet
pharmacies, and product innovation such as Visa’s contactless pay-
ment platform and prepaid cards.

If I recall correctly, he also worked in this place for a good period
of time.

Gentlemen, all your written statements will be part of the record
in its entirety. I would ask you to summarize your testimony in 5
minutes or less.

There is a timing light at your table that supposedly works now,
and when 1 minute remains, the light will switch from green to
yellow, and then to red when the 5 minutes are up.

I am tempted to let Mr. Coble add his admonition about what
that light means, but I'm not doing that. Mr. Smith, why don’t you
begin?

TESTIMONY OF ERIC H. SMITH, PRESIDENT, INTERNATIONAL
INTELLECTUAL PROPERTY ALLIANCE (IIPA), WASHINGTON,
DC

Mr. SMITH. Chairman Berman, Ranking Member Coble, Mem-
bers of the Subcommittee, it is an honor and pleasure to appear be-
fore the Subcommittee for the third time on this topic, twice in
2005, to again provide an update on glebal copyright piracy.
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Piracy continues to rage around the world and is a threat to U.S.
growth and U.S. jobs. While the situation is slowly improving each
year on the physical piracy front, with some individual country ex-
ceptions, Internet piracy is now truly a global problem with U.S.
content fueling that piracy in most countries.

Increasingly, we all must focus on online piracy as a threat to
e-commerce and to U.S. leadership in producing and globally dis-
tributing high-value content.

The U.S. maintains a huge comparative advantage, as was said
by Mr. Coble, in the production and distribution of creative works,
filmed entertainment, music and recordings, business and enter-
}:‘aimlnent software, and books and journals that make up the ITPA

amily.

And for most of these industries, 50 percent of their revenues de-
rive from outside the U.S.

This comparative advantage has meant that these creative indus-
tries now account for an ever-increasing portion of the GDP, about
$819 billion in 2005, or close to 7 percent of the U.S. GDP; over
five million jobs, which is about 4 percent of total employment; and
$110 billion in foreign trade revenues, making it one of the largest
contributors to trade in our economy.

Perhaps most important is that these industries accounted for
over 13 percent of the growth in the economy in 2006. Global pi-
racy threatens that growth path. We have been wiretapping what
Internet piracy has done to our recording industry and threatens
to do to others as well.

A study came out this month that for the first time was able to
quantify the impact of global piracy on the U.S. economy, $58 bil-
lion in losses, lost jobs, lost tax revenues, lost waves.

The study concluded that all these numbers were conservative.
In my written statement, I detailed IIPA members’ initiatives and
challenges in dealing with this problem, and I won't repeat them
here.

But Mr. Coble was quite right. On the enforcement side there
just aren’t any quick fixes.

Suffice it to say that the copyright industries depend critically on
good laws and enforcement and that governments are central to
making that happen.

Our government has led the way and without the help of USTR
and other agencies and from Congress for providing the trade tools
to assist in awakening our trading partners to the need to protect
our intellectual property, including for the benefit of their own citi-
zens and creators, we would be in truly dire straits.

We have witnesses many successes in the last 20 years, driven
in part by good work from our government.

I do want to report on the two countries that have provided the
greatest challenges for us, China and Russia. The situation in
China since we last reported to you at the end of 2005 is mixed.

ITPA members, with the exception of the business software in-
dustry, have not seen much progress at all, mostly at the margins.
Losses continue at very high levels, hovering between 80 percent
and 90 percent of the market, making it almost impossible to do
business there.
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The biggest problem, again, as before, is China’s stubborn reli-
ance on a flawed administrative enforcement system that simply
lacks any incentive for pirates to leave this lucrative business, and
China’s almost total failure, really, to employ criminal remedies,
which has been the only way we have been able to reduce piracy
levels in the rest of the world.

The business software industry, through China’s meeting some
key JCCT commitments with respect to legalizing software use in
the industry’s biggest customer, the Chinese government, has seen
a 10 percent decrease in piracy rates and a resulting 88 percent in-
crease in sales since our last report to you in 2005.

And I can guarantee you the rest of my members would love to
see that kind of progress, too.

Internet piracy is our most urgent concern. The biggest ISP
search service in China, Baidu, which was mentioned, is reportedly
responsible for 50 percent of illegal downloads.

We think the Chinese government is also very concerned about
Internet piracy, has passed good regulations dealing with the pro-
tection of content online, but, again, enforcement is weak and
criminal enforcement is spotty at best.

Overall, we have only counted six concluded criminal cases in-
volving U.S. works since 2001, when China joined the WTO, a
record that must change if China is ever to reduce its high piracy
levels and make a real market for copyrighted material.

And China is a closed market in terms of market access for our
cultural industries, another problem that prevents them from sell-
ing in the Chinese market.

The pirates, of course, enjoy complete market access for our prod-
ucts, and through this theft enjoy the economic benefits that should
come to our own citizens.

Russia remains a continuing frustration. The November 2006
IPR agreement, Russia’s pathway to WTO accession, we hope and
continue to hope will be complied with. And if so, we will see a
much better market there.

Russia has made some progress, as Victoria has outlined, but
even here we await the true fruits of that progress. For example,
while Russia promised to cancel leases for the pirate O.D. factories
housed on protected government reservations, that process is still
in process.

No direct results yet. No plant owner has been convicted, and
very few criminal cases with deterrent penalties can be counted.

We await real progress, and meanwhile IIPA’s year 2000 GSP
petition remains in limbo with Russia still receiving over $500 mil-
lion in unilateral benefits in 2006, with our industries, in turn, suf-
fering close to $2 billion in losses.

Mr. Chairman, it is there in our testimony, in our written testi-
mony, it is there for all to evaluate how serious Russia is in work-
ing to solve its massive piracy problems.

If I might, Mr. Chairman, one word about Canada.

Mr. BERMAN. One sentence.

Mr. SMITH. The situation there is not good. The law is antiquated
and unequipped to deal with online piracy, which is growing. En-
forcement is not a high priority there. We definitely need improve-
ments in Canada. Thank you.
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[The prepared statement of Mr. Smith follows:]

PREPARED STATEMENT OF ERIC H. SMITH

InTeErvaTioNAL INTELLEcTeaL Proresry ALvLiance®

Written Statement
of

Eric H. Smith
International Tntellectual Property Alliance (ITPA)

before the

Subcommittee on Courts, the Internet, and Intellectual Property
United States House of Representatives
on

“International Piracy: The Challenges of Protecting
Intellectual Property in the 21* Century”

October 18, 2007

Chairman Berman, Ranking Member Coble, and other distinguished
Subcommittee members, | am Eric Smith and UPA and its members thank you for
continuing these oversight hearings, begun in May 2005, to review the key piracy
markets of China and Russia -- and, at this hearing, the general state of protection and
enforcement of our members products around the world. We are again honored to appear
before you on behalf of the seven trade associations -- representing over 1,900 U.S.
companies -- that make up the 1IPA. These associations represent the motion picture (the
major studios and the independents), music and recording, business and entertzinment
software, and the book and journal publishing industres. Virtuatly all of our members
have appeared before this Subcommittee at some point and they all thank you for the
support you have given them and their members over the years.

It will be no surprise to this Subcommittee that piracy continues to rage on a
global basis, severely damaging the U.S. economy, reducing GDP, lowering economic
growth and hurting U.S. jobs. China and Russia, countries about which you have heard
much from our industries, from our government and in the press, are only the tip of an
iceberg that should be shrinking, but instead continues to block the path of our country
receiving the full economic benefits from the significant comparative advantage we have
in the creative sector of the global marketplace.

releyes @ na Aliunce

=2 Desa  Er BE LB e ©
B | esnon “inww b, NemDem

HeinOnline -- 3 Protecting America's Intellectual Property: A Legidative History of the Pro IP Act of 2008 (William H. Manz, ed.) 34 2009



35

October 18,2007
ITPA House IP Subcommittee Testimony
Page 2 of 16

The Importance of the Copyright Industries to the U.S. Economy and the Cost of
Piracy

Before getting to the subject of the state of protection and enforcement in key
markets around the world, we believe members could benefit from a review of some key
statistics that demonstrate both the critical role that the creative industries play in our
economy (and in other countries around the world) as well as a review of new work that
has recently been done to ineasure the harm caused by global piracy to the U.S. economy.

Since 1990, when the seminal study was published by TIPA measuring the
economic role of the copyright industries in our economy, these industries have steadily
increased their percentage contribution to U.S. GDP, U.S. jobs and U.S. foreign trade,
often at multiples of the rate of growth of the economy as a whole. In our most recent
study, published in early 2007, the “core™ copyright industries accounted for over $819
billion or over 6.5% of the U.S. GDP in 2005 ($173.7 billion in 1990). They accounted
for 5.38 million jobs, or over 4% of U.S. employment (3.3% in 1990) and were paid
average wages 40% higher than the national average. Contributions to foreign trade
(foreign sales and exports) exceeded $110.8 billion (822.3 billion in 1990), larger than
any other major sector of the U.S. economy. To show the comparative advantage and
overall strength of these industries, the author, Steve Siwek, was able this time to
measure these industries’ contribution to overall economic growth occurring in 2005 -
almost 13% or double the contribution to GDP. In short, Mr. Chairman, almost no other
industry sector occupies such an increasingly important role in the U.S. now and into the
future.

We are the world’s leader in producing creative products. But our task is to
convince our trading partners where high piracy levels persist that their economies are
suffering, that their GDP and job growth is stunted by their failure to take this issue
seriously, The World Intellectual Property Organization (WTPO) is working with about
20 countries on studies that use the same methodology as the U.S. study with the goal of
illustrating one simple truism, that failure to protect copynght effectively from piracy is
just bad economic and development policy, pure and simple. The studies completed this
far show, to some surprisingly, that copyright industries represent from 3% to 5% of GDP
even in developing countries and tend to create new jobs at a much higher rate than those
economies as a whole, sometimes up to three times.

For the first time, data became available which allowed Steve Siwek, who also
authors the I1PA studies, to measure the loss to the U.S. economy from global piracy. He
could not do so for all the copyright industries, but that recent study, done for the Institute
for Policy Innovation (1P1), concluded that global copyright piracy cost the U.S. economy
at least $58 billion in total output in 2006, costs American workers 373,375 jobs and
$16.3 billion in earnings, and costs federal, state, and local governments $2.6 billion in
tax revenue.
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These numbers, which are conservative, are still staggering and make evident that
the protection of one of our countries greatest assets — our creativity and our
entrepreneurial skills in bringing that creativity to the global marketplace -- is a policy
“must” for our country.

Global Piracy and the Tools to Fight it

So how are we doing in redeeming these potential gains and potential growth for
the American people as a whole? Unfortunately, and at the risk of understatement, the
answer is not as well as we should be. Our Congress has provided the Executive branch
with a panoply of tools to tackle this challenge and over the years since the mid-80’s,
huge strides have been made, through the tireless efforts of USTR and other U.S. trade
and IP agencies in partnership with the private sector. At that time, most of the
developing countries in Asia had piracy rates near 100%, and with a few exceptions that
record is manifestly better after 20 years of very hard work. But there is only so much
that one country, even the U.S., can do. Other countries must take the policy decisions,
develop the political will and employ it through good legislation and effective and
deterrent enforcement if those gains are to come to our people and creators and their
citizens and creators. Increasingly, many countries have come to this conclusion, have
taken the necessary steps, and the situation is improving. We will identify some of these.
But others have just begun to make the necessary policy decisions and have yet to
implement them effectively. We will identify some of them too; we have spoken at two
prior hearings of this Subcommittee about two of them -- China and Russia. These
countries have become the poster children for all those countries where progress just isn’t
being made at an adequate pace.

One of the great tools that this Congress has fashioned has been the Special 301
process. Another is Congress’ support of the Free Trade Agreement process beginning in
the last Administration. Still another is the TRIPS Agreement which sets the global
minimum standards of protection AND most importantly now, standards of effective
enforcement, some of which are currently being tested before the WTO in the dispute
against China. Finally, Congress, in the Digital Millennium Copyright Act (DMCA), has
implemented the WIPO Internet treaties concluded in Geneva in 1996. The U.S. has been
joined now by 63 and 61 other treaty members (soon to be over 80 when many EU
members join) in a global effort to protect high value content on the Internet. Over 100
countries have already implemented (or are about to implement, as FTA signatories)
these treaty obligations, the vast majority of them in much the same way as the U.S. did.
Indeed, the U.S. has led the way by establishing the global model that has worked and
has persuaded other countries to adopt much the same lepislative template. This
subcommittec deserves major credit for this, and we appreciate your leadership.

The Special 301 process has been a critical component of the progress made to
date and continues to be a principal tool to leverage and persuade other countries to adopt
essentially fair trade practices with respect to U.S. intellectual property. The copyright
industries have participated actively in this process since 1989 and have greatly benefited
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from this process, in terms of legal reform and improved enforcement, leading to lower
piracy levels in many countries and increased sales of our companies’ creative products.
In turn, this has led to additions to U.S. GDP and to more U.S. jobs.

Copyright Industries’ Initiatives and Challenges in the Global Struggle to Reduce
Piracy

Again, before turning to discussing some of our most challenging countrics, and
some of the successes, Subcommitice members might benefit from a brief summary of
the broader overview of these issues that is contained in IIPA’s 2007 Special 301
submission. | have appended to my written testimony a copy of our transmittal letter
covering IIPA’s comprehensive February 2007 Special 301 submission on piracy in sixty
of our key trading partners. In this submission, we report on specific actions and inactions
by the country, detail specific statutory and enforcement deficiencies, and highlight their
impact on the overall U.S. economy and on the U.S. creative industries. The entire report
can be found on the LIPA website at www iipa.com. In our transmittal letter, 1IIPA sought
to put the issues facing our industries in a broader context in the process of summarizing
the key global challenges to our industries and our priorities on how to deal with them. It
highlights that our industries conservatively lost an estimated $16 billion in these 60
countries/territories in 2006 (data for all countries and all industries was not available).

Again it will come as no surprise that at the top of this list is securing improved
and deterrent enforcement. Needed law reform to secure basic minimum rights globally
has been a great success for the U.S., though further law reform 1o establish the legal
infrastructure to fight Internet piracy remains a high priority. In that context then, IIPA
has set out eight initiatives/priorities/challenges for this year, which cut across all
countries.

o Securing effective and deterrent enforcement is at the top of the list. In addition
to the use of the tools listed previously, it is critical that we make countries aware
of the gains to them from reforming their enforcement systems. In addition, we
highlighted the need for better coordination of enforcement training by the U.S.
government, those governments in partnership with our and their industries. We
called for the creation of global “best enforcement practices” which could serve as
a goal that countries should reach and imptement if they are to lower piracy levels.

e A major priority and challenge is the rapid growth of Internet piracy, as it
impacts the future of clectronic commerce. This growth is at alarming rates as
more and more of the world’s population gets connected to the Tnternet. The first
order of business to combat this problem is to cstablish an cffective legal
infrastructure which includes ratification and full implementation of the WIPO
Internet treaties (the WIPO Copyright Treaty and the WIPO Performances and
Phonograms Treaty). While the treaties now have 64 and 62 members,
respectively (with new EU members expected soon), and even more countries
have implemented their provisions, this process must continue and create a truly
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global infrastructure where piracy havens cannot exist, We must also work to
develop public policies that address a disturbing and growiny global consumer
attiwude that the theft of digital content is an acceptable outgrowth of deeper
Internet penetration. The healthy growth of e-commerce - critically dependent on
securing a safe environment for the global transmission of valuable data, much of
it protected by copyright laws — hangs in the balance.

e Optical disc piracy and the effective regulation of optical disc production in
countries that have been unable to effectively deal with this problem is another
key chailenge and priority. Russia and China are a key examples of this problem.
Gtobal production capacity far outstrips global demand; using that excess capacity
for pirate production has flooded the world’s market with pirate optical discs
containing all types of copyright material. While we have made great progress in
the last ten years in reducing this threat, this work is by no means finished. Today,
Internet piracy now shares the limelight with this long-standing probtem.
Securing effective regulation of plants in problem countries, like Russia,
accompanied by deterrent enforcement is an ongoing initiative and challenge for
the U.S. government and the copyright industries.

o Piracy by organized crime syndicates is rife particularly throughout Asia,
Mexico, the states of the former Soviet Union and in Eastern Europe. Because
piracy is so lucrative' and in many of these counlries enforcement is weak and
where governments are not strong enough to combat these syndicates effectively,
they have taken over the business of piracy, as but another part of their illegal
activities including the financing of terrorism. Our report details many examples
of how organized crime syndicates go about the business of piracy. Only
government intervention and government cooperation internationaliy can stem
this growing problem - the private sector is unable to do so on its own. The U.S.
government must be at the center of this effort.

e The unauthorized use of business and productivity software by governments,
state-owned enterprises and private sector companies causes the largest losses
globally to the business software industry - one of the most productive and
fastest-growing sectors of our economy. IPA member, the Business Software
Alliance, reported in the spring that the personal computer packaged software
industry (beyond just U.S. software publishers) lost more than $32 billion
globally in 2006 (counting both business and consumer software). This “end-user
copyright piracy” also affects other copyright sectors where the ultimate
business or individual consumer can now directly engage in piratical acts -- all
our industries are directly affected by the ease with which copyrighted works can
be copied or otherwise exploited by using the Intemet. The recording and movie

' An always surprising statistic is that the profit margin on DVD piracy, for example, is estimuated at 1150%,
far exceeding the margins for trading in heroin (360%) and cocaine (1000%). See IPA's 2007 Speciat 301
submission at p. 13,
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industries are particularly affected. The book industry faces widespread
commercial photocopying, particularly in and around universities; the
entertainment software industry faces piracy in the context of the geometric
growth of online games globally.

» Piracy of books and journals, in English and in translation, by traditional
printing means, by commercial photocopying of entire editions, and through
online and digital piracy, is a major problem for the U.S. publishing industry.
Increasingly sophisticated technologies allow for pirate hard copies of books that
are becoming more and more competitive with authorized editions. In addition,
publishers are suffering from significant online piracy, mostly in the form of peer
to peer trading or commercial sale of scanned versions of bestsellers and
academic texts. Online piracy also affects professional and scholarly joumnal
publishing, a mainstay of progress in the sciences, when journals which have
already been put into electronic form by the legitimate publisher, appear on sites
available to the ultimate, but unauthorized, user.

o A cross-cutting prdority/challenge, affecting all our industries, is bringing all
countries into compliance with their enforcement obligations in the WTO
TRIPS Agreement and by using the U.S.’s Free Trade Agreement process to
raise the level of statutory protection to encompass new technological challenges,
like the Internet, and to obligate governments, in return for more open access to
the U.S. market, to open their markets by significantly improving the enforcement
of their copyright and related laws to significantly reduce high rates of piracy.

» Finally, all the gains we could achieve to reduce piracy would be worth little if
countries do not afford all of our industries full market access to sell legitimate
copyrighted products and to meet the incredible demand for them -- demand that
fuels piracy around the world. Indeed, there is an intimate interconnection
between market access and reducing piracy levels. We would cite China as a
prime example of this interrelationship. But the problem is not limited to China.

Industry and the U.S. government have employed available tools to meet these
challenges for over twenty years. We would now like to tum to reviewing the results,
particularly in some key countries that ]IPA has testified about previously before this
Subcommittee.

The Piracy Scorecard: China, Russia and More
China: A Flawed Enforcement System Allows Piracy to Continue
Mr. Chairman, this will be our third report on the situation facing our industries in

China. In my December 2005 testimony before you, LIPA’s conclusion was “there has
been some minor incremental progress but no significant reduction in piracy levels, either
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domestically or for export.” Piracy rages on in China and 1 am sorry 1 cannot report to
you a different conclusion close to two years later.

Copyright pirates continue to control 80%-90% of the market in most copyright
sectors. In addition, in the music, recording, motion picture and entertainment software
industries, U.S. companies are doubly handicapped by the restrictions the Chinese
government places on their ability to compete fairly and efTectively in the market. IIPA
estimates that losses to the copyright industries in China exceeded $2.4 billion in 2006.

This doesn’t mean, however, that some progress hasn’t been made: Last year, for
example, China’s software piracy rate dropped four percentage points for the second year
in a row, and it has dropped ten percentage points in the last three years. Much of this
decline can be attributed to China’s implementation of its JCCT commitments to legalize
government software use and require preloading of legitimate operating system software
on PCs sold in China. By reducing China’s piracy rate by ten percentage points over three
years, $864 million in losses was saved. The legitimate software market in China grew to
nearly $1.2 billion in 2006, an increase of 88% over 2005. Since 2003, the legitimate
software market in China has grown over 358%.

On the legal front, China adopted new regulations in 2006 to deal with protection
of content over the Intermet and adopted many of the suggestions made by IIPA and our
members in a surprisingly transparent regulatory process. This was followed by China’s
accession to the WIPO Internet Treaties, fulfilling another of China’s JCCT commitments.

Industry used these new regulations to engage websites and ISPs to take down
infringing materials. The authorities took administrative action in some of these cases,
and while a number of websites have closed, administrative penaltics have been low and
the resources devoted by the government have not been nearly adequate to the task, the
punishments have not been deterrent, regulatory obstacles remain and the problem
continues to get worse. The administrative authorities have not, for example, taken action
against ISPs that have failed to promptly remove infringing materials. In addition, those
authorities have recently issued non-binding rules setting onerous requirements for
notifying ISPs and getting them to execute promptly take downs. These “rules,” even
though not binding, have given comfort to ISPs and they have increasingly failed to
coaperate with right holders. The authorities are even suggesting that notifications must
be via physical letters with much supporting materials rather than by e-mail as is done in
every other country. These requirements undermine the efficacy of the procedures to
either removing the infringing material at all and cenainly cripple our members’ ability to
see prampt action.

? This loss number docs not include lossey duc (o piracy of motion pictures or catertvinment sollware for which 2006
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To illustrate how serious Intemet piracy in China has become, according to
surveys, one of the largest Internet sites in China, Baidu, is alone responsible for 50% of
all of the illegal downloads of music in China. While Baidu holds itself out as a mere
search service, il engages in practices such as compiling "top 100 lists,” including of
American chart music, and then providing “deep links” directly to infringing files on
other illegal services, thereby engaging in the kind of “inducement” of infringement that
should be held illegal. Unless Baidu is prevented from continuing such unfair and illegal
practices, legitimate Internet distribution of recorded music will never take place; no
company will be willing to enter the market with a legitimate service under such
conditions. This remains a number one priority for the U.S. record industry and is a threat
to all legal Internet services dealing in legitimate content.

The bottom line, Mr. Chairman, is that the Chinese government stubbornly
continues to adhere to a flawed enforcement system, relying on administrative
inspections, raids, seizures and low, non-deterrent sanctions imposed by administrative
enforcement authorities rather than employing its police and prosecutors to bring criminal
actions against piracy, with deterrent penalties. China can rightfully point to massive
raiding activity by many agencies of the government. Unfortunately, since these raids
lead only to small administrative fines, all of this enforcement activity has had little
impact on street-level piracy.

Over the last two years the motion picture and recording industry have conducted
three detailed surveys of the retail marketplace for their products in the key major cities
in China. In the last half of 2006, China undertook a heavily publicized “100-day
campaign™ against piracy. The surveys these industries took both before and after the
“campaign” showed little, if any, change in the actual retail market.

Retail shops either moved physically or moved their pirate product to the back of
the store. While some stores closed, others were opened and many raided stores reopened.
Why? Because there was no effective incentive to get out of the piracy business, fines
were small and criminal actions, which could have had a deterrent effect — as they have
in almost every other country in Asia -- were non-existent.

In part this was because the threshold for criminal liability is set so high that retail
piracy is simply not a criminal act in practice. This is one of the claims in the WTO IPR
case now pending in Geneva.

Even if the thresholds did not exist at all, the Chinese government has shown,
with regard to manufacturing of pirate optical discs, that it is not -- yet at least - willing
to employ criminal sanctions in even scrious cases.

An example of this failure is the recording and motion picture industry’s almost
Hercuiean efforts to try to persuade Chinese enforcement authorities to bring criminal
actions against 20 optical disc plants against which there was dispositive forensic
evidence infringing discs found in markets all over the world were produced in those
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plants. Our latest information is that none of these 20 cases are being prosecuted; the
criminal authorities almost invariably sent the industries back to the administrative
authorities. “This is their job,” they said. These are large factories sending millions of
units of pirate product throughout China and globally. Until the police and prosecutors
make it their job, little will change.

The record, as far as we are able to ascertain it in China’s non-transparent
enforcement regime, is that there have been only six criminal cases involving U.S.
copyrighted works (and only a few more actions involving works of other WTO members)
since 2001, when China joined the WTO.

In addition, Customs enforcement is simply not a priority for the government, and
as such, pirated and counterfeit products continue to flow largely unabated out of the
country.

We recognize thai, for the most part, this is a grim report and the Chinese
regularly accuse us of exaggeration and “misunderstanding the Chinese system.” But
many of our industries run anti-piracy programs in 100 countries around the world. We
look for results, not process. While there has been some progress, those results simply are
not there, Mr. Chairman.

That said, as an overall assessment, { must highlight some of the areas where we
have seen progress for some industries. As noted above, the business software industry
has benefited from the government’s efforts to legalize software use in the central and
provincial governments, that industry’s biggest customers. Those efforts should continue,
and become institutionalized within the budgeting and procurement processes for all
government entities. The industry benefited when the Chinese passed a regulation forcing
all computer manufacturers in China and those companies importing hardware into China
to load only legal operating systems on those computers As noted above, this has
resulted in increased sales for that industry. China has committed to extend its
legalization efforts to enterprise software use, and it is our hope that those efforts will be
stepped up considerably. With regard to enforcement against the business soflware
industry's main piracy problem — “end-user” piracy — industry’s efforts have been
hampered by an endemic lack of resources for the agency charged with enforcing
administrative regulations against such piracy Additionally, the Chinese have failed to
interpret their criminal law as covering this “end-user™ piracy.

The book and journal publishing industry has benefited from some increased
administrative enforcement against piracy of textbooks in the university environment, but
much more needs to be done and the industry is seeking high level engagement with the
Ministry of Education. But it should be noted that while administrative enforcement has
made a minor dent here, the nature of these “infringers” is far different that those we are
tatking about for the industries that face optical disc manufacturing, export and retail
piracy and counterfeiting.
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The entertainment software industry has been able to take signiticant advantage of
the massive demand for online gaming in China and piracy has been minimized in this
market by the etfective use of “technological protection measures.” However, the “hard
goods” marketplace is virtually non-existent for most of these companies, with piracy at
very high levels, the same as for other “hard goods” industries.

Mr. Chairman, we reported to this Subcommittee in December 2005 that industry
is severely hampered by the lack of meaningful statistics available on enforcement in
China. By not publicizing to us or to its own citizens that piracy per se is a serious crime
and that it imposes very heavy penalties on these illegal acts, it gives comfort to the
pirates, who know that the government is in effect turning a blind eye to their
infringements. China is fully experienced with stamping out illegal conduct — when it
wants to and when it threatens a political value that it considers fundamental, China is
using this lack of transparency to wage a propaganda war that is cheating its own creators
and hiding its non-deterrent enforcement system from public view. We must continue to
insist that China’s system become far more transparent at every level — and that it be
effective.

China: No Movement on Market Access for Most Industries

As we have noted here and in our previous appearances before the Subcommittee,
there is a direct symbiotic relationship between piracy and China’s severe market access
restrictions on the motion picture, music, entertainment software and book publishing
industries. The plain fact is that U.S. copyright products have almost total access to the
Chinese market, in pirate copies with billions of dollars being carned by pirates, not by
the rightful owners of that product.

Efforts were made in the two most recent JCCT meetings to improve this
situation for U.S. copyrighted cultural products -- to liberalize market access
commitments enshrined in the WTO Accession Protocol and to persuade the Chinese to
bring other practices which we believe violate its WTO commitment into full compliance.
U.S. government efforts on this front met with total resistance. The Chinese govemment
made crystal clear that they had no intention of opening up its market further to culwral
products beyond their minimal commitments in the WTO. [t is this unwillingness to
move at all on either front that formed the motivation, we believe, for the U.S.
government’s market access claims on behalf of some of the copyright industries which
were brought to the WTO consultation process and are poised to move to the panc! stage,
if the consultations fail.

China is the most closed market in the world for the U.S. cultural industries.
Given the massive trade deficit which this country has with China, it is inexcusable that
one of our country’s most productive sectors is effectively denied entry to one of the
largest markets in the world — a market where the demand for our products is deep and
growing. China is allowing the pirates to steal money straight out of the pockets of the
millions of creators and workers in our industries and of Chinese creators as well.
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Market access restriction are myriad and serious. The publishing, motion picture
and recording industries face restriction on their trading rights (right to import), and on
distribution within the country. The recording industry faces discriminatory censorship
requirements not imposed on local record companies. The entertainment software
industry faces slow censorship procedures for its hard goods and online game products,
giving the pirates an almost insurmountable fead in this fast-moving, hit-driven
videogame market. The motion picture industry also faces censorship delays as well, plus
the Chinese only allow twenty foreign films, from all sources, into their market every
year and constrain the distribution of those films to a2 government-owned and controlled
duopoly.

China: Conclusion

At the December 2005 hearing, {IPA was asked to list those actions which we
wanted the Chinese government (o take to get a handle on its piracy and market access
problems. We do not need to repeat them here. Our recommendations would be virtyally
unchanged from almost two years ago.

Russia: A Good IPR Agreement with the U.S. in Need of Implementation

Russia is at a critical juncture in the development of its LPR regime. On
November 19, 2006, Russia signed a Bilateral IPR Agreement (“IPR Agreement™) with
the United States. The TPR Agreement is a free-standing bilateral trade agreement, as
well as Russia’s roadmap to WTO accession, with respect to intellectual property
protection and enforcement.

The Agreement reflects Russia’s acknowledgment of the many legal reforms and
enforcement steps it needs to implement in order to develop a modern and effective
copyright system. Russia’s full compliance with the IPR Agreement is essential for the
high piracy rates in Russia to come down and in order to develop a healthy environment
for U.S. (and other foreign) copyright-based businesses to operate in Russia. The IPR
obligations require Russia to implement very specific legal reforms, to undertake
“meaningful enforcement,” and to do so ““on a priority basis.”

Russia has undertaken some legal reform and enforcement measures in the past
few years, and more since the TPR Agreement was signed. Unfortunately, Russia is
presently not meeting its obligations under the IPR Agreement especially with regard to
Russia’s dual problems of optical disc (“OD”) and Internet piracy. In fact, since our last
testimony before this subcommittee regarding piracy in Russia two years ago, piracy
rates have continued to hover around 65%-80% of the market for the copyright industries.

As a result of these enforcement problems and the high piracy rates in Russia, the
LIPA recently testified in support of denying Russia’s continued benefits under the
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Generalized System of Preferences (GSP) program.® In 2006, Russia benefited from over
$512 million in duty free GSP imports into the United States. In contrast, U.S. companies
suffered losses of over $1.95 billion due to copyright piracy in Russia (as detailed in our
February 12, 2007 Special 301 ﬁling).‘

The number of optical disc (i.e., CD and/or DVD) plants in Russia has more than
tripled in just the last three years, so that at present there are close to 50 plants.
Production capacity has nearly tripled as criminal operations have encountered little
hindrance in expanding their activities. In short, Russian optical disc piracy is a massive
problem. Russia agreed to address the optical disc problem on a comprehensive basis,
with the objective of permanently closing down illegal plants. Russia was supposed to
conduct “repeated, unannounced inspections” of all known OD plants. These inspections
were to “take place regularly, without prior notice, and at any time, day or night.”
Criminal proceedings were to be initiated “[i]f evidence of unauthorized production of
optical media bearing content protected by copyright or related rights on a commercial
scale is found..” In addition, Russia agreed to adopt an effective OD licensing law,
However, Russia has not met these obligations. Instead, according to ILPA's information,
this year, Russian authorities have inspected only three out of an estimated 50
manufacturing facilities under the old inspection law, and have not yet released a draft of
any new law or regulations.

In 2006 and 2007, LIPA members witnessed some improvements in enforcement,
primarily at the retail level against vendors of iltegal optical disc materials and companies
invotved in the installation and use of pirated software, and some large-scalc raids against
warchouses storing illegal matcrial. In another improvement from prior years, some
deterrent sentences and prison terms have been applied by Russian courts, including
some (albceit a few) aimed at serious repeated offenders. Over the past few years, a few
people employed by the plants were convicted — after extensive delays in criminal
investigations — but most have received suspended sentences. In the business software
area, BSA reports an increase in the number of civil actions commenced by right holders
that have had a deterrent effect on illegal activities to the benefit of legitimate software
distributors.

While these improvements are impontant, overall, there is little deterrence — by
way of criminal penalties — against those who continue to conduct large-scale cormercial
piracy in Russia. Clearly, the priority for TIPA members in Russia is to step up
significantly enforcement activity to provide adequate and effective enforcement of IPR
violations, including the imposition of criminal deterrent penalties. [n short, Russia is
undertaking some enforcement activity - and by some measure, more than in prior years,
but stifl much more needs to be done to meet the requirements of the TPR Agreement.
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The TPR Agreement obligates Russia to combat the growing threat of Internet
piracy “with the objective of shutting down websites that permit illegal distribution of
content protected by copyright or related rights” (and especially for websites whose
servers are situated in Russia). Russia has taken some action in this regard (according to
the Russian Government identifying 166 offending sites and closing 72 of them). In June,
the most notorious website (even noted in the IPR Agreement), allofmp3.com, was taken
down, and to this point has not resurfaced at that Internet address. However, another site,
nearly identical and apparently owned and operated by the same company has sprouted
up in its place, and the illegal distribution of copyrighted material continues there, as well
as on many other sites. Investigation of Intemet distribution of other types of works, such
as business and entertainment software, books, as well as music and film material, by a
variety of technical means, must be stepped up by criminal investigators. Few, if any,
criminal cases have been pursued against illegal website operators.

Last, while LIPA notes the many legal reforms that Russia has undertaken (see the
IIPA’s recent Out-of-Cycle Review and GSP filings),® Russia has agreed to many key
reforms that have not yet been adopted. The list of legal reforms (more fully detailed in
those recent 1IPA filings) include: (1) improvements to Russia’s basic copyright code
(now a part of Civil Code at Part 1V); (2) the Criminal Code which needs to be amended
to make legal entities liable for IPR crimes; (3) the Customs Code which must be
amended to add ex officio authority (ITPA understands this amendment is now pending in
the Duma); and (4) the complete implementation (in the Civil Code) and ratification of
both digital treaties — the WCT and the WPPT. In addition, and most importantly, are the
long-promised optical disc regulations, which would properly regulate the licensing of
plants (and their equipment and raw material used in production), the (surprise)
inspection of plants, the closure of illegal plants and the sanctions to be imposed ~
including criminal penalties — for violations.

Russia: Conclusion

HPA members sincerely hope that the U.S. government and the Russian
government can make progress in implementing the comprehensive [PR Agreement.
Only the full implementation of this Agreement will result in improving Russia’s TPR
regime for the benefit of U.S. and Russian authors and producers, and will permit Russia,
by fully complying with TRIPS, to accede to the World Trade Organization. We look
forward to working with the Russian and U.S. govemnments, and members of this
subcommittee to meet these goals, to see the [PR Agreement fully implemented and the
Russian PR regime improved.

* htipi/fvww. fina. convpdi7TIIPARUssia2007
tp:/fwwy i TP ARussiaGSPPre-
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Beyond China and Russia: Canada

Enforcement and law reform problems are not limited to countries like China and
Russia. The situation in Canada, for example, is truly disappointing. Not only is
enforcement inadequate but Canada is one of the last countries in the developed world to
adopt modem law reforms to deal with the new technological environment of the Internet.
Canada is clearly behind the times.

The U.S. government has been urging Canada to address its piracy problems for
years. Canadian law enforcement has at least acknowledged the problems, including the
role of organized criminal gangs, but Canada’s inadequale laws have left them
handcuffed. Bills to modemize Canadian law and enforcement practices, particularly with
respect to the Intemet, have been mysteriously stalled within relevant Ministries,
notwithstanding the public support of the relevant Ministers and the issuance of a number
of Parliamentary calls to act.

Canada recently adopted a much needed amendment to outlaw camcording in
theaters. This was a significant and welcome development in the fight against the piracy
of motion pictures.

Other needed laws, however, are only in the drafting stage with no one knowing
what these drafts will provide. Customs enforcement in Canada is inadequate and it is
extremely difficult to get TSPs to cooperate in taking down infringing matenial given, in
this respect, the woefully inadequate copyright law. Llicit filesharing is not clearly illegal
and Canada is now a center for servicing this activity, damaging the U.S. market and
others around the world.

Canada must move quickly to solve these probiems.
Beyond Russia and China: India

India is fast becoming an economic powerhouse like China and increasingly
investment is moving there. The situation facing our industries continues to remain
stagnant with over $750 million in estimated losses and continuing barriers to entry into
the market. The courts continue to be overburdened with little improvement in sight, at
{east on the key criminal side of the enforcement equation. india is desperately in need of
law reform not only to deal with the Internet (like Canada it has yet to adopt legislation
implementing the WIPO Internet treaties) but to deal with optical disc piracy (both draft
laws have languished for years), and enforcement should be strengthened for all
industries. India could be a great market for the copyright industries if needed legal and
enforcement reforms are made soon. The Indian government at both the federal and state
tevel must muster the political will to push through long-needed reform. USTR has
commenced a bilateral “Trade Policy Forum” with India and IPR is solidly on that
agenda.
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Have Any Countries Dealt Successfully with Piracy?

While piracy will never be eliminated in any country, there have been some
notable success stories, both in key areas and overall.

Singapore: Singapore was a pirates’ haven in the 1980s but it soon recognized that its
economic growth path depended critically on [PR protection. Tt passed a reasonably good
faw in 1987 and was one of the first countries to sign and implement an FTA with strong
protection and enforcement provisions. But probably most important has been its
willingness to support effective criminal actions against piracy. Piracy rates are among
the lowest in Asia (5%-10% for audio and video piracy, 39% for business software).

laiwan: Taiwan without question was the “Counterfeit Capital of Asia” in the 1980’s
but through effective and deterrent criminal enforcement, in most sectors, piracy rates
came down significantly to 10-15% in the late 1990s, but then increased to over 50% in
these areas by 1992-3 as a result of its allowing OD piracy and organized crime to take
over. It has since tackled this problem effectively, again through aggressive and deterrent !
enforcement, such that today, pirate OD exports are virtually non-existent. Even Internet
piracy has been put at the forefront of government attention. A major pirate service, Kuro,
was criminally convicted and Taiwan recently adopted a law criminalizing peer to peer
piracy. While the struggle is constant, and vigilance is still required when it comes to
Taiwan’s domestic market—especially on its university campuses, Taiwan has come a
very long way from its notorious beginnings.

Brazil: Recent successes in Brazil on copyright enforcement have been significant.
Brazil has done a noteworthy job of tackling physical piracy, especially optical disc
piracy, with a significant number of raids and seizures of pirated product. Moreover,
despite its political rhetoric (Brazil has been on the opposite side from the U.S. on almost
every TPR issue at the international level), its copyright law is a modern one, even
implementing many aspects of the WIPO Internet treaties (which it still needs to ratify).
Importantly, good cooperation with copyright industries exists within the CNCP
(National Council to Combat Piracy and Intellectual Property) on work plan prionitization
and operational matters. There is increasing enforcement cooperation between federal
and state authorities.

Despite these welcome successes, however, work must continue to address the
high levels of copyright piracy and ineffective criminal enforcement that have marked the
Brazilian market for many years. Piracy remains prevalent at the same hot spot locations
due 1o the failure to prosecute and hold offending parties accountable. Internet piracy is
on the rise, and more engagement regarding book piracy on university campuses.

Pakistan: Three or four years ago, Pakistan was a major global exporter of pirate OD
product manufactured in unregulated plants throughout the country. Under pressure from
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the U.S,, it took on this challenge and OD exports have all but ceased. However, its
record in other areas, particularly book piracy, remains abysmal.

Ukraine: While no one would hold up Ukraine as a success story across the board, it has
taken effective action against its version of allofmp3.com, setting a good example for its
reluctant neighbor, Russia

F1As: As noted above, this process has been a major success for our industries. The
copyright standards in the FTAs are truly excellent and models for all countries.

Conclusion

As this Subcommittee knows so well, meeting the challenges faced by the
copyright industries in a globalized -- and online -- world will require resolute action by
the U.S. government and by the governments of our trading partners. While it is essential
that copyright owners throughout the world join together with their governments to
protect and nurture these industries which are, and will increasingly be, critical to global
growth and trade, we cannot meet these challenges alone. Focused, effective govemnment
action is a necessary component in fighting the scourge of piracy.

The U.S. government has risen to meet these challenges and we are grateful for
the long-standing support we have enjoyed from USTR, from the State and Commerce
Department and from the Copyright Office and the Patent and Trademark Office over the
years. This Subcommittce has been at the forcfront, not only in recognizing the
importance of intellectual property to growth and jobs, but in exercising constant
vigilance to see that U.S. interests are protected. We thank you, Mr. Chairman, Ranking
Member Coble and all the members of the Subcommittee for all the support you have
given our companies and these issues over the years.

Iwould be pleased to answer any of your questions.

HeinOnline -- 3 Protecting America's Intellectual Property: A Legidative History of the Pro IP Act of 2008 (William H. Manz, ed.) 49 2009



50

Mr. BERMAN. Thank you very much.
Dr. Yager?

TESTIMONY OF LOREN YAGER, DIRECTOR OF INTER-
NATIONAL AFFAIRS AND TRADE, U.S. GENERAL ACCOUNT-
ABILITY OFFICE (GAQO), WASHINGTON, DC

Mr. YAGER. Good morning, Mr. Chairman, Members of the Sub-
committee. I am pleased to be here today to report on our work on
intellectual property protection before the Subcommittee of the
U.S. Congress that has identified this topic as one of its primary
areas of focus.

Prior hearings of this Subcommittee have focused on the patent
reform act, trying to create the right formula for stimulating cre-
ative and inventive activity in the United States.

Ultimately, once the patents or other protections have been
granted, it will only be meaningful if there is protection of IP in
the United States as well as in other countries.

Today I will discuss the increasing challenges to IP protection as
advances in technology and changes in global manufacturing make
counterfeiting and piracy an ever greater threat.

As requested, I will summarize the work the GAO has performed
on two subjects, first the nature of the risk that U.S. corporations
face in protecting IP, and second, U.S. methods for implementing
and coordinating United States’ intellectual property enforcement
activities.

My remarks are based on a variety of assignments the GAO has
conducted for the Congress related to IP protection over the past
5 years.

The first major subject I would like to cover in this statement is
that the risk to IP is increasing for U.S. firms, for a number of rea-
s0ns.

For example, as the technological and manufacturing capability
in Asia increases in industries such as the semiconductor industry,
more complex parts of the production process are being carried out
in countries like China, which puts more U.S. technology at risk.

A second reason is that high profits and technological advances
have also raised the risk of IP infringements by encouraging and
facilitating counterfeiting and piracy.

Economic incentives for counterfeiting and piracy include low
barriers to entry and high profits, given that there is no repayment
of the research and development or other reward for the inventive
activity.

In addition, technology has allowed high-quality, inexpensive and
accessible reproduction and distribution, particularly in the digital
industries.

At the same time, the level of deterrence has not kept pace with
the level of profitability. For example, there has been weak enforce-
ment in some countries, and China is a country where the com-
bination of production capability as well as export capacity is
unique.

However, there are many other countries where enforcement
challenges have persisted despite U.S. efforts.

The second subject I want to cover is the U.S. domestic efforts
to protect intellectual property can also be improved.
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The United States faces significant obstacles to coordinating do-
mestic efforts and ensuring that strong intellectual property protec-
tion remains a priority.

One of the biggest obstacles is the crosscutting nature of the
issue and the necessity for coordination between the large number
of agencies involved in IP protection.

In my written statement, I have included a figure showing the
different agencies and sub-agencies involved in IP protection, and
the figure includes policy agencies such as USTR, enforcement
agencies such as the FBI, as well as technical offices such as the
copyright office.

We took a close look at the IP coordination structure in the
United States and found that it lacks permanence as well as some
other features that are central to the success of this type of effort.

We also reported on the efforts of customs and border protection
to interdict counterfeit goods at the U.S. border and found that the
bulk of customs enforcement outcomes in recent years have been
accomplished within certain modes of transport, product types, and
have been restricted to a very limited number of ports.

For example, only 10 of the 300-plus ports are responsible for
three-fourths of the seizure value, but yet these were not nec-
essarily the largest ports in terms of import volume.

We made a series of recommendations to customs that we believe
will help them better focus their IP inspection activities.

In conclusion, Mr. Chairman, having the right formulas for cre-
ating intellectual property is of limited value unless there is suffi-
cient protection for the works that are created, and this hearing di-
rectly addresses that issue.

There is little disagreement, at least domestically, with the need
to strengthen protection, but the difficulty is in how to best achieve
that goal in the face of the strong economic incentives for counter-
feiting and the limited resources available to protect it.

While there are many elements of a successful national strategy,
continuity is central to success, whether that is in the efforts to en-
courage trading partners such as China, the domestic efforts of
U.S. agencies, or in the oversight by Congress.

We appreciate the opportunity to discuss some of our findings be-
fore this Subcommittee and would be happy to help consult further
to help achieve the long-term goals.

Thank you, Mr. Chairman. I would be happy to answer any ques-
tions.

[The prepared statement of Mr. Yager follows:]
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INTELLECTUAL PROPERTY

Risk and Enforcement Challenges

What GAO Found

TS, intellectnal property is increasingly at risk of theft as .S, finus become
more inlegrated into the world economy and the production of more
sophisticated procoesses and investments move overseas. ITigh prolius and
technological advances have also inereased the tisk of IP infringements by
making commterfeiting and piracy more attractive and casy to conduct. At the
i s have failed to

2] 5 Deen exacerbated by weak
etforcoment in some countries, particularly China.

While the U.S. faces significant obstacles when teying to ensure ctfective 112
protection abroad, it also faces scrious challenges in coordinating domestic
etforts and ensuring that [P protection remains a priority. The large number of
lederal agencies Involved, due 1o the cross-culling nature ol IR protection,
makes coordination particularly important. llowever, GAO's recent report on
coordinating mechanisims for federal I’ protection, we found that the
effeetiveness and long-term viability of the coordinating structure is uncertain,
I addition, each of the agencies involved in 1P has multiple missions, and it is
a challenge to ensure that I enforcerent is a sufficiently high priority. GAO's
report onthe efforts of 1he Customs and Border Palrol (CBP) to interdict
counterfeit goords at the border found that the bulk of CBP's enforcement
outcomes in recent yeats have been generated by pockets of activity within
certain modes of transport and produet types as well as among a limited
number of port locations. While the number of seizure actions has increased,
(his growih can be aliributed 1o a growing nnuber of small-value seizures
made [rom air-based modes. CBP lacks an approach 1o further improve
border enforcement outcomes; it has been focused on efforts that have
produced limited results, while not laking the initiative 1o understand and
address the variations among ports.

United States Oifice
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Mr. Chairman and of the Sub

1 am pleased to be here today to report on our work on intellectual
pruperty (IP) protection before the subcommittee of the U.S. Congress
that has identified this topic as one of its primary areas of focus. 1
appreciate the opportunity to provide some insights from GA('s wide
range of work on this issue. As you know, intellectual property is an
important component of the U.S. economy. Prior hearings of this
subcommittee have focused on the patent reform act, trying to create the
right formula for stimulating creative and il ive activity in the United
States. Ulumately, however, patents will only be meaningful if there is reat
protection of IP in the United States as well as other countries. Today, I
will discuss the increasing risk and enforcement challenges to [P
protection as advances in technology and in global uring
make counterfeiting and piracy a greater threat.

This hearing is particularly timely, as during the last year a number of
news stories have raised severe doubts among the American people about.
the quality and safety of products imported from China and the ability of
the Chinese government to regulate its manufacturers. While some of the
goods that posed risks in recent months were legltimate goods associated
with U.S. firms (Mattel), it is well kmown that counterfeit goods from
China pose risks to U.S. consumers, and unlike the situation with
tegitimate goods, there is little recourse to go back to the importer or
manufacturer and demand that the risks be eliminated.

I know that many of these issues are famuiliar to members of this
subcommittee, particularly as this panel hetd back-to-back hearings on
China and Russia IP theft in May 2006. As requested, today I will
summarize the work that GAO has performed in two areas: (1) the nature
of the risks that U.S. cor face in pr IP, particulary In
countries such as Ching, and (2) U.S. methods for implementing and
coordinating U.S. IP enforcement activities.

My remarks are based on a variety of assignments that GAO has conducted
on IP protection over the past. 4 years. Some of this work was focused on
the challenges that U.S. firms face in securing IP protection abroad, and
some has focused on the extent to which U.S. firms rely on nations like
China and India as part of their production chain. We have also done
extensive work on the international and domestic efforts undertaken by
U.S. agencies to coordinate their efforts to address IP theft and piracy
issues. Finally, we have drawn from some of our ongoing work for the
Senate regarding federal efforts to enforce IP rights at the border. We
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made several recommendations during the course of this work, with which
the recipient agencies generally agreed. Our work was conducted in
accordance with generally accepted government auditing standards.

P U.S. intellectual property faces increasing risk of theft as U.S. firms
Summary integrate into the world econonty and the production of more

sophisticated processes and investments move overseas. For example, as
the technological and manufacturing capability in Asia increases, such as
in the semiconductor industry, more complex parts of the production
process are being carried out in countries like China. High profits and
technological advances have also raised the risk of [P infringements by
encouraging and facilitating counterfeiting and piracy, while the
deterrents, such a9 penalties and other measures, fall short. Economic
incentives for counterfeiting and piracy include low bamiers to entry, high
profits, and limited or low legal sanctions if caught. At the same time,
technology has allowed accessible reproduction and distributionin some
industries. The severity of these risks has been intensified by weak
enforcement in some countries, particularly China, whose enforcement
challenges have persisted despite U.S. efforts.

The United States faces significant obstacles to both providing effective [P
protection abroad while coordinating domestic efforts and ensuring that
strong intellectual property protection remains a priority. The cross-
cutting nature of the issue and the necessity for coordination is evident.
given the large nnumber of agencies involved in [P protection. However, we
recently reported on the law enfurcement coordinating council and found
that the effectiveness and the long-term viability of the current IP
enforcement coordinating stmcture is uncertain and made particularly
challenging by agencies’ multiple missions. Our report on the efforts of the
Customs and Border Patroi (CBP) to interdict counterfeit goods at the
border found that the bulk of CBP’s enforcement outcomes in recent years
have been accomplished within certain modes of transport and product
types and have been restricted to a limited number of ports. For example,
10 ports are responsible for three fourths of the value of the goods seized.
Despite recent increases in seizure outcomes, CBP lacks an approach to
make further improvements in its level uf seizures. We found that CBP has
focused on efforts that have had limited results and hag not taken the
initiative to understand and address the variations in seizure outcomes
among ports. For instance, CBP lacks data with which to analyze IP
enforcement trends across transport modes and has not tried to determine
whether certain ports have been relatively more successful in capturing [P-
infringing goods.

Page 3 CAOONATIT
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s Intellectual property, for which the U.S. government provides broad

Background protection through means such as copyrights, patents, and trademarks,
plays a significant rote in the U.S. economy, and the Unlted States is an
acknowledged leader in its ereation. According to the U.S. Intellectual
Property Rights Coardinator, industries that relied on [P protection were
estimated to account for over half of all U.S. exports, represented 40
percent of U.S. economic growth, and employed about 18 million
Americans in 2006. However, the economic benefits that copyrights,
trademarks, and patents bring are threatened by the fact that Jegal
protection of IP varies greatly around the world, and several countries are
havens for the production of counterfeit and pirated goods. The global
illicit market competes with genuine products and it is difficult to detect
and take actions against violations. Although the public is often not aware
of the issues and consequences surrounding IP theft, counterfeit products
raise serinus public health and safety concerns, and the annual lasses that
companies face from IP vivlations are substantial. The Organization for
Economic Cooperation and Development recently estimated that
international trade in counterfeit and pirated products in 2005 could have
been up to $200 billion.

Eight federal agencies as well as entities within them undertake a wide
range of activities in support of protecting P rights, as shown in figure 1.
These are the Departments of Commerce, State, Justice, Health and
Human Services, and Homeland Security; the U.S. Trade Representative
{USTRY); the Copyright Office; the U.S. International Trade C: issi
within Justice, the Federal Bureau of Investigation (FBI); and within
Commerce, the U.S. Patent and Trademark Office (USPTO). In addition,
two entities coordinate IP protection efforts: the National intellectual
Property Law Enforcement Coordination Council (NIPLECC), created by
Congress in 1899, and the Strategy for Targeudng Organized Piracy (STOP),
initiated by the White House in 2004. (These are discussed laterin this
testimony.)
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violations for FDA-regulated products as part of its mission to assure

consumer safety.
11 U.S. intellectual property is increasingly at risk of theft as U.S. firms
U.S. Intellectual ) become more integrated into the world economy and the production of
Property Increasingly  more sophisticatea and i move o . High
at Risk As Firms profits and technological advances have also increased the risk of [P

infringements by making counterfeiting and piracy progressively attractive
Operate Globally and and easy, while the deterrents, such as penatties and other measures, fail
3 : to keep pace. The serlonsness of these risks has been exacerbated by
Economic Incentives weak enforcement in 3ome countries, particularly China, whose

and Technology enforcement problems has persisted despite U.S. efforts.

Facilitate IP Theft,

Which is Exacerbated

by Weak Enforcement

Global Operations The risk of IP theft increases as U.S. companies operate more globally and

P!

Increase the Risk of IP tocate their production facilities in other countries. Our report on the U.S.

Theft semiconductor industry illustrates this movement of production to other
countries and increasing concerns about [P theft.' Inttially, U.S. firms
inve ino f; ing facilities such as India and China, to

perform the labor-intensive assembly of semiconductors for export to the
United States. However, as the technological and manufacturing capability
in Asia increased, more sophisticated parts of the process have been
sourced in India and China. This shift where more advanced technology is
being used abroad creates a greater risk for those firms involved by
making advanced technologies protected by IP laws more readily available
to those who might want to copy them illegally.

The shift of operations to overseas facilities Is also evident in the U.S.
investment statistics. For example, we reported in December 2005 that
U.S. investment in China has been growing, and the value of U.S. affiliate
sales in China began to exceed the value of U.S. exports to China in 2002.?

Sew GAD, Offstorring:

unicondisctor and Software ndustries Increasingly Prodves: in
Ching and indis, GAOIY S 2

epl. 7,2006.

"Sow GAO, China Trade: U.S. Exports, favesiment, Allilinte Swlcs Hising, bul Export Sture
Falling. (GAO05-162, Dac, 12, 2005,
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U.S. companies have generally concentrated their investments in China in
the manufacturing sector, in industries such as transportation equipment,
chemicals, and computers and electronic products. U.S. investment in
China funds the creation of U.S. afflliates, who then sell in China and to
other countries, including the United States. U.S. affiliate sales of goods
and services have become an important avenue for accessing the Chinese
market. Factors such as the growing Chinese market, Jower labor custs,
and China’s accession to the World Trade Organization (WTO) have drawn
U.S. comparies to increase their investment and sales in China.

Economic Incentives and  Economic incentives to commit counterfeiting and piracy activities
Technological Advances contributed to the growth in IP rights violations in recent years. Economic
Also Raise the Risk of IP ncentives include low barriers to entering the counterfeiting and piracy
Violations business, potentially high profits, and limited or low legal sanctions,

including g jes, if caught. For le, one industry pointed out that it
{s much more profitable to buy and resell software than to traffic in
cocaine. In addition, the low prices of fake products are attractive to
consumers. The economic incentives can be especially acute in countries
where people have limited income. Economic incentives have also
auracted organized crime in the production and distribution of pirated
products. Federal and foreign law enforcement officials have linked
intellectual property crime to national and transnational organized
criminal operatl The lnve of crime increases the
sophistication of counterfeiting operations, as well as the challenges and
threats to Jaw enforcement officials confronting the violations.”

Technological advances have lowered the barriers to counterfeiting and
piracy by allowing for high-quality, inexpensive, and accessible
reproduction and distribution in some industries. The mobility of the
equipment makes it easy to transport it from one location to another,
further complicating enforcement efforts. Industry and government
officials described this as the “whack-a-mote” problem — when progress is
made in one location, piracy operations often simply move. Likewise, the
Internet provides a mean to trangmit and sell illegal software or music on
a global scale and provides a sales venue for counterfeit goods. According
to an industry representative, the ability of Internet pirates to hide their

“Sew GAO, Intellectual Property: U.S. Efforts Have Contribitted to Srengthened Laws
Overseay hut Chalienges Remain, GAC-01-012 (Weshington D.C.; Septeniber §, 2001).
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identities or operate from remaote jurisdictions often makes it difficult for
{P rights holders to find them and hold them accountable.

How econunic incentives and technological advances can cuntribute (v IP
piracy can be seen in the optical media industry (CD’s, DVD's). The cost of
reproduction technology and copying digitat media is low, making piracy
an attractive employment opportunity, especially in a country where
formal employment is hard to obtain. According to the Business Software
Alliance, a CD recorder is relatively inexpenstve. The sometimes large
price differentials between pirated and legitimate CDs also create
incentives for consumers to purchase pirated CDs - even thase who might
have been willing to pay a limited amount extra to purchase the legitimate
product. Low-cost, high-quality reproduction and distribution in some
industries are creating Increasingly strong incentives for piracy. Private
sector representatives have identified Russia as a promi; t source of
pirated software and aptical media, which include music, movies, and
games. For Instance, USTR reports that the U.S. copyright industries
estimate that they lost in excess of $2.1 billion in 2006 due to copyright
piracy in Russia. The U.S. copyright industries also reported that in 2006
Russia’s optical disc production capacity continued to be far in excess of
domestic demand, with pirated products apparently intended for export as
well ag domestic consumption.

While a number of factors increase the risk of IP theft, the deterrent effect
of IP enforcement efforts has not kept pace. A number of industry officials
believe that the chance of getting caught for counterfeiting and piracy,
along with the penalties, when caught, are too low. CBP only inspects a
small percentage of containers entering the country each day even for
counterfeit goods seized at the border. CBP officials said that the
enforcement penalties are not an effective deterrent. In reviewing CBP
penalty data for fiscal years 2001 through 2006, we found that less than 1
percent of the penalty amounts were collected. Federal officials we
interviewed remarked that the penalties or even the loss of gnods through
sefzures are viewed by counterfeiters as the cost of doing business. in
work we did several years ago on small business efforts to patent abroad,
we reported that patent attomey experts viewed the potential for
unauthorized production as well as the level of IP infringernent and
enforcement in other countries as highly important factors that needed to
be considered in developing a foreign patent strategy.* They also advised

“Sews GAO, Intermational Trade: Expents’ Advicn for Sinall Hushestes Seeking Foreign
Paatents, GAOES 110, (Washington 1.C.: Jure 26, 2068,
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that firms need to understand the practical—or enforcement-—value of the
patent, and China and Russia were both mentioned as countries where the
patents were of limited value but the situation was improving.

Weak Enforcement China’s track record for enforcing IP laws has been historically weak. We
Exacerbates the Risk of [P reported in October 2002 that when China joined the WTQ in 2001, some
s 3 B WTO members noted concerns about enforcement of IP regulations in

Theft, Particularly in China China, and the majority of China's commi in its WTO accession
agreement were intended to address these concerns.* For example,
members raised concerns about filing civil judicial actions relating to [P
violations in China, and they noted that the way in which damages
resulting from IP violattons were calculated often resulted In inadequate
compensation. We identified 32 IP rights related commitments made by
China in its WTQ accession agreement, about haif of which were related
specifically to IP enforcement.

Based on our 2002 survey, U.S. companies with a presence in China
considered China's ¢ i in the area of IP rights to be the most
important of those made in its WTO accession agreement However, they
also recognized that they were going to be among the most difficult for
China to implement, particularly those related to rule of law and reforming
state owned enterprises. Indeed, in our 2003 follow-up interviews,
respondents reported that China had implemented its P rights
commitments only to some extent or to a little extent.’ Our ongoing work
on federal IP law enforcement actions reiterates this concern about [P
infringement in China. Sixteen of the thirty companies and industry
associations we interviewed cited China as the primary country producing
and distribuling IP-infringing goods. They went on to note that these are

Sev: GAO, Warkd Truk: Organixation: Anulysis of Chinn's Conmitmcats to Other Mendbers
GADOR-1, (Washington D.C; Octaber 3, 2002).

Sc O, World Track: Orgutizatson: Sekoetodd 1.8 Conguny Views sabout Cline's
Membership "G ADD2-1056 which was relensod on Septerber 23, 2002 World Trade
Ograntzaton: U ompanses’ Views un (hina's bnplementatfon of Its Comununents’
CAD 01 (% March 24, 2008,

Page 9 GAG-MLTTT

HeinOnline -- 3 Protecting America's Intellectual Property: A Legidative History of the Pro IP Act of 2008 (William H. Manz, ed.) 61 2009



62

often substandard products that are sold in grey markets’ or through the
I{nternet.

USTR put China on itg Special 301 Priority Watch List® in 2005 on the Lasis
of serious concerns about China's compliance with its WT(Q Agreement on
Trade-Related Aspects of Intellectual Property Rights (TRIPS) obligations
as well as with commitments it made in a subsequent bilateral forum in
2004. In addition, China remains subject to Section 306 monitoring.” USTR
also identfied IP rights protection in its February 2006 Top-to-Bottom
review" of U.S.-China trade relations as one of China's greatest
shortcomings and greatly enhancing China's IP rights protection became a
priority goal for the United States. The review outlined a number of action
items for the United States to undertake ta achieve this goal, which
included increasing U.S. enforcement staff levels, enhancing cooperatdon
with the private sector, and promoting technical exchanges between U.S.
and Chinese agency officials.

The United States has undertaken other actions with regard to IP
violations in China. The United States requested WTQ dispute settlement
consultations with China on a number of IP rights protection and

“Thes greey marked usally refens to the flow of new goods (hrough distribution channets
other than thoss 2honizad af intended by the mamifacturer o producer, ey market
goods dre not generally counterfeil. Instesnd, thay are being sakd oulside of normia
distribution channcls by companies which nuy have no selationship with the producer of
Ehe gonds,

e anmeat Sperial 01 process, which eefors W cortain provisions of the Trade Actof
L, s smendusd, revuires USTR to wuselly identily fureign countics thal dery adoquate
and efTertive protection of I rghts or fatr and enquitable market aceess for U.S. persons
who rely on I i ing Lo USTR, trics or de the Priorily
Watch List do not provide an adequate level of II° ights protestion or enfurcement, or
nraTked access for pernons refying an inellectual property protsction.

“The WTO Amreenmwnt on Trade-Related Aspects of Intelloctual Property Rights (TRIPS),
which came Into forve tn 1975, braadly governs the nmlnitateral protection of [P

TRIVS i minimum of| ion in vasious areas of 11 and
provides for cuforcemend ncasures for membors.

Accarding to USTR, countriea with aerious [Paelated problens are subjct. to another
part. of the Special 301 stalule, Seetion 306 monitoring, hocause of previous biktens
sgrecrnents remched with the Tited Stailes o mbdes specific probloms raised in enrticr
Teports.

TUSTR's Top-to-Boltor review ssescd e benefits und clollenges in L.S-Chinn tnule
following China’s first four years of membcership in the World Trade Organdzation, as China
neared the end of {ts transidon period as a new wetnber. The review reflects the input of
Congres, China axperts, indusiry, public lestimony and other U.S. governiment agencien.

Page 10 GAODS-1T7T

HeinOnline -- 3 Protecting America's Intellectual Property: A Legidative History of the Pro IP Act of 2008 (William H. Manz, ed.) 62 2009



63

enforcement lssues and conducted a special provincial review over the
past year to the ad and effecti of [P rights
protection and enforcement at the provincial level. In October 2004, we
recommended that the USTR and Secretaries of Commerce, State, and
Agriculture (USDA) take steps to improve their performance management.
of their agencies’ China-WTO compliance efforts. For example, we
recommended that USTR set annual measurable predetermined targets
related to its China compliance performance measures and assess the
results in its annual performance reports, and that the Secretary of
Commerce should take further steps to improve the accuracy of the data
used to measure results for the agency's trade compliance related goals.
We made similar recommendations to the other agencies. Not all of the
rece dations have been imp! d to date, but some agencies have
reported looking into modifying both their performance plans and unit
level plans. This month, we are sending a team to Beijing to follow up on
11.S. agency activities, including their response to these recommendations.

USTR reports that China has made progress in some areas, such as
completion of its accession to the World Intellectual Property
Organization (WIPO)" Internet Treaties, and its ongoing implementation of
new rules that require p to be pre-i lled with L d
operating system software. However, in other areas, the USTR reports that
little progress has been made. Despite anti-piracy campaigns in China and
an increasing number of [P rights cases in Chinese courts, overall piracy
and counterfeiting levels in China remained unacceptably high in 2006.
USTR reports further that the U.S. copyright industries estimate that 85
percent to 93 percent of all copyrighted material sold in China was pirated,
indicating little or no improvement over 2005. Trade in pirated optical
media continues to thrive, supplied by both licensed and unlicensed
factories and by smugglers. Small retail shops continue to be the major
commerdal outlets for pirated movies and music and a wide variety of
counterfeit goods, and roaming vendors offering cheap pirated discs
continue to be visible in major cities across China. According to USTR,
piracy of bouks and journals and end user piracy of business software also

The Word Propesty € f2ation (WIPO) s & specintizod aguney of thae
United Nations. It is dedicated to developing o batanced and accessible tntornational
intellonud pmpt,ll y (IP) syslemn, which rewarnks creativity, stiteulates innovition ad

while the public interest. WIPO was
established h the WIPO Convention In 1067 with a mandate from its Member States to
prnnw!e the prw:ction of IP throughout the word through cooperation Rmong states and
with other Its are in Geneva,

Xsmln‘rl.md.
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remain key concerns. In addition, Intemet piracy is increasing, as is piracy
over closed networks such as those of universities.

Finally, the United States has dealt with China's poor IP enforcement
through efforts at the U.S. border. China accounts for by far the largest
share of IP-infringing goods seized by CBP. For instance, China accounted
for §1 percent of the vatue of gnods seized in fiscal 2006, increasing from
68 percent. in fiscal 2005 and nearty half in fiscal 2002. Chinese counterfeits
include many products, such as pharmaceuticals, electronics, batteries,
{ndustrial equipruent, toys, and many other products, some of which pose
a direct threat 1o the health and safety of consuraers.

U.S. Efforts to While the U.S. faces significant obstacles when trying to ensure effective
N IP protection abroad, it also faces sore significant challenges in
Coordinate IP coordinating domestic efforts and ensuring that this issue remains a

Syt priority. The large number of agencies involved in IP protection issues
Activities and Enforce (see figure 1) demonstrates the cruss-cutting nature of the issue and the
Laws at the Border importance of coordination. However, in our recent report on the law
Need Improvement enforcement coordinating council, we found that the effectiveness and the

long-term viability of the coordinating structure is uncertaln. Another
challenge is that each of these agencies have multiple missions, and within
the agencies it may be a challenge to ensure that IP enforcement gets
sufficlent priority. Our report on the efforts of CBP to interdict counterfeit
goods at. the border found that the bulk of CBP's enforcement outcomes in
recent years have been generated by pockets of activity within certain
modes of transport and product types as well as among a limited number
of portlocations. Despite recent increases in seizure outcomes, CBP lacks
an approach to further improve border enforcement outcomes, and has
been focused on efforts that have produced limited results, white not
taking the initiative to understand and address the variatons among ports.

Page 12 CAG-O4-1TTT
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Lack of Leadership and We reported in November 2008 that the current coordinating structure for
Permanence Hampers U.S. protection and enforcement of intellectual property rights lacks clear
Effectiveness and Long- leadership and ing its effecti and long-term
Term Viability of IP viability. * Created in 1999 w coordinate domestic and international IP law

N . . enforcement among U.S, federal and foreign entities, the National

Enforcement (,oordmat.mg Intellectual Property Law Enforcement Coordination Councit (NIPLECC)"

Structure has struggled to define its purpose, retains an image of inactivity within
the private sector, and continues to have leadership problems despite the
addidon of a Coordinator for International Intellectual Property
Enforcement as the head of NIPPLEC, made by Congress in December
2004. In addition, (n July 2006, Senate appropriators expressed concern
about the lack of information provided by NIPLECC on its progress.

In contrast, the presidential Inittative called the Strategy for Targeting
Organized Piracy (STOP), which is led by the Natinnal Security Council,
has a positive image compared to NIPLECC, but lacks permanence since
its authority and infiluence could disappear after the current
administration leaves office. Many agency officials said that STOP has
increased attention to IP issues within their agencies and the private
sector, as well as abroad, and attribute that to the fact that STOP came out
of the White House, thereby lending It more authority and influence."
While NIPLECC adopted STOP as its strategy for protecting IP overseas,
its commitment to impl ing STOPasa ful strategy remains
unclear, creating challenges for accountability and long-term viability. For
instance, although NIPLECC’s most recent annual report describes many
STOP activities, it does not explain how the NIPLECC principals ptan to
carry out their oversight responsibilities mandated by Congress to belp
ensure successful implementation of the strategy.

STOP is a first step toward an integrated national strategy to protect and
enforce U.S. Intellectual property rights, and it has energized agency
efforts. However, we previously reported that STOP's potential as a
national strategy is liniited because it does not fully address important
characteristics of an effective national strategy. For example, its
performance measures lack baselines and targets tn assess how well the

e GA, Intelloctual Property: Strategy Targeting Oranied Firucy (STOP) Roquirey
Changes for Long-temn Succesy, GAONT 71 (Washington D.C.; Novernber 8, 2006).

MNIPLEGC was established under Section 553 of the Treasury and General Govenunent
Approgmiations Act, 2000 (b, [ Na.106-58), 15 1°.8.C. 1128,

*Sce Agure 1 for NIPPLECC suud STOP mombers.
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activities are being implemented. In addition, the strategy lacks a risk
management framework and a discussion of current or future costs -
important elements to effectively balance the threats from counterfeit
products with the resources available. Although STOP identifies

C izational roles and ibilities with respect to individual
agencies’ STOP activities, it does not specify who will provide oversight
and accountability among the agencies carrying out the strategy. While
individual agency documents include some key elements of an effective
national strategy, they have not been incorporated into the STOP
documents. This lack of integration underscores the strategy’s limited
usefulness as a management tool for effective oversight and accountability
by Congress as well as the private sector and consumers who STOP aims
to protect.

In gur November 2006 report, we made two recommendations to clarify
NIPLECC's oversight. role with regard to STOP and improve STOP's
effectiveness as a planning tool and it3 usefulness to Congress: First, we
recommended that the head of NIPLECC, called the iP Coordinator, in
consultation with the National Security Council and the six STOP
agencies, clarify in the STOP strategy how NIPLECC will carry out its
oversight and accountability responsibilitles in implementing STOP as its
strategy. Second, we recommended that the IP Coordinator, in
consultation with the National Security Council and the six STOP
agencies, take steps to ensure that STOP fully addresses the
characteristics of an effective national strategy. In our Aprit 2007
testimony, we reported that the IP Coordinator said that NIPLECC had
taken some steps to address our recommendations, including working
with OMB tw understand agencies’ priorities and resources related to IP

enforcement.
U.S. Border IP Efforts In our April 2007 report, we foundthat the volume of goods entering the
Demonstrate the Need for  United States every year is substantial, and creates a challenge for CBP in
Improvements terms of ensuring that these shipments do not carry weapons of mass

destruction or illegal drugs and that appropriate duties are collected on
imports. CBP also has the responsibility tn ensure that counterfeit goods
do not enter through the 300 plus U.S. ports, but detecting and seizing IP-

“inectioetunt Properiy Better [ata Analysts and Intcgration Coutd Help .S Custoiny and
Border Mroscdon Improve Barder Enforcement Effores, GAO-CT-736 (Washingion D.C.;
Aprit 26, 2007).
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infringing products from among this large volume of traffic is difficult.
CBP efforts in this regard include (1) targeting suspicious shipments, (2)
examining goods to determine their authenticity, and (3) enforcing [P laws
through seizure and penalty actions.

CBP faces chall in targeting shi , in part, b its primary
computer-based targeting method is not equally effective in all modes of
transport (that is, sea, air, truck, and rail}. For example, CBP officials
believe counterfeiters are increasingly using express consignment services
to move commercial quantities of goods into the United States, but their
computer- based targeting method Is less effective in this environment.

D ing during an ion whether IP infr has occurred
can be challenging because of high counterfeit quality and the complexity
of U.S. IP laws. Interaction among port staff, CBP’s legal and product
experts, and rights holders is required to make these determinations.
When violations are found, CBP is authorized to seize the goods and, if
warranted, assess penalties against the violator.

Although CBP has reported increases in the number and value of IP
seizures, our analysis found that the bulk of these seizures have been
generated by a limited number of ports and that recent increases In selzure
actions can be attributed to a growing number of small-value seizures
made from air-based modes. For example, 10 ports are responsible for
three fourths of the value of goods selzed. In addition, nearly two-thirds of
seizure value since 2001 has been concentrated in certain product types - -
footwear, wearing apparel, handbags, and cigarettes. However, seizures of
goods related to public health and safety have been small. Although
penalties assessed for IP violations have grown steadily since 2001, CBP
has collected less than 1 percent of d For le, CPB
collected approximately 600,000 dollars of the 136.6 million dollars
assessed in 2006

CBP has undertaken steps to improve its border enforcement efforts, but it
lacks data with which to analyze [P enforcement trends across transport
maodes, and it has not analyzed ports” IP enforcement outcomes to
determine whether certain ports have been relatively more successful in
capturing IP-infringing goods. [n addition, a lack of integration between

"Fbecad v 2006 iy eeported based on ikt provided in Sauery 2007, CBE oirbls said
that the amowmt collected may change beenise somie pehalty cascs are still boing
processed, but they satd that furture are unlikely to I} ly change the
dispaeity hetwesn penally arnnunts nssessed and collected.
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the ports and CBP's trade policy office hinders it from making further
improvements.

Given the challenging environment in which CBP must process the vast
influx of goods into the United States every day, it is particularly important
that the agency utilize data to effectively focus its limited enforcement.
resources to those areas where they can be most effective. As a result, we
have made a number of dations to the C i of CBP.
These include improvements in enforcement data as wel) as increased use
of enforcement data to understand enforcement activities and outcomes.

&) i This committee made a significant investment in the current Jegislative
(Jond“dmg session in moving IP legislation to try to find the right formula for
Observations protecting and stimulating creative and inventive activity in the United

States in the area of patent reform, and encountered a number of differing
views on how to establish that. formula. However, having the incentives for
creating intellectual property is of limited value unless there is sufficient.
protection for the works that are created, and this hearing directly
addresses that issue. There is little disagreement — at least domestically
— with the need to strengthen protection, but the difficulty is in how to
best achieve that goal in the face of the strong economic incentives for
counterfeiting and the limited resources to prevent it. GAO has performed
a large body of work for the Congress of aspects of these Issues, and has
put forward some specific recommendations regarding the importance of
coordination as well a3 methods to be effective in the context. of
competing prorities. We appreciate the oppurtunity to support this
subcommittee and the Congress as it continues to address these issues.

Mr. Chairman, this concludes my prepared remarks. [ would be pleased to
respond to any questions you or other members of the subcommittee may
have at this time.

tacts : Should you have any ions about this i , please contact Loren

Con ts and Yager at (202) 5124347 or yageri@gao.gov. Other major contributors to

Acknowledgements this testimony were Christine Broderick, Nina Pfeiffer, Jason Bair, Diana
Blumenfeld, Shirley Brothwell, Adam Cowles, Karen Deans, and Addie
Spahr.
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GAO’s Mission

The Government Accuuntability Office, the audit, evaluation, and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAC
examines the use of public funds; federal and polici
and provides analyses, recc dations, and other to help
Congress make informed oversight, policy, and funding decisions. GAQ's
commitment to good government is reflected in its core values of
accountability, integrity, and reliability.
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Mr. BERMAN. Thank you, Dr. Yager.
And, Mr. MacCarthy?

TESTIMONY OF MARK MacCARTHY, SENIOR VICE PRESIDENT
FOR GLOBAL PUBLIC POLICY, VISA INCORPORATED, WASH-
INGTON, DC

Mr. MACCARTHY. Thank you, Mr. Chairman, and Ranking Mem-
ber Coble and Members of the Subcommittee. Thank you for the
opportunity to testify before you today. Visa operates a global elec-
tronic payments network in more than 170 countries around the
world.

We do not issues Visa cards and we do not arrange for accept-
ance of Visa cards by merchants. These relationships are handled
by 1o(ilr network of 16,000 financial institutions throughout the
world.

To protect the Visa brand, to promote electronic commerce and
because it is the right thing to do—and thank you, Mr. Chairman,
for that quotation there—Visa goes beyond any legal requirements
to prevent the use of our payment system for illegal electronic com-
merce transactions.

Our policy is clear and unambiguous. Our systems should not be
used for illegal transactions.

We work cooperatively with law enforcement around the world,
and we take special steps in cases of criminal activity and activity
that threatens health and safety.

For example, we search the Internet for merchants selling child
pornography or illegally distributin