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COUNTERFEIT GOODS: EASY CASH FOR
CRIMINALS AND TERRORISTS

WEDNESDAY, MAY 25, 2005

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY

AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 9:35 a.m., in room
SD-562, Dirksen Senate Office Building, Hon. Susan M. Collins,
Chairman of the Committee, presiding.

Present: Senators Collins, Lieberman, Akaka, and Lautenberg.

OPENING STATEMENT OF CHAIRMAN COLLINS
Chairman COLLINS. The Committee will come to order.
Good morning. During the past 2 years, this Committee has held

three hearings to investigate terrorism financing. From the flow of
money through certain Islamic charities in this country to terrorist
organizations around the world, to the role played by Saudi Arabia,
described to this Committee as the epicenter of terrorism financing,
we have learned much about this complex and murky subject.

Today, we explore another aspect of the shadowy world of ter-
rorism financing. The theft of intellectual property rights through
counterfeiting and pirating of consumer goods is a huge and grow-
ing criminal enterprise. It is estimated that counterfeit merchan-
dise accounts for between 5 and 7 percent of all the goods moved
in world trade. According to Interpol, this counterfeit merchandise
is worth approximately $450 billion annually. According to the U.S.
Trade Representative, American businesses lose as much as $250
billion each year to counterfeiters.

The U.S. Bureau of Customs and Border Protection seized about
$138 million in fake goods in 2004, compared with $94 million in
2003. Compact disks, computer software, sneakers, golf clubs, per-
fume, soft drinks, baby food, electronics, auto parts, name the prod-
uct and someone is selling a bogus or pirated version on a street
corner in some American city, and as you can see, we have an
array of counterfeit merchandise that has been seized in various
raids that is displayed on the table.

For those unfamiliar with the terminology, counterfeit goods are
knock-offs or look-alikes of brand-name products, such as this coun-
terfeit Gucci watch. Goods are referred to as pirated when crimi-
nals steal and sell the content of a legitimate product, such as the
latest Star Wars movie, already out in pirated version, and copy it
illegally without the permission of its owner. Both kinds of illegal
goods are often referred to as counterfeit.

(1)
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Combine counterfeiting's high profits with the uninformed notion
that the purchase of a knockoff designer handbag, a fake wrist-
watch, or a pirated DVD is a victimless crime and it is no surprise
that the trade in counterfeit goods is extremely lucrative. This
criminal activity has damaging consequences for our economy and
for honest businesses and their employees. Moreover, given the evi-
dence that terrorists are engaging in counterfeiting to secure
money to support their operations, the potential consequences are
far more dire than economic damage.

The unclassified evidence linking terrorism and counterfeiting is
compelling and it spans several agencies and years. For example,
in a 2002 advisory entitled, "Financing Terror: Profits from Coun-
terfeit Goods Pay for Attacks," the Customs Service warned of an
increasingly close connection between transnational crime and ter-
rorism with the profits from counterfeit and pirated goods being
the strongest link.

In 2003, the Secretary General of Interpol testified before Con-
gress that intellectual property crime, the pirating of such products
as software, CDs, and DVDs, is becoming the preferred method of
funding for a number of terrorist organizations. He cited direct and
indirect connections between counterfeiting and Hezbollah, the
Chechen rebels, extremist groups in Kosovo, and al Qaeda, among
others.

Also in 2003, the Terrorist Financing Operations Section of the
FBI provided a document to the Committee stating that the sale
of counterfeit goods is among the ways in which Hezbollah finances
its terrorist activities, and we have a graphic that takes informa-
tion from this FBI report.

In its 2004 report, "Patterns of Global Terrorism," the State De-
partment wrote that the tri-border region of South America, Argen-
tina, Brazil, and Paraguay, is a regional hub for Hezbollah and
Hamas fundraising activities, including the manufacture and move-
ment of pirated goods.

In January of this year, the International Anti-Counterfeiting
Coalition stated .that there is ample evidence to confirm that ter-
rorist organizations are profiting from the manufacture and sale of
counterfeit and pirated goods.

In addition to the high profits, there is another reason that ter-
rorists have turned to this method of financing. The United States
and our allies around the world have made some significant
progress in shutting off the flow of terrorist money through estab-
lished mechanisms and institutions. These concerted efforts are
making a difference. But we know that terrorists are nothing if not
resourceful and determined. When we shut off one avenue of fi-
nancing, they find another.

This point was made well recently by Treasury's Under Secretary
Stuart Levy when he said, "We have indications that terrorist
groups like al Qaeda and Hamas are feeling the pressure and are
hurting for money. We are also seeing terrorist groups avoiding for-
mal financing channels and instead resorting to riskier and more
cumbersome financial conduits, like bulk cash smuggling. One rich
source of bulk cash is the sale of counterfeit consumer products."

Finally, I would note that the focus to date by this Committee
on its hearings, as well as by our government and our allies, has
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been on high-level terrorist financing, for example, by multi-mil-
lion-dollar charities and foundations, by entities linked to Saudi
Arabia, and by Iran. That certainly is appropriate and it is where
the primary focus should be. But we know that terrorism is also
funded by street crime. There are many examples of this.

Ahmed Ressam, the Millennium bomber, funded his activities by
stealing tourists' suitcases in hotels and by credit card fraud. In
testimony before this Committee last June, the former general
counsel at the Department of Treasury noted that the Madrid train
bombers were financed through criminal activity, including drug
dealing.

We also know that it does not take a large sum of money to com-
mit a devastating terrorist attack. After all, the organizing, plan-
ning, and training for September 11 cost only an estimated
$500,000, a sum easily generated by criminal activity such as coun-
terfeiting.

The purpose of this hearing is to focus much-needed attention on
what appears to be a fertile and growing source of financing for ter-
rorists. It is my hope that this attention will lead consumers to re-
ject these low-cost street corner bargains because, in fact, they
carry a terrible price. It is my expectation that this attention will
lead to increased efforts by our government and our allies to close
off this rich avenue of terrorist financing.

Senator Lieberman.

OPENING STATEMENT OF SENATOR LIEBERMAN

Senator LIEBERMAN. Thank you very much, Madam Chairman.
Thanks so much for calling this hearing today on a problem that
deserves far greater recognition than it has yet received.

Over the years, we have obviously heard much and tried to do
much about the counterfeiting of consumer goods and the economic
losses suffered by manufacturers whose popular CDs or designer
jeans are counterfeited for mass sale around the globe. I want to
compliment you, Madam Chairman. I just heard yesterday that
"Return of the Sith" was already selling on the streets of Beijing,
and here you have already got one, I see. Very impressive. [Laugh-
ter.]

But today, obviously, we are going to look at counterfeit goods
from a different perspective, from a national security perspective,
which adds, of course, a new and critical dimension to the urgency
of curtailing this illicit activity, counterfeiting.

The experts estimate that as much as 7 percent of world trade
is involved with the sale of counterfeit goods. That amounts to hun-
dreds of billions of dollars a year that eat away at the income of
American manufacturers and workers, but counterfeiting is obvi-
ously more than just a bunch of people hustling for a few extra
bucks, a victimless crime. It has become a major source of income
for organized crime and, as we shall hear today, for terrorists be-
cause of its low risks and high rewards. In other words, the risk
of getting caught and the penalties if you are caught are minimal,
while the potential for making money is maximal.

There is a recently published book which was called Lightning
Out of Lebanon, which details a notorious North Carolina case a
few years ago that implicated Hezbollah, the terrorist organization,
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in counterfeiting here in the United States to support their activi-
ties in the Middle East. One of our witnesses here today, former
FBI analyst Matthew Levitt, worked with the authors of the book
and I look forward to hearing about his work in that area.

Madam Chairman, as you well know, 3 years ago, in the context
of another investigation by this Committee, the Terrorist Financing
Operations Section of the FBI provided an unclassified document
to the Committee that listed the sale of counterfeited goods among
various criminal activities the terrorist organization Hezbollah uses
to raise cash in the United States. This evidence puts the lie to
what I think is that commonly held belief that trade of counterfeit
goods is a victimless crime. If anybody suffers, it is only a couple
of big people at the top of the corporations.

That is not true. Certainly, it has never been true. But as the
evidence strongly suggests that we will hear today, profits from
counterfeit sales are used to finance terrorist activities, and this is
anything but a victimless crime. This is a crime that finances ran-
dom murder around the world, including, needless to say, the mur-
der of Americans.

We are very fortunate today, in addition to Mr. Levitt, to have
two witnesses from Los Angeles who will testify to what they have
done and discovered about the counterfeit trade and its connection
to terrorism. All three witnesses, I hope, will help us understand
the nexus between terrorism and counterfeiting, and also help us
to evaluate whether the Federal Government, State, and local gov-
ernments, and law enforcement generally are receiving the re-
sources and are coordinating their investigatory and prosecutorial
activities to meet this challenge.

Local leads regarding counterfeit goods and possible terrorist
connections are extremely valuable, particularly since the Federal
Government has strong financial tracking capabilities with regard
to terrorist financing that have been developed in recent years and
were further improved by the intelligence reform legislation signed
into law last year by the President, which came out of this Com-
mittee. That legislation authorized additional funding for the
Treasury Department's Financial Crimes Enforcement Network
and its technical tracking capabilities to strengthen the Depart-
ment's anti-money laundering and anti-terrorist financing efforts.

So we know that Federal agencies track and investigate terrorist
financing. What we want to find out today from the witnesses is
whether those agencies are doing enough to track and investigate
and prosecute those who are using the sale of counterfeit consumer
goods to finance terrorist activities. This is a very important hear-
ing today and one in which, Madam Chairman, I think we are
playing another appropriate role of oversight, which may lead to
legislation-perhaps we will decide that there ought to be stiffer
penalties for counterfeiting-but hopefully, we will focus attention
on this problem that it hasn't received before, and that attention,
in turn, will engender the kind of prosecutorial activity that I be-
lieve this problem merits.

Thank you very much.
Chairman COLLINS. Thank you, Senator. Senator Akaka.
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OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Madam Chairman, for
calling this hearing to learn more about a developing and growing
problem not only in our country, but in the rest of the world, as
well.

Today's hearing provides us, and I join Senator Lieberman in
saying that this provides us with two opportunities. One oppor-
tunity is to understand the connection that may exist and is devel-
oping between organized crime and terrorism. The other oppor-
tunity is to, as was mentioned, evaluate the level of cooperation be-
tween the Federal level and the local level of law officials.

I want to thank our witnesses for being here to provide us with
their testimony. Thank you, Lieutenant Stedman from the Los An-
geles County Sheriffs Department, also Kris Buckner and Dr. Mat-
thew Levitt for your expert testimony.

The selling of counterfeit goods pervades every major area of the
United States. According to recent estimates, $286 billion in coun-
terfeit goods are sold in the United States every year. The problem
is not just large companies protecting their intellectual property
and their profits. It is also consumers paying for goods they believe
are of a certain quality, only to receive fake goods. It is about peo-
ple buying dangerous counterfeit pharmaceuticals over the Inter-
net, as we heard at several hearings last year before the Perma-
nent Subcommittee on Investigations.

Interpol recently reported a tragic case of counterfeit baby for-
mula sold in China which resulted in the deaths of 13 babies and
serious illness to another 171 babies. Counterfeit goods is not a
victimless crime.

Of those organized criminal enterprises that are involved in the
profitable business of counterfeit goods, there is a small number
who directly threaten our national security by providing financial
support to terrorists.

In July 2003, the House Committee on International Relations
held a hearing entitled, "Intellectual Property Crimes: Are Pro-
ceeds from Counterfeited Goods Funding Terrorism?" At that hear-
ing, the Secretary General of Interpol, Mr. Ronald K. Noble, sound-
ed the alarm that, and I quote him, "Intellectual property crime is
becoming the preferred method of funding for a number of terrorist
groups."

Department of Homeland Security Under Secretary Hutchinson
said, "Terrorist organizations worldwide are looking for a variety of
illegal activities to fund their efforts. They have looked at contra-
band and counterfeiting and piracy, all as means of illegal activity
to fund their organizations."

One well-known case involving counterfeit and pirated goods was
reported in the joint Departments of Justice and Treasury in 2003
National Money Laundering Strategy, working with Canadian law
enforcement. U.S. officials obtained 18 convictions of members of a
Charlotte, North Carolina-based Hezbollah cell which had smug-
gled untaxed cigarettes into North Carolina and Michigan and used
the proceeds to provide financial support to terrorists in Beirut.

There is a danger that, over time, terrorist cells and criminal
gangs could forge mutually beneficial financial links that will facili-
tate terrorist infiltration into the United States. It is one short step
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from smuggling narcotics to smuggling terrorists and explosives.
Once this link is made, that challenge to our domestic security will
have exponentially increased.

Some concern has already been reported about possible connec-
tions between al Qaeda and the street gang known as MS-13.
While these connections appear now not to have been made, our
vigilance must be strict. It illustrates the important need for co-
operation between criminal intelligence divisions in the local law
enforcement field and terrorist intelligence agencies at the Federal
level.

Madam Chairman, I hope today's witnesses will address some of
these issues, and I hope, Madam Chairman, that the Committee
will continue to look into these issues. I ask to be excused for an-
other important Committee statement that I have to make else-
where. Thank you very much.

Chairman COLLINS. Thank you, Senator. You are a very dedi-
cated Member of this Committee, and I appreciate your coming by
this morning.

Senator AKAKA. Well, it is no secret. I enjoy working with you.
Chairman COLLINS. Thank you. Senator Lautenberg.

OPENING STATEMENT OF SENATOR LAUTENBERG

Senator LAUTENBERG. Thank you, Madam Chairman. It is pretty
obvious that we must do whatever we can to interrupt funds that
might go to terrorist organizations or countries that support ter-
rorism, and today, we are looking at one way that funds are devel-
oped to support these enemies of the United States.

We have all had the experience, as we talk about counterfeit
goods, we have all had the experience of walking down streets in
cities like Newark, New York, Philadelphia, or any other major city
and see people selling items like handbags, clothing, and the mis-
cellaneous replications that we see here on this table and that we
are all aware of. At first glance, these items might appear to be a
great bargain.

But most of us have learned that when a deal seems too good to
be true, it usually is, and that is certainly the case with counterfeit
consumer goods. They are a bad deal for consumers because they
don't really receive what they think they are buying. And counter-
feit goods are certainly a bad deal for the companies whose goods
they mimic.

That is one part of the thing. The result is, as we look at today,
is not only does it hurt the economy, hurt the companies, and hurt
the buyers, but it appears that trade in counterfeit merchandise
might even damage our national security by funneling money into
the hands of terrorists.

President Bush has said it, that money is the lifeblood of terror-
ists, and that is certainly true. We have learned that. But there are
other larger sources of income to terrorists that are also not being
shut down, and one that I have focused on in the past is American
companies that do business with terrorist States.

That is why I have introduced a bill that would close the loophole
in our current law that allows U.S. companies to do business with
nations like Iran, simply by going through offshore subsidiaries.
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Now, we need to close this loophole and cut off the flow of dollars
to terrorists, people who want to destroy our lives and our Nation.

I look forward to hearing more about the issue of counterfeit
goods from our witnesses. It is my hope that my colleagues will join
with me to stop U.S. companies from doing business with terrorists
once and for all. We have got to do whatever we can to make sure
that no help goes from any American company by any device or
ruse to countries like Iran, where funds travel to terrorist organiza-
tions, wind up killing or injuring Americans, whether or not they
are in or out of uniform, and I commend you, Madam Chairman,
for calling this hearing and focusing on this issue of funds to ter-
rorists.

Chairman COLLINS. I would now like to welcome our first
panel-our only panel this morning, of witnesses. Each is truly an
expert in his field. Lieutenant John Stedman is a 24-year veteran
of the Los Angeles County Sheriffs Department and is currently a
supervisor in the Criminal Investigative Section of the Department.

Kris Buckner is President of Investigative Consultants, a private
investigation firm specializing in intellectual property crime inves-
tigations.

And Dr. Matthew Levitt is an expert on the subject of Hezbollah.
He is also the Director of the Washington Institute's Terrorism
Studies Program.

We are very pleased to have you here with us this morning. We
appreciate all of the prior assistance you have given the Committee
as we have investigated this issue.

Lieutenant, we are going to start with you. Thank you.

TESTIMONY OF JOHN C. STEDMAN, 1 LIEUTENANT, SHERIFF'S
DEPARTMENT, COUNTY OF LOS ANGELES

Lieutenant STEDMAN. Thank you, Chairman Collins and Senator
Lieberman, for the opportunity to testify today. My name is John
Stedman. I am a lieutenant with the Los Angeles County Sheriffs
Department in California. My testimony today will address the en-
forcement efforts of the Sheriffs Department regarding intellectual
property rights crimes and the involvement of organized crime
groups operating in Los Angeles county.

My experience with IPR crimes dates to the late 1980s, when my
unit was approached by members of the Latin American Music As-
sociation. They were experiencing large revenue losses due to pro-
liferation of unauthorized and illegal duplication of music onto cas-
sette tapes. The Music Association was seeking cooperation from
local law enforcement to enforce a State of California statute that
makes it a crime to illegally duplicate copyrighted or trademarked
materials. Over the next 2 years, my unit investigated dozens of
these cases, resulting in the seizure of hundreds of thousands of
cassette tapes and the incarceration of many suspects.

During the 1990s, the Motion Picture Association of America also
requested the services of local law enforcement to enforce the same
copyright or trademark statutes of California. Detectives under my
supervision completed many of these investigations, seizing thou-

'The prepared statement of Lieutenant Stedman appears in the Appendix on page 31.
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sands of illegally duplicated motion pictures. Many of these videos
were of films not yet released to the theaters.

In 2003, I was assigned to supervise the Criminal Investigations
Section of the Emergency Operations Bureau. It was at this time
that I gained a full realization of the pervasiveness of IPR crimes
in Los Angeles County. We concentrated our investigative re-
sources on IPR crimes and have uncovered significant organized
criminal enterprises operating within Los Angeles County. Victims
of the organized criminal groups include the tobacco industry, lux-
ury goods manufacturers, clothing companies, and the music and
motion picture industries. Information in open sources indicates
that across the globe, anything that has a decent profit margin is
being counterfeited.

While there are no local statistics on the magnitude of the prob-
lem, I can relate what my small team of one sergeant and six in-
vestigators has accomplished in a little more than a year. We have
served 60 search warrants, which have yielded 125 arrests and $16
million in seized counterfeit products. An additional $3.5 million in
cash has been seized and is currently in forfeiture proceedings.
With your permission, Madam Chairman, I would like to show a
short video which illustrates one of our warrant operations.

Chairman COLLINS. Please do.
[A videotape was played.]
Lieutenant STEDMAN. Within the Sheriffs Department, there are

units designated to combat organized criminal enterprises, such as
the one you just saw, and we are represented on nearly every task
force created to investigate these groups.

These units have similar experiences with IPR investigations,
noting that the profits are enormous with minimal criminal expo-
sure. Russian organized crime, Eurasian organized crime, Asian or-
ganized crime, and Lebanese organized crime groups all profit from
IPR crimes.

Additionally, we believe that there may be a trend developing for
local gang involvement in IPR criminal activity. Recently, we have
investigated several individuals with strong gang ties and exten-
sive criminal records. During interviews, these suspects have ad-
mitted that IPR crime is attractive because of the high profit and
minimal jail sentences. In the parlance of one suspect, it is better
than the dope business. No one is going to prison for DVDs.

There are also indicators that some associates of terrorist groups
may be involved in IPR crime. During the course of our investiga-
tions, we have encountered suspects who have shown great affinity
for Hezbollah and its leadership. The following are just two exam-
ples.

During the service of a search warrant in which thousands of
dollars in counterfeit clothing was seized, I saw small Hezbollah
flags displayed in the suspect's bedroom. Next to the flags was a
photograph of Hassan Nasrallah, whom I recognized as the leader
of Hezbollah. The suspect's wife asked me if I knew the subject of
the photograph. I identified Nasrallah and the wife said, "We love
him because he protects us from the Jews." Also in the home were
dozens of audio tapes of Nasrallah's speeches. During the search,
one of my detectives also found a locket which contained a picture
of the male suspect on one side and Sheik Nasrallah on the other.
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In 2004, detectives served an IPR search warrant at a clothing
store in Los Angeles County. During the course of the search, thou-
sands of dollars in counterfeit clothing was recovered, as were two
unregistered firearms. During the booking process, the suspect was
found to have a tattoo of the Hezbollah flag on his arm. To my left
is a photo of that tattoo.

Again in 2004, detectives served a multi-location IPR-related
search warrant involving a large-scale counterfeit blanket oper-
ation. During the course of the investigation, detectives located a
photo album. Within the photo album were dozens of pictures of
attendees at a fundraising event for the Holy Land Foundation.
When questioned about the album, the suspect said that the Holy
Land Foundation was not a terrorist funding operation. When I in-
formed the suspect that the U.S. Government had shut down the
charity because of its alleged support of Hezbollah, the suspect re-
plied that the U.S. Government was stupid and would do anything
that the Jews told them.

When confronted with these indicators, we passed the informa-
tion immediately to the Los Angeles Joint Terrorism Task Force for
further review. As a result of this kind of information sharing, we
enjoy an outstanding relationship with the JTTF as well as with
the other three FBI offices located in Los Angeles County.

As I have stated, the financial rewards of IPR crimes are im-
mense. Many times, the biggest issue for the criminal or his group
is how to disperse the money generated from the crimes committed.
It is difficult to use traditional banking practices to account for the
huge profits generated. In one of our cases involving counterfeit
baby blankets, we discovered over $800,000 in cash located
throughout the suspect's residence, hidden in trash bags, under
beds, stuffed in trash cans, and stashed in the attic. In fact, more
than $10,000 was found in a child's piggybank.

On other occasions, we have seen activity consistent with money
laundering and structuring occurring between similar businesses.

Another of our cases began with the stop of a suspect at Los An-
geles International Airport by U.S. Customs officers. Strapped to
the suspect's body was more than $230,000 in cash. The suspect
told the Customs officers that she was en route to Lebanon for a
vacation. Information was developed that the suspect owned a
chain of cigarette shops. Service of search warrants led to the sei-
zure of more than 1,000 cartons of counterfeit cigarettes, an addi-
tional $70,000 in cash, as well as wire transfers to banks through-
out the world.

The financial cost of IPR-related crimes to the State of California
is significant. As an example, my small team has seized about
40,000 cartons of counterfeit, untaxed cigarettes. The California
State tax on cigarettes is $8.70 per carton, representing a loss to
the State of $348,000.

It should also not be a surprise to anyone that suspects involved
in IPR crime do not concern themselves with paying appropriate
taxes, whether Federal, State, or local. Our experience has been
that suspects claiming $20,000 or $30,000 on their yearly income
tax forms routinely keep tens of thousands of dollars in cash at
their homes.
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The Los Angeles County Sheriff's Department has, like most
local agencies, suffered cutbacks in personnel over the past several
years due to severe budget curtailments. There has not been a
mechanism to address IPR crimes other than that based on inter-
est from small units or individual investigators. We believe that
there is a critical void in personnel to mount an effective campaign
against the criminal enterprises that utilize IPR as a revenue
stream. It is well-documented that organized criminal enterprises
engage in IPR crimes. There are mounting indicators of the in-
volvement of terrorist groups and their supporters.

In Los Angeles County, we believe there should be a task force
commitment in order to combat the problem. Members of the Sher-
iff's Department have begun to explore different sources of revenue
to fund such a task force in our region. The private sector has
shown interest in contributing to such an effort. In fact, the private
sector, comprised of manufacturers and companies such as Inves-
tigative Consultants, whose President, Kris Buckner, is speaking
today, plays a vital role in our enforcement efforts. Without this co-
operative public-private sector relationship, the Sheriffs Depart-
ment, because of limited personnel resources, would quickly be
overwhelmed and would not be able to maintain our current inves-
tigative pace.

We also believe that there should be legislation to enact or in-
crease the levy on containers shipped through the ports of Los An-
geles and Long Beach. These levies would fund intensified IPR en-
forcement efforts. It is my hope that by drawing more attention to
this crime, we can reinforce the American dream of having an idea,
bringing it to market, and profiting from its success without inter-
ference from the criminal element.

On behalf of Los Angeles County Sheriff Leroy D. Baca, I wish
to thank the Committee for this opportunity to represent our coun-
ty in discussing this important topic. Thank you, and I look for-
ward to any questions you might have of me.

Chairman COLLINS. Thank you, Lieutenant. Mr. Buckner.
TESTIMONY OF KRIS BUCKNER,' PRESIDENT, INVESTIGATIVE

CONSULTANTS

Mr. BUCKNER. Thank you. I would like to thank Chairman Col-
lins, Senator Lieberman, and all of the Members of the Committee
for the opportunity to appear before you today. Intellectual prop-
erty crime is an important topic, and I am very pleased that the
Committee is holding this hearing to discuss how intellectual prop-
erty crime affects our country, including the possibility that pro-
ceeds from counterfeiting fund terrorism.

For the record, my name is Kris Buckner. I am the President of
Investigative Consultants, a licensed private investigative firm
based in Southern California. I have been a private investigator for
over 10 years and specialize in investigations involving manufac-
ture, distribution, and sale of counterfeit goods.

Investigative Consultants began as a single-person operation in
1994. The company now employs 14 full-time employees and sev-
eral part-time and contract employees. Ninety-five percent of the

'The prepared statement of Mr. Buckner appears in the Appendix on page 35.
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company's time is spent investigating intellectual property matters,
and we currently represent over 80 different brand owners.

The job of our company is to work on behalf of brand owners to
uncover evidence of counterfeiting activities. When we find concrete
evidence that some person or group is substantially engaged in
counterfeit goods marketing, we contact the appropriate law en-
forcement agency and provide them with the evidence and assist
them on behalf of the brand owners in the identification, inventory,
and storage of the counterfeit items to ensure that the counter-
feiters are brought to justice.

How big is the problem of counterfeit goods? Let me answer that
in three words. Out of control. In only 10 years, my company has
conducted over 9,000 intellectual property investigations that have
resulted in the recovery and seizure of over $1 billion worth of
counterfeit and pirated merchandise.

Over the past 10 years, our investigations have helped law en-
forcement arrest over 3,000 people for counterfeiting and piracy.
There is no end in sight. My business continues to grow.

I would like to show a short video that illustrates the problem,
with your permission.

[A videotape was played.]
Mr. BUCKNER. What you are looking at here is a search warrant

getting served at an embroidery factory that contained two sophis-
ticated embroidering machines that were embroidering counterfeit
clothing. Each of those machines is worth about $250,000.

What you are looking at now is video footage of an LAPD search
warrant of a warehouse that contained counterfeit handbags. The
operator, who was subsequently convicted of trademark counter-
feiting, advised law enforcement that he was making $30,000 cash
per week in this business and had retired from a nine-to-five job
at Northrup because this was so lucrative.

What you are looking at now is a DVD lab that is manufacturing
counterfeit and pirated movies. Those are finished movies there
that you are looking at. This lab has the capability of manufac-
turing tens of thousands of counterfeit movies per week, and those
are the computer tower burners that are used to manufacture the
movies themselves.

The counterfeiting problem is not just limited to handbags,
watches, and other luxury goods. I have been involved in cases in-
volving DVD movies, music CDs, glue, children's toys, sunglasses,
food items, computer equipment, toner products, and numerous
other items. I have also seen cases where brake pads, aircraft
parts, baby formula, and even cough syrup have been counterfeited.
You name it and criminals can and will counterfeit it. As long as
counterfeiters are making money, they do not care who they hurt
or kill.

Most brand owners go to great lengths to combat the problem.
One of the ways in which they do this is hire people like me to
serve cease and desist notices on people we know are engaging in
the sale of counterfeit merchandise. I have served thousands of
these notices.

In my hand is what we call our subject book. This is just one of
five such binders, all of which are as big or bigger than this one,
that are kept in my office. These binders all contain photographs
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of people that we have served with the cease and desist notices.
Ninety percent of these vendors continue to sell counterfeit mer-
chandise, even after we advise them what they were doing was ille-
gal. They continue their operations because of the large amount of
money that they make.

And make no mistake about it, counterfeiting is profitable. I have
participated in multiple law enforcement operations in which huge
sums of cash have been recovered. During one such raid, officers
found over $370,000 in cash in a decrepit warehouse. That money
was just some of the profits enjoyed by a subject who had merely
been selling counterfeit blankets.

Some counterfeit goods are manufactured in the United States.
While assisting law enforcement, I have seen California factories
involved in the large-scale manufacture of counterfeit merchandise.
I have been involved in cases in which owners of factories routinely
locked employees inside the manufacturing facilities. Law enforce-
ment had to call the fire department, which used the Jaws of Life
to cut open the doors and free the employees. If there had been a
fire, the employees would have died. Counterfeiters valued cash
more than human life.

The vast majority of counterfeit merchandise is manufactured
outside the United States in countries like China, South Korea,
Taiwan, and Mexico. The merchandise is often manufactured under
unsafe conditions, and there have been cases where counterfeiters
used child labor to make products.

Counterfeiters often smuggle goods into the United States. Sev-
eral times, I have come across brand-name counterfeit handbags
sewn inside the linings of generic handbags. Once the generic
handbags pass Customs, counterfeiters cut open the generic hand-
bags and remove the counterfeit ones.

Lieutenant Stedman is going to show us a perfect example of one
of these bags I just spoke about, where you look at the outside and
it looks like a generic, non-descript handbag. But you cut open the
lining of the bag and you will see what is inside. And inside, you
have the counterfeit. It may seem like a lot of work to smuggle
counterfeit handbags but keep in mind that a counterfeiter can
make approximately 500,000 in cash per container.

It is wrong to think that counterfeit merchandise is only sold on
the street corners. Counterfeit merchandise regularly ends up in all
types of stores, including large chain department stores, hotel gift
shops, upscale boutiques, swap meets, flea markets, and other re-
tail locations.

There is a shopping district in Los Angeles called Santee Alley,
where counterfeit merchandise is openly sold. On any given day,
there are over 75 vendors in Santee Alley selling all kinds of coun-
terfeit merchandise.

I am frequently asked whether I believe organized criminal
groups engage in the sale of counterfeit and pirated merchandise,
and my answer is yes. Sometimes, an organized counterfeiting op-
eration profits primarily from the sale of counterfeit goods, whereas
in other instances, counterfeiting is just another revenue stream
for the criminal syndicate.

In Los Angeles, the various criminal groups profiting from the
sale of counterfeit goods are extremely well organized. They hire
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lookouts, utilize countersurveillance techniques to track my em-
ployees' activities and the activities of law enforcement. The groups
use two-way radios and have also developed an elaborate warning
system to alert vendors of impending enforcement actions.

During heavy enforcement periods, counterfeiters have placed
lookouts near the Los Angeles Police Department's Central Divi-
sion to monitor the movements of law enforcement. Counterfeiters
have surveiled my team of investigators. They have also been spot-
ted surveiling our office location. During counterfeit goods raids, I
found lists containing the names of my employees, their physical
descriptions, descriptions of our company vehicles, and license plate
numbers.

Counterfeiters are making so much money that they will do any-
thing to disrupt our efforts. My investigators have been assaulted
by counterfeiters. Counterfeiters have slashed the tires of our vehi-
cles. A counterfeiter injured one of my investigators when he broke
out the window of the investigator's vehicle while the investigator
was driving it.

There is clear and convincing evidence that street gangs have
begun to profit from the sale of counterfeit merchandise on the
streets of Los Angeles. Not only do the gangs place their soldiers
on the street to sell pirated movies and music, they attack other
street vendors who want to sell counterfeit merchandise on their
turf. It only stands to reason, then, that the proceeds from the sale
of counterfeit goods are used to buy guns and drugs.

More and more organized criminal groups are engaging in the
sale of counterfeit merchandise to raise money. The great profits
and the limited risk of prosecution make it an extremely attractive
enterprise. For these criminals, it is simply a matter of business.
They get caught selling drugs, they go to prison. They get caught
selling counterfeit goods, they get probation.

I am also frequently asked if terrorist groups profit from the sale
of counterfeit goods. I do not know the answer to that question.
What I do know is that while working with law enforcement to con-
duct counterfeit goods raids, I have been in homes and businesses
in which photos of Hezbollah Sheik Nasrallah have been promi-
nently displayed. On several occasions during these same raids, I
have heard subjects make anti-Israeli and anti-Jewish statements.
I have also observed evidence indicating that counterfeiters send
large amounts of money to places such as Lebanon and Paraguay.

My company is hired by major corporations, and I know that
many people don't have any sympathy for big businesses. However,
the public needs to understand that they are forced to pay higher
prices for brand-name products because of counterfeiters. It has
been estimated that counterfeiting costs brand owners billions of
dollars a year in lost revenue. Brand owners must raise their prices
to recoup those losses.

In my opinion, the general public has no appreciation for how
many mom-and-pop retail establishments are driven out of busi-
ness every year by counterfeiters. As everyone knows, there is
great demand for brand-name products. How can a legitimate small
retailer compete when consumers have the option of buying a $20
pair of generic sunglasses in their store or a $20 pair of brand-
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