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11

Calendar No. 209

1081H CONGRESS
18T SESSION S o 8 7 7

[Report No. 108-102]

To regulate interstate commerce by imposing limitations and penalties on
the transmission of unsolicited commercial electronic mail via the Internet.

IN THE SENATE OF THE UNITED STATES

Aprrin 10, 2003

Mr. Burns (for himself, Mr. Wynen, Mr. STeviens, Mr. Breavx, M.
THOMAS, Ms. LANDRIEU, Mr. SCHUMER, Mr. TALENT, Mr. JOHNSON,
Mr. GrEGG, Mr. CARPER, Mr. LIEBERMAN, Mr. NELsON of Florida, Ms.
SNowE, Mr. CHAMBLISS, Mr. DoDD, Mr. LAUTENBERG, Mr. EDWARDS,
and Ms. MURKOWSKI) introduced the following bill; which was read twice
and referred to the Committee on Commerce, Science, and Transpor-
tation

Juny 16, 2003
Reported by Mr. McCaIN, with an amendment

|Strike all after the enacting clanse and insert the part printed in italic]

A BILL

To regulate interstate commerce by imposing limitations and
penalties on the transmission of unsolicited commercial
electronic mail via the Internet.

| Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,

HeinOnline -- 1 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 1 2004



1 SECTION 1. SHORT TITLE.

2 This Aet may be eited as the “Controlling the Assanlt
3 of Nen-Solieited Pornosraphy and Mavketing Aet of
4 20032 or the “CAN-SPAM Aet of 200322

5 SEC. 2. CONGRESSIONAL FINDINGS AND POLICY.

6 o) Prvpaves—The Coneress finds the followine:

7 B Fhere 18 a right of free speech on the Inter-
8 net:
9 2y The Internet has tnereastnely beeome a erit-

10 teal mrode of global eommunteation and now presents
11 anprecedented opportunities for the development and
12 evowth of slobal commeree and an mtegrated world-
13 wide eeonomy-

14 33 In order for elobul commeree on the Inter-
16 ties using the Internet and other online serviees
17 sheuld be prevented from enpaging in aectivities that
18 prevent other users and Interret serviee providers
19 from heving a reasonably predictable; efficient; and
20 eeonomienat online experienee:

21 4 Pnselietted conmmercial electronte mai ean
22 be & mechanism through which businesses advertise
23 ahd attract eastomers i the online envirenment:

24 5} Fhe reeeipt of unselieited eommercinl elee-
25 tronte mail may result in eests to reeipients whe

26 ennnot refuse to aceept sueh mad and who ihewr

S 877 RS
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3

1 eosts for the storage of sueh mail; or for the time
3 or for both-

4 6> Unsolicited commereinl eleetronic mai may
8 sueh maik as there 8 & finite volume of mad that
10 dle withont farther investment in infrastracture:

11 {1 Seme unsolietted eommereint eleetronte mat
12 eontains materinl that many reciptents may eonsider
13 vilenar or perregraphie i natare:

14 {8 While some senders of unselietted eommer-
16 able ways for recipients to rejeet {or “ept-out” of}
17 reecipt of unsolieited eommereinl eleetronte may
19 wide no sueh “opt-ont” meechanism; or refuse o
20 honor the reguests of reeipients net to reeerve elee-
21 tronte mail from sueh senders i the future; or both:
22 {9 An inerensing mamber of senders of ansohe-
23 ited eonmmereinl electronte matl purpesefully disguise
24 the seuree of sueh mud S0 43 to prevent reeipients

*S 877 RS
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4

5 the messages:
7 Internet; Conpress should be very eareful to averd
9 rights; melading the rights of assembly; free speech;
10 and privaey
11 by CONGRBESSIONAL DEEERMENATION 6+ PUBHe
13 the Congress determines that—
14 {1 there i3 a substantial government interest m
15 repulation of unseohetted eonmmeretnl eleetrome math
16 {2} senders of unsoheited eommerecial electronte
17 matl should not mislead reeipients as to the seuree
18 or eontent of saeh matl and
19 3 rpeeiptents of unsolictted eommmerend elee-
20 tronte matl have & right to deeline to reeerve addi-
22 the same souree:
23 SEC: 3: DEFINFTIONS:
24 In this Aet:

*S 877 RS
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5

3 commteretal eleetronie mat message; means that the
4 reeipient has expressly eonsented o reeerve the mes-
5 sage; etther in response to & elear and eonspicuous
6 request for sueh econsent or at the reeipient’s own
7 mitative:

9 SeH—

10 & By efpshia—The term “commeretnl
11 cleetronie mail message’ menns any eclectronte
12 mail message the primary purpose of which 18
13 the eommerein) advertisement or promeotion of &
14 eommerein) produet er serviee (nelading eon-
15 tent on an Internet webstte operated for & eom-
16 meretnd parpeser

17 B} REFERENGE $0 COMPANY  OR
18 wrBstr—The melasion of o reference o o
19 commereint entity or & hnk to the webstte of &
20 commereial entity tn an eleetrente mai message
21 dees not; by iself, eause sueh message to be
22 treated a5 & commereinl eleetrone mai message
23 for purpeses of this Aet i the eontents or eir-
24 eumstanees of the message ndieate & primersy
25 purpose other than commereinl advertisement

«S 877 RS
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6

1 or premotion of & conmmerein]l produet or serv-
2 tees

3 B Comasston—The term “Commission™
7 istered with ov assigned by any domain pame reg-
8 istrar: domain noame registiy; or other domain name
10 dress on the Internet:

11 5 EnBerroNie Math APPRESS—The ferm
12 “eleetrorte mad address™ means a destthation; eom-
13 monly expressed as & string of eharaeters; eonsisting
14 of & nnighe user name or maitbox (eommonly re-
15 ferred to as the “loeal part’) and a referenee to an
16 Internet domain {eommeonly referred to as the “do-
17 matn part)y; to which an eleetronte muil message
18 ean be sent or debvered:
20 Leleetroniec mai message” means & message Sent to
21 an eleetronie moail address:
22 H FPPC aer—The term “FTC Aet” means
23 the Federal Frade Gommission Aet (36 U5-6- 4t et
24 seg-

.S 877 RS
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7

1 8y HEabrr BNPoRMATION-—The term “header
3 routing hiformation attached to an eleetrente mat
8 eleetrotte mat messaee; means that—

9 ) within the 3-year period ending upen
10 reeeipt of sueh message; there has been & bast-
11 ness transaction between the sender and the re-
12 ciptent (neluding a teansaction mvolving the
13 provisten; free of charge; of mformation; goods;
14 or serviees requested by the reeipient): and

15 B} the reetprent was; at the time of sueh
16 transaction or thereafter i the first electronie
17 mail message reeetved from the sender after the
18 effeetive date of this Aet; provided a elear and
19 eonspiencus notiee of an epportunity net to re-
20 eetve unseheited commereial eleetronie mad
21 nressages from the sender and has net exereised
22 sueh eppertunity

23 H & sender operates through separate hnes of busi-
24 ness or divisions and holds itself out to the reeiptent;
25 beth at the time of the transuction deseribed i sab-

*S 877 RS
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8

1 paragraph ) and 8t the time the neotice under sab-
2 prregraph {B) was provided to the reeipient; as that
3 partiealar line of business or division rather than as
4 the entity of whieh sueh hne of business or divsion
5 1 & part; then the hne of business or the division
7 paragraph:

8 46 bharrvrr—The term  Simitiate’;  when
9 wsed with respect to & eommerernd electronte mat
10 message; means to origmate sueh message oF to pro-
11 eure the origination of sueh message; but shall not
12 inelude netions that eonstitute routine eonveynnee of
13 steh message:

14 5 bersar—The teem Internet” has the
15 meaning given that term i the Internet P Free-
16 dom Aet (47 H-5-C- 151 nty

17 42 Derpreds AcelEhs siERvier—he term
18 nternet neeess serviee” has the menning given thut
19 term i seetion 23HeH4) of the Commumieations
20 Aet of 1934 (47 U5:6: 23He -
22 teeted eomputer” has the meaning grven that term
23 i section 1030{eH2} of title 185 United States
24 Geode:

*S 877 RS
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9

1 844 Reemwprmxr—The term “reeiptent’’; when
2 used with respeet t0 & ecommereinl eleetronte mail
3 message; means an authorized user of the electrente
4 mail address to which the message was sent or debv-
6 message hos T or more eleetronie nrail vddresses m
8 sent or delivered; the reeiptent shall be treated as &
10 H an cleetronie mail address is reassigned t0 a new
11 aser; the new user shall not be treated as a recipient
12 of any eomnereint electronie mail message sent o
13 delivered to that address before i was reassigred:
14 a5 Rovepve corvpyaNelE—The term “rou-
16 relaving; handling; or storing; threugh an automatie
17 teehnieal proeess; of an eleetronte mail messape for
18 whieh anether person has provided and selected the
19 rectprent addresses:

20 36} Sexnprr—The term “sender’ when ased
21 with respeet to a eonmmmereial eleetronie mail mes-
22 stee; means & person who imitiates sueh & message
23 and whose produet; service; or Internet web site 18
24 advertised or promoted by the message:

*S 877 RS
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10

2 saoBEs—The term “transaetional eor relationship

4 mary parpese of whieh is to faeihitate; complete; eon-

6 &S & commereind transaction that the re-

7 etpient has previously agreed to enter pito with

8 the sender:

10 formed with or without an exchange of consid-

11 eration; mrvelving the onpoing purehase or ase

12 by the reeipient of produets or serviees offered

13 by the sender; o

14 {C) an existing employment relationship or

15 related benefit pla

16 48 UNSoHIcirrd CoMMBROE BHRBCHRONIE

17 MAH: MESSAGE—The term “unsolicited eonmmereinl

18 eleetronie mai message” means any eowmmereid

19 eleetronie mail message that—

20 ) i3 net a transactional or relationship

21 message; and

22 B} 13 sent to & reeipient without the re-

23 eiptent’s prior affirmative or implied eonsent:
S 877 RS
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11
SEG: 4. CRIMINAL PENALTY FOR UNSOLICITED COMMER-

—_—

GIAL ELECTRONIC MAIL GONTAINING FRAUD-

ULEENT ROUTING INEFORMATION:
ay bv Genprat—Chapter 63 of title 1S United
States Code; is amended by adding at the end the fob-
“§ 1351, Unsolieited eommereial cleetronie mail eon-
taining fraudulont ion inforema

O 00 N N i bW N

tion
for not more than 1 year; or both; under this title: ffor
pretenses or representations shall be eonsidered materiatty

NN NN NN e R e e e e e e e
[ S =T V=2~ - B B - S T L "

*S 877 RS

HeinOnline -- 1 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 11 2004



12
| )y CoNrorMING AMBENPMENT—The ehapter anal-

[\

3 amended by adding at the end the following:

E. : yv‘

SEC. 5. 0FHER PROTECTIONS AGAINST UNSOLICITED COM-
MERCIAL ELECTRONIC MAIL.

Nl N © N V. B 8

10 aHy persen te initiate the transmisston; to & pre-
11 teeted eomputer; of & commereinl eleetronie mai
12 message that contuins; or 13 aceompanted by, header
13 information that 15 materially or mtentionally false
14 or muterinly or itentionally misleading: For pur-
15 poses of this paragraph; header mformation that is
16 techntenlly aeenrate but inelades an originating elee-
17 tronie mail address the aeeess to whiek for purpeses

19 false or fraudulent pretenses or representations shatt
20 be eonsidered muterially misleading:

21 {27 PRoHEBITION OF DBECEPTIVE SUBJREr
22 HEADENGS—T s unlawtal for any person to initiate

23 the transmission to & proteeted eemputer of & eom-
24 mereinl eleetronte mail message with 8 subjeet head-

*S 877 RS
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13

2 lead & reeiptent; aeting reasenably nnder the eir-
3 cumstanees; abott & material faet regarding the eon-
4 tents or subjeet matter of the message:

5 {3} BveLusion 6F RETERN ADDRESS OR €0M-
7 BHEBCHRONE MAH—

8 A v epveral—T 18 unlawfad for any
9 persen to mitinte the transmission to a pro-
10 teeted computer of an unsolieied eommereinl
11 eleetronie meatl message that does not contain &
12 funetioning return eleetromie mmil address op
13 other Internet-based meehanism; elearly and
14 eonspienonsly displayed; thut—

15 ) & reciptent may use to submit; ik
16 & manner speeified by the sender; & reply
17 cleetronie matl message or other form of
18 Internet-based eommuniestion requesting
19 not to reeetve any future unseheited com-
20 neretat eleetronte matl messages from that
21 sender at the eleetronte mail address where
22 the message was recetved; and

23 {) remains eapable of reeetving sueh
24 messages or communieations for no less

*S 877 RS
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14

2 original message:

5 etal eleetronie muil message may eomply with
7 & list or menwn from which the reeiptent may
10 eeive or does not want to reeeive from the send-
11 et; if the hst or menn inelades an option under
12 which the reeipient may choose not to reeceive
13 ety tsoheited eommereinl eleetronte mail mes-
14 sages from the sender

15 {6 THVMPORARY PNABHIFEY $60 RECERE
16 MESSAGES OR PROCESS REQUESTS—A return
17 eleetronte mu address or other mechansm
18 does not fail to satisty the requirements of sub-
19 paraeraph (A) 1 s unexpeetedly and tempe-
20 rarily unable to reectve messages or proeess re-
21 qaests duae to teehnieal or eapseity problems;
22 the problem with reeerving messages or proe-
23 essing requests 18 eorreeted within & reasenable
24 time pertoes

«S 877 RS
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3 FEerroN—UH & reciptent makes a request to a send-
5 graph {(3); not to reeeitve seme or any unseheited
6 eommereint eleetronie mnil messages from sueh send-
7 er; then 1 13 unlawfal—

10 days after the reeeipt of sueh request; of an un-
12 thet falls within the seope of the request;

13 B} for any person aeting on behalf of the
14 sender to mtiate the transmission to the reeipi-
15 ent; more than 10 business days after the re-
16 eeipt of steh request; of an unselieited eonmmer-
17 el eleetronte muail message that sueh person
18 knows or eensetously avoids knowing folls with-
19 i the seope of the request; or

20 G} for any person actine on behalf of the
21 sender to assist i mitiating the transmission 4o
22 the recipient; throueh the proviston or seleetion
23 of addresses to whieh the message will be sent;
24 of an unseleited eommercinl eleetronte mail
25 message that the person knows; or eonseiously

*S 877 RS
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2 or B

5 BERCFRONE MAH—Tt 18 unlawlal for any person to

7 eind eleetronte mai message to a protected eomptter

8 wrless the message provides—

10 that the message s an advertisement or sohet-

11 tation;

12 7 elenr and eonsptenons notiee of the op-

13 portunity vnder parapraph (3) to deeline to re-

14 eeive farther unseheited eommereinl eleetronie

15 mait messages from the sender; and

16 6} a vahd physieal postal address of the

17 sender:

18 ) ProtBrrioN oF TRANSMISSION oF HMNAWREEL

20 parNy HARVESTED Erfcrronte Math ADDRESSHS—

21 4 By onnpra— ts unlawlul for any persen

22 to ittate the transmission; to a protected computer;

23 of an unsolicited eommereinl electrome mai message

24 that is anlewfal ander subseetion (0); or to assist

25 the originntion of such o message through the prow-
*S 877 RS
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17

1 sten or seleetion of addresses to whieh the message
3 reeldess disregard as to whether—

4 ) the eleetronte mnail address of the re-
5 eiptent was obtained; usime on  automnted
6 means; from an Internet website or proprietary
7 onhine serviee operated by another persen: or
8 B the website or proprietary onhne serv-
9 tee from which the address was ebtained in-
10 claded; &t the time the address was obtained; &
11 notiee stating that the operator of such &
12 webstte or proprietary enline serviee will net
13 eive; sell; or otherwise transfer addresses man-
14 tained by steh stte or serviee to any other papty
15 for the purpese of nitinting; or enabling others
17 2 DiscramqMER—Nothing i this sabseetion
18 erentes o ownership or proprictary interest i sueh
19 eleetronte matt addresses:

20 {&) COMPHIEANGE PROCEPHRES—AR aetton for wola-

21 #ien of paragraph (23 3% 4 er (5) of subseetion {8
22 may not proeeed i the persen agamst whom the action
23 i3 brought demenstrates that—

24 1 the person has established and imple-
25 menteds with due eare; reasonuble praetices and pro-

«S 877 RS
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1 eedures to effeetively prevent violations of sueh para-
2 oraphs and

4 forts to maintain comphanee with saeh praetices and
5 procedures:

6 SEC. 6. ENFORCEMENT BY FEDERAL TRADE COMMISSION:
7 )y ViorArioN Is UxraiR OR DECEPTRE At ok
10 of this Aet were an unfair or deeeptive aet or practice pro-
11 seribed under seetion I8{aH B} of the Iederal Trade
12 Gommission Aet (16 =56 5Fata B H-

13 b} ErroRCEMIENT BY CERFARN OFHER AGHEN-
14 ems—Comphanee with this Aet shall be enforeed—

15 5 under seetion 8 of the Federal DPeposit In-
16 suratee Aet (12 U-5-6: 1838); in the ease of —

17 A) nationst banks. and Pederal branches
18 and Federat aseneies of foreign banks; and any
19 subsidiartes of sueh entities {exeept brokers;
21 prent eompamies; and investment advisers); by
22 the Office of the Comptroler of the Gurreney;
23 B3} member banks of the Ifederal Reserve
24 System {other than national banks); braneches
25 and aeencies of foreipn banks (other thun Fed-

*S 877 RS
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19

2 State branches of foreign banks); eemmererad
3 lending companies owned or controlled by for-
8 {exeept brokers; deaters; persens providng -
9 suratee; Hrvestinent eompantes; and mvestment
10 advisers); by the Board;

11 &) banks insured by the Federal Deposit
12 Tnsuranee Gorporation (other than members of
13 the TFederal Reserve System) insured State
14 braneches of foreign banks; and any subsidiaries
15 of sueh entittes {exeept brokers; dealers; per-
16 Sons providing imsuranee; mvestment compu-
17 nies; and mvestment advisers); by the Board of
18 Bireetors of the Federal Deposit Insaranee Gor-
19 peration; and

20 B} savines assectations the depesits of
21 which ave insured by the Federal Deposit In-
22 saranee Corporatton; and any subsidiaries of
23 such savings associntions {exeept brokers; deat-
24 ers; persons providing imsuranee; investment

*S 877 RS
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20

4 U-S-6- 1751 et seq) by the Board of the Netionnl
5 GCredit Union Administration with respeet to any
7 of sueh a eredit wnion;

10 change Commission with respeet to any broker or
11 Aeator:

12 ) ender the Investment Compuny Aet of 1940
13 5 U-5:C- 80a—1 et seq) by the Seeurities and B
14 ehirree Commrisston with tespect to trvestiment eont-
15 paies;

16 {5} under the Investment Advisers Aet of 1940
17 G35 U5 80b— et seq by the Seeurities und Ex-
19 visers rogistered under that Acts

20 {6) under State msuranee lew in the ease of
21 any person engaged i providing isuranee; by the
22 applieable State msurance authority of the State
23 which the persen is domieited: subjeet to seetion 104
24 of the Gramm-Bliley-heneh Aet (35 B-5-6- 670

*S 877 RS
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| 7 nader part & of subtite YH of e 40;
2 United States Code; by the Seeretary of Transper-
4 earrier subjeet to that part;

5 {8) under the Paekers and Stoelorards Aet;
9 ties subjeet to that Aet;
10 9> under the Farm Credit Aet of 197 {2
12 teation with respeet to any Federal land bank; fed-
13 erad land bank asseciation; Federal mtermediate
14 eredit bank; or production eredit assoetation; and
15 0 under the GCommunieations Aet of 1954
16 H“T B-5:6: 16T et seqd) by the Federal Communien-
17 tons Connmission with respeet to any person subjeet
18 to the previstons of that Aet-

19 {e) Ixasresn oF Conraly PowsRs—Por the pur-
20 pese of the exereise by any ageney referred to i sub-
21 seetion {b) of s powers under any Aet referred to n that
22 subseetion; a violation of this Act 18 deemed to be # viola-
23 tion of & requirement imposed under that Aet: In addition
25 ferred to in subseetion {b); eneh of the agencies referred

«S 877 RS

HeinOnline -- 1 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 21 2004



22

[am—

made & part of this Aet: Any entity that Wolates any provi-
sion of that subtitle is subjeet to the penunlties and entitled
made & part of that subtitle:

18 ¢} BrroRCBMENT BY STATES—

19 4 Crar aerron—7n ahy ease m whieh the

O 0 3 N R W

e e e T e e e T T
Nl N v A~ W N~ O

20 attorey general of a State has reasen to beheve

21 that an interest of the residents of that State has
22 been or i3 threstened or adversely affected by any
23 person engaging i & practice that wolates seetion &

24 of this Aet; the State; us parens patrive; meay bring
25 & eivil action on behalf of the residents of the State

*S 877 RS

HeinOnline -- 1 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 22 2004



23

1 i a distriet eourt of the United States of appro-
2 priate yarisdietion er m any other eeurt of eom-
3 petent jurisdietion—

4 A} to enjoin farther wolation of seetion &
5 of this Aet by the defendant; or

7 dents of the State; 1 on anronnt equald o the
8 ereater of—

10 by sach restdents; or

11 G the amount determined uander
12 paragreph (2)-

13 2 SFAFEPORY Broves—

14 & By omRal—Her purpeses of para-
15 eraph HHB}G); the smount determined under
16 this paragraph is the amount ealewlated by mud-
17 tiplyine the mamber of willfal; knowing; or neg-
19 of the eontt; of up to $310 {with each separately
20 addressed unlawfnl message reeetved by sueh
21 residents treated as & separate violation): In de-
22 termining the persioletion peralty uwnder this
23 subparasraph; the eourt shall take nte aceount
24 the degree of enlpability; any history of prier
25 sueh eonduet; ability to pay; the extent of eeo-
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1 nomie gain resulting from the wiolation; and
2 sueh other matters a8 Fastice may reqhire:

3 By Inarearion—Ler any wolation of
4 seetion B {other than seetion 5ail));; the
S amowt deterntined under subparagraph o
10 graph from $500;000 to an ameount net to ex-
11 eeed $15500,000-

12 ) APrordEY FRES—In the ease of any sue-
13 cessful action under poaragraph (1) the State shah
14 be awarded the eosts of the action and reasonable
15 attorney fees as deternmned by the eonrt:

16 4 RicHrs oF PEbERAL REGEEAPSRS—The
17 State shall serve prior written notiee of any action
18 under parseraph (O upen the Federal Trade Gom-
19 mission or the approprinte Federsl regulator deter-
20 mined under subseetion (b) and provide the Ceonrns-
21 Sieﬁef&ppfepfm%elﬂedem}%gal&tefmﬁhﬁeepye#
22 s eomplaint; exeept i any ease i whieh sueh prior
23 notice is nrot feastble; i whieh ense the Stute shall
24 serve steh notiee mmmedintely apon mstitutine sueh
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1 aetior: The Federal Trade Commissten er appre-
3 A} to tervene i the action;

4 B) upon so tntervertnes to be heard on alt
6 G} to remove the aetion to the appropriate
7 United States distriet eourt; and

10 any eivil aetion under paragraph )y nothing i this
11 Aet shall be eonstraed to prevent an attorney gen-
12 erad of & State from exereising the powers eonferred
13 o the attorney general by the laws of that State
14 to—

15 ) eonduet mvestigations;

16 B) admimster oaths or affirmations; or
17 {6} eompel the attendance of withesses or
18 the production of documentary and other ew-
19 denee:

20 6} VENTT; SERVIEE 6F PROCESS—

21 £ VeNug—Any aection brought under
22 paragraph (1) may be brought i the distriet
23 eourt of the United States that meets appheable
24 reqiirenents relating to venre uhder seetion
25 1391 of title 28; United States Code:
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1 B) SERVEE 6F PROCESS—TI an aetion
2 brought under paregraph (1) proeess may be
4 {7 18 an hihabitant: or

6 RESS:

7 1 LBHPATION ON STATE ACHION WHHA PED-
9 other approprinte ederad ageney under subseection
10 by has mstituted & eivil action or an administrative
11 aetion for wviolation of this Aet; no State attorney
13 durine the pendeney of that action agamnst any de-
14 fendant named it the eomplaint of the Ceonmission
15 or the other ageney for any violation of this Aet al-
16 leged in the eomplaint:

18 SERWECE

19 5 AerroNn ALPHORIEED—A previder of Inter-
20 net aeeess serviece adversely affeeted by a weolation of
21 section & may bring & etvil aection i any distriet
23 defendant: or i any other court of competent Furis-
24 dietior; to—
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2 s o

4 to the greater of —

6 the provider of Internet neeess service a8 &
7 restlt of sueh wolatien; or

8 {1} the amount determined under
9 paragraph {3

10 2) STATETORY PAMAGHERS—

11 2y By epNgRAL—TFor purposes of parw-
12 graph (B0, the amount determined ander
13 this paragraph 1s the amount ealenlated by mul-
14 tiplyine the namber of willfal; knewine; or neg-
16 of the eourt; of up to $10 Cwith each separately
17 addressed wrlawfal message emrried over the fa-
19 or sent to an eleetromie moil aderess ebtnined
20 from the provider of Internet aecess serviee in
21 wiolation of seetion B{b} treated &8 & separate
22 solation): In determining the per-vielation pen-
23 akty under this subparagraph; the eenrt shal
24 takee it aeeonnt the degree of enlpability; any
25 history of prior such conduet; abiity to puy; the
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3 regire:

4 B Lbpaearion—7Lor any violation of
5 seetion 5 {other than seetion SiaHb); the
6 ameotnt determined under subparageaph &
10 therense the limitation established by this pars-
11 eraph from $500,000 to an amount not to ex-
12 eeed $1:500;000-

14 parsuant to paragraph (1) the eonrt may Hr #8 dis-
15 eretion; require an undertakineg for the payment of
16 the eosts of sueh action; and assess reasenable costs;
17 neluding reasenable attornreys’ fees; against any
18 oty

19 SEC. 7 EFFECT ON OFHER LAWS.

20 o) FEpERal Eaw—

21 4 Nothing m this Aet shall be construed to
22 wnpair the enforeement of seetion 223 or 231 of the
23 Commnranteations Aet of 1934 (44 56 223 er
24 31 respeetively); ehapter 1 (refuting to obseenity)
25 or 110 {relating o sexual exploitation of children) of
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1 title 18; Hnited States Code; or any other Federal
2 erinrinal statute:

3 2} Nethine i this Aet shall be construed to af-
6 false or deeceptive representations i eonrmereint elee-
8 ) Srars haw—

9 5 I opNERAE—THS Aet superesedes any
10 State or loeal government statute; regrdation; or rule
11 repwinting the use of eleetronie muil to send eom-
12 mereal Messages:

13 2 ExeprrioNns—Exeept as provided th para-
14 eraph (3); this Aet does net supersede or pre-
15 empt—

16 ) State trespass; eontract; or tort law or
17 any etvil action therennder; or

18 By sny prowsion of Iederal, State; o
19 loeal ermnminal law or any el remedy avatable
20 under sueh law that relates to aets of frand op
21 theft perpetrated by means of the unauthorized
22 transmission of commereinl electronie matl mes-
23 sages:

24 3 LIMEFATION ON BXCEPHONS—TRarapraph
25 {2} does not apply to o State er loeal government
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—

Aet as soffieient to eonstitite a wolation of sueh
stutute; regulation; or rude or to ereate & eanse of
be eonstruaed to have any effeet on the lawfadness or an-
tion; Haplementation; or enforeement by o provider of
Internet aeeess serviee of & poliey of deehning to transms;
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SECTION 1. SHORT TITLE.

—
~

This Act may be cited as the “Controlling the Assault

—
o0

of Non-Solicited Pornography and Marketing Act of 20037,
or the “CAN-SPAM Act of 2003”.

[\ T
[s 2o}

SEC. 2. CONGRESSIONAL FINDINGS AND POLICY.

[\
—

(a) FINDINGS.—The Congress finds the following:

N
[\

(1) Electronic mail has become an extremely im-

N
W

portant and popular means of communication, relied

[\
B

on by millions of Americans on a daily basis for per-

[\
w

sonal and commercial purposes. Its low cost and glob-
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1 al reach make it extremely convenient and efficient,
2 and offer unique opportunities for the development
3 and growth of frictionless commerce.

4 (2) The comvemience and efficiency of electrowic
5 mail are threatened by the extremely rapid growth in
6 the volume of unsolicited commercial electronic manil.
7 Unsolicited commercial electronic mail s currently
8 estimated to account for over 45 percent of all elec-
9 tronic masl traffic, up from an estimated 7 percent
10 m 2001, and the volume continues to rise. Most of
11 these unsolicited commercial electrowic mail messages
12 are fraudulent or deceptive in one or more respects.
13 (3) The receipt of unsolicited commercial elec-
14 tronic mail may result i costs to recipients who can-
15 not refuse to accept such mail and who tncur costs for
16 the storage of such mail, or for the time spent access-
17 ing, reviewing, and discarding such mail, ov for both.
18 (4) The receipt of a large number of unsolicited
19 messages also decreases the convenience of electronic
20 mail and creates a visk that wanted electronic masl
21 messages, both commercial and moncommercial, will
22 be lost, overlooked, or discarded awmidst the larger vol-
23 ume of unwanted messages, thus reducing the reli-
24 ability and usefulness of electronic masl to the recipi-
25 ent.
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1 (5) Some unsolicited commercial electronic manl
2 contains material that many recipients may consider
3 vulgar or pornographic i nature.
4 (6) The growth in unsoliciled commercial elec-
5 tronic mail imposes stgnificant monetary costs on
6 providers of Internel access services, businesses, and
7 educational and nonprofit institutions that carry and
8 recetve such mail, as there 1s a finite volume of mail
9 that such providers, businesses, and institutions can
10 handle without further investment in infrastructure.
11 (7) Many senders of unsolicited commercial elec-
12 tronic mail purposefully disquise the souwrce of such
13 mail.
14 (8) Many senders of unsolicited commercial elec-
15 tronic mail purposefully include misleading informa-
16 tion in the message’s subject lines in order to induce
17 the recipients to view the messages.
18 (9) While some senders of unsolicited commercial
19 electronic mail messages provide simple and reliable
20 ways for recipients to reject (or “opt-out” of) receipt
21 of unsolicited commercial electronic mail from such
22 senders in the future, other senders provide no such
23 “opt-out” mechanism, or vefuse to honor the requests
24 of recipients not to recewve electronic mail from such
25 senders wn the future, or both.
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| (10) Many senders of bulk wnsolicited commenr-
2 cial electromic mail use computer programs to gather
3 large numbers of electronic mail addresses on an
4 automated basis from Internet websites or online serv-
5 1ces where users must post their addresses in order to
6 make full use of the website or service.
7 (11) Many States have enacted legislation in-
8 tended to regulate or reduce unsolicited commercial
9 electronic mail, but these statutes 1mpose different
10 standards and requivements. As a result, they do not
11 appear to have been successful in addressing the prob-
12 lems associated with wnsolicited commercial electronic
13 mail, in part because, since am electromic maal ad-
14 dress does not specify a geographic location, it can be
15 extremely difficult for law-abiding businesses to know
16 with which of these disparate statutes they are re-
17 quired to comply.
18 (12) The problems associated with the rapid
19 growth, and abuse of wnsolicited commercial electronic
20 mail cannot be solved by Federal legislation alone.
21 The development and adoption of technological ap-
22 proaches and the pursuit of cooperative efforts with
23 other countries will be necessary as well.
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1 (b) CONGRESSIONAL DETERMINATION OF PUBLIC POL-
2 1cY.—On the basis of the findings in subsection (a), the

3 Congress determines that—

4 (1) there 1s o substantial government inierest in
5 regulation of wunsolicited commercial electronic maal
6 on a nattonwide basis;

7 (2) senders of unsolicited commercial electrowic
8 mail should not mislead recipients as to the source or
9 content of such mail; and

10 (3) recipients of wunsolicited commercial elec-
11 trowic mail have a right to decline to receive addi-
12 tional unsolicited commercial electronic mail from the
13 same source.

14 SEC. 3. DEFINITIONS.

15 In this Act:

16 (1) AFFIRMATIVE CONSENT.—The term “affirma-
17 e consent”, when used with respect to a commercial
18 electronic mail message, means thal—

19 (A) the recipient expressly consented to re-
20 cevve the message, either in response to a clear
21 and conspicuous request for such consent or at
22 the recipient’s own watiative; and

23 (B) if the message is from a party other
24 than the party to which the reciprent commu-
25 nicated such consent, the recipient was given
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1 clear and conspicuous notice at the time the con-
2 sent was communicated that the recipient’s elec-
3 tronic marl address could be transferred to such
4 other party for the purpose of initiating commer-
5 cral electromic muil messages.
6 (2) COMMERCIAL ELECTRONIC MAIL MESSAGE.—
7 (A) IN GENERAL.—The term “commercial
8 electromic mail message” means any electronic
9 mail message the primary purpose of which 1s
10 the commercial advertisement or promotion of o
11 commercial product or service (including content
12 on an Internet website operated for a commercial
13 purpose).
14 (B) BEFERENCE TO  COMPANY  OR
15 WEBSITE.—The inclusion of a reference to a
16 commercial entity or a link to the website of a
17 commercial entity in an electronic mail message
18 does mot, by itself, cause such message to be treat-
19 ed as a commercial electronic mail message for
20 purposes of this Act if the contents or cir-
21 cumstances of the message indicate a primary
22 purpose other than commercial advertisement or
23 promotion of a commercial product or service.
24 (3)  CommisSION—The term  “Commission”
25 means the Federal Trade Commission.
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1 (4) DOMAIN NAME.—The term “domain name”
2 means any alphanumeric designation which is reg-
3 stered with or assigned by any domain name reg-
4 1strar, domain name registry, or other domain name
5 registration authority as part of an electronic address
6 on the Inlernet.
7 (5) ELECTRONIC MAIL ADDRESS.~—The term
8 “electronic mail address” means a destination, com-
9 monly expressed as a string of characters, consisting
10 of a unique user name or mailhox (commonly referred
11 to as the “local part”) and a reference to an Internet
12 domain (commonly referred Lo as the “domain part”),
13 to which an electronic mail message can be sent or de-
14 lvered.
15 (6) ELECTRONIC MAIL MESSAGE~—The lerm
16 “electronic mail message” means a message sent to a
17 unique electronic mail address.
18 (7) FTC acr.—The term “FTC Act” means the
19 Federal Trade Commission Act (15 U.S.C. 41 et seq.).
20 (8) HEADER INFORMATION—The term ‘“header
21 mformation” means the source, destination, and rout-
22 g mformation attached to an electronic mail mes-
23 sage, ncluding the originaling domain name and
24 originating electronic mail address, and any other in-
25 Jormation that appears in the line identifying, or
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1 purporting to identify, a person inittwting the mes-
2 sage.

3 (9) IMPLIED CONSENT.—

4 (A) IN GENERAL.—The term “tmplied con-
5 sent”, when used with respect to a commercial
6 electrontc masl message, means that—

7 (1) withain the 3-year period ending
8 upon receipt of such message, there has been
9 a business tramsaction between the sender
10 and the recipient (including a transaction
11 wmvolving the provision, free of charge, of in-
12 Sformation, goods, or services requested by
13 the recipient); and

14 (11) the reciptent was, at the time of
15 such transaction ov therveafter in the first
16 electronic mail message recewved from the
17 sender after the effective date of this Act,
18 provided & clear and conspicuous notice of
19 an opportunity not to receive unmsolicited
20 commercial electronic mail messages from
21 the sender and has not exercised such oppor-
22 tunity.
23 (B) MERE VISITATION.—A wisit by a recipi-
24 ent to a publicly available website shall not be
25 treated as a transaction for purposes of subpara-
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1 graph (A)(1) if the recipient did not knouwingly
2 submit the reciprent’s electronic mail address to
3 the operator of the websile.
4 (C) SEPARATE LINES OF BUSINESS OR DIVI-
5 SIONS.—If a sender operates through separate
6 lines of business or divistons and holds vtself out
7 to the rvecipient, both at the time of the trans-
8 action described in subparagraph (A)(1) and at
9 the time the notice under subparagraph (A)(i1)
10 was provided to the recipient, as that particular
11 line of bustness or division rather than as the en-
12 tity of which such line of business or division s
13 a part, then the line of business or the division
14 shall be treated as the sender for purposes of this
15 paragraph.
16 (10) INITIATE —The term “wmatiate”, when used
17 with respect to a commercial electronic mail message,
18 means to origimale or lransmil such message or to
19 procure the origination or transmission of such mes-
20 sage, but shall not include actions that constitute rou-
21 tine conveyance of such message. For purposes of this
22 paragraph, more than 1 person may be considered to
23 have miatrated o message.
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1 (11) INTERNET—The term “Internet” has the
2 meaning given that term i the Internet Tax Freedom
3 Act (47 U.S.C. 151 nt).

4 (12) INTERNET ACCESS SERVICE~—The term
5 “Internet access service” has the meaning giwen thatl
6 term i section 231(e)(4) of the Communications Act
7 of 1934 (47 U.S.C. 231(e)(4)).

8 (13) PROCURE.—The term “procure”, when used
9 with respect to the wmatiation of a commercial elec-
10 trowic masl message, means ntentionally to pay or
11 provide other consideration to, or induce, another per-
12 som to initiate such a message on one’s behalf, know-
13 ing, or comsciously avoiding knowing, the extent to
14 which that person intends to comply with the require-
15 ments of thas Act.

16 (14) PROTECTED COMPUTER—The term “pro-
17 tected computer” has the meaning given that term in
18 section 1030(e)(2)(B) of title 18, United States Code.
19 (15) RECIPIENT—The term “recipient”, when
20 used with respect to a commercial electronic tail
21 message, means an authorized user of the electronic
22 matl address to which the message was sent or deliv-
23 ered. If a recipient of a commercial electronic mail
24 message has 1 or more electronic mail addresses in
25 addition to the address to which the message was sent
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1 or delivered, the recipient shall be treated as a sepa-
2 rate recipient with respect to each such address. If
3 an electronic mail address is reassigned to o mew
4 user, the new user shall not be treated as a recipient
5 of any commercial electronic mail message sent or de-
6 liwered to that address before it was reassigned.
7 (16) ROUTINE CONVEYANCE.—The term “routine
8 conveyance” means the transmassion, routing, relay-
9 ing, handling, or storing, through an automatic tech-
10 nical process, of an electronic mail message for which
11 another person hus identified the recipients or pro-
12 vided the recipient addresses.
13 (17) SENDER—The term ‘sender”, when wused
14 with respect to a commercial electronic mail message,
15 means a person who inittates such a message and
16 whose product, service, or Internet web site 1s adver-
17 tised or promoted by the message.
18 (18) TRANSACTIONAL OR RELATIONSHIP MES-
19 SAGE.—The term “transactional or relationship mes-
20 sage” means an electronic mail message the primary
21 purpose of whach 15—
22 (A) to facilitate, complete, or confirm a
23 commercial transaction that the recipient has
24 previously agreed to enter into with the sender;
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1 (B) to provide warranty wnformation, prod-
2 uct recall information, or safety or security in-
3 SJormation with respect to a commercial product
4 or service used or purchased by the recipient;

5 (C) to provide—

6 (1) notification concerning o change in
7 the terms or features of;

8 (1) notification of a change n the re-
9 ciprent’s standing or status with respect to;
10 or

11 (1i1) at regular periodic intervals, ac-
12 count balance information or other type of
13 account statement with respect to,

14 a subscription, membership, account, loan, or
15 comparable ongoing commercial relationship n-
16 volving the ongoing purchase or use by the re-
17 cipient of products or services offered by the
18 sender;

19 (D) to provide wnformation directly related
20 to an employment relationship or related benefit
21 plan in which the recipient 1s currently involved,
22 participating, or enrolled; or
23 (E) to deliver goods or services, including
24 product updates or upgrades, that the recipient
25 is entitled to recetve under the terms of a trans-
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1 action that the recipient has previously agreed to
2 enter wnto with the sender.

3 (19) UNSOLICITED COMMERCIAL ELECTRONIC
4 MAIL MESSAGE.~—The term “unsolicited commercial

5 electronic mail message” means any commercial elec-

6 tromic mail message that—

7 (4) 1s not a transactional or relationship

8 message; and

9 (B) is sent to @ recipient without the recipi-
10 ent’s prior affirmative or ivmplied consent.
11 SEC. 4. CRIMINAL PENALTY FOR COMMERCIAL ELECTRONIC
12 MAIL CONTAINING FRAUDULENT ROUTING
13 INFORMATION.

14 (a) IN GENERAL—Chapter 63 of title 18, Unated
15 States Code, is amended by adding at the end the following:
16 “§ 1351. Commercial electronic mail containing
17 fraudulent transmission information.

18 “(a) IN GENERAL—Amny person who wmatiates the
19 tramsmission, to a protected computer in the Uniled Stales,
20 of a commercial electronic mail message, with knowledge
21 and intent that the message contains or is accompanied by
22 header wnformation that is materially false or materially
23 misleading shall be fined or vmprisoned for not more than
24 1 year, or both, under this title. For purposes of this sub-
25 section, header information that is technically accurate but
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[E—

cludes an originating electronic mail address the access
to which for purposes of initiating the message was obtained
by means of false or fraudulent pretenses or representations
shall be considered materially misleading.

“(b) DEFINITIONS.—Any term used i subsection (a)
that 1s defined in section 3 of the CAN-SPAM Act of 2003
has the meaning given it in that section.”.

CONFORMING AMENDMENT.—The chapter analysis
D Y

N T R o Y B

for chapter 63 of title 18, United States Code, is amended

—
(=]

by adding at the end the following:

“1351. Commercial electronic mail containing fraudulent routing information.”.

11 SEC. 5. OTHER PROTECTIONS FOR USERS OF COMMERCIAL

12 ELECTRONIC MAIL.
13 (a) REQUIREMENTS FOR TRANSMISSION OF MES-

14 SAGES.—

15 (1) PROHIBITION OF FALSE OR MISLEADING
16 TRANSMISSION INFORMATION.—It is unlawful for any
17 person to wnitiate the tramsmission, to a prolected
18 computer, of a commercial electromic masl message
19 that contains, or is uccompanied by, header informa-
20 tion that is false or misleading. For purposes of this
21 paragraph—

22 (A) header information that is technically
23 accurate but includes an originating electronic
24 mail address the access to whach for purposes of
25 witiating the message was obtained by means of
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1 false or fraudulent pretenses or representations
2 shall be considered misleading; and

3 (B) a “from” line that accurately identifies
4 any person who wmitiated the message shall not
5 be considered false or misleading.

6 (2) PROHIBITION OF DECEPTIVE SUBJECT HEAD-
7 INGS.—It 1s unlawful for any person to initiate the
8 transmission to a protected computer of o commercial
9 electronic mail message with o subject heading that
10 such person knows would be Likely to mislead a re-
11 ciptent, acting reasonably under the circumstances,
12 about a material fact regarding the contents or sub-
13 ject matter of the message.

14 (3) INCLUSION OF RETURN ADDRESS OR COM-
15 PARABRLE MECHANISM IN COMMERCIAL ELECTRONIC
16 MAIL.—

17 (A) IN GENERAL—It 1s unlawful for any
18 person to initiate the transmission to a protected
19 computer of a commercial electronic mail mes-
20 sage that does not contarn a functioning return
21 electronic masl address or other Internet-based
22 mechanism, clearly and conspicuously displayed,
23 that—
24 (i) a recipient may use to submit, in
25 a manner specified in the message, a reply
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| electronic mail message or other form of
2 Internet-based communication requesting
3 not to receive future commercial electronic
4 mail messages from that sender at the elec-
5 tronic maal address where the message was
6 recewed; and
7 (i1) remains capable of recewving such
8 messages or communications for mo less
9 than 30 days after the transmassion of the
10 original message.
11 (B) MORE DETAILED OPTIONS POSSIBLE.—
12 The person wnitiating a commercial electronic
13 mail message may comply with subparagraph.
14 (A)(v) by providing the recipient a list or menu
15 from which the recipient may choose the specific
16 types of commercial electronic mail messages the
17 recipient wants to recetve or does not want to re-
18 cewve from the sender, if the list or menu includes
19 an option under which the recipient may choose
20 not to recewve any unsolicited commercial elec-
21 tronic masl messages from the sender.
22 (C) TEMPORARY INARILITY 710 RECEIVE
23 MESSAGES OR PROCESS REQUESTS.—A return
24 electronic mail address or other mechawism does
25 not furl to satisfy the requivements of subpara-
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1 graph (4) if it is unexpectedly and temporariy
2 unable to recewve messages or process requests due
3 to technical or capacity problems, if the technical
4 or capacity problems were not reasonably foresee-
5 able 1 light of the potential volume of response
6 messages or requests, and if the problem with ve-
7 CelVINg Messages Or Processing requests 1s cor-
8 rected within @ reasonable time period.

9 (D) ExCEPTION—The requirements of this
10 paragraph shall not apply to a message that is
11 a transactional or relationship message.

12 (4) PROHIBITION OF TRANSMISSION OF UNSOLIC-
13 ITED COMMERCIAL ELECTRONIC MAIL AFTER ORJEC-
14 TION—If a recipient mokes o request using a mecha-
15 nism provided pursuant to paragraph (3) notl to re-
16 ceive some or any wunsolicited commercial electromic
17 matl messages from such sender, then it 1s unlawful—
18 (A) for the sender to imiliale the lrans-
19 mission to the recipient, more than 10 business
20 days after the receipt of such request, of an unso-
21 lictted commercial electronic mail message that
22 falls withan the scope of the request;

23 (B) for any person acting on behalf of the
24 sender to wnitiate the transmission to the recipi-
25 ent, more than 10 business days after the receipt
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1 of such request, of an wunsolicited commercial
2 electronic mail message that such person knows
3 or consciously avoids knowing falls within the
4 scope of the request;

5 (C) for amy person acting on behalf of the
6 sender to assist mn mitiating the transmission to
7 the recipient, through the prowsion or selection
8 of addresses to which the message will be sent, of
9 an unsolicited commercial electronic mail mes-
10 sage that the person knows, or consciously avoids
11 knowing, would violate subparagraph (A) or (B);
12 or

13 (D) for the sender, or any other person who
14 knows that the recipient has made such o re-
15 quest, to sell, lease, exchange, or otherwise trans-
16 fer or release the electronic mail address of the
17 reciptent (including through any transaction or
18 other tramsfer involving mailing lists bearing the
19 electronic mail address of the recipient) for any
20 purpose other than compliance with thas Act or
21 other provision of law.
22 (5) INCLUSION OF IDENTIFIER, OPT-OUT, AND
23 PHYSICAL ADDRESS IN UNSOLICITED COMMERCIAL
24 ELECTRONIC MAIL—It s unlawful for any person to
25 witiate the transmassion of any wnsolicited commenr-
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—

cial electronic mail message to a protected computer
wnless the message provides—

(A) clear and conspicuous dentification
that the message 1s an advertisement or solicita-
tion;

(B) clear and conspicuous notice of the op-
portunity under paragraph (3) to decline to re-
cetwe further unsolicited commercial electronic

mail messages from the sender; and

S O 0o N N W R W N

(C) a valid physical postal address of the
11 sender.
12 (b) AGGRAVATED VIOLATIONS RELATING 7O UNSOLIC-

13 mrEp CommERCIAL ELECTRONIC MAIL. —

14 (1) ADDRESS HARVESTING AND DICTIONARY AT-
15 TACKS.—

16 (A) IN GENERAL—It is unlawful for any
17 person to witiate the transmassion, to a pro-
18 tected computer, of an wunsolicited commercial
19 electronic mail message that 1s unlawful under
20 subsection (a), or to assist in the origination of
21 such message through the provision or selection
22 of addresses to which the message wrll be trans-
23 matted, 1f such person knows, should have known,
24 or consciously avords knowing that—
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1 (1) the electronic mail address of the
2 recipient was obtained using an automated
3 means from an Internet website or propri-
4 etary online service operated by another
S5 person, and such website or online service
6 wmeluded, at the time the address was ob-
7 tavned, a notice stating that the operator of
8 such website or online service will not give,
9 sell, or otherwise transfer addresses main-
10 tained by such website or online service to
11 any other party for the purposes of tniti-
12 ating, or enabling others to initiate, unso-
13 licited electronic maal messages; or
14 (11) the electronic mail address of the
15 recipient was obtained using an automated
16 means that generates possible electronic
17 mail addresses by combining names, letters,
18 or numbers into numerous permutations.
19 (B) DISCLAIMER.—Nothing in this para-
20 graph creates an ownership or proprietary inter-
21 est in such electronic masl addresses.
22 (2) AUTOMATED CREATION OF MULTIPLE ELEC-
23 TRONIC MAIL ACCOUNTS.—It 1s unlawful for any per-
24 son to use scripts or other automated means to estab-
25 lish multiple electronic mail accounts or online user
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—_

accounts from which to transmit to a protected com-
puter, or enable another person to transmit to a pro-
tected computer, an wnsolicited commercial electronic
mail message that is unlawful under subsection (a).

(3) RELAY OR RETRANSMISSION THROUGH UNAU-
THORIZED ACCESS.—It is wunlowful for any person
knowingly to relay or retransmit an unsohcited com-
mercial electronic mail message that s wnlawful

under subsection (a) from a protected computer or

S v 0 1SN W AN

—

computer network that such person has accessed with-

—
[a—

out authorization.

—
[\

(¢) COMPLIANCE PROCEDURES.—AnN action for viola-
13 tion of paragraph (2), (3), (4), or (5) of subsection (a) may
14 not proceed if the person against whom the action 1s brought

15 demonstrates that —

16 (1) the person has established and imple-
17 mented, with due care, reasonable practices and
18 procedures to effectively prevent wviolations of
19 such paragraph; and
20 (2) the violation occurred despite good faith
21 efforts to maintain compliance with such prac-
22 tices and procedures.
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1 SEC. 6. BUSINESSES KNOWINGLY PROMOTED BY ELEC-
2 TRONIC MAIL WITH FALSE OR MISLEADING
3 TRANSMISSION INFORMATION.
4 (a) IN GENERAL—It is unlawful for a person to pro-
5 mote, or allow the promotion of, that person’s trade or busi-
6 mness, or goods, products, property, or services sold, offered
7 for sale, leased or offered for lease, or otherwise made avuil-
8 able through that trade or business, 1 a commercial elec-
9 tromic mail message the transmassion of which s wn viola-
10 tion of section 5(a)(1) if that person—
11 (1) knows, or should have known in ordinary
12 course of that person’s trade or business, that the
13 goods, products, property, or services sold, offered for
14 sale, leased or offered for lease, or otherwise made
15 available through that trade or business were being
16 promoted in such o message;
17 (2) recetved or expected to recewve an economic
18 benefit from such promotion; and
19 (3) took no reasonable action—
20 (A) to prevent the transmission; or
21 (B) to detect the transmission and report it
22 to the Commission.
23 (b) LIMITED ENFORCEMENT AGAINST THIRD PAR-
24 7TIES.—
25 (1) IN GENERAL—Euxcept as provided wn para-
26 graph (2), o person (herewnafter rveferred to as the
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1 “third party”) that provides goods, products, prop-
2 erty, or services to amother person that violates sub-
3 section (a) shall not be held liable for such wviolation.
4 (2) EXCEPTION—Lziability for a wviolation of
5 subsection (a) shall be vmputed to a third party thot
6 provides goods, products, property, or services to an-
7 other person that violates subsection (a) if that third
8 party—

9 (A) owns, or has a greater than 50 percent
10 ownership or economic interest in, the trade or
11 business of the person that violated subsection
12 (a); or

13 (B)(i) has actual knowledge that goods,
14 products, property, or services are promoted in a
15 commercial electronic matl message the trans-
16 mission  of which 1s m wviolation of section
17 5(a)(1); and

18 (11) recetves, or expects to recetve, un eco-
19 nomic benefit from such promotion.

20 (¢c) ExcLusive ENFORCEMENT BY FTC.—Subsections

21 (e) and (f) of section 7 do not apply to violations of this
22 section.

23 SEC. 7. ENFORCEMENT BY FEDERAL TRADE COMMISSION.
24 (a) VIOLATION IS UNFAIR OR DECEPTIVE ACT OR

25 PrACTICE~—Except as provided wn subsection (b), this Act
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1 shall be enforced by the Commission as if the violation of
2 this Act were an unfair or deceptive act or practice pro-
3 scribed under section 18(a)(1)(B) of the Federal Trade
4 Commission Act (15 U.S.C. 57a(a)(1)(B)).

5 (b) ENFORCEMENT BY CERTAIN OTHER AGENCIES.—
6 Compliance with this Act shall be enforced—

7 (1) wnder section 8 of the Federal Deposit Inswr-
8 ance Act (12 U.8.C. 1818), wn the case of—

9 (A) national banks, and Federal branches
10 and Federal agencies of foreign banks, and any
11 subsidiaries of such entitres (except brokers, deal-
12 ers, persons providing insurance, wnvestment
13 companies, and investment advisers), by the Of-
14 fice of the Comptroller of the Currency;

15 (B) member banks of the Federal Reserve
16 System (other than national banks), branches
17 and agencies of foreign banks (other than Fed-
18 eral branches, Federal agencies, and insured
19 State branches of foreign banks), commercial
20 lending companies owned or controlled by for-
21 etgn banks, organmizations operating under sec-
22 tion 25 or 25A of the Federal Reserve Act (12
23 U.S8.C. 601 and 611), and bank holding compa-
24 nies and their nonbank subsidiaries or affiliates
25 (except brokers, dealers, persons providing insur-
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1 ance, tnvestment companies, and investment ad-
2 visers), by the Board;

3 (C) banks insured by the Federal Deposit
4 Insurance Corporation (other than members of
5 the Federal Reserve System) insured State
6 branches of foreign banks, and any subsidiaries
7 of such entities (except brokers, dealers, persons
8 providing insurance, investment companies, and
9 ivestment adwmisers), by the Board of Directors
10 of the Federal Deposit Insurance Corporation;
11 and

12 (D) savings assoctations the deposits of
13 which are insured by the Federal Deposit Insur-
14 ance Corporation, and any subsidiaries of such
15 savings associations (except brokers, dealers, per-
16 sons providing insurance, investment companies,
17 and investment advisers), by the Director of the
18 Office of Thrift Supervision;

19 (2) wunder the Federal Credit Union Act (12
20 US.C. 1751 et seq.) by the Board of the National
21 Credit Unton Administration with vespect to any
22 Federally insured credit union, und any subsidiaries
23 of such a credit union;

24 (3) under the Securities Exchange Act of 1934
25 (15 URS.C. 78a et seq.) by the Securities and Ez-
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1 change Commassion with respect to any broker or
2 dealer;

3 (4) under the Investment Company Act of 1940
4 (15 U.S.C. 80a—1 et seq.) by the Securities and Ez-
5 change Commission with respect to investment com-
6 panies;

7 (5) under the Investment Advisers Act of 1940
8 (15 U.S.C. 80b-1 et seq.) by the Securities and Ezx-
9 change Commission with respect to imvestment advis-
10 ers registered wnder thut Act;

11 (6) under State insurance law wn the case of any
12 person engaged n providing insurance, by the appli-
13 cable State insurance authority of the State tn which
14 the person 1s domiciled, subject to section 104 of the
15 Gramm-Bliley-Leach Act (15 U.S.C. 6701);

16 (7) under part A of subtitle VII of title 49,
17 United States Code, by the Secretary of Transpor-
18 tation with respect to any air carrer or foreign avr
19 carrier subject to that part;
20 (8) wnder the Packers and Stockyards Act, 1921
21 (7 US.C. 181 et seq.) (except as provided in section
22 406 of that Act (7 U.S.C. 226, 227)), by the Secretary
23 of Agriculture with respect to any activities subject to
24 that Act;
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(9) wunder the Farm Credit Act of 1971 (12

[y

U.S.C. 2001 et seq.) by the Farm Credit Administra-
tion with respect to any Federal land bank, Federal
land bank association, Federal imtermediate credit
bank, or production credit association; and

(10) under the Communicalions Act of 1934 (47
U.S.C. 151 et seq.) by the Federal Commumnications

Commission with respect to any person subject to the

O 0 0 N AW N

prowvisions of that Act.

[S—y
<o

(¢) EXERCISE OF CERTAIN POWERS.—For the purpose

[am—y
—

of the exercise by any agency referred to in subsection (b)

—
[\

of 1ts powers under any Act referred to in thal subsection,

oy
w

a violation of this Act 1s deemed to be a violation of a Fed-

—
=N

eral Trade Commission trade regulation rule. In addition

f—
wn

to 1ts powers under any provision of law specifically re-

—
[0}

ferred to in subsection (b), each of the agencies referred to

—
~

wm that subsection may exercise, for the purpose of enforcing

—
(o]

compliance with any requivement imposed under this Act,

—_—
O

any other authority conferred on it by law.

[\
)

(d) Acrrons BY THE CommISSION.—The Commission

[\
[—

shall prevent any person from violating this Act in the same

N
N

manner, by the same means, and with the same jurisdic-

[\%}
w

tion, powers, and duties as though all applicable terms and

[\
LN

provisions of the Federal Trade Commission Act (15 U.S8.C.

N
(9}

41 et seq.) were incorporated imto and wmade o part of this
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1 Act. Any entity that violates any provision of that subtitle
2 s subject to the penalties and entitled to the privileges and
3 wmmunities provided in the Federal Trade Commission Act
4 in the same manner, by the same means, and with the same
5 jurisdiction, power, and duties as though all applicable
6 terms and provisions of the Federal Trade Commaission Act
7 were tncorporated into and made a part of that subtitle.
8 (e) ENFORCEMENT BY STATES.—

9 (1) CrviL, ACTION.—In any case in which the at-
10 torney general of a State has reason to believe that an
11 interest of the residents of that State has been or is
12 threatened or adversely affected by any person engag-
13 wmg m a practice that violates section 5 of this Act,
14 the State, as parens patriae, may bring a civil action
15 on behalf of the residents of the State wn a district
16 court of the United States of appropriate jurisdiclion
17 or n any other court of competent jurisdiction—

18 (A) to enjoin further volation of section 5
19 of thas Act by the defendant; or
20 (B) to obtain damages on behalf of restdents
21 of the State, in an amount equal to the greater
22 of—
23 (1) the actual monetary loss suffered by
24 such residents; or
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1 (1r) the amount determined wnder
2 paragraph (2).
3 (2) STATUTORY DAMAGES.—
4 (A) IN GENERAL.—For purposes of para-
5 graph (1)(B)(vi), the amount delermined under
6 this paragraph 1s the amount calculated by mul-
7 tiplying the number of violations (with each sep-
8 arately addressed wnlowful message recerved by
9 or addressed to such residents treated as a sepa-
10 rate violation) by—
11 (1) up to $100, in the case of a viola-
12 tion of section 5(a)(1); or
13 (it) $25, in the case of any other viola-
14 tion of section 5.
15 (B) LimirarioNn—For any violation of sec-
16 tion 5 (other than section 5(a)(1)), the amount
17 determined under subparagraph (4) may not ex-
18 ceed $1,000,000.
19 (C) AGQRAVATED DAMAGES.—The court
20 may ncrease o damage award to an amount
21 equal to not more than three times the amount
22 otherwise avatlable under this paragraph f—
23 (i) the court delermines that the de-
24 fendant commaitted the wviolation wnllfully
25 and knowingly; or
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1 (11) the defendant’s wnlawful activity
2 wmcluded one or more of the aggravating
3 violations set forth wm section 5(b).
4 (3) ATTORNEY FEES.—In the case of any success-
5 SJul action under paragraph (1), the State shall be
6 awarded the costs of the action and reasonable attor-
7 ney fees as determined by the court.
8 (4) RIGHTS OF FEDERAL REGULATORS.—The
9 State shall serve prior written notice of any action
10 under paragraph (1) wpon the Federal Trade Com-
11 masston or the appropriate Federal regulator deter-
12 mianed under subsection (b) and provide the Commis-
13 ston or appropriate Federal requlator with a copy of
14 its complaint, except vn any case in which such prior
15 notice is mot feasible, in which case the State shall
16 serve such motice tmmediately upon mstituling such
17 action. The Federal Trade Commission or appro-
18 priate Federal regulator shall have the rmght—
19 (A) to intervene wn the action,
20 (B) upon so iniervening, to be heard on all
21 matters arising therewn;
22 (C) to remove the aclion to the appropriate
23 United States district court; and
24 (D) to file petitrons for appeal.
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1 (5) CONSTRUCTION.—For purposes of bringing
2 any civil action under paragraph (1), nothing n this
3 Act shall be construed to prevent an attorney general
4 of « State from exercising the powers conferred on the
5 attorney general by the laws of that State to—
6 (A) conduct vvestigations;
7 (B) administer oaths or affirmations; or
8 (C) compel the attendance of witnesses or
9 the production of documentary anmd other evi-
10 dence.
11 (6) VENUE; SERVICE OF PROCESS.—
12 (A) VENUE—Any action brought wunder
13 paragraph (1) may be brought in the district
14 court of the United States that meets applicable
15 requirements relating to wvenue under section
16 1391 of title 28, United States Code.
17 (B) SERVICE OF PROCESS.—In an action
18 brought under paragraph (1), process may be
19 served n any district wm which the defendant—
20 (i) 1s an inhabitant; or
21 (13) maintains a physical place of busi-
22 ness.
23 (7) LIMITATION ON STATE ACTION WHILE FED-
24 ERAL ACTION IS PENDING.—If the Commission or
25 other appropriate Federal agency under subsection (b)
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1 has wmstituted a civil action or an administrative ac-
2 tion for volation of this Act, no State attorney gen-
3 eral may bring an action wader this subsection dur-
4 ing the pendency of that action against any defendant
5 named tn the complaint of the Commission or the
6 other agency for any violation of this Act alleged in
7 the complaint.
8 (f) ActION BY PROVIDER OF INTERNET ACCESS SERV-
9 IcE—
10 (1) ACTION AUTHORIZED.—A provider of Inter-
11 net access service adversely affected by a violation of
12 section 5 may bring a civil action wm any district
13 court of the United States with jurisdiction over the
14 defendant, or i any other court of competent juris-
15 diction, to—
16 (A) enjoin [further violation by the defend-
17 ant; or
18 (B) recover damages i an amount equal to
19 the greater of—
20 (1) actual monetary loss imcurred by
21 the provider of Internet access service as a
22 result of such violation; or
23 (1) the amount determined under
24 paragraph (2).
25 (2) STATUTORY DAMAGES.—
oS 877 RS
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1 (A) IN GENERAL.—For purposes of para-
2 graph (1)(B)(i1), the amount determined under
3 this paragraph is the amouni calculated by mul-
4 tiplyying the number of viclations (with each sep-
5 arately addressed unlawful wmessage that s
6 transmitted or attempted to be transmitted over
7 the facilities of the provider of Internet access
8 service, or that 1s transmatted or attempted to be
9 transmitted to an electronic masl address ob-
10 tartned from the provider of Internet access serv-
11 ice in violation of section 5(0)(1)(A)(), treated
12 as a separate violation) by—
13 (1) up to $100, wn the case of a viola-
14 taon of section 5(a)(1); or
15 (1i) $25, in the case of any other viola-
16 teon of section 5.
17 (B) LimirATiON.—For any violation of sec-
18 tion 5 (other than section 5(a)(1)), the amount
19 determined under subparagraph. (A) may not ex-
20 ceed $1,000,000.
21 (C) AGGRAVATED DAMAGES—The court
22 may increase a damage award to an amount
23 equal to mot more than three times the amount
24 otherwise available wnder this paragraph of—
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1 (1) the court determines that the de-
2 fendant committed the violation willfully
3 and knowingly; or
4 (11) the defendant’s unlowful activity
5 mcluded one or more of the aggravated vio-
6 lations set forth in section 5(b).
7 (3) ATTORNEY FEES.—In any action brought
8 pursuant to paragraph (1), the court may, n its dis-
9 cretion, require an undertaking for the payment of
10 the costs of such action, and assess reasonable costs,
11 wcluding  reasonable attorneys’ fees, against any
12 party.
13 SEC. 8. EFFECT ON OTHER LAWS.
14 (a) FEDERAL LAw —
15 (1) Nothing in this Act shaoll be construed to im-
16 patr the enforcement of section 223 or 231 of the
17 Communications Act of 1934 (47 U.S.C. 223 or 231,
18 respectively), chapter 71 (velating to obscenity) or 110
19 (relating to sexual exploitation of children) of title 18,
20 United States Code, or any other Federal criminal
21 statute.
22 (2) Nothing in this Act shall be construed to af-
23 fect in any way the Commassion’s authority to bring
24 enforcement actions wnder FTC Act for materially
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1 false or deceptive representations or unfarr practices
2 in commercial electronic mail messages.

3 (b) STATE LAW.—

4 (1) IN GENERAL—This Act supersedes any stat-

5 ute, regulation, or rule of a State or political subdivi-

6 ston of a State that expressly regulates the use of elec-

7 tronic mail to send commercial messages, except for

8 any such statute, regulation, or rule that prohibits

9 falsity or deception i any portion of a commercial
10 electronic mail message or wnformation attached there-
11 to.

12 (2) STATE LAW NOT SPECIFIC TO ELECTRONIC
13 MAIL.—This Act shall not be construed to preempl Lhe
14 applicability of State laws that are not specific to
15 electronic mail, including State trespass, contract, or
16 tort laow, and State laws relating to acts of fraud or
17 computer crime.

18 (¢) NO Errecr ON POLICIES OF PROVIDERS OF
19 INTERNET ACCESS SERVICE.—Nothing in this Act shall be
20 construed to have any effect on the lawfulness or wnlawful-
21 mness, under any other provision of law, of the adoption, vm-
22 plementation, or enforcement by a provider of Internet ac-
23 cess service of o policy of declining to transmil, route, relay,
24 handle, or store certain types of electromic mail messages.
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SEC. 9. RECOMMENDATIONS CONCERNING DO-NOT-EMAIL

Uy

REGISTRY.

Not later than 6 months after the Federal Trade Com-
masston has completed implementation of its mational tele-
marketing Do-Not-Call list, the Commassion shall transmit
to the Congress recommendations for a workable plan and
timetable for creating o nationwide marketing Do-Not-

Email list modeled on the Do-Not-Call list, or an expla-

o N =2 ¥, B VL B o

nation of any practical, technical, security, or privacy-re-
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lated i1ssues that cause the Commission to recommend
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against creating such a list.
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SEC. 10. STUDY OF EFFECTS OF UNSOLICITED COMMER-
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CIAL ELECTRONIC MAIL.
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(a) IN GENERAL.—Not later than 24 months after the
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date of the enactment of this Act, the Commission, vn con-
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sultation with the Department of Justice and other appro-
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priate agencies, shall submit a report to the Congress that
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provides o detailed analysis of the effectiveness and enforce-
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ment of the provisions of this Act and the need (if any)
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for the Congress to modify such provisions.
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(b) REQUIRED ANALYSIS.—The Commission shall in-
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clude in the report required by subsection (a)—

[\
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(1) an analysis of the extent to which techno-
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logical and marketplace developments, including

[\
W

changes in the nature of the devices through which

26 consumers access their electronic mail messages, may
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1 affect the practicality and effectiveness of the provi-
2 stons of thas Act;

3 (2) analysis and recommendations concerning
4 how to address unsolicited commercial electronic mail
5 that originates in or is transmitted through or to fo-
6 ciltties or computers wn other nations, mcluding ina-
7 tratives or policy positions that the Federal govern-
8 ment could pursue through international negotiations,
9 fora, orgamizations, or institutions; and
10 (3) analysis and recommendations concerning
11 options for protecting consumers, including children,
12 Jrom the receipl and viewing of unsolicited commer-
13 cial electronic masl that s obscene or pornographic.
14 SEC. 11 SEPARABILITY.
15 If any provision of this Act or the application theveof
16 to any person or circumstance is held imvalid, the remain-
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der of this Act and the application of such provision to

—
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other persons or circumstances shall not be affected.
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SEC. 12. EFFECTIVE DATE.

[\
(@]

The provsions of this Act shall take effect 120 days

[\®)
—

after the date of the enactment of this Act.
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