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Calendar No. 209
1.O8THII CONGRESS

lST SESSION •

[Report No. 108-102]

To regulate interstate commerce by imposing limitations and penalties on
the transmission of unsolicited commercial electronic mail via the Internet.

IN THE SENATE OF THE UNITED STATES

Aivim 10, 2003

Mr. BURNS (for himiself, Mr. WY1)EN, Mr. STEVENS, Mr. 13*EAUX, M1'.
THOMAS, Ms. LANDRIEU, Mr. SCIIumER, Mi. TALENT, Mr. JOHNSON,

Mr. GREGo(,, Mr. CARPEI:R, Mr. LIEBEI"RMAN, Mr. NElSON of Florida, Ms.
SNOWEN, Mi. CHATNIBLISS, Mr. DODD, Mr. LAUTENBBRG, Mr. EDWARDS,
and Ms. MURKOWSKI) introduced the following bill; which was read twice
and referred to the Committee oi Commerce, Science, anid Trainspor-
tationi

Juix 16, 2003

Reported by Mi. MCCA\IN, with an amRlendment

IStrike all after the elracting laUSe arid Hiserit the part printed ill itaicl

A BILL
To regulate interstate commerce by imposing limitations and

penalties on the transmission of unsolicited commercial

electronic mail via the Internet.

I Be it enacted by the Senate and llouse of Representa-

2 tives of the United States of America in Congress assembled,
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1 SECTION t1 SHORT TITLE.

2 This Aet mafy be eite4 s the "LGorlling th.e Ass-i-

3 of Non- Soliited Pornography and Mr.ketittg A4 f.

4 2004", or the "GAN SPAM A, of 2008".

5 SEC. -2. CONGR-ESSt ONAL FINDIGS ANDPOICY

6 Fa+ F1irios. T I fe findi the followigt ,

7 I Ther-eis f, ±4 ffree speerhfn the ffter-

8

9 k2 .T ..e internet h.s ie.easing beeome a rt4-

10 iem mode of gobal cm'municatioand nw presen.ts

11I upeeedentted oppotunities for the developffiett ftfd

12 grO4 of glow omoiiferee tnd " itegm.ted wort-

13 wi4de eeonomy.

14 (4 -} In er-der r globa ommeree on the Inter-

15 ntt to reazeh itsi fail potentiezlT itibi Adials tsea entfi-

16 ties using tte Internet a-n other onlie sereiees

17 sho"ld he peented fronm engagig in azetntes tat

18 pr-e-enft ether users mi-d Iternet seruee pre-iders

19 fr-ont having it reasonfaby pr-edietable7 eftieset nedf

20 ee....nieal oine enperienee.

21 4}Unisolieted eotnnffereial eleetreniie ntiA rani

22 be a mec.aism through whie binesses adve4ise

23 -d a .tt.et customters in the oniie "n-iroiet. .

24 f-. T.e .eeei. of i..ise.eited oneria elee-

25 ht-onie ni may result in easts t- reipients wi4o

26 eannot ref se to feept sueh mail tt4 who ifeur

.S 877 RS
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3

1 eosts for te storage of sute ftiA, or for te tfe

2 gpet ecssing, re'iein, ftd disetwitg a-n k ... id7.

3 erf o ftth.

4 ft- soli.ite- eo...ereiad electronic .. ma ay

5 iteesigitiittitt mfonetary costs en prociders of

6 titern..et. t.eess ser-eee .b ..sinesses7 tnd eduetationa.

7 anfd ntonprofit nttstittienos tha eat~ ftfd reeeie

8 sut ia , s there is a h-vote volutne of fff4 that

9 suc pivdeps, bisintesses, andt intstitutins eftn tanf-

10 dle wviilhot further inivestmet intratucuc

11 f74 soe ia usolicited eoifeeehd deetroiiie maffil

12 containts mtaterial Ota many rceipients maty onside

13 valgar or pornotgraphice tt 14tre7

14 (+9) While seie sentders of tinseldeited eoffinmer-

15 e0 electronic avil messages provide siple and rei-

16 tbe wysfr reipie4 to ejetfo optouvf" o

17 reeeipt of unsolicited enme r..eial eleetronie avail.

18 front suh setdets in the future, othet senders pro-

19 Vide ft" sne "Opt "t4'" .. eehaisi or refuse to

20 htno the requestg f recipients nt.. to receiv ee-

21 toit-ie mail f-on sue4 sendets fi t1e fttuve or both

22 +9 An increfsing nunicr of selers of uiiol-e-

23 ited eommcrcpiatl electronic avail pumpeseftil disguise

24 the seivee of suet tmai so an to prevet recipients

25 fon respo..... to su.. t-oil quiclyl and etsily

*S 877 RS
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4

1 &+O+ Aft iie-eatig fiiihiei~ 4 seniders 4 et e

2 hiefted eaffiiereifti eleetre-tte fftfAl ptn'-pesefaltdWin-

3 elude tftislettditti hffhettatient in te mnessage's Rub-

4 jeet lines in oeuder t imdee he .eeipients view

5 the iessage.

6 "1 In legislati-ti againtst eetain abuses ent the

7 l.tev..eT .tgress .. ttt4 he very eareftl to avoid
8 i..f..ngig , any way e e .-stitntienally p.oteeted

.. . f..... t pe t ...... --

9 vi-ots- ittehtdint the ts of.assef.bly, fre peeeh

10 adft e

11 (- CDV 4 P.-.- . .ee

12 Pofe1 +vOt the basis 4 the tindhtgn ift subseetien tth

13 the oegess deteries that-

14 k44 ther-e is at substantial go .vernmffent interest at

15 regulati o 4 unsolieited eetntercea eleetfrettie tai-

16 +2+ sendoers 4f tntshei-ted eemunereieiftl elee~reuie

17 nft-ni should net nislead reetpitnts as to te ste

18 fw eoltefftof fhmttilsanffd

19 {34 treeipiets 4f unfseheited eonnnffereittd eee-

20 trenie nt-a-il hatve at right to deeli-ne to reeeive tkli-

21 tienttl ttnseoliei-ed eenunierei-Il eleet±'ottie t-t fronti

22 the sa...e so-tpee.

23 SEC. &- DEFINITIONS.

24 Ift hisAett

*S 877 RS
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I --} ApH1MthPfA w PODN.I TP h ter i !-a-

2 fitn..ati e e". set"4 when ftsed with respee t ft

3 eo.mert elee.ottie mail megsag, means tht the

4 veeipieti4+ha empress eensete te o reeeive e mues-

5 stg either ift responase to -a ele tad ..... i

6 request for sieh eonseit or t the .eeipiett's own

7 itii'tiativet

8 (2-i commItLelCX EiLECTiWN iMAE- iMH*3-

9 £39r6&

10 { A 1* . i.w............. The term......ei

11 .deetroni mail .es.age" me..s ..ny eetotie

12 m tmessatge t e pt4mar ptmpose of wh4eh is

13 the eaf'tereia advci'tincrncnt re p...et.......... ft

14 e..mmer. pW r .ote or se±#ee ittehti.g.. eo -

15 teA on ..t i .ternet website operated for eom-

16 merei pp....

17 T-- ht* h o TO0 .... PA?.. OR.

18 YJEIIIOI. Teinehi-sion of a r-eferentee to at

19 eom:ereial enity or a 4-ik to te wehehe o a'

20 e..merei l enti i an eleetroie .. ail.. messtge

21 doe tit by t-self, e-se stch message to he

22 tre-ted ts eof..ere. eleetre . mai message

23 for ptrposes of this Ae if the eo'tents or ew-

24 e.istanees of the message indiette p ri-4asr

25 purpose other th.n eommi er1eial adt.e.tisemen

-S 877 RS
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6

1 op prot.otiot. of a eoitterenl prodttet or setv-

2

3 G3 otmssicN. The term "~GoB±Ht±sstin"

4 mettt he Federal Trade Coimissit,.

5 (4- DoemmN .,i. The term "#kmt ±inttn±&-

6 mfeanis anyf alvip~aitri e desigtionf whieh is rg

7 istered with or atssigned by aniy domatfin namffe trag;-

8 istr-t-, dain name registry or othet dom faitt

9 registrtion mthoit a pert of anf eleetrottie ad4-

10 dress on the Internet.

11 -54- EhEqfE,Me Mf*h ADDRESS. T term

12 . .eleetrei eal dre& meats t .destation, eoin-

13 ioiy etpressed as a 4t4idg of eheraetert eensisthtg

14 of fa iqne iser name or mailb (eoi.ottl re-

15 Cred to the elart! Ai ft efereneeto

16 interet. de aitt (eo ..... l. referred to as the "do-

17 min pftwt", to whie tn eleetronie taittll essage

18 ean be set or deli ere.

19 4- Ef..T.t..o. ...... ..A....T.. ter

20 "e.eet...iie m i message" e .. means a message sieA to

21 an eleetonie .. A dtes.

22 f44 F-C &e.-The term "F-T Aet- meas

23 te Fe4eral Trade Contatission Aet f-- U.. 4- et

24 se-+

.S 877 RS
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7

1 (-84 I4m*i ~ INFORALxno. The term "headet

2 htifarntttien2" mfeants thIe soniret, destitiftleit mifd

3 routitg intformfation attaehed to anf eleetronic tfa

4 messag-e intcing the originating dottin namffe anfd

5 o±4igiatingft eleetrote nuiti atddress7

6 (-94 hMHHD OSET h term "iffiphed

7 eonisent 2  whien tneed with respect to at eotniiereial

8 ele-atie ftta4 mfessftge, means tht-

9 w itlitt the a-year petriod entdintffb f

10 reeeipt of sh ffesge, tere hast been a bust-

11 n ess trantsetion bet-weent the sendcer, andt the re-

12 cipient (ineluehugt a transacttion inrohrttg thte

13 proisiot free otf ehai-ge, f irsaiogood

14 or set-eces r-eqaested by the reeipienit) andi-

15 (14te recipient wt- t the time of such

16 trantsactiont or theretfter in the fiPst electronic

17 ffttah mfessage reeeited fr-omf the senider atfer te

18 effective date of this Act- pr-ovided a clear andt

19 eospeon otice o f a pportuity ntt to re-

20 ceive ttsolieited eommferelal! eleetr-onie mfail

21 mfessages fronti the senider anfd hats ntie emtreised

22 sntelioprti

23 If a sientder operates through separafte lintes of busit-

24 ntess or divsionis anfd holds itself out to the rceipiot

25 both t the timie of te tranisaction described in stub-

.S 877 RS
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8

1 paratg aph ( hand at the trete t-e .etie der...-

2 parag±'apl± fRY wats proided to te reeiient, as that

3 pnirtieu-hijftf 4~ of11te's op Jjjjijfj t'$5tt# tia "a

4 the entity of whiek sntel 41vne o4 html-ess or diision

5 is tt fit th i t ne eof bsiness ort4e dtsio

6 shal h3e treated as the seider &Pr pnrtpeses 4 thi6

7 para~fgrto-

8 f -%4) INITIFATE. Th term "-ittititi", whent

9 ttsed with respect to a ee.....reil eleetrenie t A

10 messtge means to originte seh message or to pro-

11 eittr the oiginiationoft snteli messatge, ht shal nt

12 inhtde aetions th-t eo.stitte rotitte eon*etnee of

13 seh messa,g.

14 (444 1 LIi The termi " t ete" htis. the

15 m gg.. en that ter in the In.ter.et . . Free-

16 dent Ae f4-- 14.8.0 4-54 n-.

17 (42 I ?,q'jt*'P e T term

18 "-nte-t tteees sei.ee2. has the meatnig giten that

19 term in seetio 231(e)(4 4) te (om...tiis .ieti:..

20 Aet of 4-94 {47 t-4C. 2M1e)(4)).

21 k4-84 Th Hpiie o+ "OMPUTER. The term if o-

22 teeted e..t.te h te meann4g gien tha terfm

23 in seetion 1030( e(2) of e 4-8- i-ted States

24 code.

°S 877 RS
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9

1 +40 RECIPIENT. The termf "4eetpienit", when

2 fed w44 respect to a cofmmeretial electronic ma

3 tfcssatgeT mfeans an-f a-tthoie user of the electrontic

4 matil address to which the message wa sent or deliv-

5 ceek If af recipienit of at coiwtevcitl electr-onic madii

6 message has I or more electronic ma .dresses mi

7 addition to the address tf whieh the messagew

8 sent op delered the recipiet sha be treated as a

9 sepate. recipient with respect to eac..h saeh acres

10 R4 anf cleetromte ni-adl addrtess is reassgigned to at new

11 user, the new user shta tt he tr-eated .a .ecipiet

12 of any ......ieeial electron.i fma message se or

13 delicvered to thatt addr~ess before it was reassigtieth

14 (_1_5_> R.uI4. oN YACE.. The term Loa

15 te .. " m..ean.. s the t iicl11 routing

16 relat ng5 handling or storintg, thr-ough ofn auftomfatic

17 technical proest of an electonic unttil message for

18 which another persont hats presided andt selected the

19 reipen addresses.

20 464 SENE. T term ..s.nde, when used

21 with respect to a connmercial electronic mail fins-

22 sage, means t person who initiates stch a message

23 and. whose prodt., seme or In ternet web site is

24 advertise o promt..ed by the iessage.

*S 877 RS
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10
1 {4.1_ lit). r, ............. e+ ................. *f-, -

2 *i-The terff "tnzactionalr ftr vel-at~islhp

3 ffessage2l meanis anf eleetrenwi mfail mfessage thep-

4 m-r purpose w ieh is te faeitat, e....p.e... ,. -

5 firm , p..ide r ±,eq.est in..f..ati tt

6 A a eenfnfe-eitl tas . .e.ien. tht the t-

7 ipie hfts pre4otsl ageed to enter h with

8 the setier

9 {B4 an eisfing eontntereial velae~inship

10 fohted with or without an e..e...ge of ensid-

11 eat in)lmtg t4e otgn t...ehase oa..

12 by the reeipien of prodets or seiees offeed

13 by t4 setev, wo

14 estin emply m.. ent relationship or

15 relteAd benefit pti.

16 -8 U . ..Ns* ....He{ .i4 O M........ ............

17 NMH tuSIWACE. Tetrmi "ttslee eettmereial

18 eleetro. ie til .e.sage" mea... a ...y e .oierei

19 eleetrnie aR message that

20 W-- is Bot tra saetinal. or relationship

21 message; fnd

22 B isseni areeipien ithou te e-

23 eipientt's prior ftffiimittfti-e or implied eonsewt.

-S 877 RS
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11

1 SEC. 4. CRIMINAL PENALTY FO UNSOLICITED COMAIR-

2 Gd ELECTRONIC AL CONITING FRAUD-

3 UiE ROUTING iNrFOPn, ATw c.

4 {a# - Crxiu 2 . Chafpter 4 of ti-te 4-8-- United

5 StAes Gode-, is amended 13y adding A the end th -

6bifwintg,

7 H§ -35. Unselieite- eemmereial eleetronie mail eon-

8 taing fraudulent transmission informa-

9 tion

10 LLA{a4 IN }.E*.AE.. .-iiy person who initiates 4e

11 t'nriiof,, to a proteeted eo.. . pnte. in the Utited

12 Sttes, of an .. ..isolieed en. e.e.o.. e . . A fes-

13 sage, wih ittwedge and initett 4he messatge eofwta..s

14 or is aeeo.panied by headet iifonatien that is materiall

15 false or miiateritdkll ffisleatdifg s+ha be finted or inisionted

16 fibr nft .moe tha-n -1., ,e, mt7  der this title- P

17 purposes of this onbeetio,, header info.n.ationt tha is

18 teelinjeally aeenrafte bA itiebtdes anf originttting eleetronlie

19 ffAud adrtess the aeeess to whieh for pur-poses of intitiatingi

20 t4e messfag was obtained by mems of false or f;'andtilent

21 pretenses or represetatio s4t be eon.sidered ffiatetiall.

22 ntisleading.

23 % D ......... .Any m used in s"ubseetiont

24 t4 is defifne in seetion 9 of the CAN-SPAM Aet of

25 2OOg hasthe m.eaning gn in.tha .....

.S 877 RS
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12

1 %CONFOR~MING AMENDMENT. The ek-apter atnal-

2 ysis fer ehapte 69 4 tite 4-8r-, tJited States o4 -, is

3 affenided by fttditg at the enid the felowitir,

44 . t oliited eommereit4l eleetitttire t4 eotn t ttt ittm ottetg ift-

4 SEC. 5. OTHER PROTECTIONS AGAINST UNSOLICITED GOM-

5 MERCIAI, ELECTRONC MAIL.

6 kf} T 1...E.I.. +'.. TqNfr.I.s. i , o F,N be-

7 *3AH1+

8 {4 P++nII-IoI OF~ IF#eSi eOR miIsm klEAiD

9 TR1ANSMISESION INFORMATION. it is mil-awfa4! for

10 aniy personff to .it.iate te an...s..s... to a pe-

11 te-re e t ptter, of a eoffereial eleetroie maci

12 m.essa.ge tht es attit or a teeonpanied by, heade

13 information tht4 i-s materifly or inttetionally fat-e

14 or materiall or tttionally ittit.lead.g. Per p.t.-

15 poses o 4 i twgal header ittiif'aatfio~ that, is

16 teehntieelly ateentrate t intehtdces anf or-igimttting ee

17 tronie unil td-Adress the aeeess to wheh for purposes

t8 o4 intiattinthe m1-essage was obtained by meants of

19 false or frasadu-lent pretenises or reresentation sallt

20 he eosidered m.. aterialy isleadin..-

21 (*+ PROHBT +i O F DWE11+P+*q3 SUBJECiTe

22 ........ (... it is .ttwful for any person to tt-hate

23 the tranismission to at prateeted eonputet ofta eo_-

24 mereial eleetrenie .. ailessage with a subje t he4-

*S 877 RS
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1 ing that stte person knows would be likely to mis-

2 lead4 at veipiet ttetiftg reatsenabti tind~er the e-ir-

3 etinfistanteet, abot -a tttateritdl fatet regar-ditg the eont-

4 tents or s*jeet ntter o t-hte messag.

5 fo INetueN OF .... U.NADDRES. .. e..I

6 PAI**B++ MH6fAikilfM IN UNS0OLICITED COMMERCIAL

7 EETRONIC L Ya r-

8 A- IN ... is t.t..ft.l for t y

9 persot to utitnate the traisruixsion to a pro-

10 tested eaompite 4 off a n -seliei-ed emneea

11 eleet'-oie until message tha does not eontaiit a

12 fitetiingt return eleetr~otie maifil address or

13 other Itterttet ba sedyeehanisn eleartl and

14 conispienenisly displayed, that-

15 -o ft, faeipietn i a.use t slnit-, ±

16 a m t.te .spe.ified by the seide, a reply

17 eleetronie mail message or other form of

18 Iteriet 6ae eolilnetl n l e questifg

19 not to reeeite tny fture tiniseheited em-

20 mereii eleet-onie iretil messages from tha

21 sender a+ the eleetronie mail addtes where

22 the message was reeeied ati

23 {40 ren-ants ea-pble of reeeii4tt su"

24 messages or ",commuanication for no les

*S 877 RS

HeinOnline  -- 1 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 13 2004



14

1 than 00 day4 fter te tn4iai fte

2 oighnd mcssagc.

3 WB4 MOE+* DHW~'iifti) OPTIOeNS PO

4 *3+&h'. Tlhe sender of anf ufnsolicited econnfer-

5 eml electronic tiuA megsge may eomply with

6 stpaagapu () by proiiditg the recipiet

7 a list or mfetttt P*onu which te r-eipieit matfy

8 choose the spceific types of commereial elee-

9 troce Wa nimessages the .eet-twuits41-e-

10 eive or does not w -n to t-eeive f-om the send-

11 et, i tte lt or mena ineldes an option tider

12 which te recipiet may choose nt to c

13 any ttsoleit.d oi.mtr-cia electronie a il ies-

14 sages frofm the O se-de

15 {G) mp.....w fN9A... TH . I_+H..

16 MESSAGES eOR PnOeiSe REQESS-A- return

17 electr-onti mmuilt tadess or other tuuchtmisnui

18 does not faR to satisf e .e.i..r..e. ts of suds-

19 pfagn (-A- if" it is ...tteet.... a dtepo-

20 raily tunable to reeeve messages or process re-

21 quests dte to techieal or capacity probi s, if

22 the ptrobict with reccivifn messages or pro.-

23 essig req.ests us corr.eted tltti at reasonable

24 tme period.

*S 877 RS
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15

1 f4+ P11OffIIIDTJO efF TfeisaNRMssJO eF U-Nf**-

2 H'H4*3 UOLlLLEECTRONIC *l~fh APHf +1-+ -

3 J q .t retipeti makes a .eqttet to a send-

4 eia- tishtg at mieehaatism ptoi~ded ptwsimit to para*-

5 grtp +- not to reeeive some or ty "ansolieted

6 enneei4eleetirOnie ni-arrll me Igsfot s-l ed

7 e t it is "naiAki'l

8 -W for the sender to ittitie the trang-

9 mssion to the .reeipientt more tan 444 bnsiaess

10 days af the reeeipt of i req-,est, of an-+ t-n-

11 I 4heted eommffer-eial eleetr-otie ina megs±a

12 ta ft4li v6thif te seope of t-e veuest,

13 -B-) for any person aetnig on behal of the

14 sender to ittate te tra ntiffissio: to the r -

15 ent, more 4a 479 bitsitess days after the re-

16 eeipt of fne request, of t ansolielted eonfmer-

17 end eleetronie t-a message tha sn-rh person

18 knows or eon.seion-sly oids knowig al.l w4h-

19 in the seope of the tequest, or

20 k-0-fer a ty pevson e4ig ont behalf of t4e

21 sender to assist i-n i-nitiati n the t-a.......... to

22 .te reeipiet, th ron-gl t-e proision or seleet

23 of addresses t-o whiel the message wl be sent,

24 o anf mnsohieied eoam ereia.l eleetr-o-i. mail..

25 mfessage ta the person kniows, or eontseiontsly
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1 avidktowhttg- would -Aolate sttpetragraphM

2 ov W4.

3 0-4 IN*3{+{S+ON OF IDENYIPFTER, op 'P-E AN1

4 PI-W94+93*b *0i3+}EfS IN UNEWITE] COMMERULYL

5 iEeCTIIoNJ {-,4h it is tiftwAfti for ny personi to

6 ittitiate the traniniassionf o atiy a±±solieitedome-

7 end eleetoe . f.ftd.. message to a pvte.ted eom.p.ter

8 ttless the message pri des

9 A clea tad conspicuous 'lentifietttion

10 th4 t4e message ±s an advertiseent or solici-

11

12 0{4 clear and eonspieuous notiee of the op-

13 poi. . a.e ptrag.tt.ph W to decline to re-

14 e-e frther ... solieited oerc...ial eleetto...ie

15 iitAi messatges firomf the send-er, antd

16 aft vld physical postal address of the

17 sender.

18 klh4 PRe+HHI4oN oF Tlt~mrJismio op UmiL-4wuhr

19 U rIW'4 44jHf* EA,+0+ M qh +ORB-

20 TA+N H\4*W30+E33 E..i.......... ......... A

21 (441-. N ERh Iir+P t is untlatwful for aniy person1

22 to initiate the tra....son,,to a protected to..p.er,

23 of ft ... solieied eonf.eeift eleetronie m ... message

24 tht is "unl'wfudl u -der subsection 4a9 or to ttsgst if

25 t4e or-igin.tion o such a message thto the p t -
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1 so o- seleetiton f addresses te whiek the tfessage

2 vidl be seA, i sneh person kntows tt or arts with

3 treekless disregetrd as to whether-

4 {A-} t-e eletronie ftl address f" the re-

5 eiit t ws obtaifted uin anf attiifttedl

6 me fifom an internet website or pr-oprietary

7 eii-he sert ..ee operaed by another perso..i or

8 {34 th-e webqite or proprietry oiilitie setj-

9 iee fron whieh t4e adthtss wfas obtained in-

10 edted, a the timthe addess was obtaied a

11 otiee sta-tig t4ha the oper-atot o tteh a

12 website or proprietary online se.4ee will tot

13 gii-e sell o ot-hets-se tran~isfrrv addressesmi-

14 taimed by sneh site e serviee to any othe at,

15 for t4e ptrpse of' in itit ing, or enablin others

16 to- initifte hsohieied e 'eeto hie mil fmessagte-

17 .D.... No thingein this stt.. eetion

18 er-eates anh owner-ship or proprietay infterest inf stek

19 eleetr-otie atiol atdiresst

20 {e} GompI±f Ne46 PnociBRmslt t Pm ett fewr jtlla-

21 ti"-nofpfragh W, or454*ofsnb fsuetion a}

22 matfy +not proeeed if the persont against wi-tout the atetion

23 is brought d~emonstrates tht-

24 M1 the person has established and intpl-

25 fme±t4 wA-th dite eart, reasonuale pratettees ft-nd pro-
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1 eedn.es te effective prevent iolation.s 4 stie pam-

2 gpp, f-4

3 (24 t4e violation oceea-ed despite good fath e-

4 forts to a ...taittn eempht..tee with sk-e- practices t-.. d

5 proeedtiw et

6 S . & ENFORCECTN BY FEDE L TRADE COMMISSION.

7 Wtt Ve~fAT!eN Ifi I9*FA+R tDaeappwa AeT oft

8 P2RACTICE. Except "s prvided if subseetiot kb)-, this Ac-t

9 shal be enfored by h-e C...i....sio a if te -eieotie

10 f this Act were "atuitir (w deceptive act or practiee pro-

11 setbed ttder sectiont If44B 4 e FederalO Trae

12 Coffimission Act (-If ThS0G 5-7-ta(X1)(B)+-

13 (-b4 Efocl:1E' 13*CE~fe+N OW-1+B AEI-s?+-

14 ciRs. Cofmpliaitee with tis Act shall be enifoered-

15 k44 tttler sectiont e 4 te Federalt Depeosit Int-

16 sterantee Ad4 M1 U-S4G ±818), i the ease 4-

17 fm4 ittioittti ks, andt Federal hean~ehes

18 andt Feder-al agenceies 4f for-eignt bantks, flftnd iay

19 8tthtdiartes of 'nick etities (et-eept broes,

20 elesti9 personsi provita in1suirancee invest-

21 iet confipaniet, ff-d iftvestfiet advisets- by

22 te Offieo 4te Oontiptreller 4f the Oaerency;

23 k134 ffieniber banfks 4f the Federa Reser-ve

24 Systent (ether titan national bantks), brattehes

25 ftnd agenceies of foreigni banthk tee than Fed-
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1 erlbrattehtett Federalt agettets, and insid

2 State branehes 4 &treign bati eeorcfteei'sl

3 lending eotnpatties ovne or eontrolled by for-

4 eigtfnksT ortngftti~ons oper-atig under see-

5 te 2, or 2- A 4 the Fked-'a4 ReserveAt {-A-4 -

6 US 60-1 md G--j tnd bank holding eonfp--

7 nios and their .ioiihank s"bsidiaries or affilia.tes

8 feeteept br-okers, dealer~s persgois priditi ift-

9 snrantee, investnten-t eoftnpaies t and inviesttet

10 adj- se bythe Bed

11 -- bans sued by the Feder-al Deposi

12 Ihewrian-ee Cop o o rta nt.en.bers of

13 the Federal Reseve Syste ited Sta..te

14 brancehes f for-eign bankay, anfd atny sttbsidittries

15 4f sich ettities (eeept broker, detles, per-

16 sons prv....di nfts....ie., .iestffet. eotpt-

17 utet and iiestent .. d..ses. by the Boa..d 4

18 Dirctors. o. f the Federa Deposkt .nst.ee Cor-

19 por.atio and.

20 4)- sa-ings asseteatins the deposits 4

21 which are insure by the Federal Deposit In-

22 surae corpot.ii, a- any su"bsidiries

23 such sa.vings asciations (-e.eep 6rokers d.ea--

24 ersa- persotts pr-ovidmg insnrtncee iffixestfinefl
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1 eoii....et.. nd estet r.ad.ers by t-te 44i-

2 reeto of th e Offiee of Thrif S.pe.. i.t

3 {- ttnte the Federal Credit UThion M-t 4-2

4 US 7C7 1751 e seff4 by the Beatd th e N-tiitnl

5 Credit Tnion Administration with respeet to any

6 Federa.y it ed ere4i ani, trod any s.Sidii.es

7 of steh a erediti

8 +4 tinder the Seet t ities E catige Ae4 of 44-%4

9 f U -n et seer-_} by the Seetrities and -N-

10 ehatge Cntf..ission with respeet to any broker a

11 detilev,

12 {4} tinder the Infitettent Company Aet of 4940

13 4-& UTSG 80a-I e-t seq-} by the Securities and BE-

14 chanige Coffintission with respect to itiwestnment e±-

15 paes,

16 -5- unde the in.estmet Advisers Mt o f".40

17 -1-& UJS 7G. 80b4 etps by the SecAities tnd E-x-

18 chanttge Cottumission with respeet to hwtesfnletit ad-

19 risers9 registered under that At

20 f64 tnder State n:sunanee law .in. the ease

21 an~y per-son entgaged itt providing itneiranee7 by the

22 .pp.ea4A State iistws'anee athrity of the State in

23 whic the person is. do.iniile s:bect e secion 404

24 of the Cramfm Bliley Leaceh Act (-15 trSA. 6741);
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1 74-7 'idet pft4 -A 4 sbtitle ;q4 of*4le 4-;,

2 UTJited States Oodt by the Seeetaty 4 Tai.spe-

3 tation with4 espeet to any ti eamrer or foreign adr

4 etari-e bjee to th-t-pftr,

5 (-8- nder the Paekers an d Steyar(s Aet-,

6 1921 -49.-rS7C744etsfet4 (eaeept " pto-4ed if

7 seetin 40"4 that Ae 7 U .2-2-6, 247-, by the

8 Seeretat-y of Ag±4eul-tnure with res-peet to anfty aetis-

9 tiesi suijeet to that Aet

10 (-94 under the Far , redit Aet of 4474 -4

11 U.S.-C 240044 tseq by the Farmff Credit Adffiis-

12 tr-atio wit h espee* to ty Fe4eral 4hi-d btk, Fed-

13 eral lund bank assoeittiot Federal initermiediate

14 eredi t4hau, eo produet.ton eredita ssoeiati.... an. d

15 14 under e Communients Ae, 4 1994

16 (4-7 hS.G. -&- et seq9 by the Federal Com:R..iea-

17 tio t Comm-issian with espeet to any person snjeet

18 to the pro-sions of t A-et-.

19 {e Eei*iftfS OF GERTqwi POWRS. Frthe pun-

20 pose 4te exereise by ay ttgette referred to i sit,-

21 seetion k4 of its powers utder ty Aet refetred to in tha

22 s.bseetion- a iolation 4f this Aet is deemed to be t 'dbt-

23 tof ft eete...t im.posed ude tha A-e In addition

24 to its powers unttder any prwAtion 4 hw speeifiet-ly re-

25 fetrred to in savbseetion tb}7 eteh of thte agetteies r~eferred
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1 to int that subseetionam seete for te purtpose f ent-

2 f.reitg eont.pliaee with any requ rent ent....posed mit...e.

3 -is Aet-, ay othe .t.tth.oriy ef.erred tt it by h.w..

4 _d_ Ae'i +.. iiHC Oaf.i.s-

5 sen~f shall pr-evetft any persont ftam violating this Aet iin

6 e 9ie "ntainer, by Qie sa-ne teafs atn wit the ttue

7 jittisdietimft, powers, ttnd duities as thotgh al4 atpplieable

8 termsq andt provisionsg of thIe Federal Trade Coutiission

9 Aet 45 U-S 7C7 44 4 t etp- were infeorpopated infto andf

10 made a pat of this Ae,. Afy etit thatNiolates my provt-

11 si"n of tha ttutitle is subjeet toe te pealtties andi enititled

12 to thte privileges and iffifntanities provided4 inf the Feeda

13 Tne Gomiission Ae-t in the sate matnter, by t-he sane

14 meatt, a4 wit th-e sa-ne j..isdietio powev -and dties

15 as though atl applienhie terms and provisions of the Fed-

16 eral Trade onnission Aet were ineorpeaed ito tnd

17 ffide ptt of ha sbtitl.

18 { ENFORCEMENT BY STA-

19 k4* Gf i- *T r(N-. Tn tffy ease i-t whieh the

20 attoney general of fa State ht eason to believe

21 tht an interest of the residents of that State ha

22 been. o is thretened or adersely affeeted 6.by toy

23 person engaging in a pretiee tha-Aolates seetion ,

24 of this Aet, the State as pttrens patriae, nitty britg

25 a eivtl aetim o- behlt" of the residents of the State
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1 n a tistriet eourt of the Unite States of appro-

2 piirte jtrisdiction. or in any other eo -nt of eon-f-

3 petoat jurisdition-

4 W~ to enjini ftthet ielttt of sectioni S

5 4 tis A4tb he defendAttor t

6 kB- to ohtai-n damages n beha fr

7 dentso thet i f ana eq-al4 t the

8 geater of--

9 i4 the atetnal monatetary losq suffetred

10 by sueh .esidentts or

11 {44 the tout determined urrder

12 fagah2+-

13 fl.. .. ifl..

14 {A} T QEN'ltAL. ew purposes oW pa -

15 graph d+)(B)(4i9 te antotint deterittited itnd'cr

16 thisi paragr-aph is the afmout calculated by m4-
17 yi the nutfbcr of W6lifUi knowing, or neg-

18 gent -'ohties by an.. anet..t in the discretion

19 of the eouft, o ufp to #-" ,i- etch sep.ttrat"

20 addressed unlawf.. l m.iessage reeeied by sch

21 residets treated as at sepatrate 'cialtfiont). In 4ie-

22 lemmftingi the per-iiAolat penael t uner this

23 ,bparagraph-, the eout 4al take in-to acount

24 the 4egfee o eiilpabity any hi.tor o4 pr"ior

25 sueh ea-tet, a-ility to pny the eett 4 e

•S 877 RS

HeinOnline  -- 1 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 23 2004



24

gat.e e.t.ng fron the viotafien- md

2 h othe h-atet s as jtistiee iy e r

4 seeft S {--the- t+a seett n (it) -()), the

5 a nt. detenented unde Wnh

6 nyt4 exreed $#00000, exeept tlt if the

7 crtfii4t that the defenttft eonimfitted the

8 violation will.11 tnd knowingy the eot.. it

9 increae t4e liitation established by this p-

10 graph front $500940 o ea t o t to en,-

11 ed *1#00#407na

12 +34 Awiei x +~ioiie Th the- eas,4e off aniy ite-

13 ceseftil aetion nader paragraph 4) the State sa

14 be awarded the ests f the a -tio tnd reasonable

15 attttrey f1ees as deteranniied bay the eenrht

16 14+ R.... OFe P.DE.AE REUULA...s. The

17 State sht serve ptiov written notiee of a.y aetion

18 tnider para..grph. -. upon the Fede-al Trade Coi-

19 tf.issio.. r the approprt-itte Federal regulator dete-

20 netued wrder "t.seetion % -ad ptoide the Coett.is-

21 sion oravp-pr-ite Fede'a reg-ittr w4-4 ta eopyf

22 its eonphint, exeep in aty ease i i such prier

23 niotice is not4 fea.sib.., in wtih ease t1e State sha

24 setve uc natiee ..i..ediate upo- n N t.stting such
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1 acion The Federal Trade Commauission or appro-

2 p-inte Fedet-al reg-.lator shatl ha-e the rigt

3 (A to htnete in t4e aetioi±-

4 -- unso .. .ertei. ig, to be teard on tAl

5 ftaftters arisit- ther-ei

6 (0} to reffove the atetion to the approprl~iate

7 United States distriet eott, fad

8 t file petitio s .r.appe

9 (-54 CONSTILUCTION. FOP fi-pttrpeS 4 brhtlg-n-

10 tmy eivit aetion tttler paragraph 0+} nothing in this

11 A4t shall be eonistnted to6 pr-evet anf a~ttey gent-

12 e"A of t State 4ont etereisig- the powers eohr''ed

13 on the attorne general by the laws f that State

14 to-

15 i adatiweqigationts-

16 k13 admin.ister oaths or affr.tations. orP

17 (4k- eonipel the attendanceof wit n.esses o

18 the protetion 4. dociet.. y t.ad other e4-

19 denee.

20 -4 VB*U* SEai ,qf± OFPIOeEss-

21 A VAx . y aetion brotvght tinder

22 paragraph W ma..y be broiagt in the distriet

23 eoit 4 the :Uited States tht meets applieable

24 ..eqaivefe.. t relatiig to ve...te attt.e. gection

25 4--1 of tit-le - t ite Sta-tes Godme
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1 {B4 SiFweH (+* PROOIss. Ift an" fettoit

2 brought under p arag.aph 0 proeess tnty be

3 sei t hffny 4isttie in whieh the defiidii-,t

4 -i- is t- n ..ha.bta. ,or

5 -ii- naitnt'ains a physietd pA ee of tsi-

6 nest

7 -7- L+nIfTA'fO7 N *ON SATE AeTPfN WH{+,A FHP-

8 H- , *ere* I- PiiPm,,c. If the G(iff-n'siot or

9 other appropriate Federal egete tider subseetien

10 (h+ has inistitiated f4-A e ti etioni or anf admfiitiattiv

11 aetion for violnion o this Aet5 nto State ttor-ne

12 general may bring ff tietion wider t-i s-bsection

13 dfpin the pendene o... that aetio ageist a.y de-

14 fentdt timained in the comfplaint of the Commiission

15 or the other agener for anty iottiaii of this- Aet l4-

16 leged in the co"ipainti

17 %-f AewIO* 4+Y PROVwIDE* OF T'i++ Aeie;s

18 SE. E...

19 (-M AeTIO* AUJTIIORIZED. Aprovider of Lter-

20 niet ateeess set-wee adversely affeetedl by ft N4ots-Pen of

21 seetion i natty big t eiil actio in my distric

22 eo-rt of' te Y-nited 8aes wit jurig4itiot oer th

23 defedtt- or it ay ther cort o# eoipeteii -

24 dietiot to-
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1 (A} et ± ffiwther 'viaIatiot± 13y te deed-

2 fA-, tO

3 W13 recaer dttrages in nit affioii- equal

4 totthe eIteot- &-

5 ko ttettl al n_ ffiTftoss, t ... t-tdby

6 the provrider of intternet acceess service "s a

7 restih tof steh ilation-; or

8 fii4 the atuotnt deterthted tnder

9 paragr'aph kg*

10 (24 STATUTORYt D1U.LIMIB.

11 A( I- NE- For pur'poses of pan-

12 graph ++)B(iiT the anfitnt deterinfifed ttftler

13 this paragraph is e themut ealeul-ated by tt-

14 1 4 te tinubet of willfiti, .twitg o r.. eg-

15 lget iolationsi by a fflitti~htT it th:4e discretion

16 of th e oti, o4 " te $4-0 (wi eth sepatey,

17 addressed tultwffat messa ge carried over the -t

18 cihties of the proider of Interneaccess svice

19 kr seIt to "~ eleetreule nffiad &Atess elstahted

20 frfon tle pr'ovder of Ititente access service itt

21 viotetion o seetion &(-+ 9 treated ast sepav . e

22 -oa.tion+. Ifn deterttig t.e p.er.viohtion pen--

23 alty under tis subparagraph the court shall

24 tatke litto aeeonr-t the degree of elpttbity7 m-y

25 histot 4 pfrio such eoftiet aiity to p..y. . the
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1 etet of eoninfie gtin esnttkiig 4on± the No-

2 h4i end seth otet matters as ,justiee may

3

3, reqt, n'eTl4 {B4 LIMITATION. For an-fy i6el-ation o

5 stationi i5 (other thai+ seetio &eft$(T the

6 aetotittt deternitned net snprgr 4

7 may te exeeed 00.O exeept thatt A' he

8 eo~t4 finde ta tIe 4e+le41At,+ eenIitted te

9 xil ott wvillfull anfd knovvifwingy, the etn L -ltt y

10 inereatse the 14rftitationi estahhlshied 6y this, pamtt-

11 gr aph ftuf hn 50,0 00 " tt4 n tnotee-

12 teed $1 00,000

13 {-3-4 Aq......... +'E1 -tt Tow aeton h.oight

14 p'trs'tant t paRgraph R+ 4e einet may ia t-4 t-

15 eretlot, reqtive a fidter-takiig ftr the paytint of

16 te tests of sleh aetoiiT andf ftssess reasonafble eeqst-j

17 inteludtng reasottabis atten-tey&' fet-+ agaiins t i-

18 party

19 SEC. 7-. EF-EC ON O -- E LAWS.

20 .n} P ..... LAW-

21 W+ Noting in tis Aet shfal h3e onstrued to

22 impair the enfoerenent of seetion 2244 or 234 of t4e

23 Confmiunicuations Aet of 1-9-4 (47 US-G -24 e

24 24,t , eety)j ehapte -7+ (rehtitt to bseenity

25 or 442.0 (relating to settal eptloitat off ehtiHlen4) of
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1 44e 4-8-, Uttited States Co4t or ftny ethe Federal

2 erifia sttute

3 {2-}Netlingin ti Af-4 swh ae eo±trtted to ftf-

4 fee i-n afy wfay the Co...issio.ns authoit to bri..g

5 entftoreemettt noetions untder FLPC Aet for nftaterittlly

6 fas-e or deeeptiie .pree.tatiuuS ini eonieret.-Il eie-

7 tronie afif4 nessage.

8 tb} Siwi LAW.-

9 144 I N lt Ti Aet4 supersedes at"

10 Sta te or entl goer.nie statute, regtutii or rf e

1 r egI.ti.g the use of eleetronie ...... t.ma to s enri-

12 mnereial iessage.

13 .. EXCPTIONS. Exept a proded in pa-

14 gafph 0*3 thi Art does not supersede or pre-

15 enpt-

16 A4State trespass, rotat or tort law or

17 tny ei-i4 aetio there...de. or

18 {B} anfy pre-,sien of pederalT Sta-te;, or

19 koet eraitial Ittw or any eiil remedy twailttble

20 nuer suel law that reitt-es to sts of fiutd or

21 t-heft perpetrated by meats of the "natti-ho'ifed

22 tranAisi of eommereial electronic na-A me-

23 sages.

24 (-3- U*H k 4eN Eo . PagrPt

25 t2 0des not upply to at state or ltenIgvrmn
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1 teit rriptO tftl #,h4 tireY veogtfftes

2 tniiselieite eenanerieeitl eleetrvote mffad enfd that

3 t-eats the mere sendi-n of .nsoieited eon.. ereial

4 eleetro ie .. ti in tt reatinaer 4at complies with thi
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16 SECTION 1. SHORT TITLE.

17 This Act may be cited as the "Controlling the Assault

18 of Non-Solicited Pornography and Marketing Act of* 2003",

19 or the "CAIN-SPAM Act of'200,3".

20 SEC. 2. CONGRESSIONAL FINDINGS AND POLICY

21 (a) FJNDING&.-The Congress finds thefJiilowing:

22 (1) Electronic mail has become an extremely im-

23 portant and popular means of communication, relied

24 on by millions of Americans on a daily basis fir per-

25 sonal and commercial purposes. Its low cost and glob-
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1 al reach make it extremely convenient and efficient,

2 and offrr unique opportunities Jbr the development

3 and growth of frictionless commerce.

4 (2) The convenience and efficiency of elect rnic

5 mail are threatened by the extremely rapid growth in

6 the volume of unsolicited commercial electronic mail.

7 Unsolicited commercial electronic mail is currently

8 estimated to account for over 45 percent qf all elec-

9 tronic mail traffic, up from an estimated 7 percent

10 in 2001, and the volume continues to rise. Most of

11 these unsolicited commercial electronic mail messages

12 are fiaudulent or deceptive in one or more respects.

13 (3) The receipt qf unsolicited commercial elec-

14 tronic mail may result in costs to recipients who can-

15 not refuse to accept such mail and who incur costs Jbr

16 the storage of such mail, or Jbr the lime spent access-

17 ing, reviewing, and discarding such mail, or jbr both.

18 (4) The receipt qf a large number qf unsolicited

19 messages also decreases the convenience f electronic

20 mail and creates a risk that wanted electronic mail

21 messages, both commercial and noncommercial, will

22 be lost, overlooked, or discarded amidst the larger vol-

23 ume of' unwanted messages, thus reducing the reli-

24 ability and usqfulness of electronic mail to the rccipi-

25 ent.
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1 (5) Some unsolicited commercial electronic mail

2 contains material that many recipients may consider

3 vulgar or pornographic in nature.

4 (6) The growth in unsolicited commercial elec-

5 tronic mail imposes significant monetary costs on

6 providers of Internet access services, businesses, and

7 educational and nonprofit institutions that carry and

8 receive such mail, as there is a finite volume qf' mail

9 that such providers, businesses, and institutions can

10 handle without firther investment in infiastructure.

11 (7) Many senders of' unsolicited commercial elec-

12 tronic mail purposefidly disguise the source of such

13 mail.

14 (8) Many senders of unsolicited commercial elec-

15 tronic mail purposefitlly include misleading injbrma-

16 tion in the message's subject lines in order to induce

17 the recipients to view the messages.

18 (9) While some senders of unsolicited commercial

19 electronic mail messages provide simple and reliable

20 ways fbr recipients to reject (or "opt-out" of) receipt

21 of' unsolicited commercial electronic mail from such

22 senders in the fitture, other senders provide no such

23 "opt-out" mechanism, or refise to honor the requests

24 of recipients not to receive electronic mail ftom such

25 senders in the future, or both.
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1 (10) Many senders qf bulk unsolicited comrner-

2 cial electronic mail use computer programs to gather

3 larye numbers of electronic mail addresses on an

4 automated basis from Internet websites or online serv-

5 ices where users must post their addresses in order to

6 make .full use of the website or service.

7 (11) Many States have enacted legislation in-

8 tended to regulate or reduce unsolicited commercial

9 electronic mail, but these statutes impose different

10 standards and requirements. As a result, they do not

11 appear to have been successfitl in addressing the prob-

12 lems associated with unsolicited commercial electronic

13 mail, in part because, since an electronic mail ad-

14 dress does not specify a geographic location, it can be

15 extremely difficult Jbr law-abiding businesses to know

16 with which of these disparate statutes they are re-

17 quired to comply.

18 (12) The problems associated with the rapid

19 growth and abuse of unsolicited commercial electronic

20 mail cannot be solved by Federal legislation alone.

21 The development and adoption of technological ap-

22 proaches and the pursuit of cooperative effbrts with

23 other countries will be necessary as well.
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1 (b) CONGRESSIONAL DETERMINATION OF PUBLIC POL-

2 Icy.-On the basis of the findings in subsection (a), the

3 Congress determines that-

4 (1) there is a substantial government interest in

5 regulation of unsolicited commercial electronic mail

6 on a nationwide basis;

7 (2) senders of unsolicited commercial electronic

8 mail should not mislead recipients as to the source or

9 content of such mail; and

10 (3) recipients of unsolicited commercial dec-

11 tronic mail have a right to decline to receive addi-

12 tional unsolicited commercial electronic mail fiom the

13 same source.

14 SEC. 3. DEFINITIONS.

15 In this Act:

16 (1) AFFIRMATIVE CONSENT.-The term "affira-

17 live consent", when used with respect to a commercial

18 electronic mail message, means that-

19 (A) the recipient expressly consented to re-

20 ceive the message, either in response to a clear

21 and conspicuous request fiJr such consent or at

22 the recipient's own initiative; and

23 (B) if the message is firom a party other

24 than the party to which the recipient commu-

25 nicated such consent, the recipient was given
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1 clear and conspicuous notice at the time the con-

2 sent was communicated that the recipient's elec-

3 tronic mail address could be transftrred to such

4 other party Jbr the purpose of initiating (ommer-

5 cial electronic mail messages.

6 (2) COMMERCIAL ELECTRONIC MAIL MESSA GE.-

7 (A) IN GENERAL.-The term "commercial

8 electronic mail message" means any electronic

9 mail message the primary purpose o which is

10 the commercial advertisement or promotion of a

1 1 commercial product or service (including content

12 on an Internet website operated .br a commercial

13 purpose).

14 (B) REFERENCE TO COMPANY OR

15 WEBSITE.-The inclusion of a refrence to a

16 commercial entity or a link to the website of a

17 commercial entity in an electronic mail message

18 does not, by itself, cause such message to be treat-

19 ed as a commercial electronic mail message 1br

20 purposes qf' this Act if the contents or cir-

21 cumstances of the message indicate a primary

22 purpose other than commercial advertisement or

23 promotion of a commercial product or service.

24 (3) COMMISSION.-The term "Commission"

25 means the Federal Trade Commission.
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1 (4) DOMAIN NAME.-The term "domain name"

2 means any alphanumeric designation which is reg-

3 istered with or assigned by any domain name reg-

4 istrar, domain name registry, or other domain name

5 registration authority as part of an electronic address

6 on the Internet.

7 (.5) ELECTRONIC MAIL ADDRESS.-The term

8 "electronic mail address" means a destination, corn-

9 monly expressed as a string of characters, consisting

10 of a unique user name or mailbox (commonly referred

11 to as the "local part") and a refirence to an Internet

12 domain (commonly rfeir red to as the "domain part"),

13 to which an electronic mail message can be sent or de-

14 livered.

15 (6) ELECTRONIC MAIL IESSAGE.-The term

16 "electronic mail message" means a message sent to a

17 unique electronic mail address.

18 (7) FTC ACT.-The term "FTC Act" means the

19 Federal Trade Commission Act (15 U.S.C. 41 et seq.).

20 (8) HEADER INFORMATION. -The term "header

21 infbrmation" means the source, destination, and rout-

22 ing injbrmation attached to an electronic mail mes-

23 sage, including the originating domain name and

24 originating electronic mail address, and any other in-

25 .brmation that appears in the line ident#ping, or
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1 purporting to identify, a person initiating the mes-

2 sage.

3 (9) IMPLIED CONSENT.-

4 (A) IN GENEIAL.-The term "implied con-

5 sent", when used with respect to a commercial

6 electronic mail message, means that-

7 (i) within the 3-year period ending

8 upon receipt of such message, there has been

9 a business transaction between the sender

10 and the recipient (including a transaction

11 involving the provision, free of charge, of in-

12 fbrmation, goods, or services requested by

13 the recipient); and

14 (ii) the recipient was, at the time of'

15 such transaction or thereafter in the first

16 electronic mail message received fr'om the

17 sender after the effrctive dale of this Act,

18 provided a clear and conspicuous notice of"

19 an opportunity not to receive unsolicited

20 commercial electronic mail messages fiom

21 the sender and has not exercised such oppor-

22 tunity.

23 (B) MERE VISITA7io.-A visit by a recipi-

24 ent to a publicly available website shall not be

25 treated as a transaction .fr purposes of subpara-
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1 graph (A)(i) if the recipient did not knowingly

2 submit the recipient's electronic mail address to

3 the operator of the website.

4 (C) SEPARATE LINES OF BUSINESS OR DVlI-

5 ,IONs.-Ilf a sender operates through separate

6 lines of business or divisions and holds itself out

7 to the recipient, both at the time qf the trans-

8 action described in subparagraph (A)(i) and at

9 the time the notice under subparagraph (A)(ii)

10 was provided to the recipient, as that particular

11 line of' business or division rather than as the en-

12 tity qf which such line qf business or division is

13 a part, then the line of business or the division

14 shall be treated as the sender Jbr purposes of this

15 paragraph.

16 (10) INITIATE.-The term "initiate", when used

17 with respect to a commercial electronic mail message,

18 means to originate or transmit such message or to

19 procure the origination or transmission qf such res-

20 sage, but shall not include actions that constitute rou-

21 tine conveyance of such message. For purposes of this

22 paragraph, more than 1 person may be considered to

23 have initiated a message.
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1 (11) INTERNET. The tern "Internet" has the

2 meaning given that term in the Internet Tax Freedom

3 Act (47 U.S.C. 151 nt).

4 (12) INTERNET ACCESS SEREVJCE.-The term

5 "Internet access service" has the meaning given that

6 term in section 231(e)(4) of the Communications Act

7 of 1934 (47 U.S.C. 231(e)(4)).

8 (13) PROCURE.-The term "procure", when used

9 with respect to the initiation qf a commercial dee-

10 tronic mail message, means intentionally to pay or

11 provide other consideration to, or induce, another per-

12 son to initiate such a message on one's beha;lf know-

13 ing, or consciously avoiding knowing, the extent to

14 which that person intends to comply with the require-

15 ments of this Act.

16 (14) PROTECTED COMPUTER. -The terin "pro-

17 tected computer" has the meaning given that term in

18 section 1030(e)(2)(B) of title 18, United States Code.

19 (15) REf'IPIENT.-The term "recipient", when

20 used with respect to a commercial electronic mail

21 message, means an authorized user of the electronic

22 mail address to which the message was sent or deliv-

23 ered. If a recipient of a commercial electronic mail

24 message has 1 or more electronic mail addresses in

25 addition to the address to which the message was sent
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1 or delivered, the recipient shall be treated as a sepa-

2 rate recipient with respect to each such address. If

3 an electronic mail address is reassigned to a new

4 user, the new user shall not be treated as a recipient

5 of any commercial electronic mail message sent or de-

6 livered to that address betbre it was reassigned.

7 (16) ROUTINE CONVEYANCE.-The term "routine

8 conveyance" means the transmission, routing, relay-

9 ing, handling, or storing, through an automatic tech-

10 nical process, of an electronic mail message fbr which

11 another person has identified the recipients or pro-

12 vided the recipient addresses.

13 (17) SENDER.-The term "sender", when used

14 with respect to a commercial electronic mail message,

15 means a person who initiates such a message and

16 whose product, service, or Internet web site is adver-

17 tised or promoted by the message.

18 (18) TRANSACTIONAL OR RELATIONSIIP MES-

19 SAGE.-The term "transactional or relationship mes-

20 sage" means an electronic mail message the primary

21 purpose of which is-

22 (A) to facilitate, complete, or confirm a

23 commercial transaction that the recipient has

24 previously agreed to enter into with the sender;
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1 (B) to provide warranty information, prod-

2 uct recall injbrmation, or saftty or security in-

3 formation with respect to a commercial product

4 or service used or purchased by the recipient;

5 (C) to provide-

6 (i) notifi cation concerning a change in

7 the terms or.features of;

8 (ii) notification of a change in the re-

9 cipient's standing or status with respect to;

10 or

11 (iii) at regular periodic intervals, ac-

12 count balance infbrmation or other type of

13 account statement with respect to,

14 a subscription, membership, account, loan, or

15 comparable orgoing commercial relationship in-

16 volving the ongoing purchase or use by the re-

17 cipient of products or services offred by the

18 sender;

19 (D) to provide information directly related

20 to an employment relationship or related benefit

21 plan in which the recipient is currently involved,

22 participating, or enrolled; or

23 (E) to deliver goods or services, including

24 product updates or upgrades, that the recipient

25 is entitled to receive under the terms of a trans-
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1 action that the recipient has previously agreed to

2 enter into with the sender.

3 (19) UNSOLICITEID COMMEiCIA L ELECTIONIC

4 AIL MESSAGE.-The term "unsolicited commercial

5 electronic mail message" means any commercial elec-

6 tronic mail message that-

7 (A) is not a transactional or relationship

8 message; and

9 (B) is sent to a recipient without the recipi-

10 ent's prior affirmative or implied consent.

11 SEC. 4. CRIMINAL PENALTY FOR COMMERCIAL ELECTRONIC

12 MAIL CONTAINING FRAUDULENT ROUTING

13 INFORMATION.

14 (a) IN GENERAL.-Chapter 63 of title 18, United

15 States Code, is amended by adding at the end the Jbllowing:

16 "§ 1351. Commercial electronic mail containing

17 fraudulent transmission information.

18 "(a) IN GENERAL.-Any person who initiates the

19 transmission, to a protected computer in the United States,

20 qf a commercial electronic mail message, with knowledge

21 and intent that the message contains or is accompanied by

22 header injbrmation that is materially false or materially

23 misleading shall be fined or imprisoned fbr not more than

24 1 year, or both, under this title. For purposes of this sub-

25 section, header infbrmation that is technically accurate but
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1 includes an originating electronic mail address the access

2 to which fr purposes of initiating the message was obtained

3 by means of false orfraudulent pretenses or representations

4 shall be considered materially misleading.

5 "(b) DEIMijv'iONS.--Any term used in subsection (a)

6 that is defined in section 3 of the CAN-SPAM Act of 2003

7 has the meaning given it in that section. ".

8 (b) CONFORMING AMENDMENT.--The chapter analysis

9 Jbr chapter 63 oj title 18, United States Code, is amended

10 by adding at the end the Jbllowing:

"1351. Commercial electhoic mail containing Iaudulent routiny infirnna tion.

11 SEC. 5. OTHER PROTECTIONS FOR USERS OF COMMERCIAL

12 ELECTRONIC MAIL.

13 (a) REQUIREMENTS FOR TRANSMISSION OF M/ES-

14 SAiS.-

15 (1) PROHIBIT'ION OF FALSE 01 MISLEADING

16 TIANSMISSION I FOI7MATION.-It is unlawul fir any

17 person to initiate the transmission, to a protected

18 computer, of a commercial electronic mail message

19 that contains, or is accompanied by, header injbrma-

20 tion that is false or misleading. For purposes qf this

21 paragraph-

22 (A) header injbnation that is technically

23 accurate but includes an originating electronic

24 mail address the access to which fbr purposes of

25 initiating the message was obtained by means qf
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1 false or *fraudulent pretenses or representations

2 shall be considered misleading; and

3 (B) a '.from" line that accurately identities

4 any person who initiated the message shall not

5 be considered frlse or misleading.

6 (2) PROHIBITION Or DECEPTIVE SUBJECT IIHEAD-

7 NaS.-It is unliawful for any person to initiate the

8 transmission to a protected computer of a commercial

9 electronic mail message with a subject heading that

10 such person knows would be likely to mislead a re-

11 cipient, acting reasonably under the circumstances,

12 about a material ,r'ct regarding the contents or sub-

13 ject matter of the message.

14 (3) INCLUSION OF RETURN ADDRESS OR C(OM-

15 PARABLE MECHANISM IN COMMERCIAL ELECTRONIC

16 MALL.-

17 (A) IN GENETAL,.-It is unlawful Jbr any

18 person to initiate the transmission to a protected

19 computer of a commercial electronic mail mes-

20 sage that does not contain a functioning return

21 electronic mail address or other Internet-based

22 mechanism, clearly and conspicuously displayed,

23 that-

24 (i) a recipient may use to submit, in

25 a manner specified in the message, a reply
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1 electronic mail message or other for of

2 Internet-based communication requesting

3 not to receive fiture commercial electronic

4 mail messages from that sender at the elec-

5 tronic mail address where the message was

6 received; and

7 (ii) remains capable of receiving such

8 messages or communications fbr no less

9 than 30 days after the transmission of the

10 original message.

11 (B) MORE DET'AILED OPTIONS POSSIBLE.-

12 The person initiating a commercial electronic

13 mail message may comply with subparagraph

14 (A)(i) by providing the recipient a list or menu

15 from which the recipient may choose the spec'ific

16 types of commercial electronic mail messages the

17 recipient wants to receive or does not want to re-

18 ceive from the sender, if the list or menu includes

19 an option under which the recipient may choose

20 not to receive any unsolicited commercial elec-

21 tronic mail messages from the sender.

22 (C) TEMPORARY INABILITY TO RECEIVE

23 MESSAGES OR PROCESS REQUESTS.-A return

24 electronic mail address or other mechanism does

25 not .til to satis fy the requirements of subpara-
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1 graph (A) if it is unexpectedly and temporarily

2 unable to receive messages or process requests due

3 to technical or capacity problems, if the technical

4 or capacity problems were not reasonably fbresee-

5 able in light of the potential volume of response

6 messages or requests, and if the problem with re-

7 ceiving messages or processing requests is cor-

8 rected within a reasonable time period.

9 (D) ExcEPTION.-The requirements of this

10 paragraph shall not apply to a message that is

11 a transactional or relationship message.

12 (4) PROHIBITION OF TRANSMISSION OF UN4OLI&-

13 ITED COMMERCIAL ELECTRONIC MAIL AFTER OBJEC-

14 TION.-If a recipient makes a request using a mecha-

15 nism provided pursuant to paragraph (3) not to re-

16 ceive some or any unsolicited commercial electronic

17 mail messages fJ-om such sender; then it is unlawful-

18 (A) Jbr the sender to initiate the trans-

19 mission to the recipient, more than 10 business

20 days qfter the receipt qf such request, of an unso-

21 licited commercial electronic mail message that

22 falls within the scope of the request;

23 (B) fbr any person acting on behalf' of the

24 sender to initiate the transmission to the recipi-

25 ent, more than 10 business days after the receipt
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1 of such request, of an unsolicited commercial

2 electronic mail message that such person knows

3 or consciously avoids knowing fa4lls within the

4 scope of the request;

5 (C) fbr any person acting on behalf of the

6 sender to assist in initiating the transmission to

7 the recipient, through the provision or selection

8 of addresses to which. the message "will be sent, of

9 an unsolicited commercial electronic mail mes-

10 sage that the person knows, or consciously avoids

11 knowing, would violate subparagraph (A) or (B);

12 or

13 (D) for the sender, or any other person who

14 knows that the recipient has made such a re-

15 quest, to sell, lease, exchange, or otherwise trans-

16 fir or release the electronic mail address of the

17 recipient (including through any transaction or

18 other transer involving mailing lists bearing the

19 electronic mail address of the recipient) fbr any

20 purpose other than compliance with this Act or

21 other provision of law.

22 (5) INCLUSION OF IDENTIFIER, OPT-OUT, AND

23 PHYSICAL ADDRESS IN UNSOLICITED COMMERCIAL

24 ELECTRONIC MAL.-It is unlawful fir any person to

25 initiate the transmission of any unsolicited commer-
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1 cial electronic mail message to a protected computer

2 unless the message provides-

3 (A) clear and conspicuous identification

4 that the message is an advertisement or solicita-

5 tion;

6 (B) clear and conspicuous notice of te op-

7 portunity under paragraph (3) to decline to re-

8 ceive Jitrther unsolicited commercial electronic

9 mail messages from the sender; and

10 (C) a valid physical postal address of the

11 sender.

12 (b) AGGRAVATED VIOLATIONS RELATING TO UNvSOLIC-

13 ITED COMMEERCIAL ELECTRONIC MAIL.-

14 (1) ADDRESS HARVESTING AND DICTIONARY AT-

15 Y'ACKS.-

16 (A) IN GENEAL-It is unlawiul Jbr any

17 person to initiate the transmission, to a pro-

18 tected computer, of an unsolicited commercial

19 electronic niail message that is unlawjul under

20 subsection (a), or to assist in the origination of

21 such message through the provision or selection

22 of addresses to which the message will be trans-

23 mitted, if such person knows, should have known,

24 or consciously avoids knowing that-
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1 (i) the electronic mail address of" the

2 recipient was obtained using an automated

3 means fi'om an Internet website or propri-

4 etary online service operated by another

5 person, and such website or online service

6 included, at the time the address was ob-

7 tained, a notice stating that the operator of'

8 such website or online service will not give,

9 sell, or otherwise transfer addresses main-

10 tained by such website or online service to

11 any other party jbr the purposes of initi-

12 ating, or enabling others to initiate, unso-

13 licited electronic mail messages; or

14 (ii) the electronic mail address of the

15 recipient was obtained using an automated

16 means that generates possible electronic

17 mail addresses by combining names, letters,

18 or numbers into numerous permutations.

19 (B) DISiLAuMER.-Nothing in this panu-

20 graph creates an ownership or proprietary inter-

21 est in such electronic mail addresses.

22 (2) AuTOMATED CREATION OF MULTIPLE ELEC-

23 TRONIC MAIL ACCOUNTS.-It is unlawful for any per-

24 son to use scripts or other automated means to estab-

25 lish multiple electronic mail accounts or online user
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1 accounts from which to transmit to a protected com-

2 puter, or enable another person to transmit to a pro-

3 tected computer, an unsolicited commercial electronic

4 mail message that is unlawful under subsection (a).

5 (3) RELAY OR RETRANSMISSION THROUGI U.NIU-

6 TIORIZED AwcEs,.-It is unlaw/iil jbr any person

7 knowingly to relay or retransmit an unsolicited com-

8 mercial electronic mail message that is unlauful

9 under subsection (a) from a protected computer or

10 computer network that such person has accessed with-

11 out authorization.

12 (c) COMPLIANCE POCEDJURE.-An action fbr viola-

13 tion of paragraph (2), (3), (4), or (5) qf subsection (a) may

14 not proceed if the person against whom the action is brought

15 demonstrates that -

16 (1) the person has established and imple-

17 mented, with. due care, reasonable practices and

18 procedures to effectively prevent violations of

19 such paragraph; and

20 (2) the violation occurred despite good ftith

21 efJbrts to maintain compliance with such prac-

22 tices and procedures.
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1 SEC. 6. BUSINESSES KNOWINGLY PROMOTED BY ELEC-

2 TRONIC MAIL WITH FALSE OR MISLEADING

3 TRANSMISSION INFORMATION.

4 (a) IN GENERAL.-It is unlawftl Jbr a person to pro-

5 mote, or allow the promotion oj that person's trade or busi-

6 'ness, or goods, products, property, or services sold, offered

7 Jbr sale, leased or offered Jbr lease, or otherwise made avail-

8 able through that trade or business, in a commercial elec-

9 tronic mail message the transmission qf' which is in viola-

10 tion of section 5(a)(1) if that person-

11 (1) knows, or should have known in ordinary

12 course of that person's trade or business, that the

13 goods, products, property, or services sold, qff' red fbr

14 sale, leased or offered .fbr lease, or otherwise made

15 available through that trade or business were being

16 promoted in such a message;

17 (2) received or expected to receive an economic

18 benefit from such promotion; and

19 (3) took no reasonable action-

20 (A) to prevent the transmission; or

21 (B) to detect the transmission and report it

22 to the Commission.

23 (b) LIMITED ENFORCEMENT AGi INST TI!RD PAR-

24 TIE-

25 (1) Lv OENEJAL.-Except as provided in para-

26 graph (2), a person (hereinafter referred to as the
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"third party") that provides goods, products, prop-

erty, or services to another person that violates sub-

section (a) shall not be held liable Jbr such violation.

(2) ExcEnTioN.-Liability Jbr a violation of'

subsection (a) shall be imputed to a third party that

provides goods, products, property, or services to an-

other person that violates subsection (a) f that third

party-

(A) owns, or has a greater than 50 percent

ownership or economic interest in, the trade or

business of the person that violated subsection

(a); or

(B)(i) has actual knowledge that goods,

products, property, or services are promoted in a

commercial electronic mail message the trans-

mission of which is in violation of section

5(a)(1); and

(ii) receives, or expects to receive, an eco-

nomic benefit firom such promotion.

(c) Exuus'iv E ENFORC,.EMENT BY FTC.-Subsections

(e) and (f) of' section 7 do not apply to violations qf this

section.

SEC. 7. ENFORCEMENT BY FEDERAL TRADE COMMISSION.

(a) VIOLTI.ION IS UNFAIR OR DECEPTIVE AC-i' OR

PiA'evE.-Except as provided in subsection (b), this Act
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1 shall be enforced by the Commission as if the violation of

2 this Act were an unfair or deceptive act or practice pro-

3 scribed under section 18(a)(1)(B) of the Federal Trade

4 CommissionAct (15 U.S.C. 57a(a)(1)(B)).

5 (b) ENFORCEMENT BY CERTAIN OTHER AGENCVIEs.-

6 Compliance with this Act shall be enfbrced-

7 (1) under section 8 of the Federal Deposit Insur-

8 ance Act (12 U.S.C. 1818), in the case of-

9 (A) national banks, and Federal branches

10 and Federal agencies of breign banks, and any

11 subsidiaries of' such entities (except brokers, deal-

12 ers, persons providing insurance, investment

13 companies, and investment advisers), by the Of-

14 fice of the Comptroller of the Currency;

15 (B) member banks of the Federal Reserve

16 System (other than national banks), branches

17 and agencies of jbreign banks (other than Fed-

18 eral branches, Federal agencies, and insured

19 State branches of foreign banks), commercial

20 lending companies owned or controlled by jbr-

21 eign banks, organizations operating under see-

22 tion 25 or 25A of the Federal Reserve Act (12

23 U.S.C. 601 and 611), and bank holding compa-

24 nies and their nonbank subsidiaries or affiliates

25 (except brokers, dealers, persons providing insur-
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2 visers), by the Board;

3 (C) banks insured by the Federal Deposit

4 Insurance Corporation (other than members of

5 the Federal Reserve System) insured State

6 branches qf.fbreign banks, and any subsidiaries

7 of such entities (except brokers, dealers, persons

8 providing insurance, investment companies, and

9 investment advisers), by the Board of Directors

10 of the Federal Deposit Insurance Corporation;

11 and

12 (D) savings associations the deposits of

13 which are insured by the Federal Deposit Insur-

14 ance Corporation, and any subsidiaries of such

15 savings associations (except brokers, dealers, per-

16 sons providing insurance, investment companies,

17 and investment advisers), by the Director of the

18 Qffice qf Thrift Supervision;

19 (2) under the Federal Credit Union Act (12

20 U.S.C. 17-51 et seq.) by the Board of' the National

21 Credit Union Administration with respect to any

22 Federally insured credit union, and any subsidiaries

23 of' such a credit union;

24 (3) under the Securities Exchange Act of' 1934

25 (15 U.S.C. 78a et seq.) by the Securities and Ex-
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1 change Commission with respect to any broker or

2 dealer;

3 (4) under the Investment Company Act of 1940

4 (15 U.S.C. 80a-1 et seq.) by the Securities and Ex-

5 change Commission with respect to investment corn-

6 panies;

7 (5) under the Investment Advisers Act of 1940

8 (15 U.S.C. 80b-1 et seq.) by the Securities and Kx-

9 change Commission with respect to investment advis-

10 ers registered under that Act;

11 (6) under State insurance law in the case of any

12 person engaged in providing insurance, by the appli-

13 cable State insurance authority qf the State in which

14 the person is domiciled, subject to section 104 of' the

15 Gramm-Bliley-Leach Act (15 U.S.C. 6701);

16 (7) under part A of' subtitle VII of title 4.9,

17 United States Code, by the Secretary of Transpor-

18 tation with respect to any air carrier or tbreign air

19 carrier subject to that part;

20 (8) under the Packers and Stockyards Act, 1921

21 (7 U.S.C. 181 et seq.) (except as provided in section

22 406 of' that Act (7 U.S.C. 226, 227)), by the Secretary

23 of Agriculture with respect to any activities subject to

24 that Act;
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1 (9) under the Farm Credit Act of 1971 (12

2 U.S.C. 2001 et seq.) by the Farm Credit Administra-

3 tion with respect to any Federal land bank, Federal

4 land bank association, Federal internediate credit

5 bank, or production credit association; and

6 (10) under the Communications Act of 1934 (47

7 U.S.C. 151 et seq.) by the Federal Communications

8 Commission with respect to any person subject to the

9 provisions of that Act.

10 (c) ExImCISE OF CERTIA JN POWERS,.-For the purpose

11 of' the exercise by any agency referred to in subsection (b)

12 of' its powers under any Act referred to in that subsection,

13 a violation of this Act is deemed to be a violation of a Fed-

14 eral Trade Commission trade 'regulation rule. In addition

15 to its powers under any provision of' law specifically re-

16 ferred to in subsection (b), each of the agencies ref rred to

17 in that subsection may exercise, Jbr the purpose of enjbrc'ing

18 compliance with any requirement imposed under this Act,

19 any other authority conferred on it by law.

20 (d) AC'TONS BY THE COmImIiONA-The Commission

21 shall prevent any person fr-om violating this Act in the same

22 'nanne'r, by the same means, and with the same jurisdic-

23 tion, powers, and duties as though all applicable terms and

24 provisions of' the Federal Trade Commission Act (15 U.S.C.

25 41 et seq.) were incorporated into and made a part of this
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1 Act. Any entity that violates any provision of that subtitle

2 is subject to the penalties and entitled to the privileges and

3 immunities provided in the Federal Trade Commission Act

4 in the same manner, by the same means, and with the same

5 jurisdiction, power, and duties as though all applicable

6 terms and provisions of the Federal Trade Commission Act

7 were incorporated into and made a part qf' that subtitle.

8 (e) ENFORCEMENT BY STATEs.-

9 (1) CIVIL AC TION.-In any case in which the at-

10 torney general of a State has reason to believe that an

11 interest of the residents of that State has been or is

12 threatened or adversely affected by any person engag-

13 ing in a practice that violates section 5 of this Act,

14 the State, as parens patriae, may bring a civil action

15 on behalf of the residents of the State in a district

16 court of the United States of appropriate jurisdiction

17 or in any other court of competent jurisdiction-

18 (A) to enjoin fiarther violation of section 5

19 of this Act by the defendant; or

20 (B) to obtain damages on behalf of residents

21 of the State, in an amount equal to the greater

22 of-

23 (i) the actual monetary loss suffered by

24 such residents; or
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1 (ii) the amount determined under

2 paragraph (2).

3 (2) STATUTORY DAMgAGES.-

4 (A) IN GEERAL.-For purposes of para-

5 graph (1)(B)(ii), the amount determined under

6 this paragraph is the amount calculated by mul-

7 tiplying the number of' violations (with each sep-

8 arately addressed unlawfis message received by

9 or addressed to such residents treated as a sepa-

10 rate violation) by-

II (i) up to $100, in the case of a viola-

12 tion of section 5(a)(1); or

13 (ii) $25, in the case of any other viola-

14 tion of section 5.

15 (B) LIMITATION.-For any violation of sec-

16 tion 5 (other than. section 5(a)(1)), the amount

17 determined under subparagraph (A) may not ex-

18 ceed $1,000,000.

19 (C) AGGRAVATED DAAIwGES.-The court

20 may increase a damage award to an amount

21 equal to not more than three times the amount

22 otherwise available under this paragraph if-

23 (1) the court determines that the de-

24 fendant committed the violation willfitlly

25 and knowingly; or
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1 (ii) the defrndant's unlaw,4i activity

2 included one or more of the aggravating

3 violations set Jbrth in section 5(b).

4 (3) ATTORNEY FEE.-In the case of any success-

5 fril action under paragraph (1), the State shall be

6 awarded the costs of the action and reasonable attor-

7 ney fees as determined by the court.

8 (4) RIGHTIS OF FEDERAL REGULATORS.-The

9 State shall serve prior written notice of any action

10 under paragraph (1) upon the Federal Trade Com-

11 mission or the appropriate Federal regulator deter-

12 mined under subsection (b) and provide the Commis-

13 sion or appropriate Federal regulator with a copy of

14 its complaint, except in any case in which such prior

15 notice is not ftasible, in which case the State shall

16 serve such notice immediately upon instituting such

17 action. The Federal Trade Commission or appro-

18 priate Federal regulator shall have the right-

19 (A) to intervene in the action;

20 (B) upon so intervening, to be heard on all

21 matters arising therein;

22 (C) to remove the action to the appropriate

23 United States district court; and

24 (D) to file petitions .fbr appeal.
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1 (.5) CONSTRUCTION.-For purposes qf bringing

2 any civil action under paragraph (1), nothing in this

3 Act shall be construed to prevent an attorney general

4 of a State from exercising the powers conferred on the

5 attorney general by the laws qf that State to-

6 (A) conduct investigations;

7 (B) administer oaths or affirmations; or

8 (C) compel the attendance of witnesses or

9 the production of documentarj and other evi-

10 dence.

11 (6) VENUE; ,EI E OF PROCESS.-

12 (A) VENUE.-Any action brought under

13 paragraph (1) may be brought in the district

14 court of the United States that meets applicable

15 requirements relating to venue under section

16 1391 of title 28, United Stales Code.

17 (B) SErVICE O1 PROCES.-In an action

18 brought under paragraph (1), process may be

19 served in any district in which the dqfendant-

20 (1) is an inhabitant; or

21 (ii) maintains a physical place of bust-

22 ness.

23 (7) LIMrIATION ON SIATE ACTION WHILE FED-

24 ERAL ACTION IS PENI)ING.-If the Commission or

25 other appropriate Federal agency under subsection (b)
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1 has instituted a civil action or an administrative ac-

2 tion Jbr violation of this Act, no State attorney gen-

3 eral may bring an action under this subsection dur-

4 ing the pendency of that action against any defendant

5 named in the complaint of the Commission or the

6 other agency .fbr any violation of this Act alleged in

7 the complaint.

8 () ACTION BY PROVIDER OF INTERNET ACCESS SERV-

9 ICE.-

10 (1) ACTION AUTHORIZED.-A provider of Inter-

11 net access service adversely affected by a violation of

12 section 5 may bring a civil action in any district

13 court of the United States with jurisdiction over the

14 defendant, or in any other court of competent juris-

15 diction, to-

16 (A) enjoin further violation by the defend-

17 ant; or

18 (B) recover damages in an amount equal to

19 the greater qf-

20 (i) actual monetary loss incurred by

21 the provider of Internet access service as a

22 result of such violation; or

23 (ii) the amount determined under

24 paragraph (2).

25 (2) STATUTORY I)AMAGES.-
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1 (A) Iv GENERAL-.For purposes of para-

2 graph (1)(B)(ii), the amount determined under

3 this paragraph is the amount calculated by mul-

4 tiplying the number of violations (with each sep-

5 arately addressed unlawful message that is

6 transmitted or attempted to be transmitted over

7 the facilities of the provider of Inte?net access

8 service, or that is transmitted or attempted to be

9 transmitted to an electronic mail address ob-

10 tained f om the provider of Internet access serv-

11 ice in violation of section 5(b)(1)(A)(i), treated

12 as a separate violation) by-

13 (i) up to $100, in the case qf a viola-

14 tion of section 5(a)(1); or

15 (ii) $25, in the case of any other viola-

16 tion of section 5.

17 (B) LIMnATION.-For any violation of sec-

18 tion 5 (other than section 5(a)(1)), the amount

19 determined under subparagraph (A) may not ex-

20 ceed $1,000,000.

21 (C) AGGIAVATED DAIGES-The court

22 may increase a damage award to an amount

23 equal to not more than three times the amount

24 otherwise available under this paragraph if-
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1 (i) the court determines that the de-

2 fendant committed the violation willftlly

3 and knowingly; or

4 (ii) the deJfndant's unlawfid activity

5 included one or more of the aggravated vio-

6 lations set /brth in section 5(b).

7 (3) ATTORNEY FEES.-In any action brought

8 pursuant to paragraph (1), the court may, in its dis-

9 cretion, require an undertaking fbr the payment of

10 the costs of such action, and assess reasonable costs,

11 including reasonable attorneys' fres, against any

12 party.

13 SEC. 8. EFFECT ON OTHER LAWS.

14 (a) FEDERAL LAW-

15 (1) Nothing in this Act shall be construed to im-

16 pair the enfbrcement of section 223 or 231 of the

17 Communications Act of 1934 (47 US.C. 223 or 231,

18 respectively), chapter 71 (relating to obscenity) or 110

19 (relating to sexual exploitation qf children) of title 18,

20 United S tates Code, or any other Federal criminal

21 statute.

22 (2) Nothing in this Act shall be construed to af-

23 Aect in any way the Commission's authority to bring

24 enfbrcement actions under FTC Act jbr materially
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1 false or deceptive representations or unfbir practices

2 in commercial electronic mail messages.

3 (b) STATE LAW.-

4 (1) IN GENERAL.-This Act supersedes any stat-

5 ute, regulation, or rnle of'a State or political subdivi-

6 sion qf a State that expressly regulates the use of deec-

7 tronic mail to send commercial messages, except .fir

8 any such statute, regulation, or rule that prohibits

9 falsity or deception in any portion of a commercial

10 electronic mail message or injbrmation attached there-

11 to.

12 (2) SIATE LAW NOT SPECIFIC TO ELECTIONC

13 MALIL.-This Act shall not be construed to preempt the

14 applicability qf State laws that are not specific to

15 electronic mail, including State trespass, contract, or

16 tort law, and State laws relating to acts of fraud or

17 computer crime.

18 (c) NO EFFECT ON POLICIES OF PROVIDERS OF

19 INTERNET ACCES SEl- VIE.-Nothing in this Act shall be

20 construed to have any effect on the lawfulness or unlauful-

21 ness, under any other provision of law, of the adoption, im-

22 plementation, or enforcement by a provider of Internet ac-

23 cess service of a policy of declining to transmit, route, relay,

24 handle, or store certain types of electronic mail messages.
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1 SEC. 9. RECOMMENDATIONS CONCERNING DO-NOT-EMAIL

2 REGISTRY

3 Not later than 6 months after the Federal Trade Corn-

4 mission has completed implementation of' its national tele-

5 marketing Do-Not-Call list, the Commission shall transmit

6 to the Congress recommendations Jbr a workable plan and

7 timetable Jbr creating a nationwide marketing Do-Not-

8 Email list modeled on the Do-Not-Call list, or an expla-

9 nation qf' any practical, technical, security, or privacy-re-

10 lated issues that cause the Commission to recommend

I 1 against creating such a list.

12 SEC. 10. STUDY OF EFFECTS OF UNSOLICITED COMMER-

13 CIAL ELECTRONIC MAIL.

14 (a) IN GENERAL-No later than 24 months after the

15 date of the enactment of this Act, the Commission, in con-

16 sultation with the Department of Justice and other appro-

17 priate agencies, shall submit a report to the Congress that

18 provides a detailed analysis of the effectiveness and enjbrce-

19 ment of the provisions of this Act and the need (if any)

20 fbr the Congress to modifv such provisions.

21 (b) REQUIRED ANALYsi.-The Commission shall in-

22 elude in the report required by subsection (a)-

23 (1) an analysis of' the extent to which techno-

24 logical and marketplace developments, including

25 changes in the nature of the devices through which

26 consumers access their electronic mail messages, may
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1 affect the practicality and effectiveness qf the provi-

2 sions of this Act;

3 (2) analysis and recommendations concerning

4 how to address unsolicited commercial electronic mail

5 that originates in or is transmitted through or to fd-

6 cilities or computers in other nations, including ini-

7 tiatives or policy positions that the Federal govern-

8 ment could pursue through international negotiations,

9 fbra, organizations, or institutions; and

10 (3) analysis and recommendations concerning

11 options fbr protecting consumers, including children,

12 ftom the receipt and viewing qf unsolicited commer-

13 cial electronic mail that is obscene or pornographic.

14 SEC. 11 SEPARABILITY.

15 If any provision of this Act or the application thereof"

16 to any person or circumstance is held invalid, the remain-

17 der of this Act and the application of such provision to

18 other persons or circumstances shall not be ajfecled.

19 SEC. 12. EFFECTIVE DATE.

20 The provisions of this Act shall take effect 120 days

21 after the date of the enactment of this Act.
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