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to use procedures other than procedures that numbers and the trends they represent
ficiencies created through vast inforprovide for Fulland open competition,
paint an even more disturbing picture. mation sharing are here to stay and
(2) INAPPLICABILITY TO CONTRACTS AFTER According to an article In the Washwill help propel our economy to levels
FISCAL YEAR ca-Paragraph (I) does not ington Post less than a month ago,
beyond our imagination, but in order
appiy to a contract entered into after Sep
spain currently accounts for 40 percent
to reach this potential we must elimitember 35. 2.13.
nate the bad actors who threaten these
of all e-mail traffic. Spam has become
Ib)
CLASSiFIEDINFORMATION.(I) AUTHORITY TO WITHHOLD. The head of more than just an inconvenience that
efficiencies.
an executiveagency maywe have learned to live with; it has
The fact that this bill is strongly
(A) withhold from publication and distlo- now become a fundamental part of any supported by pillars of the Internet age
sure under subsection (a) any document that e-mail inbox with serious economic such as Yahoo, America Online and
is classified for restricted
access in accord- consequences. According to one study
oBay is a testament to its commonante with an Executive order in the interest done by a consulting group, spam will
sense approach. I think these compaof national defense or foreign policy;and
nies for their critical expertise in perbusinesses more than $10 bil
(BI edact any part so classified that is in cost 1.
fecting thisbill which would help to
alone.
year
lion
this
publicaa document not so classified before
Spain also makes working on the address this scourge of the digital age.
tieo and disclosure of the document under
subsection(a).
Internet less efficient, by clogging up I also appreciate the numerous valu(2) AVAILABILITY TO CONGRESS.-In any case servers on one end and inboxes on the able suggestions from the many conin which the head of an executiveagency other. I want some accountability cerned cyber-citizens who want to see
withholds Information under paragraph (1), brought to bear on this issue, and feel
this Pandora's box of digital dreck
the head of such executive agency shall that by introducing this legislation
make available an unredacted versionof the today, we have taken an appropriate closed once and for all
Mr. President, I ask unanimous condocument containing that information to t
the chairman and ranking member of each of and meaningful step to tame a horse sent that the text of the bill be printed
we can't seem to break just yet. This in the RECORD.
the following committees of Congress:
(A) The Committee on Governmental Af- problem continues to escalate, and eThere being no objection, the bill was
fairs of the Senate and the Committee on perts warn that more than half of e- ordered to be printed in the RECORD, as
Government Reform of the House of Rep- mall traffic will be spare by this sum- follows:
iesentatives
mer. This point bears repeating: within
S 877
(B) The Committees on Appropriations of months, you will waste more than half
Brie enacted by theSenate and House of Repthe Senate and the House of Representatives.o
fyour time with unsolicited e-mail.
resentatives
of theUnited States
of AmericaIn
(C) Each committee that the head of the
The CAN-SPAM bill would require e
executiveagency determines has legislative
Congressw.ebied,
mail marketers to comply with a SECTION 1.SHORTTITLE.
jurisdiction for the operations of such de
straightforward set of workable, compartment or agency to which the InformaThis Act may be citedas the "Controlling
tionrelates.
mon-sense rules designed to give con- the Assault of Non-Solicited Pornography
(c)FISCALYEAR 2003 CONTRACTS.-This sec- sumers more control over spam. Spe- and Marketing Act of 2003". or the 'CAN
tionshall apply to cuintracts entered into on cifically, the bill would require a send- SPAM Act of 2003''.
or after October 1,2002,except that, in the er of marketing e-mail to include a SEt.E.CONGRESSIONAL FINDINGS AND POLICY.
case of a contract entered into before the
(a)FINDINGS.-The Congress finds the foldate of the enactment of this Act, subsection clear nd conspicuous opt-out" moth
could lowing:
they
that
so
(a) shall be applied as if the contract had anism
(I) There Is a right of freespeech on the
been entered into on the date of the enact- "unsubscribe" from further unwanted
Internet.
e-mail. Also, the bill would prohibit ement or thisAct.
(2) The Internet has increasingly become a
(d) RELATIONSHIP TO OTHER DISCLOSURE mail marketers from using deceptive
critical mode of global communication and
LAWS,-Nothing in this section shallbe con- headers or subject lines, so that connow presents unprecedented opportunities
strued as affecting obligations to disclose somers will he able to cell who initi
for the development and growth of global
United States Government
information ated the solicitation.
commerce and an integrated worldwide econ
tinder any other provision of law.
omy.
The bill includes strong enforcement
(e)DEFINITIONS-In this section, the terms
(3) In order for global commerce on the
"executiveagency" and "fulland open con- provisions to ensure compliance. The
petition" have the meanings given such Federal Trade Commission would have Internet to reach its full potential, individterms in section 4 of the Officeof Federal authority to impose steep civil fines of uals and entities using the Internetand
Procurement Policy Act (41 U.S.C,403).
up to $500,000 on spammers. This fine other online servicesshould be prevented
violation is from engaging in activities that prevent
r could be tripled if the
other users and Internet service providers
*lBy Mr. BURNS (for himself, M
found to be intentional. In short, this from having a reasonably predictable, effiWYDEN. Mr. STEVENS, Mr. BREAUX, bill provides broad consumer protec- cient,and economicalonline experience,
Mr. THOMAS, Ms. LANDRIEU, and Mr. tion against bad actors, while still al(4)Unsolicited commercial electronic mail
SCHUMER):
lowing Internet advertising a justified can be a mechanism through which businesses advertise and attract customers in
S. 877. A bill to regulate interstate means of flourishing.
Spamming is a serious economic the online environment.
commerce by imposing limitations and
(5)The receipt of unsolicited commercial
penalties on the transmission of unso- problem and I believe it is absolutely electronic mail may resultin costs to iecipilicited commercial electronic mail via critical that we address this now, so ants who cannot refuse to accept such mail
the Internet; to the Committee on that the Internet is allowed to reach and who incur costs for the storage of such
and Transpor- its full potential. Because of the vast mail, or forthe time spentaccessing, reviewScience,
Commerce,
distances in Montana, many of my con- ing,and discarding such mail.or for both.
cation.
(6)Unsolicited commercial electronic mail
Mr. BURNS. Thank you, Mr. Presi- stituents are forced to pay long-disdent. I rise today to introduce the cance charges for their time on the may impose significant monetary casts on
providers
of Internetaccess services, busiCAN-SPAM bill along with my good Internet. Spain makes it nearly imposfriend and colleague Senator WYDEN. sible for these people to enjoy the nxpe- nesses. and educational and nonprofit institutions
that carry and receive such mail,as
The CAN-SPAM bill addresses an issue rience, and it makes it even harder for there is a finite volume of mail that such
of critical importance to the further them to see how this will help rural
providers, businesses, and institutions
can
development of commerce on the Inter- America flourish in the 21st century. handle without further Investment in infranet; how to control the explosion of un- Also, Internet service providers are structure.
(7)Some unsolicited
commercial electronic
solicited commercial e-mail. I also bombarded with spain that often corwant to thank the additional original rupts or shuts down their systems. In mall contains material that many recipients
may consider vulgar or pornographic in nacosponsors of the bill, Senator STE- today's information age where beating ture.
VENS. Senator BREAUX. Senator THOM- the competitor to the next sale is abso(8) While some senders of unsolicited comAS. Senator LANDRIEU and Senator lutely critical to survival, these shut- mereial electronic mail messages provide
downs can cause real economic dam- simple and reliable ways for recipients to reSCHUMER.
While it is obvious to anyone with an age. We may be in a downturn in the ject (or "opt out" ol)receipt of unsolicited
e-mail account that the scourge of American economy and especially in
commercial electronic mail from such send"spam" has continued to worsen, the the high technology sector, but the ef- ers in the future. other senders provide no
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such "opt-out' " mechanism, or refuse to
honor the requests of recipients not to receive electronic mail from such senders in
the future, or both.
(9) An increasing number ot senders of unsolicited commercial electronic mail purposefully disguise the source of such mail so
as to present recipients from responding to
such mail quickly and easily.
(10) An increasing number of senders of unsolicited commercial electronic mail purposefully include misleading information in
the message's subject lines in order to induce
the recipients to view the messages
(11)inlegislating against certainabuses on
the Internet, Congress should be very careful
to avoid infringing In any way upon constitutionally
protected rights, including the
rights of assembly, free speech, and privacy.
(b) CONGRESSIONALDETERMINATIONOF PUBLIC POLICY.-On tile basis of the findings In
subsection (a), the Congress determines
that(l) there is a substantial government interest in regulation of unsolicited commercial
electronicmii
(2) senders of unsolicited commercial electronic mail should not mislead reipients as

(8) HEADER INFORMATION.-The term "header information~ means the source, destination. and routing inlormation attached to an
electronic mail message, Including the originating domain name and originating electronic mail address.
(9) IMPLIED CONSENT.-The term "implied
consent*% when used with respect to a commercial electronic mail message, means
that(A) within the 3-year period ending upon
receipt of such message, there has been a
businesstransaction between the sender and
the recipient (including a transactioninvoling the provision, free of charge. of information, goods, or services requested by the recipient); and
(B) the recipient was, at the time of such
transaction or thereafter in the first electronic mail message received from the sender after the effective date of this Act. provided a clear and conspicuousnoticeof ani
opportunitynot to receiveunsolicited
commercial electronic mail messages from tise
sender and has not exercised such opportunity.
If a sender operates through separate lines of
business or divisions and holds itself out to
to the sourre or content of such mail, and
the recipient, both at the time of the trans(3) recipients of unsolicited commercial acLiondescribed in subparagraph (A) and at
electronic wel have a right to decline to re- the time the noticeunder subparagraph (B)
ceive additional unsolicited commercial was provided to the recipient. as that parelectronic mail from the same source.
ticular line of business or division rather
SEC. 3. DEFINITIONS.
than as the entity of which such line of busiIn this Act:
ness or division is a part,then the lineof
(1) AFFIRMATIVE CONSENT.-The term "af- business or the division shall be treated as
firmative consent' when used with respect
the sender for purposes of this paragraph.
to a commeccial electrx
oni
ail message.
(10) INITIATE.-The term "initiate", when
means that the recipient has expressly con- used with respect to a commercial electronic
sented to receivethe message, either in re- mail message, means to originate such mes
sponse to a clear and conspicuous request for sage or to procure the origination of sath
such consent or at the recipient's own initia- message, but shall not include actions that
tive
constitute routine conveyance of seth mes(2) COMMERCIAL ELECTRONIC MAIL MES- sage.
SAGE.(i1) INTERNET.-The term ''Internet' has
(A) IN GENERAL-The term "commercial
the meaning given that term in the Internet
electronicmail message" means any elec- Tax Freedom Act (47 U.S.C. isi n).
tronic mail message the primary purpose of
(IZ) INTERNET ACCESS SERVICE.-The term
which is the commercial advertisement or
'lnternet access service" has the meaning
promotion of a commercial product or serv- given that term in section231(e)(4) of the
ice lineliding content on an Internet website Comuonications Act of 1934 (47 US.C.
operated for a commercial purpose).
231(e)(4)).
(0) RFERENCE TO COMPANYOR WEBSITE,(13) PROTECTEDCOMPUTER.-The term "proThe inclusion of a reference to a commercial tected computer" has the meaning given
entity or a link to the website of a commer- that term in section 1030(e)(2) of title 18,
cial entity in an electronic mail message United States Code.
does not. by itself, cause such message to be
(14) RECIPIENT.-The
term "recipient",
treated as a commercial electronic mail mes- when used with respect to a commerci l
sage for purposes of this Ant If the contents electronic mall message, means an authoror circumstances of the message indicate a ized user of the electronic mail address to
primary purpose other than commercial ad- which the message was sent or delivered. If a
vertisement or promotion of a commercial recipient of a commercial electronic mail
message has I or more electronic mail adproduct or service.
(3) COMMISSION,-The term "Commission'
dresses In addition to the address to which
means the Federal Trade Commission.
the message was sent or delivered, the recipi(4) DOMAIN NAME.-The term "domain
ent shall be treated as a separate recipient
name' means any alphanumeric designation with respect to each such address. If an elecwhich is registered with or assigned by any tronicmail address is reassigned to a new
domain name registrar, domain name reg- user, the new usershall eot be treated as a
istry. or other domain name registration au- recipient of any commercial electronic mail
thorityas part of an electronic address on message sent or delivered to that address bethe Internet.
fore it was reassigned.
(5) ELECTRONICMAIL ADDRESS,-The term
(15) ROUTINE CONVEYANCE-The term "o'elecsronic mail address" means a destina- tine conveyance" means the transmission,
xion. commonly expressed as a string of routing, relaying, handling, or storing,
characters, consisting of a unique user name through an automatic technical process,of
or mailbox (commonly referred to as the
an electronic mall message for which an'local part") and a reference to an Internet
other person has provided and selected the
domain (commonly referred to as the "do- recipient addresses.
osain parct"). to which an electrxnic mail
(6) SENDER.-The term "sender', when
message can be sent or delivered.
used with respect to a commercial electronic
(6) ELECTRONICMAIL MESSAGE.-The term mall message, means a person who initiates
"'elettronic mail message" means a message such a message and whose product, service.
sent to an electronic mail address.
or Internet web site is advertised or pro(7) FTC ACT.-The term "FTC Act' means moted by the message.
the Federal Trade Commission Act (15 U.S.C,
(17) TRANSACTIONALOR RELATIONSHIP MES41 et seq.)
SAGES.-The term "transactional or relation-
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ship message" means an electronic mail
message the primary purpose of which is to
facilitate, complete, confirm, provide, or request information concerning(A) a commercial transaction that the recipient has previously agreed to enter into
with the sender;
(B) an existingcommercial relationship.
formed with or without an exchange of consideration, involvingthe ongoing purchase
or use by the recipient of products or services offered by the sender; or
(C) an existing employment relationship or
related benefit plan.
(18) UNSOLICITED COMMERCIALELECTRONIC
MAIL MESSAGE.-The term "unsolicited commercial electronic mail message'' means any
commercial electronic mail message that(A) is not a transactional or relationship
message; and
(B) is sent to a recipient without the recipient's prior affirmnative or Implied con
sent.
SEC. 4.CRIMINAL PENALTY FOR UNSOLICITED
COMMERCIAL ELECTRONIC MAIL
CONTAINING FRAUDULENT ROUTING INFORMATION.
(a) IN GENERAL.-Chapter 63 ot title 18.
United States Code, isamended by adding at
the end the following:
"6 1351. Unsolicited commercial electronic
mail containing fraudulent transmission Information
-(a) IN GENERAL.-Any person who initiates the transmission. to a protected computer In the United States. or an unsolicited
commercial electronic mail message, with
knowledge and intent that the message conrains or is acreompanied by header informatin that is materially false or materially
misleading shall be fined or Imprisoned for
not more than I year, or both, under this
title. For purposes of this subsection, header
information that is technically accurate but
inclades an originating electronic mail address the access to which for purposes of initiating the message was obtained by means
of falseor fraudulent pretenses or representationsshall be considered materially misleading.
"(b) DEFINITIONS.-Any term used in absection (a) that is defined in section 3 of the
CAN-SPAM Act of 2003 has the meaning
green It in that section,".
(b) CONFORMINGAMENDMENT.-The chapter
analysis Inr chapter 63 of title 18, United
States Code, is amended by adding at the end
the following:
"1351. Unsolicited commercial electronic
mail
containing
fraudulent
roting information-.
SEC. 5. OTHER PROTECTIONSAGAINSTUNSOLIClIED COMMERCIAL ELECTRONIC
MAIL.
(a) REQUIREMENTS FOR TRANSMISSION OF
MESSAGES(i) PRODIBITION OF FALSE OR MISLEADING
TRANSMISSION INFORMATION.-It is unlawful
for any person to initiate the transmission,
to a protected computer, of a commercial
electronic mail message that contains, or is
accompanied by, header information that is
materially or intentionally false or niateri
ally or intentionally misleading. For parposes of this paragraph, header information
that is technicallyaccuratebut includesan
originatingelectronicmail address the access to which for purposes of initiating the
message was obtained by means of false or
fraudulent pretenses or representations shall
be considered naterially misleading.
(2) PRxlelBTTON OF DECEPTIVE SUBJECT
HEADINGS,-It Is unlawful for any person tO
iIltlate the transmission to a protected coin
puter of a commercial electronic mail message with a subject heading that such person
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knows would be likely to mislead a recipi.
ent. acting reasonably under the circumstances, about a material fact regarding
the contents or subject matter of the message.
(3) INCLUSIONOF RETURN ADDRESS OR COMCOMMERPARABLE MECHANISMIN UNSOLICITED
CIALELECTRONICMAIL.(A) IN CENERAL.-It Is unlawful for any person to initiatethe transmission to a protected computer of an unsolicited commercial electronic mail message that does not
contain a functioning return electronic mail
address or other lnternet-based mechanism,
clearly and conspicuously displayed, that(i) a recipient may use to submit. in a
manner specified by the sender, a reply electrounic mail message or other form of Internet-based communication requesting not to
receive any future unsolicited commercial
electronic mail messages from that sender at
the electronicmail address where the message was received; and
(ii) remains capable of receiving such messages or communications for no less than 30
days after the transmission of the original
message.
(B) MORE DETAILED OPTIONSPOSSIBLE.-The
sender of an unsolicited commercial electronic mail message may comply with subby providing the recipient a
paragraph (A)(I)
list or menu from which the recipient may
choose the specific types of commercial electronic mail messages the recipient wants to
receive or does not want to receive from the
sender, if the list or menu includes an option
under which the recipient may choose not to
receive any unsolicited commercial electronic mall messages from the sender.
(C) TEMPORARY INABILITY TO RECEIVEMtS
SAGES OR PROCESS REQUESTS.-A return electronic mail address or other mechanism does
not fall to satisfy the requirements of sub
paragraph (A) if it is unexpectedly and temporarily unable to receive messages or process requests dan to technical or capacity
problems, if the problem with receiving messages or processing requests Is corrected
within a reasonable time period.
(4) PROIOBITIONOF TRANSMISSIONOF UNSOMAIL AFTER
LICITED COMMERCIALELECTRONIC
OBJECTION.-If a recipient makes a request to
a sender, using a mechanism provided pursuant to paragraph (3), not to receive some or
commercial electronic mall
any
rnsolicied
messages from such sender, then it Is unlawful(A) for the sender to initiate the transnission to the recipient, more than 10business days after the re.eipt of sash request, of
ae usolicited commercial electronicmail
message that falls within the scope of the request;
(B) for any person acting on behalf of the
sender to initiate the transmission to the recipient, more than i0 business days after the
receipt of such request, of an unsolicited
c-ommercial electronic mail message that
such person knows or consciously avoids
knowing falls within the scope of the request; or
(C) for any person acting on behalf of the
sunder to assist in initiating the traiismission to the recipient, through the provision or selection of addresses to which the
message will be sent, of an unsolicited commercial eletronic mail message that the
person knows, or conscIously avoids knowing. would violate ssbparagraph (A) or (B).
OPT-OUT, AND
(5) INCLUSIONOF IDENTIFIER,
PHYSICAL ADDRESS IN UNSOLICITEDCOMMERCIALELECTRONICMAIL.-It is unlawful for any
person to Initiate the transmission of any
unsolicited commercial electronic mail message to a protected computer unless the message provides-

April 10, 2003

ance, lnvestiient coiipanies, and Investment
advisers), by te Board;
(C) banks insured by she Federal Deposit
Insurance Corporation (other than members
of the Federal Reserve System) insured
State branches of foreign banks, and any
subsidiaries of such entities (except brokers,
dealers, persons providing insurance, Investment companies, and investment advisers),
by the Board of Directors of the Federal Deposit Insarance Corporation; and
(D) savings associations the deposits of
which are insured by the Federal Deposit Insurance Corporation, and any subsidiaries of
such savings associations (except brokers.
dealers. persons providing insurance, investment companies, and investment advisers),
by the Director of the Office of Thrift Supervision;
(2) under the Federal Credit Union Act (12
US.C, 1751ec seq.) by the Board of the National Credit Union Administration with respect to any Federally insured credit union,
and any subsidiaries of such a credit union
(3) under the Securities Exchange Act of
1934 (15 U.S.C.78a et seq.) by the Securities
and Exchange Commission with respect to
any broker or dealer;
(4) under the Investment Company Act of
1940(15 U S.C. 80a-I et seq.) by the Securities
and Exchange Commission with respect to
investment companies:
(5) under the Investment Advisers Act of
1940(15 U.S.C. 8Ob-I et seq.) by the Securities
and Exchange Commission with respect to
Investment advisers registered under that
Act;
(6) under State insurance law in the case of
any person engaged in providing insurance,
by the applicable State insurance authority
of the State In which the person Is domi
ciled, subject to section 104 of the GramaBliley-Leach Act (15U.S.C. 6701);
(7) under part A of subtitle VII of title 49,
United States Code, by the Secretary of
Transportation with respect to any air carrier or Foreign aii carrier subject to that
part,
(8)under the Packers and Stockyards Act,
1921 (7 U.S.C.181 et seq.) (except as provided
In section 406 of that Act (7 U.S.C. 226. 227)),
by the Secretary of Agriculture with respect
to any activities subject to that Act,
(9) under the Farm Credit Act of 1971 (12
MISSION.
USC. 2001 et seq.) by the Farm Credit Ad(a) VIOLATION IS UNFAIR OR DECEPTIVEACT ministration with respect to any Federal
OR PRACTICE.-REcept as provided in sub- land bank, Federal land bank association.
section (b). this Act shall be enforced by the Federal intermediate credit bank, or producCommission as If the violation of this Act tion credit association; and
were an unfair or deceptive act or practice
(It) under the Coi.iiiunica tons Act of 1934
proscribed under section 18(a)(l)(B) of the (47 U.S.C. 151et seq.) by the Federal Co.m.Federal Trade Commission Act (15 U S.C.
nirations Commission with respect to any
S7.o() )(B)).
subject to the provisions of that Act.
(b) ENrORCEMENTBY CERAIN OTHER AGEtS person
CIES.-Compliance with this Act shall be en(c) EXERCISE OFCERTAIN POWFRS.-For the
forcedpurpose of the exercise by any agency re(I) under section 8 of the Federal Deposit
ferred to in subsection (b) of Its powers under
Insurance Act (12U.S.C. 1818),in the case any Act referred to in that subsection, a viooflation of this Act Is deemed to be a violation
(A) national banks, and Federal branches of a requirement Imposed under that Act. In
and Federal agencies of foreign banks, and addition to its powers under any provision of
any subsidiaries of such entities (except bro- law specifically referred to In subsection (b),
kers, dealers, persons providing insurance, each of the agencies referred to in that subInvestment companies, and investment ad- section may exercise, for tbe purpose of envisers), by the Office of the Comptroller of forcing compliance with any requirement
the Currency;
imposed under this Act. any other authority
(B) member banks of the Federal Reserve conferred on It by law.
than national
banks),
System
(other
(d) ACTIONS BYTilE COMMISSION.-The Combranches and agencies of foreign banks
(other than Federal branches, Federal agen- mission shall prevent any person from viocies, and insured State branches of foreign lating this Act In the same manner, by the
companies same means, and with the same jurisdiction,
commercial lending
banks).
owned or controlled by foreign banks, orga- powers, and duties as though all applicable
nizationsoperating under section 25 or 25A terms and provisions of the Federal Trade
of the Federal Reserve Act (12 U S.C. 601 and Commissio, Act (15 U.SC. 41 et seq.) were
611). and bank holding companies and their incorporated Into and made a part of this
Act. Any entity that violates any provision
nonbank subsidiaries or affiliates (except
brokers, dealers, persons providing insur- of that subtitle is subject to the penalties

(A) clear and conspicuous identification
that the message is an advertisement or solicitation:
(B) clear and conspicuous notice of the opportunity under paragraph (3) to decline to
receive further unsolicited commercial electronic mail messages from the sender; and
(C) a valid physical postal address of the
sender.
(b) PROHIBITION OF TRANSMISSIONOF UNLAWFUL UNSOLICITED COMMERCIAL ELECTRONIC MAIL TO CERTAIN HARVESTED ELECTRONIt MAIL AoDRESS(1) IN GENERAL.-It is unlawful for any person to initiate the transmission, to a protected computer, of an unsolicited commercial electronic mall message that is unlawful
under subsection (a), or to assist in the origination of such a message through the provision or selection of addresses to which the
iessage will be sent, If such person knows
that, or acts with reckless disregard as to
whether(A) the electronic mail address of the recipientwas obtained, using an automated
means, from an Internet website or proprietary online service operated by another person; or
(B) the website or proprietary online service from which the address was obtained included, at the time the address was obtained,
a notice stating that the operator of such a
website or proprietary online service will not
give. sell, or otherwise transfer addresses
maintained by such site or service to any
other party for the purpose of Initiating, or
enabling others to Initiate, unsolicited electronic mail messages.
In this sub(2) DISCLAIMER.-Nothing
section creates an ownership or proprietary
interest in such electronic mail addresses.
(c) COMPLIANCE PROCEDURcS.-An action
for violation of paragraph (2), (3), (4). or (5) of
subsection (a) may not proceed if the person
against whom the action Is brought demonstrates that (I) the person has estalished and impnlmented, with due care,reasonable practices
and procedures to effectively prevent violations of such paragraph; and
(2) the violation occurred despite good
faith efforts to maintain compliance with
such practices and procedures.
SEC. a.ENFORCEMENTBY FEDERALTRADE COM-

HeinOnline -- 1 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 5206 2004

April I,

2003

COTNGRESSIONAL RECORD-

and entitled to the privileges and immunities provided in the Federal Trade Commission Act in tbe same manner, by the same
means, and with the same jurisdiction.
power, and duties as though all applicable
terms and provisions of the Federal Trade
Comnission Act were incorporated into and
made a part of that subtitle.
(e)ENFORCEMENTBY STATES.([)CIVILACTION.-In any case in which the
attorneygeneralof a State has reason to believe that an interest of the residents of that
State has been or is threatened or adversely
affected by any person engaging in a practice
that violates section 5 of this Act. the State.
as parens patriae, may bring a civil action
on behalfof the residents of the State in a
district court of the United States of appropriate jurisdiction or In any other court of
competent jurisdiction(A) to enjoin further violation of section 5
of this Act by the defendant: or
(0) to obtain damages on behalf of residem of the State. in an amount equal to the
greater of(I) the actual monetary loss suffered by
such residents; or
(ii) tie amount determined under paragraph (2).
(2) STATUTORYDAMAGES.(A) IN GENERAL.-For purposes of parathe amount determined
graph (1)(Bi(I)i,
under this paragraph is the amount calculated by multiplying the number of willful, knowing, or negligent violations by an
amount, in the discretion of the court, of up
to $16 (with each separately addressed unlawful message received by such residents treated as a separate violation). In determining
the per-violation penalty under this subparagraph, the court shall take into account the
degree of culpability, any history of prior
such conduct, ability to pay, the extent of
economic gain resulting from the violation.
and such other matters as justice may require.
.- For any violation of sec(B) LIMITATION
tion 5 (other than section 5(a)(l)), the
amount determined under subparagraph (A)
except that if the
may not exceed $500.000.
court finds that the defendant committed
the violation willfully and knowingly, the
court may increase the limitation established by this paragraph from $600.000to an
amount not to exceed $1.500,000.
(3) ATTORNEYFEES.-In the case of any successfol action under paragraph (1), the State
shall be awarded the costs of the action and
reasonable attorney fees as determined by
the coart.
(4)RIGHTS OF FEDERAL RECULATORs.-The
State shall serve prior written notice of any
actionunder paragraph (1)upon the Federal
Trade Commission or the appropriate Fedcral regulator determined under subsection
(b) and provide the Commission or appropriate Federal regulator with a copy of its
complaint, except in any case in which such
prior notice is not feasible, in which case the
State shall serve such notice immediately
upon instituting such action. The Federal
Trade Commission or appropriate Federal
regulator shall have the right(A) to intervene in the action;
(B) upon so Intervening, to be heard on all
matters arising therein;
(C) to remove the action to the appropriate
United States district court; and
(D) to file petitions for appeal.
(5) CONSTRUCTION.-For purposes of bringing any civil action under paragraph (1)
nothing in this Act shall be construed to prvent an attorney general of a State from ex
ercising the powers conferred on the attorney general by the laws of that State to(A) conduct investigations;
(B) administer oaths or affirmations; or
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(C) compel the attendance of witnesses or United States Code, or any other Federal
the production of documentary and other criminal statute.
(2) Nothing in this Act shall be construed
evidence.
to affect in any way the Commission's au(6) VENUE;SERVICEOF PROCESS.(A) VeNUE.-Any action brought under thority to bring enforcement actions under
paragraph (1) may be brought in the district FTC Act for materially false or deceptive
court of the United States that meets appli- representations in commercial electronic
cable requirements relating to venue under mail messages.
(b) STATE LAW.section 1391of title 28, United States Code.
(I) IN GENERAL.-This Act supersedes any
(B) SERVICE OF PROCESS.-In an action
brought under paragraph (1), process may be State or local government statute. regulation, or rule regulating the use of electronic
served in any district in which the defendantmail to send commercial messages.
(2) EXCEPTIONS.-Except as provided in
(i) is aii inhabitant. or
(ii) maintains a physical place of business. paragraph (3). this Act does not supersede or
(71LIMITATIONON STATE ACTIONWHILE FED- pre-empt(A) State trespass, contract, or tort law ci
ERAL ACTIONIS PENDING.-If the Commission
or other appropriate Federal agency under any civil action thereunder: or
(B) any provision of Federal. State, or
subsection (b)has instituted a civilaction or
an administrative action for violation of this local criminal law or any civil remedy availAct. no State attorney general may bring an able under such law that relates to acts of
action under this subsection during the fraud or theft perpetrated by means of the
unauthorized transmission of commercial
pendency of that action against any defendant named in the complaint of the Commis- electronic mail messages.
(3) LIMITATION ON EXCETIONS.-Paragraph
sian or the other agency for any violation of
(2) does not apply to a State or local governthis Act alleged in the complaint.
(f) ACTION BY PROVIDER OF INTERNET AC- ment statute,regulation, or rule that directly regulates unsolicited commercial
CESS SERiCE.(I) ACTION AUTHORIZED.-A provider of electronic mail and that treats the mere
sending of unsolicited commercial electronic
Internet access service adversely affected by
mail in a manner Chat conipliet with this
a violation of section 5 may bring a civil ac
tion in any district court of the United Act as sufficient to constitute a violation of
States with jurisdiction over the defendant, such statute, regulation, or rule or to create
or in any other court of competent jurisdic- a cause of action thereunder.
(c) NO EFFECT ON POLICIESOF PROVIDERSOF
tion. toINTERNET ACCESS SERVICE.-Nothing in this
(A) enjoin further violation by the defendAct
shall he construed to have any effect on
ant; or
the lawfulness or unlawfulness, under any
(B) recover damages in an amount equal to
other provision or law, of the adoption, mthe greater of(i)actual monetary lossincurred by the plementation, or enforcement by a provider
of Internet access service of a policy of deprovider of Internet access service as a resuit
clining to transmit. route, relay, handle, or
of such violation, or
types of electronic mail mes(1i) the amount determined under para- store certain
sages.
graph (2).
SEC. . STUDY OF EFFECTS OF UNSOLICITED
(2) STATUTORYDAMAGES.COMMERCIALELECTRONICMAIL,
(A) IN GENERALP-For purposes of para(a) IN GENERAL-Not later than 64 months
graph (l)(B)(ii), the amount determined after the date of the enactment of this Act.
under this paragraph is the amount cal- the Commission. In consultation with the
culated by multiplying the number of will- Department of Justice and other appropriate
ful, knowing, or negligent violations by an agencies, shall submit a report to the Conamount, in the discretion of the court, of up gress that provides a detailed analysis of the
to $10 (with each separately addressed unlaw- effectiveness and enforcement of the pioviful message carried over the facilities of the sions of this Act and the need (if any) for the
provider of Internet access service or sent to Congross to modify such provisions.
an electronic mail address obtained from the
(b REUIRE ANALYSIS.-The Commission
provider of Internet access service in viola- shall include in the reportrequired by subtion of section 5(b) treated as a separate vio- section (a) an analysis of the extent to which
lation). In determining the per-violation technological and marketplace developpenalty under this subparagraph. the court
ments, including changes in the nature of
shall take into account the degree of culpa- the devices through which consomers access
bility, any history of prior such conduct, their electronic mail messages, may affect
ability to pay, the extent of economic gain the practicality and effectiveness of the proresulting from the violation, and such other visions of this Act.
SEC. 9 SEPARABILITY.
matters asjustice may require.
(B) LIMITATION.-For any violation of secIf any provision of this Act or the applicaI (other than section 5(a)(l)), the tion thereof to any person or circumstance is
tin
amount determined under subparagraph (A) held invalid, the remainder of this Act and
may not exceed $500,000.except that if the the application of such provision to other
outt finds that the defendant committed persons or circumstances shall not be afthe violation willfully and knowingly, the fected.
court may increase the limitation estab- SEC. 10.EFFECTIVEDATE.
The provisions of this Act shall take effect
lished by this paragraph from $500.000 to an
120 days after the date of the enactment of
amount not to exceed $1,500,000.
this Act.
(3) ATTORNEYFEES-In any action brought
pursuant to paragraph (1), the court may. in
Mr. WYDEN. Mr. President, I am
its discretion, require an undertaking for the pleased today to be teaming up again
payment of the costs of such action, and as- with my good friend Senator BURNS to
sess reasonable costs. including reasonable reintroduce legislation to address the
attorneys' fees, against any party.
rising tide of unsolicited commercial eSEC.7.EFFECTON OTHER LAWS.
mail, commonly known as "span."
(a) FEDERALLAW.In the last Congress, our anti-sparn
(]) Nothing in this Act shall be construed
legislation was approved unanimously
to Impair the enforcement of section 223 or
by the Senate Commerce Committee.
231 of the Communications Act of 1934 (47
U.S.C. 223 or 231, respectively), chapter 71 Since that time-nearly a year ago
(relating to obscenity) or 110 (relating osex- now-the problem of sparn has been inual exploitation of children) of title 18. creasing at an alarming rate. Roughly
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40 percent of all e-mail traffic in the
United States is spare, up from 8 percent in late 2001 and nearly doubling in
the past six months- By 2004, according
to some estimates, a typical company
that fails to take defensive action
could find that over 50 percent of its email messages will be spare. This isn't
just annoying, it's costly: one consulting group has estimated that spare
will cost U.S. organizations more than
$10 billion this year, due to expenses
for anti-sparn equipment and manpower and lost productivity.
If nothing is done, the situation Is
only likely to get worse. The fundamental problem-and what makes
spare different from other types of
marketing-is that it is so cheap to
send huge volumes of messages. With
the stroke of a key, the spammer can
let fly a massive torrent of e-mails.
And since the sender doesn't pay any
per-message postage, the incentive is
to send as many as possible. The cost
of all these extra messages is borne by
the Internet service providers, ISPs,
and the recipients, not by the sender.
So as far as the spammer is concerned,
the sky is the limit.
Anyone who uses e-mail should be
deeply concerned about this trend. In a
few short years, e-mail quickly went
from a novelty to a core medium of
communication for millions of Americans. They came to rely on it daily, for
business and personal communications
alike. But just as quickly as e-mail
rose to prominence, its usefulness
could dwindle-buried under an avalanche of endless "Get Rich Quick,"
"Lose Weight Fast," and offensive pornographic marketing pitches. As consumers grow frustrated with bloated
in-boxes, and as ISP networks and ecommerce websites are slowed by
mounting junk e-mail traffic jams, enthusiasm for the entire medium of email and e-commerce could sour.
Right now. e-mail users and ISPs are
trying to manage the problem as best
they can. They use filtering software.
or lists of known spanmmers, or sign up
for special anti-span services. But
these tactics can be burdensome, costly, and only partially effective. The
fact is, existing laws do not provide
sufficient tools. More help is needed.
Many States have moved to address
the issue. But e-mail is not a medium
that respects, or even recognizes. State
borders. Indeed, e-mail addresses tell
nothing about which State the user is
located in, so the sender and recipient
of an e-mail message may have no clue
where the other is located. Therefore,
this is one area where a State-by-State
patchwork of rules makes no sense. It
is time for a nationwide approach.
That is why Senator BURNS and I are
reintroducing the "Controlling the Assault of Non-Solicited Pornography
and Marketing Act"-the CAN SPAM
Act, for short. This bipartisan legislation says that if you want to send unsolicited marketing e-mail, you've got
to play by a set of rules-rules that
allow the recipient to see where the
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messages are coming from, and to tell with no action taken, several years
A
the sender to stop. The basic goal is 1 from now.
simple: give the consumer more conBy Mr. SMITH.
trol.
S. 879. A bill to amend the Internal
Specifically, the bill would prohibit
the use of falsified or deceptive headers Revenue Code of 1986 to increase and
or subject lines, so that consumers will extend the special depreciation allowbe able to identify the true source of ance, and for other purpose: to the
the message. A sender of unsolicited Committee on Finance.
Mr. SMITH. Mr. President, I rise
marketing e-mail would also be required to provide the recipient with a today to introduce the Economic Stimreturn address or similar mechanism ulus Act of 2003, legislation that will
that can be used to tell the sender, "no allow a 50 percent bonus depreciation
o over a 5 year period. Last year I was
more." And once a consumer so
more," a sender would be required t proud to introduce and pass a 30 percent bonus depreciation incentive as
honor that request. Senders of
ited commercial messages would also part of legislation signed into law in
be required to include a clear notifica- March 2002. We had great bipartisan
an advertise- support on this issue and I hope that
action will take place during
tion that the message is asimilar
ment or solicitation, and a valid phys consideration of this year's tax bill.
I introduce the Economic Stimulus
ical postal address.
The bill includes strong enforcement

provisions
to
ensure
compliance
Spainmers that intentionally disguise
their identities would be subject to
misdemeanor criminal penalties. The
Federal Trade Commission would have
authority to impose civil fines. State
attorneys general would be able to
bring suit on behalf of the citizens of
their states. And ISPs would be able to
bring suit to keep unlawful spare off
their networks. In all cases, particularlyhigh penalties would be available
for true "bad actors"-the shady, highvolume spainmers who have no intention of behaving in a lawful and responsible manner,
Our goal here is not to discourage legitimate online communications between businesses and their customers,
Senator BURNS and I have no intention
of interfering with a company's ability
to use e-mail to inform customers of
warranty information, provide account
holders with monthly account statements, and so forth, Rather, we want
to go after those unscrupulous Individuals who use e-mail in an annoying and
misleading fashion. I believe this bill
strikes that important balance,
Senator BURNS and I have been at
this for three years now, and have
worked with many different groups in
shaping the legislation. We believe we
have made real progress in addressing
some of the legitimate concerns that
were raised about previous versions of
the bill. Naturally, there are interested
parties who have additional ideas for
measures they would like to see. We
will be happy to continue to work with
them, and I would also point out that
the bill calls for a study to evaluate
this initial Federal step against spam
and to determine whether further provisions are needed. But the bill we are
introducing today offers a workable,
common-sense approach that should be
politically viable this year.
I am pleased that Senators BREAUX,
LANDRIEU,SCHUMER, and THOMAS are
joining Senator BURNS and me in cosponsoring this legislation. I urge the
rest of my Senate colleagues to join
with us on moving it forward as
promptly as possible, so that the Senate won't still be debating the issue,

Act of 2003 in

order to build on last

year's effort by both Increasing that
bonus to 50 percent and extending it
through 2008. Our economy clearly
needs a boost, and this provision will
complement many of the provisions in
President Bush's economic growth
package.
Recently, U.S. Department of Commerce data revealed that private investment in high tech equipment ended
it's decline as this provision went into
effect last year and has begun to increase modestly in the past year. A significant increase in that bonus along
with an extension of its effective date
can only boost business investment
even further. By extending the effective date past next year, businesses
will be able to better plan for sustained
increases in technology investment.
This legislation will provide an immediate and broad stimulus to the U.S.
economy by encouraging business investment. In my own state of Oregon I
can look to both heavy industry and
the hi tech sector and see the real return this legislation will have en our
economy. Heavy industry in my state
will have an ability to save familywagejobs and put additional employees
to work in Oregon. For example, the
rail supply industry has been hard hit,
and though there is a need for investment, there has been a reluctance to
invest significant sums that are necessary to sustain this industry. Bonus
depreciation provisions is an additional
incentive that will lead Institutional
investors, leasing companies, shippers
and railroads to invest in new rail
equipment.
In Oregon's high-tech sector the
strong Increase in the first year depreciation amount will have a real and
positive impact on the investment environment for high-tech equipment,
such as computer hardware, software
and broadband network infrastructure.
This legislation will definitely stimulate the demand for the software and
the whole high-tech sector. In Oregon,
the hi-tech sector has been a major
component of economic growth and I
am intent that this engine of growth
continue to provide stimulus to the
economy.
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