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S13012

CONGRESSIONAL RECORD-

SENATE

October 22, 2003

[(b)

The tax writers should have completed

The Senate proceeded to consider the

their work on tax provisions in time to
meet that schedule. We will provide
conference language to all House and
Senate conferees, Republican and Democrat, 48 hours in advance of the con_
ference. We plan to make the language
public 48 hours before the conference,
We see no reason that final passage

bill which had been reported from the
Committee on Commerce, Science, and
Transportation, with an amendment to
strike all after enacting clause and insert in lieu thereof the following:
[Strike the part shown in black

CONGRESSIONAL DETERMINATION OF
PUBLIC POLICY On the basis of the findings
in subsection (a), the Congress deteries
that[(I) there is a substantial government in
commerterest in regulation of unsolicited
cialelectronic mail:

brackets and insert the part shown in
italic I

[2i) seeders of unsolicited commercial ecto the sourceor contentofsuch mail and

of this bill cannot occur soon after the

S.877

[131 recipients of

sesolied

commercial

conference. Members of Congress have IBe it enacted by theSenate and House of Rep- electronic mail have a right to decline to receive additional unsolicited commercial
electronic mail from the same source.

reseniatiresof fi tUnited States of America in
Cogres asemblied,
[SECTIONI.SHORT TITLE.
[SEC. 3.DEFINITIONS.
[This Act may be cited as the "Controlling
[In this Act
the Assault of Non-Solicited Pornography
[(I) AFFIRMATIVE CONSENT.-The term "afand Marketing Act of 2003", or the "CAN
ftirmatlve consent", when used with respect
SPAM Act of 2003".
FINDINGS AND POLICY. to a commercial electronic mail message,
[SEC.2. CONGRESSIONAL
[(a)FINDINGs.-The Congress finds the fol- means that the recipient has expressly consented to receive the message, either in relowing:
sponse to a clearand conspicuousrequest for
(I)There is a right of free speech on the
such
Internet.
ie consent or at the recipient's own initiaernet has increasingly becm
ln
(2)Tht
clan
bcomc
miint.5ieasnl
11The mode
mitten in the Senate, are announcing aa critical
[(2) COMMERCIAL ELECTRONIC MAIL MESof global communication and
we will have a meeting of the conferees now presents unprecedented opportunities SAGE.[(Al IN CENERAL.- The term "commercial
on the Energy bill on October 28, Tues- for the development and growth of global
commerce and an integrated worldwide econ- electronic mail message' means any elecday, 10 a.m., in Dirksen 106.We have
tronic mail message the primary purpose of
scheduled this conference for Tuesday omy
[(3)In order for global commerce on the which is the commercial advertisement or
morning, but implicit in my statement
Internet to reach its fullpotential, Individ- promotion of a commercial product or soeis that the tax writers have not copleted their work on the tax provi- uals and entities using the Internet and ice (including content on an Internet website
other online services should be prevented operated for a commercial purpose).
[(B) REFERENCE TO COMPANYOR WEBSITE.sions, but the two chairmen are sug- from engaging in activities that prevent
gesting in this announcement they other users and Internet service providers The inclusion of a relerence to a commercial
from having a reasonably predictable. effi- entityor a linkto te websiteof a comershould have their work completed in
message
cial entity in an electronic triail
time for us to release that with the cient,and economical online experience.
causesuch message to be
electronic does not,by Itself,
[(4) Unsolicited commercial
conference report, since it is part of It,
mail
mesas
a
commercial
electronic
through
which
treated
without which there is not a con_ mail can be a mechanism
ference, without which we do not know businesses advertise and attract customers sage for parposes uf this At if the contents
in the online environment.
whether tho rest of the work is valid o
or circumstances of the message indicate a
[(5) The receipt of unsolicited commercial
primary purpose other than commercial adelectronic mail may result in costs to recipi
has to be changed.
certisemnt or promocion of a coiiercial
nts who cannot refuse to accept such mail
Everyone who is interested at the
leadership level is working to get this and who incur costs forthe storage of such productor sice
1(3)COMMISSION- The term "Commission"
tax provision done. I want to repeat, it mail, or for the time spentaccessing, reviewmeans DIe Federl Trade Commission.
is not done. We do expect it to be done Ing,and discarding such mail, or for both.
1(4) " DOMAINsNAM- The term "domain
electronic
commercial
Unsolicited
1(6)
efin time for this announcement to be
designatian
mail may impose significant monetary costs name means any alphanumeric
fective.
which is registeredwith or assigned by any
on providers ofInternet access services, busi
name regdomain
registrar,
nane
domain
insci
nonprofic
and
nesses, and educational
tutions that carry and receive such mail as istryor other domain name registration auCAN- SPAM ACT OF 2003
thorityas paritof an electronic address on
there is a finite volume of mail that such
Mr. McCAIN. Madam President, I ask providers, businesses, and institutions can the lnternet.
[(5) ELECTRONIC MAIL ADDRESS.-The termi
unanimous consent that the Senate handle without furtherinvestment In lnfra"electrenic mail address" means a desinanow proceed to the consideration of structure.
tion, commonly expressed as a string of
F(7) Some unsolicited commercial elec
Calendar No. 209, S. 877; provided furunique sername
ther that the committee amendment be tronicmail contains material that many re- characters, consisting of areferred
to as the
clpients may consider vulgar or porno- or mailbox (commonly
agreed to and be considered original
"local part-) and a reference to an lntetnet
text for the purpose of further amend- graphic in nature.
While some senders of unsolicited com- domain (commonly referred to as the "do[1(8)
mercial electronic mail messages provide main part"),to which an electronic mail
meat.
Madam President, I suggest the ab simple and reliable ways for recipients to re- message can be sent or delivered.
ject (or ''opt-out"of) receipt of unsolicited [(6) ELECTRONIC MAIL MESSAGE.-The term
sence of a quorum.
mail message" means a message
The commercial electronic mail from such send- "electronic
OFFICER.
The
PRESIDING
ers in the future, other senders provide no sent to an electronic mail address.
clerk will call the roll.
The term "FTC Arct means
ACFTC
[7)
to
refuse
or
mechanism,
The assistant legislative clerk pro- such "opt-out'
honor the requests of recipientsnot to re- the Federal Trade Commission Act (15US.C.
ceeded to call the roll.
seq.).
et
41
in
senders
such
from
mail
electronic
celve
I
ask
Mr. MCCAIN. Madam President,
term
INFORMATION. The
HrAER
[(8)
unanimous consent that the order for the future, or both.
[(9)An increasing iumber ofsenders of on- ''header Information" means the source. descall be rescinded
quorum
the
t
commercial electronic mail pur- tination, and routing information attached
PRESIDIN rsolicited
OFFICER. With
The
The PRESIDING OFFICER. Without posefully disguise the source of such mail so to an electronic mail message, including the
as to prevent recipients from responding to originating domain name and originating
objection, it is so ordered,
electronic mail address.
The such mail quickly and easily.
OFFICER.
The
PRESIDING
1(9)
IMPLIED CONSENT,-The term 'implied
[(I0) As increasing number of senders of
clerk will report the bill by title.
commercial electronic mail put- consent', when used with respect to a comunsolicited
The assistant legislative clerk read
posefully include misleading information in mertial electronic mail message, means
as follows'
A bill (S.877)to regulate interstate corn- the message's subject lines inorder to induce that[(A) within the 3-year period ending upon
merce by imposing limitations and penalties the recipients to ciew the messages.
[(11)in legislating against certain abuses receipt of such message, there has been a
on the transmission of unsolicited commeron the Internet, Congress should be very business transaction between the senderand
cld electronic mall via the Internet.
a transactionInvolvcareful to avoid infringing In any way upon the recipient (including
The PRESIDING OFFICER. Is there constitutionally protected rights, including ing the provision, free of charge, of informa
objection to the Senator's request? the rights of assembly, free speech, and pri- tion,goods. or services requested by the
ciplent); and
vacy.
Without objection, it is so ordered.
spent the past 3 years negotiating the
resolution of a difficult regional issue
and many national issues that pertain
to energy and America's future. We are
on the verge of completing work on a
comprehensive Energy bill for the first
time since 1992. This Senator believes
this bill is even more significant than
the 1992 bill.
To repeat. Chairman BILLY TAUZIN
and myself, as chairman of our com-
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[(B) the recipient was, at the time of such
transaction or thereafter in the first electronic mail message received from the sendyr after the effective date of this Act, provided a clear and conspicuous notice of an
opportunitynt to receive unsolicited commercial electronic mall messages from the
sender and has not exercisedsuch opportunity
ilfa sender operates through separate lines
of business or divisions and holds itself out
to the recipient, both at the time of the
transactiondescribed In subparagraph (A)
and at the time the notice under subparagraph (B) was provided to the recipient, as
that particular lineof business or division
rather than as the entity of which suck line

[(A) is not a transactional or relationship receive any future unsolicited commercial
mcssage;and
electronic mail messages from that sender at
[(0) Is sent to a recipient
without the re- the electronic mail address where the message was received; and
cipient's prior affirmative or implied con
sent.
[(ii)remains capable of receiving such
[SEC. 4. CRIMINAL PENALTY FOR UNSOLICITED messages oi communications for no less than
COMMERCIAL ELECTRONIC MAIL 30 days after the transmission of the original
CONTAINING FRAUDULENT ROUT. message.
ING INFORMATION.
F(E) MORE DETAILED OPTIONS POSSIBLE.[(a) IN GENERAL.- Chapter 63 of title 18, The sender of an unsolicited commercial
United States Code, is amended by adding at
electronic mail message may comply with
the end the following:
subparagraph )A))i) by providing the recipi[" 1351. Unsolicited commercial electronic rnt a list or menu from which the recipient
mail containing fraudulent transmission in- may choose the specific types of commercial
electronic mail imessages the recipient wants
formation
["(a) IN GENERAL.- Any person who initi- to receiveor does not want to receive from
ates the transmission, to a protected com- the sender, if the list or mena includes an
of business or division is a part. then the line puter in the United States, of an unsolicited option under which the recipient may choose
of business or the division shall be treated as commercial electronic mail mesage, with not to receive any unsolicited commercial
the sender for purposes of this paragraph.
knowledge and intent that the message con- electronic mail messages from tie sender.
[(C) TEMPORARY INABILITYTO RECEIVEMES[(I0) INITIATE. The term "initiate'', when tains or is accompanied by header informaused with respect to a commercial electronic
Lion that is materially false or materially SAGES OR PROCESSREQUESTS.-A return elecmail message, means to originate such mes- misleading shall be fined or imprisoned lor tronic mail address or other iechanism does
sage or to procure tie origination of such not more than I year, or both under this not fail to satisfy the requirernents of subparagraph (A) if it is unexpectedly and temmessage. but shall not include actions that
title. For purposes of this subsection, header
constitute routine conveyance of such meS- inlormation that is technically accurate but porarily unable to receive messages or procsage.
includesan originating electronic nail ad- ess requests due to technical or capacity
[I11) INTERNET.- The term "Internet" has dress the accessto which for purposesci ini- problems, if the problem with receiving messages or processing requests is corrected
the nieaning given that term in the Internet
tiating the message was obtained by means within a reasonable tine period.
Iax Freedom Act (47 U.S.C. 151 ot).
of false or fraudulentpretenses or represen[(4) PROHIBITIONOF TRANSMISSIONOF UNSO1(12) INTERNET ACCESS SERVICE.-The term tations shall be considered materially misLICITED COMMERCIALELECTRONIC
MAIL AFTER
'Internet access service" has the meaning leading.
If a recipient makes a request to
given that term in section 231(e)(4) of the
U"(b)DEFINITIONS.-Any term used in sub- OBJECTION.Communications Act of 1934 (47 U.S.C. section (a) that is defined in section 3 of the a sender, using a mechanism provided pursuatt to paragraph (3). not to receive some or
231(e)(4)).
CAN-SPAM Act of 2003 has the meaning any unsolicited commercial electronic mail
1(13) PROTECTED COMPUTER.- The term given it in that section.".
messages from such sender, then it is unlaw"protected computer' has the meaning given
(b)CONFORMING AMENDMENT.- The chapful
that term in section 1030(e)(2) of title 1,
teranalysis forchapter 63 of title 18,United
[(A) for the sender to initiate the transUnited States Code.
States Code, is amended by adding at the end
mission to the recipient. more chat 10 busi[114) RECIPIENT- The term ''recipient"
the following:
ness days after the receipt of such request, of
when used with respect to a commercial
electronic mail message, means an author- U-1351. Unsolicited commercial electronic an unsolicited commercial electronic mail
mail
containing
fraudulent
message that falls within the scope of the reiced user of the electronic mail address to
routing information".
quest;
which the message was sent or delivered. If a
1)B) for any person acting on behalf of the
recipient of a commercial electronic mail [SEC. S. OTRER PROTECTIONS AGAINST UNSO.
LICITED COMMERCIAL
ELECTRONIC sender to initiate the transmission to the remessage icas I or more electronic ncail adMAIL,
cipient, more than H) business days after the
dresses in addition to the address to which
[(a) REQUIREMENTS FOR TRANSMISSION OF receipt of such request,of an unsolicited
the message was sent or delicered, the recipicommercial electronic mail message that
ent shall be treated as a separate recipient MESSAGES.[(I) PROHIBITIONOF FALSE OR MISLEADING such person knows or consciously avoids
wikth respect to each such address. If an electronic mail address is reassigned to a new TRANSMISSIONINFORMATION.-It is unlawful knowing falls within the scope of the reuser, the new user shall not be treated as a for any person to initiate the transmission, quest; or
[(C) for any person acting on behalf of the
recipient of any commercial electronic mall to a protected computer, of a cornmercial
message sent or delivered to that address be- electronic mail message that contains, or is sender to assist in initiating the transaccompanied by, header information that is mission to the recipient, through the provifore it was reassigned.
materially
or
intentionally
false
or
materi
sion or selection of addresses to which the
[(I5) ROUTINE CONVEYANCE.-Thie term
"routine conveyance" means the trans- ally or Intentionally misleading. For pur- message will be sent, of an unsolicited commission. routing, relaying. handling. or stor- poses of this paragraph, header information niercial electronic mail message that the
ing, through an automatic technical process, that is technically accurate but includes an person knows, or consciously avoids knowof an electronic mail message for which an- originating electronic mail address the ac- ing, would violate subparagraph (A) or (B).
f)5) INCLUSIONOF IDENTIFIER,
OPT-OUT, AND
other person has provided and selected the cess to which for purposes of initiating the
message was obtained by means of false or
PHIYSICALADDRESS IN UNSOLICITEDCOMMERrecipient addresses.
MAIL- It is unlawful for any
[(16) SENDER.- Thie term "sender''. when fraudulent pretenses or representations shall CIALELECTRONIC
be considered materially misleading.
person to initiate the transmission of any
used with respect to a commercial electronic
[(2) PROHIBITION OF DECEPTIVE SUBJECT unsolicited commercial electronic mall mesmail message, means a person who initiates
such a message and whose product, service, HEADINGS.-It is unlawful for any person to sage to a protected computer unless the mesor Internet web site is advertised or pro- initiate the transmission to a protected cm- sage provides
puter of a commercial electronic mail mes.moted hy the message.
[(A) clear and conspicuous identification
[€17) TRANSACTIONAL
OR RELATIONSHIPMES- sage with a subject heading that such person Chat the message is all advertisement or soSAGES.- The term "transactional or relation- knows would be likely to mislead a recipi- licitation:
ship message" means an electronic mail ent, acting reasonably under the cir1(B) clear and conspicuous notice of the opmessage the primary purpose of which is to cumstances, about a material fact regarding portunity under paragraph (3) to decline to
facilitate, complete,confirm, provide, or re- the contents or subject matter of the mes- receive further unsolicited commercial elecquest Information concerningsage.
tronic mail messages from the sender; and
[(3) INCLUSIONOF RETURN ADDRESS OR COM[(A) a commercial transaction that the re
[(C) a valid physical postal address of the
COMMER- sender.
cipienthas previously agreed to enter into PARABLE MECHANISMIN UNSOLICITED
iAL ELECTRONICMAIL.with the sender;
(b) PROHIBITION OF TRANSMISSIONOF UN[(A)
IN
GENERAL.It
is
unlawful
for
any
LAWFUL UNSOLICITED COMMERCIAL ELECI)0) an existig coninercial relationship.
person to initiate the transmission to a pro
farmed with or without an exchange of coo
TRONIC MAIL TO CERTAIN HARVESTED ELECsideration, involving the ongoing purchase teeted computer of an unsolicited commer- TRONICMAiL ADDRESSES.
[(1) IN GENERAL.- It is unlawful for any
or use by the recipient of products or serv- cialelectronic mail message that does not
ices offered by thie sender. or
contain a Functioning return electronic mail person to initiate the transmission, to . pro[(C) an existing employment relationship address or other Internet-based mechanism
tectedcomputer, of an unsolicited commeror related benefit plan
clearly and conspicuously displayed, thatcial electronic mail message that is unlawful
[(18) UNSOLICITED COMMERCIALELECTRONIC
[(i)a recipient may use to submit, in a under subsection (a), or to assist in the origi
MAIL MESSAGE.-The term 'unsolicited com- manner specified by the sender. a reply ele- nation of such a message through the provlmercial electronic -ail message' means any tronic mail message or other form of Inter- sion or selection of addresses to which the
commercial electronic mail message thatnet-basedcommunication requesting not to message will be sent, If such person knows
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spect to any Federally insured credit onion.
and any subsidiaries of such a credit uanion:
f(3) under the Securities Exchange Act of
1934 (15 U.S.C. 78a ot seq.) by the Securities
and Exchange Commission with respect to
any broker or dealer
[(4) under the Investment Company Act of
1940(15 U.SC. 8Oa- I ot seq.) by the Securities
and Exchange Commission with respect to
investment companies
[(5) under the Investment Advisers Act of
1940(15 U.S.C. 80b I et seq.) by the Securities
and Exchange Commission with respect to
investment advisers registered under that
Act:
1(S) under State insurance law in the case
of any person engaged in providing insurance, by the applicable State insuranceauthority of the State in which the person Is
domiciled. subject to section 104 of the
Graemm-Bley Leach Act (15 U.S.C. 6701);
[(7) under part A of subtitle VII of title 49,
United States Code, by the Secretary of
Transportation with respect to any air carrier or foreign air carrier subject to that
pan;
1(g) under the Packeis and Stockyards Act.
1921 (7 U.S.C. 181 et seq.) (except as provided
in section 406 of that Act (7 U.S.C. 226, 227)),
by the Secretary of Agriculture with respect
to any activities subject to that Act;
[(9) under the Farm Credit Act of 1971 (I2
U.SC, 2001 et seq.) by the Farm Credit Administration with respect to any Federal
land bank, Federal land bank association,
Federal Intermediate credit bank, or productioncredit association; and
[(10) under the Communications Act of 1934
(47 U.S.C. 151 et seq.) by the Federal Communications Commission with respect to any
person subject to theprovisions of that Act.
[(c) EXERCISE OF CERTAIN POWERS.- For
the purpose of tho esercise by any agency reAGENCIES.- Compliance with this Act shall
ferred to in subsection (b) of its powers under
be enforcedany Act referred to in that subsection a vieH)()under section 8 of the Federal Deposit
lation of this Act is deemed to be a violation
Insurance Act (I2 USC 1818), in the case of a requirement Imposed under that Act. In
ofto Its powers under any provision of
[(A) national banks. and Federal branches addition
law specifically referred to in subsection (b),
and Federal agencies of foreign banks, and each of the agencies referred to in that sobany subsidiaries of such entities (except bro- section may exercise. for the purpose of enkers. dealers, persons providing insurance, forcing compliance with any requirement
investment companies, and investment ad
imposed under this Act. any other authority
visers), by the Office of the Comptroller of conferred on it by law,
the Currency;
(d) ACTIONS BY THE COMMISSION- The
[(B) member banks of the Federal Reserve Commission shall prevent any person front
national banks), violating this Act in the same manner, by
System
(other than
branches and agencies of foreign banks the same means, and with the same jurisdic
(other than Federal branches. Federal agen- tion. powers, and duties as though all applicies.and insured State branches of foreign cable terms and provisions of the Federal
lending companies Trade Commission Act (15 U.S.C. 41 et seq.)
banks),
commercial
owned or controlled by foreign banks, orga- were incorporated into and made a part of
nizationsoperating under section 25 or 25A this Act. Any entity that violates any proviof the Federal Reserve Act (12 U.SC, 601 and sion of that subtitle is subject to the pen611),and bank holding companies and their
alties and entitled to the privileges and innonbank subsidiaries or affiliates (except munities provided in the Federal Trade Cocbrokers. dealers, persons providing insur- mission Act in the same manner, by the
ance, investment companies, and Investment same means, and with the same jurisdiction,
advisers), by the Board:
power, and duties as though all applicable
[(C) banks insuredby the Federal Deposit
terms and provisions of the Federal Trade
InsuranceCorporation (other than members Commission Act were Incorporated into and
of the Federal Reserve System) insured made a part of that subtitle.
1(e) ENFORCEMENT
BY STATES.State branches of foreign banks, and any
[1)) CIVIL ACTION. In any case in which the
subsidiaries of such entities (except brokers,
dealers, persons providing insurance, invest- attorney general of a State has reason to bement companies, and investment advisers), lieve that al interest of the residents of that
by the Board of Directors of the Federal De- State has been or is threatened or adversely
affected by any person engaging in a practice
posit Insurance Corporation; and
[(D) savings associations the deposits of that violates section 5 of this Act, the State,
which are insured by the Federal Deposit In- as patens patrlae, may bring a civil action
surance Corporation, and any subsidiaries of on behaif of tie residents of the State in a
such savings associations (except brokers. district court of the United States of approdealers, persons providing insurance, invest- priate Jurisdiction or in any other court of
ment companies, and Investment advisers). competent jurisdictionby the Director of the Office of Thrift Super[(A) to enjoin further violation of section 5
of this Act by the defendant: or
vision;
[(B) to obtain damages on behalf of resif(2) under the Federal Credit Union Act (12
U.S.C. 1751 et seq.) by the Board of the Na- dents of the State, in an amount equal to the
tional Credit Union Administration with re- greater ofthat, or acts with reckless disregard as to
whether
[(A) the electronic mail address of the recipient was obtained, using an automated
means, from an Internet website or proprietary online service operated by another person;or
[(B) the website or proprietary online service from which the address was obtained included, at the time the address was obtained.
a notice scatiog that the operator of such a
websIte or proprietary online service will not
give, sell, or otherwise transfer oddresses
maintained by such site or serviceto any
other party for the purpose of initiating, or
elecenabling others to initiate, unsolicited
crole mail messages.
[(2) DISCLAIMER.- Nothing in this subsection creates an ownership or proprietary
interest in such electronic mail addresses.
[(c) COMPLIANCEPROCEDURES._An action
for violation of paragraph (2), (3). (4). or (5) of
subsection (a) may not proceed if the person
againse whom the action is brought demonstrates that[(1) the person has established and implemented with due care, reasonable practices
and procedures to effectively prevent violations of such paragraph: and
1(2)the violation occurred despite good
faith efforts to maintain compliance with
such practices and procedures.
[SEC. 6. ENFORCEMENT BY FEDERAL TRADE
COMMSISION.
[(a) VIOLATION IS UNFAIR OR DECEPTIVE
ACT OR PRACTICE.- Except as provided in
sobsection (b), this Act shall be enforced by
the Commission as if the violation of this
Act were an unfair or deceptive act or prac
tice proscribed under section l8(a)(l)(B) of
the Federal Trade Commission Act (15 U.S.C.
57a
(B)).R
BY CERTAIN OTHER
If a)(1)ENFORCEMENT

October 22, 2003

[(i) the actual monetary loss suffered by
such residents: or
[(ii) the amount determined under paragraph (2).
[(2) STATUTORYDAMAGES.[(A) IN GENERAL.- For purposes of paragraph (1)(B)(ii). the amoant determined
under this paragraph is the amount calculated by multiplying the number of willful, knowing, or negligent violations by an
amount, in the discretion of the court, of up
to $10 (with each separately addressed unlawfuI message received by such residents treated as a separateviolation). In determining
the per-violation penalty under this subparagraph, the courtshall take into account the
degree of culpability. any history of prior
such conduct, ability to pay, tie extent of
economic gain resolting from the violation.
and such other matters as jostire may require
[(B) LIMITATION.- For any violation of section 5 (other than section 5(a)(1)), the
amount determined ceder subparagraph (A)
may not exceed $500.06. except that if the
court finds that the defendant committed
the violation willfully and knowingly, the
court may increase the limitation establoed by this paragraph from $500,000to an
amon not to exceed $1,500,000.
[(3)ATTORNEY FEES.-In the case of any
successful action under paragraph (1), the
State shall be awarded the costs of the action and reasonable attorney fees as determined by the court.
[(4)RIGHTS OF FEDERAL REGULATORS.- The
State shall serve prior written notice of any
action under paragraph (1) upon the Federal
Trade Commission or the appropriate Federal regulator determined under subsection
(b) and provide the Commission or appropriate Federal regulator with a copy of its
complaint, except in any case In which such
prior notice is not feasible, in which case the
State shall serve such notice immediately
upon institutingsuch action. The Federal
Trade Commission or appropriate Federal
regulator shall have the right1(A) to intervene in the action;
,)B) upon so intervening. to be heard on all
matters arising therein;
1(C) to remove the action to the appropriate United States district court; and
l(D) to file petitions lor appeal.
1(5)CONSTRUCTION.-For purposes of bringing any civil action under paragraph (1),
nothing in this Act shall be construed to precent an attorney general of a State from exercising the powers conferred on the attorney general by the laws of that State to[(A) conduct investigations:
[(B) administer oaths or affirmations: or
[(C) compel the attendance of witnesses or
the production of documentary and other
evidence.
1)6) VENUE:SERVICE OF PROCSS.[(A) VENUE.- Any action brought under
paragraph (1) may be brought in the district
court of the United States that meets applicable requirements relating to venue under
section 1391of title 28. United States Code.
[()
SERVICE OF PROCESS.-In an action
brought under paragraph (1), process may be
served in any district In which the defendant_
[(i) is an inhabitant; or
[(ii) maintains a physical place of business.
(7) LIMITATION ON STATE ACTION wHILE
FEDERALACTION IS PENDING.- If the Commits
sion or other appropriate Federal agency
under subsection (b) has instituted a civil action or an administrative action for violation of this Act. no State attorney general
may bring an action under this subsection
during the pendency of that action against

HeinOnline -- 1 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 3014 2004

October 22, 2003

CONGRESSIONAL RECORD-SENATE

any defendant named in the complaint of the
Commission or the other agency for any vielation of this Act alleged in the complaint.
1(f)ACTION BY PROVIDER OF INTERNET ACCESS SERVICE.[(I) ACTION AUTHORIZED.-A provider of
Internet access serviceadversely affected by
a violation of section 5 may bringa civilactin in any district court of tho United
States with jurisdiction over the defendant.
or in any other court of competent jurisdiction, to[(A) enjoin further violation by the defendant; or
[(B) recover damages in an amount equal
to the greater of[(I)actual monetary loss incurred by the
provider of Internct accessservice as a result
of soch violation;
or
[(ii) the amount determined under paragraph (2).
[(2)STATUTORYDAMAGES.[IA) IN GENERAL.- For purposes of paragraph (1)(B)(ii). the amount determined
under this paragraph is the amount calculated by multiplyingthe number of willful,knowing, or negligent violations by an
amount, in the discretion of the court,of up
to $1 (with each separately addressed unlawful message carried over the facilities of the
provider of Internetaccess service or sent to
an electronic mail address obtained from the
providerof Internet aCess service in violation of section 5(b)treated as a separate violation). In determining the per-violation
penalty under this subparagraph. the court
shall take into account the degree of culpability. any history of prior such conduct,
abilityto pay, the extent of economic gain
resultingfrom the violation, and such other
matters asjustice may require,
[(B) LIMITATION.- For any violation of seetion 5 (other than section 5(a)(1)). the
amount determined under subparagraph (A)
may not exceed $500,000. except that if the
court finds that the defendant committed
the violationwillfilly and knowingly, the
court may increase the limitation established by thisparagraph from $500,000to an
amount not to exceed $1,5O,0O0.
1(3) ATTORNEY FEES.-In any action
brought pursuant to paragraph (1).
the court
may, In its discretion, require an undertaking for the payment of the costs of such
action, and assess reasonable costs, Including reasonable attorneys' fees, against any
party.
ISEC- 7.EFFECT ON OTHER LAWS.
[(a) FEDERAL LAW.[(I) Nothing in this Act shall be construed
to impair the enforcement of section 223 or
231 of the Communications Act of 1934 (47
U.S C. 223 or 231, respectively), chapter 71
(relating to obscenity) or 110 (relating to senual exploitationof children) of title 18i
United States Code, or any other Federal
c
criminalstatteh A
[(2) Nothing in thisAct shallbe construed
to affect In any way the Commission's authority to bring enforcement actionsunder
FTC Act for materially false or deceptive
representations in comnoercial electronic
mail messages.
11b)STATE LAW[(i) IN GENERAL.- This Act supersedes any
State or localgovernment statute. regulation,or rule regulating the use of electronic
mail to send commercial messages.
1(2) EXCEPTIONS- Except as provided in
paragraph (3). this Act does not supersede or
pre-empt[(A) State trespass, contract, or tort law
or any civil action thereunder; or
1(B)any provision of Federal, State, or
locaIcriminal law or any civil remedy available under such law that relates to acts of
froaud or theftperpetrated by means of the
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unauthorized transmission of commercial electronic mail and creates a risk that wanted
electronic mall messages.
electronic mail messages. both commercial and
[(3) LIMITATION ON EXCEPTIONS.-Paragraph
noncommercial, will be lost. overlooked, o dis(2)does not apply to a Stateor local governcarded amidst the larger volume of unwanted
meet statute,regulation, or rule that di- messages,tius reducing the reliability and userectly regulates unsolicited commercial fulness
of lectronic
mailtotherecipient.
electronic mail and that treats the mere
(5) Soe unsolicited commercial electronic
sending of unsolicited commercial electronic mail containsmaterialthat nany recipients
may
mail in a manner that complies with this consider vulgar orpornographicinnature.
Act as sufficint to constitute a violation of
(6)The growth in unsolicited
commercial elecsuch statute, regulation,
or rule or to create tronic mail imposes sIgnificant monetaryCosts
a causeof action thereunder.
on providers of Internet access services, busi[(c) NO FFECT ON POLICIESOF PROVIDERS nesses, and educational and nonproltinstilo.
OF INTERNET ACCESS SERVICE.-Nothing in tlions that cairyand receive such mail as there
this Act shall be construed to have any ef- is a finite volumeof mail that such providers,
feet on the lawfulness
or unlawfulness, under businesses,
and institutions Can handle without
any other provision of law. of the adoption. furtherinrcstment in infrastructure.
implementation, or enforcement by a pro(7)Many senders of unsolicited
Coemercial
eider of Internet accessservice of a policy of electronic mail purposefully disguise
the source
declining to transmit,route, relay, handle,
ofsuch mail
or store certain types of electronic mail ms(8) Many senders of unsolicited
commercial
sages
electronic mail purposefully include misleading
iSEC.8. STUDY OF EFsECTS OF UNSOLICITED informationin the snessage', subjectlinesin
COMNERCIALELECTRONICMAIL.
order to induce the recipients to view the wes[(a) IN GENERAL.- Not later than 24months sages.
after the date of the enactment of this Act,
(9)While somiesenders of unsolicited
commerthe Commission, in consultation with the cial electronic mail messages provide simple and
Department of Justice and other appropriate reliable ways forrecipients
to reject (or "optagencies. shall submit a report to the Con- out' oD receipt of unsolicited coimercial elegressthat provides a detailed analysis of the ernic mail from such senders in the future.
effectiveness and enforcement of the provi- other senders provide no sch "opteiit techasions of this Act and the need (ifany) forthe nlsm, or refuse to hanor the requests
of reviplCongress to modify such provisions
ents not to receive electronic mail fro such
1(b)REQUIRED ANALYSIS_ The Commission senders in thefoture,
orboth.
shall include In the report required by sub(10)
Many senders of bulk unsolicitedcomiersection (a) an analysis of the extentto which vial electronic mail use eampoter programs to
technological and marketplace develop- gather large numbers of electronic mail addressments, including changes intthe nature of es on an automated basis from Internei websites
the devices through which consumers access or online services where usersmust post their
their electronic mail messages, may affect addresses in oider to make fulluse of the
the practicality
and effectiveness of the pro
website or service.
visions of this Act.
(11) Many States have enacted legislation in[SEC. 9.SEPARABILITY.
tended to regulate or reduce unsolicited commer[If any provision ol this Act or the applica- cial electronic mail, but these statutes impose
tionthereof to any person or circumstanceIs different standards and requirements. As a reheld invalid. the remainder of this Act and suit, they do not appear tohare beensucressful
the application of such provisionto other in addressing theproblemsassociated with sopersons or circumstances shall not be af- solicited
commercial electronic mail,in part befected.
cause, since an electronic mailaddress does not
[SEC. 10.EFFECTIVE DATE.
specify a geographiclocation, It can be en[The provisions of this Act shall rake ef- tremely difircult
for law-abiding businesses
to
feet 1Ifdays after the dateof the enactment know with which of these disparate statutes
of thisAct.]
they are required to comply.
SECTION 1.SHORT TITLE.
(12) The problems assciated with the rapid
This Act may be citedas the "Controlling
the growth and abuse of unsolicited commercial
Assault of Non-Solicited Pornography and Mar- electronic mailcannot be solved by Federal legketing Act of 2003", or the "CAN-SPAM Act of islation alone. The development and adoption of
zOfl".
technological approaches and the pursuitof coSEC 2 CONGRESSIONALFINDINGSAND POLICY. operative efforts with other countries will be
(a) FiDiNcs.-The Congress Dfnds the fol- necessary as well.
lowing:
(b) CONGRESSIONALDETERMINATiON OF PUB(I Electronlc mail has become an extremely LIC POLICY.-On the basisof the findings in
Important and popular means of rooitnica- subsection
(a), the Congress determines thattie, relied on by millionsof Americans on a
(I) there is a substantlal government interest
daily basisfor personal and commercial per
In regolation of unsolicited commercial eceposes. Itslow costand global reach make it v- Ironic mail on anationwide basis:
(2) senders of unsolicited commercial elecemely Convenientand etient,and ofl
unique opportunities for the development and tronic mail should not mislead recipients as to
growth of frictiloo cwttmerce,
the source or content of such mail, and
(2) The convenience and elffciency
of elec(3) recipients of unsolicited commerecial
eleceronic mail are threatened by the extreoely tronic mail have a right to decline to receive
adrapidgrowth in the volume of unsolicited cor- ditlonal unsolicited coumnercial electronic mail
mercial electronic read. Unsolicited commercial from the same source.
electronic mal is currently estimated to account SEC 3. DEFINITIONS.
forover 45 petcent of all electronic mail traffic,
In this Act:
up from an estimated 7 percent in 2001, and the
(1)AFFIRMATIVECONSPNT.-The term 'affirmvolume continues
to rise, Most of these onsollc
atire consent' ', when used with respect to a
ted commercial electronic mail messages are commercial electronic mail message, ains
fraudulent or deceptive in one or more respects, that(3) The receipt of unsolicited commercial elec(A) the recipient expressly consented to retronic mall may result ii costs to recipients
who ceivethemessage, either in response to a clear
cannot refuse to acceptsuch mail and who and conspicuous requestforsuch consent or at
incurcosts for the storage of such mail, or for the recipient's own initiative;
and
the time spent accessig, reviewing, and dis(B) if the message Is from a party other than
carding such mail, or for both.
the party to which the recipient
communicated
(4)The receipt of a large number of unsolte-such consent, the recipient was given cleat and
iled messages alsodecreases the convenience of Conspicuous notice at the time the consent was
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(10) INITIATE.-The term "'initiate', when action that the recipient has previously agreed
comounicated that the recipient's electronic
sai address could be transferred to such other used with respect to a omimercial electronic to enter into with thesender.
party forthe purpose of initiating commercial mail message, means to originate or transmit
(19) UNSOLICITED COMMERCIAL ELECTRONIC
such message or to procure the origination or MAIL MESSAGE.-The term "'unsolicitedcmmerelectronic mall messages.
(2) COiMERCIAL ELECTRONICMAIL MESSAGE.- transmission of such message, but shall not In- clal electronic mall message" means any cau(A) IN GENERAL-The term "'commercial elec- dude actions that constitute routine conveyance mercialelectronic mall message thattronic mail message" means any electronic mail of such message. For purposes of this para(A) is not a transactional or relationship mesmessage the primary purpose of which is the graph, more than I person may be considered to sage and
cosmerrial advertisementor promotion of a have initiated
a message.
(B) is sent to a recipient without the recipi(11) INTERNET.-The term "Internet" has the ents prior affirmative or itpliedconsent.
commercial product or service (including content
on an Internet webslte operated for a commer- meaning given that term I the Internet Tax SEC. 4.CRIMINAL PENALTY FOR COMMERCIAL
cial purpose).
Freedom Act (47 U.S.C 151nt).
ELECTRONIC MAIL CONTAINING
(12) INTERNET ACCESS SERVICE.-The term
(B) REFERENCE To COMPANY OR WEBSITE.FRAUDULENT ROUTING INFORMATION.
The inclusion ofa reference toa commercial en- "'Internetaccess service" has the meaning given
tryer a link to thewebsite ofa commercial ei
that term In section
231(e)(4) of the Communica(a) IN GENERAL-Chapter 63 of title I,
tiy in an electronic mal message does not, by tions Act of 1934(47 U.S,C.231 (e)(4)).
United States Code, is amended by addingat the
(13) PROCURE.-The term 'procure", when esid Thefollowing.
itself, cause such message to be treated as a
coomiercial electronic mail message forpurposes used with respect to the Initiation of a commer- "V 1351. Commercial electronicmail con.
of this Act if the contents or circumstances of cialelectronic mall message, means intentionally
taining fraudulent tranmuission infornathe message indicate a primary purpose other to pay or provide other consideration to, or intion.
than commercial advertisement or promotion of duce, another person to initiate such a message
"(a) IN CENERAL.-Any person who initiates
on one s behalf, knowing. or Consciously avoida commercial product or service.
(3) COMMISSION.-The term "Commission'
Ing knowing, the extent to which that person the transmission, to a protected computer in the
United
States, of a commercial electronic miai
means the Federal Trade Commission.
intends to comply with the requirements of this
message, with knowledge and intent that the
(4)DOMAINNAME.-The term "domain name" Act.
message contains or Is accompanied by header
means any alphanumeric designation which Is
(14) PROTECTEDCOMPUTER.-The term 'proregistered with or assigned by any domain name tected computer"has the meaning given that information that is materially falseor materially
registrar,
domain name registry, or other do- term in section 1030(e)(2)(B) of title 18,United misleading shallbe fined or imprisoned for not
more than 1 year, or both, under thistitle. For
main name registration authority as part of an StatesCode.
(15) RECIPIENT,-The tens "recipient" when purposes of this subsection, header information
electronic address on the Internet.
(5) ELECTRONICMAIL ADDESS.-The term used with respect to a comnercial electroiic that is technically accurate but includes an
"'electronic mail address" means a destination, mail message, means an authored user of the originating elecotonic maii address the access to
mail address to which the message which for purposes of initiating he itessage was
commonly expressed as a string of characters, electronic
consisting
of a unique user name or mailbox was sent or delivered, f a recipient ofa commer- obtained by moeans of false or fraudulent pre(commonly referred to as the 'local part") and
otal electronic mail message has I or more elec- tenses or representations shall be considered maa reference to an Internet domain (cotonly ie- tronic mail addresses in addition to the address terially misleading.
"(b) DEFINITIONS.-Any term Used in tubferredto as the "'domain part'), to which an to which the message was sent or delivered, the
section (a) thai Is defined In s-ctit 3 of tie
shall be treated as a separate recipient
electronic mail messagecan be sent or delivered. recipient
(6) ELECTRONIC MAIL MESSAGE.-The term with respect to each such address. If an elec- CAN-SPAM Act of 1003has the .teaning given
"electronic mail message" means a messagesent tronic mail address is reassigned toa new user, it in that section. '.
(b) CONFORMINGAMENDMENT.-The chapter
to a unique electronic mal address.
the new user shall not be treated as a recipient
(7)FTC ACT.-The term "FTC Act" means the of any commercial electronic mail message sent analysis for chapter 63 of title 18,Unhed States
Code' is amended by adding at the end the folFederal Trade Commission Act (15US.C. 41 et or delivered to that address before it was reas
lowing:
seq.).
signed.
(8) HEADER INFORMATION.-Theterm "header
(I6) ROUTINE CONVEYANCE.The term "rou- "1351.Commercial electronic mall contahing
" ieans the source, destination, and tineconveyance" means thetransmission, routinformation
fraudulent routinginfortuation. ".
routing information attached to an electronic ing, relaying,
throughan SEC. 5. OTHER PROTECTIONS FOR USERS O
handling, orstoring,
domain automatictechnical process, of an electronic
mail message, including the originating
COMMERCIALELECTRONICMAIL.
originating
electronic
mail
address.
name and
mail message for which another person has
FOR TRANSMISSION
OFMEs(a) REQUIREMENTS
and any other information that appears in the identified the recipients us provided tie recipi- SAGES.line identifying, or purporting toidentify, a per- ent addresses.
(1) PROHIBITION OF FALSE OR MISLEADING
(17) SENDER.-The term "sender", when used TRANSMISSION
son initiating the message
INFORMATION.-It is unlawful for
(9)IMPLIEDCONSENT.with respect to a commercial electronic mal mes- any person toinitiate thte transmission,
to a pro(A) IN GENERALi-The terot "imiplied consent", sage, means a person who initiates such a testected
computer,
ofa comiestial electrsnic siail
to
a
commercial
elecwhen used with respect
sage and whose product, service, or Internet message that contains, or is accompaniedby.
tronic mailmessage, means thatweb site is advertised or promioted by the nies header infomnation that is false or misleading.
(i) within the 3-year period ending upon re- sage.
For purposes of this paragraphceipt of such message, there has been a business
(18) TRANSACTIONALOR RELATIONSHIP MES(A) header information that is technically actransaction between the sender and the recipi- SAGE.-The term "transactionalor relationship
the provi- message' means an electronic mall message the curate but includes an originating electronic
ent(Includinga transaction involving
to which fos pitpses of
mail address the -ccess
sion,free of charge. of information, goods, or primary purpose of which isinitiatingthe message was obtained by means of
services requested by tierecipient): and
(A) to facilitate, complete, or confirm a com(it)the recipient was, at the time of such mercial transaction that the recipient has pre- false or fraudulent pretenses or representations
shall be considered misleading; and
transaction or thereafter in the first electronic viously agreed to enter into with the sender;
(B) a "'from'' line that accurately identities
mail message received from the sender afterthe
(B) to providewarranty information, product
any person who initiated the message shall not
and
effective date of thisAct, provided a clear
rcallhiformation, or safety or security informacrnspicuous notice of an opportunity not to re- tion with respect to a commercial product or be considered false or misleading.
(2) PROHIBITIONOF DECEPTIVESUBJECTHEADretveunsohelted commercial electronic mail mservice used or purchased by the recipient;
INCS.-It Is unlawful for any person to initiate
sages from the sender and has not exercised
(C) to providecomputer of a
to a protected
such opportunity.
(I) notification concerning a change in the the transmission
comnmeicial electronic mal message with a sub(B) MERE VISITATION.-A visit
by a recipient terms or features of;
to a publicly available website shall not be
(i) notification of a change in the recipient's ject heading that such person knows would be
likely to mislead a recipient, acting reasonably
treated as a transaction for purposes of sub- standing or status with respect to:or
paragraph (A)(i) if tile recipient did not know(ii) at regular periodic intervals, account bal- under thecircumstances, about a material fact
inglysubmtit the recipient's electronic mail ad. ance information or othertype ofaccount state- regarding the contenls or subject matter of the
message.
tueit wili respect to,
dress to the operator of the website.
(3) INCLUSION OF RETURN ADDRESSOR COM(C) SEPARATELINES OF BUSINESS OR DIVI- a subscription, membership, account,loan. or
SIONS.-If a sender operates through separate comparable ongoing commercial relationship In- PARABLE MECHANISM IN COMMERCIALELEClines of business or divisions and holds itself out volving the ongoing purchase or use by the re- TRONICMAIL.,to the recipient, bth at the time of the trans- cipient of products or services offered by tile (A) IN EENERAL,-ItIs unlawful for any person to initiate
the transmission to a protected
action described in subparagraph (A)() and at sender;
(D)to provide Information directly related to computer of a commercial electronic mail mestie time the noticeunder subparagraph (A)(i)
sage thatdoes not contain a functioning return
was provided to the recipient, as that particular an employment relationship or related benett
line of business or division rather than as the plan in which the recipient is currently in- electronic malladdress or other Internet-based
mechanism, clearly and conspicuously disor
participating,or enrolled;
entty of which such lineof business or division volved,
is a part,then the lineof business or the divi- (E) to deliver goods or services, including played, that(i) a recipient isay use to submit. ina manner
sion shall be treated as the sender for purposes product updates or upgrades, that tihe recipient
is entitled to receive under theterms of a trais- specified in the message a reply electronic mail
of this paragraph.
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(A) IN GENERAL.-It Is unlawful for any per- that Violates subsection (a) shall not be hel liamessage or other fsrm of lntettet-hosed consunicaton requesting not to receive future com- son to initiate the transmlsion, toa protected ble for such violation.
(2) EXCEPTION.-Liability for a violation of
mercial lectrontic all messages from that send- computer, of an unsolicited commercial elecer at the electronic mail address where tie otetronic mail message thatis unlawful under sub- subsection (a) shall be imputed to a third party
of that provides goods, products, property, or servsection (a))or to assist it the origination
sage was received, and
(i) tesuais capable of receiving such mes- such message thiough the provision or selection ices to another peison that violates subsertion
(a) if that third partysages or comnmunications for no less than 30 of oddresses to which the messagewil be trans(A) owns, or has a greater than 50 percent
days after the transmission of the original mes- mitted, if such person knows, should have
ownership er economic interest in, the trade or
known, or consciously avoidsknowing that(Ba)MORE DETAILED OPTIONS PossiBLE.-The
(i) the electronic mail address of the recipient business of the person that violated subsection
person initiating a commercial electronic mail was obtained using an automatedmeass from (a); or
message may coply with subparagraph (A)(t) an Internet website or proprietary onie service
(B)(t) has actual knowledge that goods, prodby providing the recipient a list or menu from operated by another person, and such website or ucts, property, or services ate promoted in a
which the recipient may choose the specific online service included, at the time the address commercial electronic mal message the transtypes of commercial electronic andl messages the was obtained, a notice
stating that the operator mission of which is its violation of section
recipient wants to teceire or does not want to of such weboite or online service will not give. 5(a)(1); and
(I) receives, or expects to receive, art ereouc
receive from the sender, if the list or menu In- sell, or otherwise transfer addrtsses maintained
cudes an option under which the recipient may by such website or onlinesevice to any other benefit from such promotion.
BY FTC.-Sub(c) EXcLusI vF ENiFORCEMENT
choose not to receive any unsolicited commercial patty for thepurposes of Initiating,
or enabling
electronic mail messagesfrom the sender
others to initiate, unsolicited electronic mail sections (e) and (t) of section 7 do not apply to
(C) TEMPORARYINABILITY TO RECEIVE MESviolations of thi sectisn.
messages:or
SAGES OR PROCESSREQUESTS.-A return elec(Ii) the electronic mail address of the recipient SEC. 7. ENFORCEMENTBY FEDERAL TRADE COMtronic mail address or other mtechatisot does not was obtained using an automated means that
MISSION
fail to satisfy the requirements of subparagraph generates possible electronic mail addresses by
(a) VIOLATION IS UNFAIR OR DECEPTIVE ACT
(A) If it is unexpectedly and temporarily unable combining names, letters, or numbers into no- OR PRACTICE.
-Except as provided In subsection
messago or process requests due to merous permutations.
to receive
(b). this Act shall be enforced by the Commission
technical or capacity problems, if the technical
(B) DISELAIMER.-Nothing in this paragraph as if the violation of this Act were an unfair or
or capacity problems were not reasonably fore- creates act ownership er proprietary interest in deceptive act or practice proscribed under secseeable in light of the potential volume of retion 18(a)(1)(B) of the Federal Trade Commissuch electronic matiaddresses.
sponse messages or requests, and if the problea
(2) AUTOMATEDCREATIONOF MULTIPLEELEC- sisn Act (15 US.C.57a(a) ()(B)).
with receiving messages os processig requests is TRONICMAIL ACCOUNTS.-Itis utlawful for any
(b) ENFORCEMENT BY CERTAINOTHER AGENcorrected within a reasonabletim period.
person to use scripts or other automated mteons CfS. -Compliance with this Act shall be enrequirements of this
(D) EXCEPTION-The
to establish ultiple electronic mail accounts or forcedparagraph shall not apply to a message that ts onlineuser accounts from which to transmit to
(1) under section 8 of the Federal Deposit Ina transactionalor relationship message.
a protected computer, or enable another person surance Act (12 U.S.C. 11), in the case ofOF UNSOLIC(4) PROHIBITIONOF TRANSMISSION
(A) nationalbanks, and Federal branches and
to transmit to a protected cosputor, an unsolicITED COMMERCIALELECTRONICMAIL AFTER 00itedcommercial electronic mail messagethatis Federal agencies of foreign banks, and any subJECTION.-If a recipient makes a request using a
sidiaries of such entities (except brokers, dealsubsection
(a).
mechanism provided pursant to paragraph (3) unlawful nderRETRANSMISSION
THROUGH UNAU- ers, persons providing insurance. investment
(3)RELAY OR
not to eceie sotIe or any uasolicited commerTHORIZED ACCESS.-Itisunlawful for any per- companIes, and investment advisers). by the Of
cial electronic mail messages from such sender. son knowingly to relay or retransmit an unsolic- ice of the Comptroller of the Currency,
unlawfulthen it Is
(B) member banks of the Federal Reserve Syselectronic mail message that is
(A) for the sender to initiate the transmission itedcottercial
(a) from a protected tem (other than national banks). branches and
to the recipient, more than 19 business days ontlawfol undersubsection
computer or computer networkthat such person agencies of foreign banks (other than Federal
after the receipt of such request, of an unsolfic
branches, Federal agencies, and insuredState
has accessedwithout authorizaties.
led cotoercial electronic maB message that
(c) COMPLIANCEPROCEDURES An action for branches of foreign banks), commercial lending
falls within the scope of the request;
efpoarograph (2), (3). (4), or (5) of sub- companies owned or controlled by foreign
(B) for any person acting on behalf of the violation
not proceed if the person banks, organizations operating under section 25
sender to Initiate the transmission to the recipi section(a) may
or 25A of the Federal Reserve Act (12 U.S.C. 601
ent, more than 10 business days after the receipt against whom the action Is brought dem- and 611), and bank holding companies and their
of such request, of an unsolicited comtervial enstrates that nonbok subsidiaries oi affliates (except broatd
imple
the
person
has
established
(1)
electronic mad message that such peosan knows
reasonable practices and kers, dealers. persois providing Insurance, inor consciously avoids knowing falls within the aeted, with due care,
of Vestment companies, and Investment advisers),
prevent
violations
to
effectively
procedures
of the request
se
by the Beard
(C) for any person acting on behalf of the such paragraph; and
(C) banks insured by the Federal Deposit Inoccurreddespite good faith
(2) the violation
sendr to assist in initiating the transmission to
surance Ceporation (other titan tmetmber,of the
with
such
pracefforts
to
maintain
coiplitance
the recipient. through the provision or selection
Rese ve System) insured State branches
Federal
of addresses to which the message will be sent, tices and procedures.
of tbreign banks, and any subsidiaries of such
of an unsolicited conmiercial electronic mail SEC. 6.BUSINESSES KNOWINGLYPROMOTEDBY entities (except brokers, dealers, persons proWITH
FALSE
Oft
ELECTRONIC
MAIL
message that the person knows or consciously
MISLEADING TRANSMISSIONINFOR- viding insurance, investment companies, and inavoids knowing, would violate subparagraph
Vestment advisers), by the Board of Directors of
MATION.
(A) or (B); or
GENERAL.-It
Is unlawfulfor a person the Federal Deposit Insurance Corporation; and
(a)
IN
(D) for the sender, or any other person who
(D) saving associations the deposits of which
to promote.or allow the promotion of,that perknows that the recipient has made such a reare insured by the Federal Deposit Insurance
quest,to sell.lease, exchange, or otherwise son's trade or business, or goods, products, Corporation, and any subsidiaries of such savsale,
leased
sold,
offered
for
property,
or
services
transfer or release the electronic mail address of
made available igs associations (escept broker., dealers perthe recipient (including through any trans or offered for lease, or otherwise
in a commercial sons providing isuranre, investment compathrough that trade or business.
action or other transfer involving mailing fist
transmission
of nies, and investment advisers), by the Director
mail
message
the
electronic
bearing
the electronic mail address of the recipi1
of the Office of Thrift Supervision;
en
for any purpose other than compliance which is in violation of section 5(a)(l) if that
(2) under the Federal Credit Union Act (1
personwith this Act or other provislee of law.
U.S.C. 1751et seq.) by the Board of the National
known
In
ordinary
(I)
knows,
or
should
have
(5) INCLUSIONOF IDENTIFIER, OPT-OUT,AND
that person's trade or business, that Credit Union Administration with respect to any
PYSicaL ADDRESSIN UNSOLICITEDCOMMERCIAL course of
Federally Insured credit union, and any subsidiELEETRONICstAIL.-It is unlawful for any per- the goods, products. property, or services sold.
aries of such a credit union;
son to initiate the transmission of any unsolic- offered for sale. leased or offered for lease. or
(3) under the Securities Exchange Act of 1934
that trade or
ted rommercial electronic mail message to a pro- otherwise made available titrough
(15 U.S.C. 78a ct seq.) by the Securities and ExIn
such
a
message,
wese
being
promoted
business
teced computer unless the messageprovideschange
Commission with respect to any broker
receive
a
erononc
ir
expected
to
(2)
received
(A) clear and conspicuous identificatton that
or dealer,
the message is an advertisement or solicitation; benefit from suchpromotion: and
(4) under the Investment Company Act of 1940
(3) took no reasonableacton(B) clear and conspicuous notice of the oppor(15 U.S.C. 80a I et seq.) by the Securities and
(A) to preventthe transmission: or
tunity under paragraph (3) to decline to eceive
(B) to detect the transmission and report it to Exchange Commission with respect to investfurther unsolicited commercial electronic mail
ment conipanes:
the
Commission
sender;
ond
messagesfrom the
(5) under the Invrstment Advisers Act of 1940
IIcE ENFOccMEcs AGAINST THien
(t)
(C) a valid physical postal address of the
(15 U.S.C. 80b-I et seq.) by the Securities and
PARTIES.seoder.
(1)IN GENERAL.-Except aS provided in para- Exchange Commission with respect to investVIOLATIONSRELATINGTO UN(b) AGGRAVATED
graph (2), a person (hereinafter referred to as ment advisers registered under that Act;
SOLICITEDCOiMERCIAL ELECTRONICMAIL.(6) under State insurance law in the case of
AND DICTIONARYAT- the "third party') that provides goods, prod(1) ADDRESSHARVESTING
ucts, property, or services to another person any person engaged in providing insurance, by
TACKS.-
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the applicable State insurance authority of the
State in which the person is domiciled, subject
to section 104 of the Oramm-Bliley-Leach Act (I5
U.S.C. 0701).
(7) under part A of subtitle VII of litle 49.
United States Code. by the Secretary of Transportation with respect to any air carrier or foreign air carrier subject to that part,
(8) under the Packers and Stockyards Act.
1921 (7 U.S.C. 181 et seq.) (except as provided in
section 406 of that Act (7 US.C, 226, 227)), by
tie Secretary of Agriculture with respect to any
activities subject to that Act;
(9) under the Far
Credit Act of 1971 (12
U.S.C. 011 et seq.) by the Farm Credit Admintstration with respect to any Federal land bank.
Federal land baik association. Federal intermediate credit bank, or production credit assotiadon: and
(10) under the Communications Act of 1934 (47
US.C. 151 et seq.) by the Federal Communicaions Commission witt respect to any person
subject to the provisions of that Act.
(c) EXERCISE OF CERTAINPOWERS.-For the
purpose of the exercise by any agency referred
to in subsection (b) of its powers under any Act
referred to In that subsection, a violation of this
Act Is deemed to be a violation of a Federal
Trade Commission trade regulaton rule. In addition to Its powers under any provision of law
specifically referred to i,) subsection (b), each of
the agencies referied to it) that subsection may
exeicise, for the purpose ofenforcing compliance
with any requirenient imposed under this Act,
any other authority conferred on it by law
(d) AcTIons By THE COMMISSION.-The Coot
mission shad prevent any person front violating
this Act itt tle same tanter, by the same
means, and with the same jurisdiction, powers.
and duties as though all applicable terms and
peovisions of the Federal Trade Commission Act
(15 U.S.C. 41 et seq.) were incorporatedInto atid
made a part of this Act. Any entity that violates
any provision of that subtitle is subject to the
penalties and entitled to the privileges and Im.
munities provided i the Federal Trade Commis.
sion Act in the same manner, by the same
teans, and with the same jurisdiction, power,
and duties as though all applicable terms and
provisions of the Federal Trade Commission Act
were incorporatedinto and made a part of that
subtitle.
(e) ENFORCEMENT
BY STATES.(I) CIVIL ACTION.-In any case In which the
attorney general of a State has reason to believe
that an inereot of the residents of that State
has been or is threatened or adversely affected
by any person engaging in a practice that violates section of this Act, the State, as patens
patrioemay bing a cicil acton an behalf of
the residents of the State in a district court of
the United States of appropriate jurisdiction or
in any other court of competent jurisdiction(A) to enjoin further violation of section 5 of
tis Act by the defendant: or
(B) to obtain damages on behalf ofresidents
of the State, In an amount equal to the greater
of(i) the actual monetay loss suffered by such
residents; or
(h) the amtount deterotined under paragraph
(2).
(2) STATUTORYDAMAGES.-For purposes of paragraph
(A) IN GENERAL.
(I)(B)(ii), the amount determined under this
paragraph Is the amount calculated by mulplying the number of violations (with each separately addressed unlawful message received by
or addressed to such residents treated as a separate violation)by(1)up to $100, in the case ufa violation of see
on S(a)(l) or
(ii) $25, In the case of any other violation of
section 5.
(B) LiMiTATION.-For any violation of section
5 (other than section 5(a)(l)), the amount determined under subparagraph (A) may not exceed
$1,000,000.

SENATE

(C) AGGRAVATEDDAMAGES.-The court may
increasea damage award to at amount equal to
not timoethan three times the amount otherwise
avaiable under this paragraphIf(1) the court deteriniies that the defendant
committed the violation willfully and knowingly; or
(1) the defenidant's unlawful activity included
one or more of the aggravating violations set
forth in section 5(b).
(3) ATTORNEYFEES.-In the case of any successful action under paragraph (1), the State
stall be awarded the costs of the action and
reasonable attorney fees as determined by the
oost
(4) RIGHTS OF FEDERAL REGULATORS.-The
State shall serve prior written notice of any aclin under paragraph (1) upon the Federal
Trade Commission or the appropriate Federal
regulator determined under subsection (b) and
provide the Commission or appropriate Federal
regulator with a copy of its comoplaint, except in
any case in which such prior notice is not feasible, in which case (lte State shall serve such
notice imomediately upon instituting such action,
The Federal Trade Commtission or appropriate
Federal regulator shall have the right(A) to Intervene in the action;
(B) upon so hitervening, to be heard on all
matters arising therein:
(C) to remove the action io the appropriate
United States district court; and
(D) to file petitions for appeal.
(5) CONSTRUCTION.-For purposes of bringing
any civil action under paragraph (1). nothing in
this Act shall be construed to prevent an atorney general of a State from exercising the pawers conferred on the attorney general by the
laws of that State to(A) conduct Investigations;
(B) administer oaths or affmrtations: or
(C) compel the attendance of witnesses or the
production of docomentary and other evidence
(6) VENUE SERVICEOF PROCESS.-(A) VENUE.-Any action brought under par
graph (1) may be brought in the district court of
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mitted or attempted to be transmitted over the
facilities of the provider of Internet access sereIce, or that is transmitted or attempted to be
transmitted to an electronic mal address ob
talned from the provider of liternet access service in vlolatIon of section 5(b)(1)(A)(), treated
as a separate violation) by(i) up to $100, in the case ofa violation of sec
tion 5(a)(l): or
(it) $25, in the case of any other violation of
section 5.
(B) LIMITATION.-For any violation of ocion
5 (other than section 5(a)(1)), the amoint determined under subparagraph (A) may not exceed
$1,000,000.
(C) AGGRAVATEDDAMAGES.-The court may
increase a damage award to an amount equal to
not nore that three times the amount otherwise
available under this paragraph if(i) the court determines that the defendant
comoitted the violation willfully and knowingly; or
(if) the defendant's unlawful activity included
one or more of the aggravated violations set
forth in section 9(b).
(3) ArRNEY FEES.-In any oction brought
pursuant to paragraph (1), the court may, in its
discretion, require an undertaking for the payment of the costs of such action, and assets cea.
sontable costs, including reasonable attorneys'
fees, against any party.
SEC.8, EFFECTON OTHER LAWS.
(a) FEDERALLAW(1) Nothing in this Act shall be construed to
ipabh the enfoiceotent of section 223 or 231 of
the Communications Act of 1934 (47 US.C. 223
or 231 respectively), chapter 71 (relating to ohscent§) or 110 (relating to sexual exploitation of
childre) of title 18, United State, Code. or any
statute.
cher Federalciinal
(2) Nothing i this Act shall be construed to
o
(2)et
y
t
to
bring en any way the Commissins ath
or
tions
ac
f le
bri
repreoentations or
deceptive
or
false
materially
unfair practices in commercial electronic mail
messages.

(b) STATE LAW.the United States that meets applicable require(1) IN GENERAL Tub Act supersedes any
ments relating to ventie under section 1391of
r
ia
statute.
EgRatioL ac rotle ofAt
title 28, United States Code.
poclte
ion
of a Stole
Sle
,
Stel orregulates
PROCESS.-In
action
sudivis
(B) SERVICE
OF ode
() prcesan ma
besubdicision
of
thiat erexpressly
brooht
pargrah
brought under paragraph (1), process may be the use of electronic mail to send commercial
served in any district In which the defendantmessages, except lot any such statute. regula.
anyis
sta
reguta
n
.
e p tt
(i) is an inhabitant;or
prohibits falsity or deeption
ion. or tule ofat
(o1)maintainsa physical place of business.
(7) LIMITATION ON STATEACTIONWHILE FED- in any poreioe of a cotterctal electronic mod
N O a
Ttaed
EheCeto
CHAL ACTIONIS PENDING.-If the Commission or message or I foreMton
TO eEtRONIC
(ATE
AW NOT SEf
other appropriate Federal agency under ubMAlt
This Ace shall not be construed to presection (b) has Instituted a civil action or an ad
empe the applicabiliey of State laws ebot or not
mlnistrative action for violation of this Act .
State attorney general may bring an action specic to electronic mail, including State iesunder this subsection during the pendency of pass. contct,or tort low, and State lows ceiat
computerOfcrime.
of fraud
acts
toND
that action against any defendant named in the bIg(c)
EFFECT
OSorPOLICIES
PROVIDEOSOF
complaint of the Commission or the other agen- INTRNET ACCESSSEOVICE.Nothing in ibis Act
arVe any elbti on the
to
eCnstroed
be
shall
in
the
cy for any violation of this Act alleged
complaint.
lawfulness or unlawfulness, under any other
, ne
nte
lawfuless
(f) ACTIONBY PROVIDER OF INTERNETACCESS pawfusnono
proeion of law, of the adoption. ipimitenta
SERVICE.lon, or enforcement by a provider of Internet
(1) ACTION AUTIIORIZED.-A provider of Inter
transto
of
declining
policy
of
a
vice
se
access
volaby
a
affected
adversely
service
access
net
ute,
nit,relay, handle, or store certain types
bon of Section a may bring a civil action in any
eags.
district court of the United States with jurisdic- of electroni mail
0ion
over the defendant. or in any other court of SEC 9. RECOMMENDATIONSCONCERNINGDO.
NOT-EMAIL REGISTRY.
competentjurisdiction, toNot later than 6 moths atte tie Federal
(A) enjoin further violation by the defendant;
Trade Cotmuission has completed Implementaor
(B) recocer damages in an amount equal to tion of its national telemarketing Do-Not- Call
list, the Commission shall transmit to the Conthe greater of(i) actual monetary loss incurred by the pro- gress recommendations for a workable plan and
etder of Internet access service as a result of temetable for creating a nationwide ttarketing
Do-Not-Entail list modeled on the Do-Not Call
such violation; or
(Hl) the amount determined under paragraph list, or An explanation of any practical. technical. security, or privacy-related Issues that
(2).
cause the Commission to recommend against cre(2) STATUTORYDAMAGES.(A) IN GENERAL.-For purposes of paragraph atlng such a list.
(l)(B)(II), the amount determined under this SEC. Io. STUDY OF EFFECTS OF UNSOLICITED
COMMERCIALELECTRONICMAIL.
paragraph is the amount calculated by mdti(a) IN GENERAL.-Not later than 24 months
plying the number of violations (with each separately addressed unlawful message that is trans- after the date of the enactment of this Act, the
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I yield the floor.
this plan, not earlier than 9 months,

Commission, in consultation
with the Department ofJustice and other appropriateagencies,
shall submit a report to the Congress that provides a detailed analysis of the effectiveness and
eit
forement of the provisions of this Act and
the need (if any) for the Congress to modify
such provisions,
(b) REQUIRED ANALYSIS.-fTheCoitnission
shah Include in the report required by subsection (a)I) an analysis of the extent to which technological and marketplace developiets,. including
changes in the natureof tie devices through
which cosutuers access their electronic mail
.iessagesiay affect the prarticaltyand effer
tiveness of the previsionsof this Act;
(2) analysis and recommendations concerning
how toaddress unsolicited comotercial electronic
mailthat originates its or is transmitted through
or to facilitiesor computes inother nations, including initiatives or policy positions that the
Federalgovernment could pursue through International negotiations,
fora, organizations, or
institutions:and
(3)analysis and recommiendations concerning
options for protecting
Innsooers
icluding children. from the receipt and viewing of unsolicited
commercial electronic otail that is obscene or
pornographic
SEC. Ii SEPAIABILITY.
If any provision
of this Act or theapplication
thereof to any person or circumstanve is held invalid.ic remainderof this Actand the application of such provision to other persons or circumstances shall notbe affected.
SEC. 2.EFFECTIVEDATE.
The provisions of this Act shad take effect 120
days after the date of the enactment of thisAct.
The committee amendment in the
nature of a substitute was agreed to.
Mr. MCCAIN. Madam President. this
bill was introduced in April by Senators BURNS and WYDEN, and the substitute version was approved by the
Senate Commerce Committee on June
19,
Also, we have had intensive negotiations with the Senator from New York,
Mr. SCHUMER, who is now on the floor,
concerning a "do not spam" aspect of
this legislation.
First of all, I wish to thank, of
course, Senator HOLLINGS, the ranking
member of the committee, for all of his
effort, but I particularly acknowledge
my two colleagues who are on the
floor, Senators BURNS and WYDEN.
Around here, we have a tendency to
take credit for a lot of things that may
not necessarily be true, although I am
not sure that is true in my case, but
the fact is,Senator BURNS and Senator
WYDEN have worked for, I believe, 3
years on this issue. It is complex. It is
difficult. It has a lot to do with technology. The issues are very technical
in nature in some respects. They have
responded to what I think is a major
concern of every young American and
every American who uses a computer,
and that is this issue of unwanted
spare.
I again tell my colleagues that without the efforts Senator BURNS and Senator WYDEN have made on this bill, we
would not be here today, and I am very
grateful for their participation.
I believe the ranking member, Senator HOLLINGS, wishes to make an
opening comment, and then I would
like to be recognized after Senator
HOLLINGS.

The PRESIDING OFFICER. Without should be implemented. I hope that is
objection, it is so ordered. The Senator satisfactory.
from South Carolina.
Again, I thank Senator SCHUMER. If
Mr. HOLLINGS. Madam President, I we can implement a Do Not Spare prothank our distinguished chairman, vision which is clearly modeled after
Senator MCCAIN, for getting this bill to the Do Not Call list, I think It will
the floor. Actually, we started 4 years have enormous benefit to all Ameriago under the leadership of Senator cans.
WYDEN. In the last Congress, we had a
I will make a few comments about
bill reported from the committee but the bill and then yield to my colwe could not get it up. We have learned leagues and to Senator SCHUMER for
lessons now from the Do Not Call ef- their remarks.
If passed into law by Congress and
fort, where we had to forgo committee
and floor procedures to finally get it signed by the President, the CANup. In this sense, I thank Senator SPAM Act would be the first Federal
MCCAIN for getting this bill to the floor law to regulate senders of commercial
for its consideration, as well as Sen- e-mail.
The bill would prohibit senders of
ator WYDEN and Senator BURNS for
their leadership, and particularly my commercial e-mail from falsifying or
colleague from New York, Senator disguising the following: their identity:
SCHUMER. He has a very important the return address or routing informaamendment. He has been driving for- tion of an e-mail; and the subject matward for the expedition of this par- ters of their messages. Violations of
ticular procedure, where the Federal these provisions would result in both
Trade Commission is given some 6 criminal and civil penalties.
The bill would also require senders of
months, although I think it can be
commercial e-mail to give their recipidone in a much shorter period.
We will be riding herd on the Federal ents an opportunity to opt out of reTrade Commission to see if we can con- ceiving future messages and to honor
geal that time, get that list ready, and those requests. Except for e-mail that
report it to the committee so we can is transactional in nature, such as puract, Other than that, if there is a need chase receipts or airlines ticket confor a Do Not Call list, there certainly is firmations, every commercial e-mail
sent over the Internet to American
a need for a Do Not Spare list.
I again thank Senator BURNS, Sen- consumers would be required to provide
valid,
ator DAYTON, and Senator SCHUMER for this
working
opt-out
or
their particular amendment and efforts unsubscribe mechanism. These rules
on this case, and particularly my col- represent current industry best pracleague. Senator WYDEN,for his leader- tices regarding commercial e-mail mesship over the past 4 years. It is under sages.
For unsolicited commercial e-mail,
his drive that we have gotten it here.
The PRESIDING OFFICER. The Sen- however, the bill would require more
disclosures from the sender of the mesator from Arizona.
Mr. McCAIN. Madam President, I sage, such as providing recipients with
will
mention
Senator
SCHUMER's instructions on how to operate the optamendment which we have agreed to, out mechanism, a valid physical adwhich as soon as opening statements dress of the sender, and a clear notice
are completed we will propose, and I in the body of the message that it is an
believe it will be without objection. It advertisement or solicitation.
In an amendment I offered in comdoes do several things. I will mention
it now because Senator SCHUMER has mittee, this bill would also prohibit
worked so hard on this amendment.
businesses from knowingly promoting
This amendment says that not later or permitting the promotion of their
than 6 months after the date of enact- business through e-mail transmitted
ment of the act. the Commission will with false or misleading identity or
transmit to the Senate Committee on routing information. Those that benCommerce, Science, and Transpor- efit the most from sending fraudulent
tation, and to the House of Representa- spare, the companies advertised in
tives Committee on Energy and Com- those messages, should be held acmerce a report that sets forth a plan countable, and they will.
and timetable for establishing a naAs my colleagues, Senators BURNS
tionwide market Do Not E-mail Reg- and WYDEN, will explain in more detail,
istry. It includes an explanation of any the bill would also target many of the
practical, technical, security, privacy, insidious mechanisms used by today's
enforceability, or other concerns the spammers, including e-mail harvesting,
Commission has regarding such a reg- dictionary attacks, and the hijacking
istry and includes an explanation of of consumer e-mail accounts in order
how the registry would be applied with to send spare.
respect to children with e-mail acIn addition to setting strict rules of
the road for senders of commercial ecounts.
Finally, it says the Commission may mail, the CAN-SPAM Act would proestablish and implement the plan, but vide tough criminal and civil penalties
not earlier than 9 months after the for offenders, and a multilayered approach to enforcement, This bill prodate of enactment of this act.
I say to my friend, Senator SCHUMER, vides for enforcement actions by the
that I will do everything in my power FTC, State attorneys general, Internet
to make sure that this is enacted and service providers, and if Senator
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testified before our committee. I mentioned in passing that It took him approximately 4 hours to break through a
filter that had recently been in place,
and he immediately began his work
again of spamming millions of people
every day. He was a man who was
proud of his work, by the way, He was
a very interesting witness and, I might
say in an otherwise dull hearing, a very
entertaining one.
We must be mindful that in our quest
to stop spam, we may impose e-mail restrictions that go too far and actually
ined it.
According to the Pew Internet & prohibit or effectively prevent e-mail
that customers want to receive and
American Life Project, approximately
140 million Americans. nearly half of that legitimate businesses depend on to
all U.S. citizens and 63 percent of full- service their customers.
I believe this bill strikes the proper
time or part-time workers regularly
use e-mail. E-mail messaging has fun- balance, thanks to the efforts of Sendamentally changed the way we com- ator WYDEN. Senator BURNS, Senator
municate with family, friends, cowork- SCHUMER,and others, by carefully tarers and business partners; the way con- geting the spam that consumers reject
sumers communicate with businesses while preserving the fundamental benethat provide goods and services; and fits of e-mail to all Americans.
Regardless of whether we call all sothe way that businesses may legitilicited commercial e-mail spare, one
mately market products to consumers.
fact
is clear- Spain is rapidly on the
The growing affliction of spar, howrise. Its sheer volume is significantly
ever, may threaten all of this.
affecting
how consumers and busiWe must keep in mind the tremendous promise that the Internet and nesses use e-mail. Less than 2 years
ago,
sparn
made up only 8 percent of all
more specifically e-mail, holds for consumers and businesses alike. We must e-mail. In a hearing before the Commerce
Committee
in May, my colrecognize that the word "spar" means
leagues and I learned that spam acdifferent things to different people.
counted
for
more
than
45 percent of all
The Federal Trade Commission deglobal e-mail traffic and, worse, it
fines spare generally as "unsolicited
would
probably
exceed
the 50 percent
commercial e-mail." and some Americans do not want any of it.Other con- mark by year's end.
In the committee's hearing, America
sumers like to receive unsolicited ofOnline- our Nation's largest Internet
fers by e-mail: to these consumers,
service provider with roughly 30 milspan means only the unwanted fraudulion subscribers- testified that it
lent or pornographic e-mail that also
blocks 80 percent of all its inbound efloods their inbox.
mail- nearly 2.4 billion out of 3 billion
Many American businesses view emessages it receives each day. Not surmail over the Internet as a new me- prisingly, this number of blocked mesdium through which to market or comsages was nearly 2.5 times larger than
municate more efficiently with conthe I billion messages AOL blocked per
sumers. To them, this type of commuday only 2 months prior to that hearnication is not span, but commercial
ing. and nearly 5 times larger than the
speech protected by the first amend- 500 million messages it blocked per day
ment. The Direct Marketing Associain December 2002.
tion reports that 37 percent of conIt's not just AOL. Our Nation's secsumers it surveyed have bought someond and third largest e-mail providers,
thing as a result of receiving unsolic- Microsoft and
Earthlink, have also reited e-mail from marketers.
ported a tremendous surge in spam.
Internet service provider are the Microsoft, the
provider of MSN mail
businesses caught in the middle, forced and the free Hotmail service, reported
every day to draw distinctions between in May that both services combined
what they perceive as legitimate e- block up to
2.4 billion sparn messages
mail and what is sparn. In this environ- each day. Earthlink, the third largest
ment, the risk of ISPs blocking legiti- ISP in the United States, also reported
mate mail that consumers depend on. a 500 percent increase in its inbound
such as purchase receipts or healthcare spare over the past 10 months.
communications, is as much a concern
I realize that these numbers may not
as the prospect of failing to block as
mean as much to those who do not folmuch spam as possible in the face of low e-commerce closely, so let me put
consumer demand. Often, the filters it in perspective to what nearly all
used by ISPs fail to meet their sub- Americans
are familiar with- junk
scribers' expectations
on both ac- mail. The USA Today recently reported
counts, failing to block the span and that more than 2 trillion spare messometimes blocking legitimate e-mail
sages are expected to be sent over the
from coming through, leaving con- Internet this year, or 100 times the
sumers, legitimate businesses and the amount of direct mail advertising
lSPs themselves frustrated.
pieces delivered by U.S. mail last year.
I think Senator BURNS and Senator
Managing this influx adds real moneWYDEN remember, as well as I do, a
tary costs to consumers and busiHATCH's proposed criminal amendment
is passed which I assume it will. the
Department of Justice.
I strongly support this bill and I urge
my colleagues to Join me, Senators
BURNS, WYDEN, HOLLINGS, HATCH, and
others, in passing this bill as a first
step toward giving consumers back
some control of their e-mail in-boxes.
I would like to make a few general
observations about this issue that I
have come to learn over the years that
the Commerce Committee has exam-

professional spammer

who came

and

nesss.
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A 2001 European Union study found
that spam cost Internet subscribers
wouldwide $9.4 billion each year, and
USA Today reported in April that research organizations estimate fighting
span adds an average of $2 per month
to an individual's Internet bill.
Costs to businesses are also on the
rise. Ferris Research currently estimates that costs to U.S. businesses
from spar in lost productivity, network system upgrades, unrecoverable
data, and increased personnel costs,
combined will top $10 billion in 2003. Of
that total, Ferris estimates that employee productivity losses from sifting
through and deleting spam account for
nearly 40 percent of that- or $4 billion
alone.
There are other costs to our society
besides monetary costs. All of us are
deeply concerned about the risks to our
children who use e-mail and may be
victimized by the nearly 20 percent of
spam that contains pornographic material, including graphic sexual images.
Parents encourage their children to
use the Internet to play and do schoolwork, and to use e-mail to reach distant relatives. Yet, parents today
spend more and more of their time worrying that their children may open up
an e-mail, disguised to look like it's
from a friend or loved one, only to find
pornography.
This greatly concerns me as a parent,
as a legislator and as an American citizen. First and foremost, parents
should not have to think twice before
encouraging their children to use the
computer at home.
In addition to pornography, the FTC
also tells us that two-thirds of all spam
contains deceptive information, much
of it peddling get-rich-quick schemes,
dubious financial or healthcare offers,
and questionable products and services.
Spam is a serious and rapidly growing problem that the Senate must act
on, but we must also be mindful of the
complexity of the problem we face.
While I agree with my colleagues in the
Senate who believe that passing legislation is a necessary step, I also believe
that legislation alone will not solve the
problem of spam.
Spammers today disregard our laws
and are winning the technological arms
race with Internet service providers
who try to block the spars they send.
The New York Times recently reported
just one example of how unscrupulous
spammers were using technology to
stay one step ahead of the law- in this
instance, by highjacking a local Virginia school's computers to send out
untraceable spain.
I repeat: A local Virginia schools
computers. The same day, in the Commerce Committee's hearing, Mr. Ronaid Scelson- who is popularly known
by
his
moniker
"The
Cajun
Spammer"- testified that it took him
only 12 hours to "crack" the latest
technology filter supplied by the company of another witness at the table.
Not only did he hack into their filter
and figure out how to defeat it. the
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Cajun Spammer had distributed the
keys to unlocking the filterto all of
his fellow spammers so that they too
could send span past the filters to the
ISP's subscribers.
up
with
resourceful
Keeping
spammers' latest technology is not the
only challenge. Jurisdictional barriers
also complicate enforcement, and as we
heard in our hearing, nearly 90 percent
of all span is untraceable and may be
passing through mail servers outside of
the United States.
I mention these things only to emphasie the complexity of this problem
and to remind my colleagues that the
odds of us defeating span by legislation alone are extremely low. The fact
that there may be no silver bullet to
the problem of span, however, does not
mean that we should stand idly by and
do nothing at all about it.
The CAN- SPAM Act is a good first
step, and one we should take today.
It is clear this Congress must act,
but we should make no mistake- unless we can effectively enforce the laws
we

write, those

laws will have little

meaning or deterrent effect on any
would-be purveyor of spam.
At the Commerce Committee's executive session where we considered this
bill, I introduced an amendment that
would empower the FTC to take action
against businesses that financially benefit from the sending of span with deliberately falisifed sender information.
This amendment passed unanimously
and I would like to take a moment here
to briefly comment on it because it
goes to the heart of this enforcement
matter.
In two hearings before the Commerce
Committee this past spring, the chairman and Commissioners of the FTC
testified to the Commission's tremen-

dous difficulty in tracking and finding
spammers who send out spare with
fraudulent and often untraceable transmission information.

The chairman advised us, however,
that their investigations are usually
most effective when "following the
money" to track down spammers, By
this, they mean following the Web link
or phone number in the spam message
that

consumers

follow

with

their

money to purchase the product or service promoted in the spam. From there,

the FTC attempts to prove a connection between the business and a
spa ner who sent It out on their behalt In essence, they spend significant

time and effort attempting to follow
the money trail all the way back to the

spammer- if they can find them.
As an alternative to the inefficient
and often slow moving process, the
amendment I proposed which is now
section 6 of the bill was designed to
help the FTC enforce the law against
those businesses at the front end of the
money trail that are promoted in the
spam consumers receive. They need to
go further, and here is why.
Many unremarkable businesses employ sophisticated spammers to send e-

mail to consumers in large volumes
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with deliberately falsified identity and
routing information in order to get
past the ISP's spam filters. These businesses often escape liability because
enforcement efforts are too often focused on catching the spammer rather
than the unscrupulous businesses that
hire them in the first place.
Section 6, however, would make it
easier for the FTC to enforce the law
knowingly
businesses
against
complicit in the use of span to promote their businesses with deliberately
falsified routing information. I urge
my colleagues to support this principle
of holding businesses that benefit from
spam messages accountable for the
acts of those they knowingly hire to
fraudulently send spain to consumers
on their behalf.
I ask unanimous consent to have

transmission information should be held as
accountableas those who click an the send
button. By taking away the financial imentive to send spain, the potential interest of a
such a decepresponsible company to utilize
tive form of marketing to reach customers
now or in the future would evaporate.
As you finalize the language of your
amendment and proceed to consideration on
the Senate floor prior to markup, we look
forward to working with you and your staff
on ways to further pursue spanmers. BSA
believes that a combination of legislation,
technology, and enforcement is the right approach. A copy of our principles regarding
span is attached for your review.
Please contact me or Joe Keeley in BSA's
office at (202) 870-5500should you have any
questions about the BSA position on span.
Sincerely,
ROBERT HOLLEYMAN,
President and CEO.

printed in the RECORD a number of let-

DEAR SENATOR MCCAIN: We would like to
thank you for scheduling this markup of S.
877, the Burns-Wyden CANSPAM Act. Senators Burns and Wyden have been true leaders in the effort to address the spam problem
working with industry and public interest
groups to refine their legislation over the
last two sessions.
CDT is conducting a consultative study on
the most effective ways to prevent span
while still protecting privacy and free expression. At this time, we have not endorsed
any specific bill. We look forward to continueworking with you and Senators Burns
and Wyden on this important issue as the
legislative process unfolds.
In this context, we have reviewed your
amendment to extend FTC enforcement authority to businesses knowingly promoted
through electronic mail with false or misleading transmission. We believe that this
amendment will help the FTC take action
against wrongdoers. CDT supports Its inclusion in this bill and into the larger discussion on preventing unsolicited commercial
email. We hope that this provision- in concert with effective baseline federal legislatechnologies and intdostion. new anti-spa
try efforts- will help to begin to turn the rising tide of unwanted email.
Sincerely,
AR SCHWARTZ,
Associate Director,
Center Inr Deiocraryand Technology.

tersI have received in support of this
provision.
There being no objection, the material was ordered to be printed in the
RECORD, as follows:
CONSUMERSUNION.
June 18.2003.
Subject: McCain FTC Enforcement Amendment to Burns-Wyden Spam bill.
U S SENATE,
Washington, DC.
DEAR SENATOR:
Consumers Union urges you to support the
McCain Amendment to the Burns-Wyden
CAN- SPAM bill. This amendment is an mportant improvement on the underlying bill.
The amendment would provide additional
FTC enforcement authority to help consumers curb spam. With this amendment'
the bill would hold businesses that use span
to advertise theirproducts and services accountable for actions by spamers who falsify information regarding the origins of the
e-mail in order to evade span filters.
However, we still have significant reservatlons about the Burns Wyden bill, because
we believe that consumers will not see a significant reduction in spain without a guarantee that span is disallowed unless the consumer opts to receive such materials (an
"opt-in"). as well as an appropriate legal
remedy for consumers who have been harmed
by spanmers that circumvent the anti-span
safeguards established in this legislation (a
private right of action).
Consumers Union hopes the Committee
will address these substantial consumer concerns before bringing this legislation to the
Senate floor.
Sincerely,
CHRIS MURRAY,
Legislative
Counsel.

JUNE 18.2003.
Hon. JOHNMCCAIN.
Chairman. Commerce. Science and Transpor
ration Committee, U.S. Senate, Washington,
DC.
DEAR MR. CHAIRMAN: I am writing on behalf of the U.S. Chamber of Commerce. the
world's largest business federation. representing more than three million businesses
BUSINESS SOFTWAREALLIANCE,
sector and region, regarding S.
of every si
Washington, DC, June 18,2003.
877, the CAN SPAM Act.
Hon. JOHNMCCAIN,
Span has become more than a nuisanceChairman, Senate Commerce Committee,
it has become so overwhelming that all asUS Senate, Waulngton, DC.
DEAR CHAIRM' MCCAIN: On behalf of the pects of the business community. from ISPs
member companies of the Business Software who have to invest millions of dollars in
Alliance' I write in support of your efforts to bandwidth, to retailers who have seen their
.mend and report favorably S. 877 to address opt-in emails deleted along with the span
the ability of the FTC to pursue those who and pornography, and everyone In between,
use third parties to send unsolicited com- would like to see this problem eradicated.
mercial email, spar, on their behalf. As the We believe that stopping spain is going to
Committee is aware. spain continues to grow take a multi-pronged effort, including techat an exponential rate, clogging inboxes, di- nology, increased FTC enforcement, and enverting network resources, damaging reputa- hanced ability of ISPs to go after the bad actions and brands of responsible companies, tors.
Therefore. I would like to commend Senand discouraging the use of etail as a comators Burns and Wyden for their relentless
munications tool.
Those who deliberately engage third par- pursuit of legislation to fill in a key piece of
ties to send spam with false or misleading the puazle regarding this Issue. The CAN
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YAHOO[,
June 18.2003.

Hon. JOHNMCCAIN.
Chairman. Senate Commere. Science and
Transportation Committee, Senate Russell
Building, Washington, DC.
DEAR CHAlRMAN McCAiN: Yahool supports
your amendment to S. 877, the CAN Spam
Act of 2003, to hold the owners of websites
who knowingly employ spammers using
fraudulent means to deliver their advertisements.
The hearing on spam held by your coimittee revealed significant changes in the
marketplace. The volume of spain has grown
in exponential terms,and it is extremely difficult to track down spammers who use fraud
to conceal themselves. Your amendment
takes a new approach to finding these
spammers- getting at their revenue source.
When a website owner know the person advertising its website is using fraud to get its
message out, it must he held responsible.
The FTC will be empowered to pursue those
who allow such techniques to be used. This
has the potential to put fraudulent
as their customers
spamaners out of business.
refuse to work with them. This, in turn, has
potential to dramatically affect the volume
of sparecrossing the networks of email service providers. We are encouraged by this creative approach to get at spammers from a
new direction.
We also commend you forbeing absolutely
true to your word to bring before your committee legislation to address the problem of
We look forward
spain early In this session.
to working with you and other members of
the committee to bring anti-spain legislation
to the floor of the Senate before the August
recessmet.,
Siocerely,
JOHN SCHIBEL.
Vice Prevdent. Public Policy.

Mr. McCAIN. Madam President, the
House will adopt a similar provision in
any House sparebill. I have received
support for the provision from every
sector involved

in

the spain debate-

consumers' groups, e-mail providers,
marketers, advertisers, online and off-
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SPAM Act has been improved significantly, line retailers, technology companies
although it still requires some tmodifica-and the U.S. Chamber of Commerce.
tions,mostly related to liability issues that
I urge my colleagues to join me in recould potentially subject even legitimate sponding to the demands of millions of
companies who communicate with their nsconsumers in doing all that
American
tomers through opt-in communications to
we can to try to stop spam. I urge them
potential frivolous, but expensive, liability.
I would also like to specifically commend to support passage of the CAN- SPAM
Chairman McCain, and to offerour strong Act.
support for his amendment. There are two
My comments were a little lengthy,
principal issues that the Committee's edu- and I apologize. This is a very serious
cational hearing on sparehelped to clarify: and important and complex issue, as I
the extent to which businesses, whose productsare promoted by the deluge of Spain, are stated at the beginning of my remarks.
That is why my two colleagues have
in realty responsible for the amount of spae
that permeates tie Internet: and the dif- spent 4 years working on this issue. I
iculty of finding actual "spammers." The think they would be the first to agree
Chairman's amendment addresses both of that this may not stop spam.
these concerns, and does so In a way that
There are some very smart people
specifically targets those underlying probout there who will do everything they
lems. In particular, the amendment empowcan
for avoidance, including this issue
ers the FTC. who has the expertise to find
I mention of organizations outside the
and stopthe promoted businesses, to go after
those who actually benefit from increased United States. For us to do nothing
volume of spam- the 'companies' that hire would be a great disservice to millions
spawmers to sell their products and attract of Americans, including the young
consumers to their web sites.
ones, the majority of whom in America
Therefore, the Chamber urges the Coare regular users of computers.
mittee to approve this important component
I thank my colleagues, Senator
the
spam,
including
of the fight against
WYOEN and Senator BURNS. For the
MeCain amendment, and we look forward to
working with the Committee to further im- benefit of my colleagues, we have three
prove the legislation as it moves to the floor. or four amendments. Maybe one or two
might require a vote. I hope we can disSincerely,
pose of this legislation in a fairly short
R. BRUCE JOSTEN.

period of time.
I yield the floor.
The PRESIDING OFFICER. The Senator from Montana.
Mr. BURNS. Madam President, I
thank Senator MCCAIN, the chairman
of the full Committee on Commerce,
for his diligence and insight on this,
and the ranking member, Senator HOLLINGS. He laid out the facts. I will not
rehash everything he said because his
numbers are right.
Also I thank my good friend from Oregon, Senator WYDEN.We have worked
on this bill for 4 years. It is not an easy
piece of legislation to put together.
The simplest piece of legislation we
ever put together, I say to Senator
WYDEN, was the E 9-1-1 which is probably the best public safety piece of legislation we have ever passed. It sounded like a no-brainer, and it only took 2
years, so this must have been really
complicated. I thank you for your efforts, It was a pleasure working with

you.
Also, two Senators not on the floor
who have not been mentioned are Senator HATCH and Senator LEAHY. We apcooperation Incorpreciate their
porating a significantly expanded
criminal package in this law.
The extent of bipartisan cooperation
on this issue is no surprise, of course,
given the deluge of sparn to the consumers and what they face in their
inboxeach day. The cost of business,
the cost to individuals, is escalating
and wide ranging.
The chairman asked a valid question!
Does this piece of legislation protect us
from sparn? It can have an effect on
people thinking twice before they send
it. That is the answer. I have contended all along, as my colleagues on
the Commerce Committee have contended, that industry is going to have

to come along and get together, talk

about the technologies it takes to keep
out unwanted mail or some organization or technology that ferrets out the

bad people but allows some in the industry to be able to send some mes-

sages

of what

would be considered

spam today.

This especially affects people in rural
areas. In Montana we have people using
the Internet who have to incur longdistance charges to their ISPs. Servers
all over the country have difficulty in
blocking spar. They are saying the
systems are jammed up, The CANSPAM bill empowers consumers and
grants additional enforcement authority to the Federal Trade Commission
to take action against spammers and
allows State attorneys general to take
action if they see fit.
The bill also provides additional
tools to end this online harassment, allowing users to remove themselves
from mass email lists and imposing
steep fines up to $3 million on
spammers. In cases where outright deception is involved, penalties will be
unlimited. That is a big point.
The chairman also brings up another

point: unwanted and pornographic
mail. In my State of Montana, something else is emerging regarding protection of our children: sexual predators. This has to do with how they
work in our homes with our children.
There are a couple of amendments we
will deal with as they come up.
I have a constituent in Montana. If
you do not think it does not cost companies money, Jeff Smith, who built a
cutting-edge fiber hotel in Missoula,
MT, says unwanted sparn costs his
business about $300,000a year. His company is worth $2.5 million, so his costs
are real.
Not only do we pass legislation, but I
will participate in an I-SAFE conference in Billings on Friday at Castle
Rock School on how to deal with this
unwanted and pornographic mail that
comes into our homes on the Internet.
I thank my chairman, Senator
MCCAIN, for his patience, I have worn
him out a couple of times. He yells
back, though, pretty well.
I thank my friend from Oregon, too,
who has worked very hard on this
issue.
I yield the floor.
The PRESIDING OFFICER. The Senator from Oregon.
Mr. WYDEN. Madam President, kingpin spammers who send out emails by
the millions are threatening to drown
the Internet in a sea of trash. The
American people want it stopped.
Every single day the Senate delays.
these big-time spammers, the ones who
are trying to take advantage of the
open and low cost nature of the Internet. gives them another opportunity to
crank up their operations to even more
dizzying levels of volumes.
Every Member of the Senate is hearlog from citizens. This is a consumer
abuse that is visited on millions of people every day. It is now time to put in
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place strong enforcement tools to protect the public.
Many are asking, what is the role of
Federal legislation? My colleagues
have talked a bit about there not being
a silver bullet. The key is to pass this
bill and come down on the violators
with hobnail boots. It is fair to say a
lot of the big-time abusers are not exactlyquaking today about the prospect
of Senate action. They are not technological simpletons. They are very
savvy and they figure any law that is
passed by the Senate they can get out
in front ofWhat is going to be important is for
those who are charged with enforcement- the Federal Trade Commission,
the criminal authorities, we give a role
to the State attorneys general, the
Internet service providers- when this
bill is signed into law, to bring a handful of actions very quickly to establish
that for the first time there is a real
deterrent, there will be real consequences
when
those
big-time
spammers try to exploit our citizens.
When the bill takes effect, for the first
time those violators are going to risk
criminal prosecution, Federal Trade
Commission enforcement, and milliondollar lawsuits by the State attorneys
general and Internet service providers.
The reason that is the case is because
big-time spammers have to violate this
bill In order for their sleazy business to
work. If they do not hide their identities, their messages end up getting filtered out by the Internet service providers. If they do not use misleading
subject lines, people are going to click
the messages straight into the trash,
unread. It is costly to deal with thousands of demands for consumers to be
removed from the lists. The day this
bipartisan legislation becomes law, for
the first time big-time spamming will
become an outlaw business.
It is worth noting when Senator
BURNSand I started this effort nearly 4
years ago, we had the strong support of
Senator MCCAIN. Senator HOLLINGS has
been tremendous to me. I got involved
in this shortly after joining the Corm
merce Committee. A lot of people
asked, why in the world would CONRAo
BURNS and I be spending our time on
something like this. They essentially
intimated this was not the kind of
issue important enough for the Senate.
They said, Senators deal with key matters. They deal with war and peace and
entitlement programs. Why in the
world would the Senate get involved
with something like spar. It was only
6 to 8 percent when we started in 2000.
Why is the Senate spending its time on
that kind of concern? Suffice it to say,
nobody is saying any longer spam is
just a minor annoyance. Nobody is saying the delete key is now going to be a
sufficient solution to the problem.
This is now something that threatens
this medium. Spain, in the view of experts, and In my view. stunts the
growth of e-commerce. And if it continues at the rate of growth we have
seen in the last few years, I think it
will engulf the entire medium.
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So something the American people
use every day, something that is considered a vibrant, exciting tool, that
has empowered millions of people to
learn, to be part of cultural activities,
to start small businesses- if nothing Is
done, if somehow this legislation goes
by the board or the Senate and House
cannot agree, I think what we are seeIng in the days ahead Is a genuine
threat to the entire medium.
So with respect to the specifics of the
bill, I think there are a number of key
provisions. One I have stressed is the
question of misleading identities because I think that goes right to the
heart of how you set in place a strong
enforcement regime.
But I also emphasize the role of the
States here this afternoon. At this
point, over half the States have enacted State-level spam legislation, It is
pretty easy to see why the States have
acted. They are frustrated that the
Congress has not moved.
But I believe a State-by-State approach cannot work in this area. The
numerous State laws to date certainly
have not put In place a coordinated effort against spam. Neither the Internet
nor the big-time spammers is sitting
around saying: Let's tip our hat to
State jurisdictions. And certainly an email address, unlike a phone number,
does not reveal the State in which the
holder of the address is located. So
compliance with a patchwork of inconsistent State laws is virtually impossible, and spammers do not even go
through the motions of trying.
What is needed is a uniform, nationwide sparn standard to put the
spammers on notice and to empower
the consumers to have an enforcement
regime consistent with their reasonable expectations.
Having emphasized the importance of
a nationwide, uniform standard in this
area, the legislation does preserve an
important role for the States.
First, the Statelaws that address deception in spam- deception in spamwould be preserved. Second, general
consumer protection fraud and computer abuse laws would remain enforceable as well. And third, the bill authorizes States' attorneys general to use
the Federal statute to prosecute
spammers.
The bottom line is. our States, which
have done so much important and innovative work in the area of consumer
protection, are going to remain active
and important partners in the battle
against spain.
Shortly, we will be talking about the
Do Not E-mail Registry. I commend
Senators SCHUMER and DAYTON.Both of
them have introduced legislation in
this area, They deserve a great deal of
credit with respect to their patience on
this legislation. And we know it is a
challenge. The telephone Do Not Call
list is certainly facing a lot of battles
But I think this Is an important idea.
I think it is an idea that makes a genuine contribution. It certainly is one
that the American consumer wants. We
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are going to work with the sponsors,
Senator SCHUMER and Senator DAYTON.
and others who have been so interested
in this to address the various questions
that have been brought up with respect
to feasibility.
I also commend Senator NELSON of
Florida. These big-time spammersthere are only a few hundred of them.
I think Senator MCCAIN and I were
struck, as we listened to the debate, at
the fact that we are talking about a
few hundred big-time violators. They
seem to have gravitated to a couple
States, particularly Florida and Texas.
Senator NELSON has been very interested in ensuring that there are tough
enforcement provisions in this legislation. I share his view that we ought to
use all of the enforcement tools, Including measures such as the RICO
statute, against these particularly reprehensible violators. I commend Senator NELSON for this effort as well,
Finally, as we put together a coordinated game plan against the spammers,
I would also like to emphasize that we
expect our trading partners, and the
many countries that look to do business with the United States, to play a
more activist role in this area. As sure
as night follows day, some of these
kingpin spammers are going to just
move offshore and set up shop.
So as we look to the future, I have
stressed enforcement. I think we need
to see aggressive enforcement action
the day this bill is signed into law.
Then we have to push our trading partners around the world to work with us
to ensure that, as part of a coordinated
strategy, we are preventing the bigtime violators from simply closing
down in the United States and moving
offshore.
I have tried to specialize in technology issues in my time in the Senate.
My State cares greatly about this
issue. I have been fortunate to have a
chairman in Senator MCCAINwho has
always encouraged these efforts, to
deal with Internet taxes, digital signatures, Y2K liability- and the list goes
on and on. And Senator HOLLINGS, who
is not in the Chamber, has been extraordinarily supportive of my involvement in these issues.
But I think it is fair to say that this
span question- of all the technology
issues we have tackled in the last few
years in the Commerce Committee, I
cannot think of another one that has
inflamed consumers more, has been
emphasized more to me at townhall
meetings.
I can tell the Senate, at the time
when we were all concerned about the
well-being of our troops and the conflict in Iraq, folks would also say, in
addition to standing up for our troops:
Make sure you do something about
spars as well. I think It is indicative of
how much concern there is in the country with respect to these kingpin
spammers who really do put at risk- I
do not say this lightly- an entire medium that has made such a difference
and been so important for millions of
Americans.
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We are going to deal expeditiously
with the amendments. A number of colleagues have already asked of the managers what we thought the timetable of
this bill would be. My guess is, we can
deal with this legislation certainly
within the next couple of hours, at
most.

We urge Senators who have an interest in this matter to come to the floor,
This is an opportunity for the Senate
to stand up for the consumer.
We are not going to overpromise. We
are not going to say that the day this
bill is signed, spain will magically vanish into the vapor. But this legislation,
coupled with an enforcement strategy
that has the Federal Trade Commission, criminal authorities, pushing
spam as it relates to these big-time
violators up the priority list of the
tasks that they face- that kind of
strategy can make a difference.
Madam President, with that, I yield
the floor.
The PRESIDING OFFICER. The Senator from Arizona.
Mr. McCAIN. Madam President, I believe the Senator from Oregon has a
technical amendment and maybe would
like to propose that at this time. It is
my understanding that the Senator
from New York, Mr. SCHUMER,is on his
way over to propose his Do Not Spain
amendment.
It is also my understanding that Senator HATCH, Senator SANTORUM,and
Senator CORZINEare the ones who have
amendments. I would urge them to
come forward when it is convenient so
we can dispense with those amendments in a timely fashion.
I yield the floor.
The PRESIDING OFFICER. The Senator from Oregon.
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On page 49.between lines It and 12,insert Senator HOLLINGS, would clarify that
the followingany lawsuits for violations of Federal
(6)MATERIALITY DEFINED.-For purposes of spam rules should be brought in Fedparagraph (1).an inaccuracy or omission in
in naheader informationis material if it would eral court. It is noncontroversial
materially impede the ability of a party ture. I urge itspassage.
The PRESIDING OFFICER. The Senseeking to allege a violationof this Act to
locate the person who initiated the message ator from Arizona.
Mr. MCCAIN, Madam President, we
or to investigate the alleged violation.
On page 50,beginning in line 24, strike'es- support the amendment. It is helpful to
tablish" and insert 'register for"
the legislation. I urge its adoption.
On page 51.after line22, insert the folThe PRESIDING OFFICER. Is there
lowing:
"(d) SUPPLEMENTARY RULEMAKiN AUTHOR- further debate?
If not, the question is on agreeing to
ITY.-The Commission may he rule"(1) modify the 10-business-day period amendment No. 1891.
The amendment was agreed to.
under subsection (a)(4)(A)or subsection
Mr. McCAIN. Madam President, I
(a)(4)(B)
or both. if the Commission determines that a different period would be more move to reconsider the vote.
reasonable aftertaking intoaccountMr. WYDEN. I move to lay that mo"tA) cte purposes ofsubsection (a);
tion on the table.
'181 the interests of recipients of comoterThe motion to lay on the table was
cial electronic mail; and
'(C
the burdens imposed on senders of agreed to.
AMENDMENT
NO.1i92
mail;and
lawful commercial electronic
''(2)
specify additional activities or pracThe PRESIDING OFFICER. The Senticesto which subsection (b)applies ifthe ator from New York.
Commission deteirmines thatthose activities Mr. SCHUMER. Madam President. I
or practices are contributing substantially
have an amendment at the desk.
to the proliferation of commercial electronic
The PRESIDING OFFICER. The
mail messages that are unlawful under subclerkwill report.
section(a)
The assistant legislative clerk read
On page 58,beginningin line 16,strike "jurisdiction or in any other court of com- as follows:
petent".
The Senator from New York [Mr. SCHUOn page 62,beginningin line 14,strike "de- MERl,for himself. Mr. MCCAIN, Mr. HOLLINGS,
fendant, or in any other court of competent
and Mr. GRAHAM of South Carolina, proposes
Jurisdiction, to- ' and insert ''defendant- an amendinent numbered 1892.
On page 65,beginning in line 7, strike "for
Mr. SCHUMER. I ask unanimous conany such statute, regulation, or rule that"

and insert"to the extentthat any such stator rule"
ute, regulation,
On page 65,line 16,strike ''State laws' and
insert "other State laws to the extent that
those laws relate''.
The PRESIDING OFFICER, The Senator from Oregon.
Mr. WYDEN. Madam President, I
offer this amendment on behalf of myself and Senator BURNS. It is technical
in nature. I know of no opposition.
It clarifies that header information
AMENDMENTNO. 1891
Mr. WYDEN. Madam President, I that is technically false, but in such a
minor
way as to be nonmaterial, will
send an amendment to the desk.
The PRESIDING OFFICER, The not be actionable under the legislation.
that spammers who knowIt
clarifies
clerk will report the amendment.
The assistant legislative clerk read ingly route messages through what are
called open relays in order to erase the
as follows:
originating informationThe Senator from Oregon [Mr. WYDEN], For message's
himself and Mr. BURNS. proposes an amend- which is a technique used by these bigtime spammers- will be treated as havment numbered 1891.
ing used false or misleading header inThe amendment is as follows:
formation.
(Purpose: To clarify the provision prohibIt permits the Federal Trade Comiting false or misleading transmission inmission to modify the bill's deadline
formation. and for other purposes)
On page 37, lines 12. after the comma, in- for how quickly "opt-out requests"
must be processed. Currently, the bill
sert "whether or riot not displayed,".
On page 44, line 20, strike -false or mis- says that 10 business days after receivleading." and insert "materially false or ma.
ing a consumer's opt-out request, any
terially misleading.".
further e-mails from the sender become
On page 45, line 2, strike "misleading; and"
punishable.
and Insert "materially misleading;".
The amendment permits the Federal
0Ot page 45. line 5, strike "false or misto modify that time
leading.' and Insert "materially false or ma' Trade Commission
period if it finds that a different period
terially misleading; and".
It permits the
would
be
appropriate.
On page 45,between 5 and 6,insert the folFederal Trade Commission, if it identilowing:
'(C) ifheader information attached to a fies new and particularly nefarious
message fails to identify a protected com- techniques used by spammers, to add
puter used to initiate the message because those techniques to the list of what are
the person initiating the message knowingly called aggravated violations so that
uses another protected computer to relay or
retransmlt the message for purposes of dis- spammers who use those techniques
would be subject to higher penalties.
guising its origin, then such header inforna
Finally, this amendment, which has
tion shall be considered materially rnisthe support of Chairman MCCAIN and
leading.".

sent that reading of the amendment be
dispensed with.
The PRESIDING OFFICER. Without
objection, it is so ordered.
The amendment is as follows:

(Purpose: To authorize the Commission to
intplement a nationwide 'Do Not E-mail"
registry)
On page h6,strikelines I through II and insert the following:
SEC. e.DO-NOT'E'MAILREGISTRY.
(a) IN CENERAL Not later than 6 ntonehs
after the date of enactment of this Act, the
Commission shall transmit to the Senate
Committee ott Commerce, Science, and
Transportation and the House of RepresentativesCommittee on Energy and Commerce a
report that(1)ses forth a plan and timetable forestablishing a nationwide marketing Do-NotE-mail registry;
(2) includes an explanation of any practical, technical, security, privacy, enforceability, or otherconcerns that tie Ceinisslon has regarding such a registry: and
(3)includes an explanation of how the registry would be applied with respect to children with e-mail accounts.
(b) AUTHORIZATION To IMPLEMENT.-The
Commission may establish and implement
the plan, but not earlier than 9 months after
the date of enactment of this Act.

Mr. SCHUMER. Madam President, I
offer this amendment on behalf of my-

self, Senator GRAHAM of South Carolina, Senator MCCAIN, and Senator
HOLLINGS. I thank my good friend, Senator

LINDSEY

GRAHAM,

who

worked

long and hard on this issue with me.
Senator GRAHAM and I have been working on quite a few pieces of legislation

together. He is a good legislator and a
fighter for the things in which he believes. We do not agree on everything,
to say the least, but it is a pleasure to
work with him.
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I thank my colleagues, Senator
BURNS and Senator WYDEN, both of
whom have worked long and hard on
this legislation for many years. They
both were willing to work with me and
accommodate some changes which I
hope make the legislation better, I be_
lieve they do. But the foundation of
this bill is their hard work. This is a
good day for both of them because they
have spent a long time and they deserve a great deal of accolades for their
hard work on this important legislation which, hopefully, will pass today'
I thank my colleague, Senator HOLLINGS, ranking member of the Commerce Committee, who offers this
amendment along with myself, Senator
GRAHAM, and Senator MCCAIN. We are
all going to miss FRITZ HOLLINGS. He is
one of the true gems of the Senate. He
is a forthright man and a direct man.
He is a smart man. He is a principled
man. I, for one, know that my amendinent might not have happened, certainly wouldn't be in the form It Is
now, without his intervention, I thank
him for that.
Finally, Senator MCCAIN and I have
worked on a whole number of things
together. It is a pleasure to work with
him. Again, he is a man of his word. He
is able to bring different people together to produce good legislation. He
cares about the average person. He
never lets any of the special interests
get in his way. We wouldn't be here
today without the Senator's leadership. I thank him very much.
Let me begin by saying how important this whole bill is to the continued
vitality of e-mail and the Internet
itself. Unsolicited e-mail has grown at
astronomical rates over the past
months. It is safe to say we are now
under siege. Armies of online marketers have overrun e-mail inboxes across
the country with advertisements for
get-rich-quick
herbal
remedies,
schemes, and, unfortunately. pornography. What was a simple annoyance
last year has become a major concern
this year and could cripple one of the
greatest inventions of the 20th century
next year if nothing is done.
Way back in 1999,the average e-mail
user received just 40 pieces of unsolicited commercial e-mail, spain, each
year. This year the number is expected
to pass 2.500. 1 know that I am lucky if
I don't get 40 pieces of span every day.
As a result, a revolution against spai
is brewing as the epidemic againstjunk
e-mail exacts an ever-increasing toll on
families, businesses, and the economy.
Let me illustrate this point with a
story. My wife and I have two wonderful daughters, one of whom is about to
complete her first year at college: the
other, a 14-year-old, is an absolute whiz
on the Internet. She loves sending and
receiving e-mails. As parents, we do
our best to make sure she has good values and that the Internet Is a positive
experience for her, a device to help her
with her school work or learn about
events taking place around the world,
and maybe even a way to order the lat-

SENATE

est In Sync CD, although I think she
likes other groups better.
You can imagine my anger and dismay when I saw my daughter on email. I would say: Great, she is not
watching television. And then you can
imagine my dismay when I discovered
that not only was she a victim of sparn
like myself. but like all e-mail users,
much of the junk mail she was receiving advertised pornographic Web sites.
Some of the things that crossed her email were things I would not want to
see, let alone my 14-year-old daughter.
I was and remain virtually powerless to
prevent such garbage from reaching my
daughter's inbox.
Recent surveys unambiguously show
that the public shares my concern
about span infested with pornography
and how it impacts their children. The
bottom line is, if parents can control
what their kids watch on TV, they
should be able to control what their
children are exposed to on the Internet.
We have parental advisory notices on
music, as well as ratings for TV shows
and movies to ensure that parents are
able to keep their children from being
exposed to what they consider inappropriate. So it makes you scratch your
head about why there is no safeguard
in place to enable parents to protect
their kids from vulgar e-mail. The emailing public has been at the mercy of
spammers for long enough. They want
to take back the Internet.
A recent survey conducted by
UnSpam, one of the ardent foes of spam
and backer of my legislation, and
group.
InSightExpress. a research
backs that view. Here is a quick rundown of some of the highlights of the
survey:
Almost 9 in 10 parents say they are
seriously concerned about their children receiving Inappropriate e-mail
versus 5 percent who don't care. Ninety-six percent of parents want the ability to block pornography from their
children's inboxes. A paltry 2 percent
don't want that right. Ninety-five percent think children should be given
extra protection under any anti-span
law, 3 percent undecided. And 93 percent think spammers should face enhanced penalties for sending inappropriate messages to children.
Our amendment is a solution that
will give parents- the only solutionthe ability to protect their children
from offensive and obscene e-mail span
by registering theirchildren's e-mail
address. Parents across the country are
increasingly worried about this problem, and we should do the right thing
by giving them a registry. Parents and
children are not the only ones who will
benefit from a no e-mall registry. Business owners and ISPs across the Nation
can identify with the frustration many
of us feel in the battle against spar.
With surveys showing that nearly 50
percent of e-mail traffic qualifies as
spam, businesses spend millions of dollars each year on research-filtering
software and new servers to deal with
the ever expanding volume of junk email being sent through the pipes.
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According to Ferris Research, span
costs businesses in the United States
$10 billion each year in lost productivity, consumption of information
technology resources, and help desk
time.
That is $10 billion that should be
spent on growing American businesses
and jobs instead of fighting spar.
The Do Not E-mail Registry created
by the FTC would allow businesses to
cut costs and improve productivity in
the workplace by giving them the ability to register their entire domain
names. Very important to businesses.
Some have expressed concern about
creating a list of e-mail addresses that
spammers could exploit. The FTC has
already said it is technologically possible to create and secure the list. This
Is no longer a worry and one of the
breakthroughs we made in the last few

months that are allowing this legislation to come to the Senate floor.
In fact, we know that the database of
addresses can be protected by militarycaliber encryption so that its valuable
contents will not fall into the wrong
hands.
I want to take a few minutes to talk
about the underlying bill and other
amendments, and then I will get into
mine.
First, I commend Senators BURNS
and WYDEN for their long efforts on
this bill. The bill will, for the first
time, set minimum standards for all
commercial e-mail. It will require all
commercial mail to include valid return e-mail addresses and physical addresses of the sender. It must provide
accurate header and router information. And most messages will be required to have an opt-out system.
It does not stop there. In addition to
these provisions, it will take aim at
the mass collection of e-mail addresses
and the rampant fraud which, according to a report released by the FTC, is
present in 66 percent of junk e-mail.
I am hopeful that we can add important criminal provisions to these civil
measures. I know both my colleagues,
including Senators MCCAIN and HOLLINGS, want to do that. I worked in the
Judiciary Committee with Senators
HATCH and LEAHY on a bill that makes
it clear that fraud and deception in emall will not be tolerated. And those
who do not heed the warnings in this
bill will face stiff punishment. These
criminal provisions will outlaw some of
the spammers' favorite tricks.
About our legislation as well, let me
just say it is really important that we
put in the registry, which, in myjudgment, is the best way to get at spain.
No system is foolproof and, as Mr. Morris of the FTC has said, no bill will
solve all of the problems. But the registry is the most complete, comprehensive way to do it. combined with the
criminal penalties that we are adding
in the Hatch-Leahy-Schumer amendment.
The minute somebody spams someone on the Do Not Call list, there will
be an immediate cause of action and
criminal prosecution.
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The good news is that since we know
that a large amount of spam comes
from a small amount of people, we can
get after these few people. This legislation, as you know, gives the FTC 6
months to come back with a comprehensive proposal. We then get 3
months here to examine it to see if we
want to change it, and then the FTC
may implement it. I have receivedand they have both verbalized this on
the Senate floor- assurances from Senators MCCAIN and HOLLiNGS that if the
FTC should decide they don't want to
implement it, or come up with something that is unworkable, they will use
their clout with the FTC to straighten
things out and get this done. Otherwise, we in the Congress can respond.
I believe this amendment will allow,
without any further action by Congress,as long as the House passes it
and it stays in the bill- and I thank
Senator MCCAIN for assuring me that
he will not even sign a conference report that doesn't have this amendment
in it, and I know all of my colleagues
are for this legislation. But once it
passes the House and is signed into
law, we set the road for a no-call registry It is all downhill after that.
Within a year, it is my belief we will
have that registry and, just as the nocall registry was a great success, I believe the no-spam registry will be a
great success. It will take a little
longer, it will be a little more difficult,
but the same basic popularity and support that the American people have
given the no-call registry, they will
give, for sure, to the no-spam registry,
and the combination of a good proposal
that the FTC will have to send to us in
6 months and vigilant enforcement,
plus the no-spam registry, plus the underlying base of the bill. will put a
crimp, a real dent in spam.
Are we ever going to eliminate all
spain? For sure not. But is this legislation, along with the amendment I am
adding, going to be the toughest, best
approach, and greatly curtail spain? Indeed. It Is my belief that when we enter
these portals a year from now, spam
will have greatly decreased.
One of the great inventions of the
20th century, which is now sick and ailing, will be healthy and going full
steam ahead. The bottom line is that
this is a very fine day for those who
use computers and e-mail and for
American technology in general. It
shows that we can all work together
and get something done- get something done that the American people
want.
I ask my colleagues to support this
amendment and the underlying legislation. Let's finally do something about
one of the greatest technological problems that we face right now in this
country, the proliferation of spam.
With that, I yield the floor.
Mr. WYDEN. Madam President, I
suggest the absence of a quorum.
The PRESIDING OFFICER. The
clerk will call the roll.
The assistant legislative clerk proceeded to call the roll.
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Mr. SCHUMER. Madam President, I
ask unanimous consent that the order
for the quorum call be rescinded.
The PRESIDING OFFICER. Without
objection, It is so ordered.
Mr. SCHUMER. Madam President, I
ask unanimous consent that we adopt
the amendment and add it to the legislation.
The PRESIDING OFFICER. Is there
further debate?
The question is on agreeing to the
amendment.
The amendment (No. 1892)was agreed
to.
AMENDMENT
NO. 1891,AS MODIFIED

Mr. WYDEN. Madam President, at
this time, I ask unanimous consent
that the previously agreed-to BurnsWyden technical amendment, No. 1891,
be modified with the change I now send
to the desk.
The PRESIDING OFFICER. Is there
objection?
Without objection, the amendment Is
so modified.
The amendment (No. 1891),as modified is as follows:
On page67,line 20, strike "act" and insert
-act. other than section 9,".
Mr. WYDEN. Madam President, this
Is also a very modest technical amendment. This amendment simply ensures
that the Do Not E-mail Registry proposed would be considered on the timetable that all of the parties who have
worked on this had intended. It is very
noncontroversial.
The PRESIDING OFFICER. The Senator from Florida is recognized.
Mr. NELSON of Florida. Madam
President, I rise to commend the Senators who have brought this legislation

forward and say how gracious they
have been to me in working to address
the seriousness of this issue of span.
Later on, when Senator LEAHY comes
to the floor, I will have a colloquy with
him about some of the provisions that
are going to be submitted in the HatchLeahy-Nelson amendment.
In the meantime, I wanted to commend the Senator from Oregon for his
leadership. I commend Senator CONRAD
BURNS from Montana for his leadership. I commend the Senators for how
they saw the problem. They saw it
years ago. and they have been so persistent. Senator WYDEN and Senator
BURNS kept after it. It Is an idea whose
time has come simply by virtue of the
fact that people can hardly even use
their e-mail now it is so cluttered up
with unwanted messages.
Mr. WYDEN. Will the Senator yield?
Mr. NELSON of Florida. I will be
happy to yield.
The PRESIDING OFFICER. The Senator from Oregon.
Mr. WYDEN. Madam President, I will
be very short.
Without turning this Into a bouquettossing contest, let me thank my
friend from Florida. Of course, many of
the worst violators are people I call

kingpin spammers who are located in
his home State. The Senator from
Florida brought It to the attention of
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Senator BURNS and I that to have an
effective enforcement strategy, we had
to have in place tools that would deal
with the kind of shady operators who
are present in his home State.
The Senator from Florida has hammered on that message. I think by the
time we are done this afternoon and
have Senator LEAHY on the floor as
well, Senator NELSON's contribution
will be especially helpful, not just in
Florida but in terms of dealing with
these kingpin spammers, the people
who send out millions of e-mail now
without consequences.
I thank my colleague for yielding,
and I thank him for keeping this issue
on the radar.
Mr. NELSON of Florida, Madam
President, I thank Senator HATCH and
Senator LEAHY for working with me in
their capacity as leaders of the Judiciary Committee in
attaching some
strong penalties on the most egregious
kinds of spare.
Spare is clearly a nuisance, and it
impedes the course of commerce. When
you can't even use your computer because it is so cluttered up, that Is one
thing, but when spain is used for illicit
purposes, such as child pornography,
then that is another thing. That needs
to be dealt with swiftly and severely.
By
Senator WYDEN and Senator
BURNS working with Senator HATCH
and Senator LEAHY, we have, as part of
their amendment- and I think it is
worth reading. This is a part of the
amendment they will offer:
It is the sense of Congress that spam has
become the method of choice for those who
distribute
pornography and perpetratefraudulent schemes and also offers fertile ground
fordeceptive trade practices;
And it is the sense of Congress that the Department of Justice should use all existing
law enforcement tools to investigate and
prosecute those who send bulk commercial email to facilitate the commission ot Federal
crimes, including the tools contained InAnd it lists several chapters of the
United States Code, one relating to
fraud and false statements; another relating to obscenity; another relating to
the sexual exploitation of children; and
another relating to racketeering.
By the adoption of this amendment,
we will strengthen the penalties and
also give a directive to the United
States Sentencing Commission, which
is the normal course of action, that
they shall consider sentencing enhancements for those convicted of
other offenses, including offenses involving fraud, identity theft, obscenity, child pornography, and sexual exploitation of children, if those offenses
involve the sending of large quantities
of unsolicited e-mail.
Why is this so egregious? We know
what a nuisance it is. One day, I went
in my Tampa office to check the email. We had a list of single-spaced email over the last evening filling upsingle space, one sheet of paper, all unsolicited. That was bad enough. But to
a Senate office, two of them were pornographic. If that is happening to my
Tampa Senate office, we can imagine
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what is happening to the e-mail receipt
of every consumer in America on their
computer. It has to stop. This is an attempt to stop It.
Under the old laws, when we tried to
protect against activities such as child
pornography or taking advantage of
senior citizens by some extortion or deceptive scheme to bilk them out of
money, before we had e-mail, the
criminal would send out 100, 150 letters
to the unsuspecting victims on whom
they were preying on child pornography or on fleecing senior citizens of
their assets. That was 100, 150 letters.
Now with the punch of a button, they
can send out 150 million. So we see the
insidious ability of a criminal mind to
prey upon millions of people by the use
of this very new and fantastic tool that
we ought to be using for good, not for
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Spain list, I think it would be of great

assistance to many Americans. So I
think the Senator from New York has
a remarkable idea here.
As a first step, the FTC, which has
testified they have some technological
reservations about creating such a list,
although I am sure the FTC would not
object to it in principle, but they have
some reservations, Senator SCHUMER
has modified his amendment so that
the FTC would be required to submit a
report to the Congress within 6
months. It contains a plan for implementing the Do Not Spain list. The
FTC would be authorized to implement
the list 3 months later, and I would
certainly urge them to do so,
As everyone is aware by now, there
has been a tremendous amount of discussion about this issue. I believe it is
ill, and that is e-mail.
a good one and one that provides the
This Senator is very happy that this FTC with the authority to establish
legislation is being considered, and we such a registry if they believe It is the
are now going to attach some tough proper mechanism to stop the onpenalties to it for these egregious types slaught of spam to consumers.
of activities.
I think we have given them the flexiI also commend the Senator from Ar- bility to come back and show us if
izona, the chairman of our committee, there are serious problems. If there are
and the Senator from South Carolina, serious problems, we would be glad to
the ranking member of our committee, look at them and help resolve those
for being so vigilant in bringing this problems through any kind of legislalegislation to the floor.
tive or other assistance we can provide.
Madam President, I yield the floor.
The Schumer amendment also absoThe PRESIDING OFFICER. The Sen- lutely emphasizes this is an idea that
ator from Arizona.
has worked in the Do Not Call area and
Mr. MCCAIN. Madam President, we is a concept that should be pursued to
would like to, obviously, finish the bill the fullest extent of our capabilities.
as expeditiously as possible and yet So I thank the Senator. I also thank
offer all Members the opportunity to Senator NELSON, a valued member of
propose amendments. As I understand the committee, for his involvement in
it right now, we have pending amend- thisissue,
ments by Senators CORZINE,SANTORUM, Again, I hope Senators who have
and HATCH.
amendments will come to the floor and
As Members know, there is a briefing let us know about them.
at 4 p.m. by the Secretary of Defense
Mr. SCHUMER. Will my colleague
for all Members in room 407. Shortly yield?
before 4, 1 would like to propose a
Mr. MCCAIN. I am glad to yield.
unanimous consent agreement to lock
Mr. SCHUMER. I once again thank
in all amendments with no time agree- my colleague from Arizona for helping
ments agreed to. I ask my colleagues us with this list and his commitment
who may have additional amendments in terms of keeping this in the conto let us know between now and short- ference and then making sure the FTC
ly before the hour of 4, which is over a moves forward with this in every techhalf an hour.
nological way possible. I very much apI will also say we are asking Senators preciate it. As I mentioned before, the
HATCH. SANTORUM, and CORZINE to
Senator is a true gentleman, a man of
come over to offer their amendments his word. We would not be here today
so we can dispose of those amend- without his good work.
ments.
Mr. WYDEN. Will the Senator yield?
AMENDMENT
NO. 1892
Mr. SCHUMER. I think the Senator
Mr. MCCAIN. Madam President, I wish from Arizona has the floor.
Mr. MCCAIN. I am glad to yield, but
to make a few comments about Senator SCHUMER's amendment regarding first, to add to my remarks, I believe
the Do Not Spain list. As Senator Senator ENZI may have an amendment
SCHUMER pointed out, it authorizes the as well.
I thank my friend from New York for
Federal Trade Commission to develop a
Do Not Spain list similar to the Do Not his comments and I yield to the Senator
from Oregon.
Call list which has been widely supMr. WYDEN. I say to the Senator
ported by Americans across the counfrom New York, I appreciate his patry.
The Senator from New York and I re- tience on this. I think he knows from
member when apparently perhaps, in the outset my concern was not with
the view of some, a misguided member the nature of this, because clearly emof the judiciary stayed the Do Not Call powering consumers to make these
list and the reaction that followed was kinds of choices is essential. What is
certainly extraordinary. If we are able important is to try to figure out how to
technologically to develop a Do Not do this right.
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The Senator from New York knows
people change their e-mail addresses
constantly. In that sense, this is different than a telephone. We all understand that if a bad spammer, for example,one of these kingpin operators, was
to hack into this, what a gold mine for
an evil person who wanted to exploit
our citizens. The Senator from New
York has been acutely aware of it and
that is why he has worked with me,
Senator BURNS, and all of those on the
Commerce Committee. I commend him
for his patience.
This is an important contribution.
We have a lot of work to do, because we
have seen with the Do Not Call list
what the challenge is. I personally believe in the telecommunications area
we ought to establish, as kind of a bedrock principle, that there is a First
Amendment right to communicate, but
there also is a right of the consumer to
say, I have had it, In effect, that Is
what the Senator from New York Is allowing us to do in the spare area. and
to do it in a responsible way.
I thank my colleague from Arizona
for giving me this time. With a little
luck, we will be able to dispose of the
additional spare amendments and send
this bill on its way.
The PRESIDING OFFICER. The Senator from Arizona.
Mr. MCCAIN. Madam President, I
again urge my colleagues, particularly
Senators SANTORUM, HATCH, CORZINE,
and ENZI, to come to the floor to give
us their amendments so we can move
expeditiously,
I also intend to propose a unanimous
consent agreeiient in about 15 iniutes
that there be no further amendments
in order at that time.
I suggest the absence of a quorum.
The
PRESIDING
OFFICER.
The
clerk will call the roll.
The legislative clerk proceeded to
call the roll.
Mr. HATCH. Madam President, I ask
unanimous consent that the order for
the quorum call be rescinded.
The PRESIDING OFFICER. Without
objection, it is so ordered,
AMENDMENT
NO. 1893
Mr. HATCH. Madam President. I send
an amendment to the desk.
The
PRESIDING
OFFICER.
The
clerk will report.
The legislative clerk read as follows:
The Senator from Utah (Mr. HATCH), for
himself, Mr. LEAHY, Mr. NELSON of Florida,
and Mr. SCHUMER proposes an amendment
numbered 1893.
Mr. HATCH. Madam President, I ask
unanimous consent that reading of the
amendment be dispensed with.
The PRESIDING OFFICER. Without
objection, it is so ordered.
The amendment is as follows:
(Purpose; To revise the criminal penalty provisions of the bill as reported, and for
other purposes)
On page 43. beginning with line II, strike
through the matter appearing between lines
10 and 11 on page 44 and Insert the following:
SEC. 4. PROHIBITIONAGAINST PaeATORY AND
ABUSIVECOMMERCIALE-MAIL
(a) OFENSE.-
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(1)IN GENERAL, Chapter 47 of title 18,Untied States Code, is amended by adding at
the end the following new section:
"1037. Fraud and related activity
in connetion with electronic mail
S'(a) IN GENERAL.- Whoever. in or affecting
Interstate or foreign commerce, knowingly"i()accesses a protected compoter without
authorization, and intentionally initiates
the transmission of multiple commorcial
olectronir mail messages from or through
such computer,
"(2) uses a protected computer to relay or
retransmit multiple commercial electronic
mail messages, with the intent to deceive or
mislead recipients, or any Internet access
service, as to the origin of such messages,
"'(3) falsifies header information in maltiple commercial electronic mail messages
and intentionally initiates
the transmission
of such messages,
'(4) registers, using information that falsifies the identity of the actual registrant,
for5 or more electronic mail accounts or online user accounts or 2 or more domain
names, and intentionally initiates the transmission of multiple commercial electronic
mail messages from any combination of such
accountsor domain names, or
(5) falsely represents the right to use 5 or
more Internet protocol addresses, and Intentionally initiates
the transmission of multiple commercial electronic mail messages
from such addresses,
or conspiresto do so. shall be punished as
provided in subsection (b).
-(b) PENALTIES.- The punishment for an
offenseundersubsection(a) is"(I) a fineunder this title, imprisonment
for not more than 5 years. or both, If(A) the offense is committed in furtherance of any felony under the laws of the Untied States or
'(B) the defendant has previously been
convicted under this section or section 1030,
or under ehe law of any State for conduct involving the cransmission of multiple commercial electronic mail messages or unauthorized access to a computer system;
"(2)a fine under this title, imprisonment
for not more than 3 years. or both. if'(A) the offense is an offense under sobsection (a)(l);
"(8) the offense is an offense under subsection (a)(4) and involved 20 or more falsified electronic mail or online user account
registrations, or I0or more falsified domain
name registrations
"(C) the volume of electronic mail messages transmitted in furtherance of the offense exceeded 2,500during any 24-hourpe.
riod. 25,00fduring any 30-day period. or
250,000
during any -yearperiod:
"(D) the offense caused loss to I or more
persons aggregating $5,000 or more in value
duringany I-year period,
"(E) as a resultof the offense any individual committing the offense obtained anything of value aggregating $5.000 or more
during any I-year period: or
"(F) the offense was undertaken by the defendant in concert with 3 or more other persons with respect to whom the defendant occupied a position of organizeror leader; and
"(3) a fine under this title or imprisonment
for not more than I year. or both, in any
other case.
"(C)FORFEITURE."(I) IN GENERAL- The court, in imposing
sentence on a person who is convicted of an
offense under this section, shall order that
the defendant forfeit
to the United States"(A) any property, real or personal, consti
ruting or traceable to gross proceeds obtained from such offense: and
-(B) any equipmenc. software, or other
technology used or intended to be used to
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commit or to facilitate the commission of
such offense.
-(2)
PROCEDURS.- The
procedures see
forth In section 413 of the Controlled Substances Act (21 U.S.C. 853), other than subsection (d) of that section, and In Rule 32.2 of
the Federal Rules of Criminal Procedure,
shall apply to all stages of a criminal forfeiture proceeding under this section.
"(d) DEFINITIONS- In this section:
''(1) Loss.- The term 'loss' has the meaning given that term in section 1030(e)of this
title.
"(2) MLTIPLE.- The term 'multiple means
more than 100 electronic mail messages during a 24-hour period, more than 1,000 electronic mail messages during a 30-day period.
or more than 10.000electronic mail messages
during a 1-year period.
"(3) OTHER TERMS.- Any other term has
the meaning given that term by section 3 of
the CAN-SPAM Act of 2003.".
(2) CONFORMINGAMENDMENT.- The chapter
analysis for chapter 47 or title 18, United
States Code, is amended by adding at the end
the following:
'Set.
"0137. Fraud and related activity in connection with electronic mail "

dren); and chapter 95 of title 18. United
States Code (relating to racketeering), as appropriate.
Mr. HATCH. Madam President, I rise
today with Senator LEAHY, Senator
NELSON of Florida. and Senator SCHUMER to offer an amendment to the CAN
SPAM Act of 2003. This amendment
strengthens the act's criminal provisions by incorporating key provisions
of the Criminal Spam Act of 2003,
which I worked closely with Senators
LEAHY, GRASSLEY, SCHUMER. NELSON of
Florida and others to draft earlier this
year and which was favorably reported
out of the Judiciary Committee. To
send an effective and adequate message
of deterrence to the most egregious
spamners,
stiff criminal penalties
must be an element of any comprehensive anti-sparn legislative package.
Over the course of the past several
Congresses we have become more and
more aware of the problems associated
with unsolicited commercial e-mail, or
spam. Rarely a minute passes that
(b) UNITED STATES SENTENCINGCOMMIS- American consumers and their children
are not bombarded with e-mail mesSION(1) DIRECTIVE.- Pursuant to its authority sages that promote pornographic web
under section 994(p) of title 28, United States sites, illegally pirated software, bogus
Code, and in accordance with this section, charities. pyramid schemes and other
''get rich quick" or "make money fast"
the United States Sentencing Commission
shall review and. as appropriate, amend the scams.
sentencing guidelines and policy statements
The rapid increase in the volume of
to provide appropriate penalties for violations of section 1037of title 18, United States spam has imposed enormous costs on
Code as added by this section and other of- our economy- potentially $10 billion in
fenses that may be facilitated by tie sending 2003 alone- as well as unprecedented
of large quantities of unsolicited electronic risks on our children and other vulnermail.
able components of our society. Spas
REQUIREMENTS.- In carrying out this sub. has become the tool of choice for those
section. the Sentencing Commission shall
who distribute pornography and inconsider providing sentencing enhancements
dulge in fraud schemes. We all know of
for(A) those convicted under section 1037 of children who have opened unsolicited
e-mail messages with benign subject
title 18, United States Code, who(i) obtained electronic mail addresses lines only to be exposed to sexually exthrough improper nians, includingplicit images. We have heard of seniors
(I) harvesting electronic mail addresses of using their hard earned savings to buy
the users of a Web site, proprietary service, fraudulent health care products adveror other online public forum operated by an- tised on-line or of being duped
into
other person, without the authorization of
sharing sensitive personal information
such person; and
to later find themselves victims of
(II) randomly generating electronic mail
identity and credit card theft.
addresses by computer; or
We cannot afford to stand idle and
(ii) knew that the commercial electronic
mail messages involved in the offense con- continue
to
allow
sophisticated
tained or advertised an Internet domain for
spammers to use abusive tactics to
which the registrant of the domain had pro- send millions of e-mail messages quicktided false registration information; and
ly, at an extremely low cost, with no
(B) those convicted of other offenses, including offenses involving fraud, identity repercussions. The sheer volume of
theft, obscenity, child pornography, and the spam. which is growing at an exposexual exploitation of children, if such of- nential rate, is overwhelming entire
fenses involved the sending of large quannetwork systems, as well as consumers'
titlies of unsolicited electronic mail.
in-boxes. By year end, it is estimated
(c)SENSE OF CONGRESS.- It Is the sense of that 50 percent of all e-mail traffic will
Congiess thatbe spai.
It is no exaggeration to say
(1) Spai has become the method of choice
that spans is threatening the future vifor those who distribute pornography, perability
of
all
e-commerce. The time has
petrate fraudulentschemes, and Introduce
viruses. worms, and Trojan horses into pei- come to curb the growth of spar on all
fronts- through aggressive civil and
sonal and business computer systems; and
(2) the Department of Justice should use criminal enforcement actions, as well
all existing law enforcement tools to Iveas Innovative technological solutions.
tigate and prosecute those who send bulk
The criminal provisions that make
commercial e-mail to facilitate the commis- up this amendment are intended to tarsion of Federal crimes,Includingthe tools
get those who use fraudulent and decontained in chapters 47 and 63 of title 18,
ceptive means to send unwanted e-mail
United States Code (relating to fraud and
messages. A recent study conducted by
false statements) chapter 71 of title If,
United States code (relating to obscenity): the Federal Trade Commission demchapter 110 of title 18, United States Code onstrates that this is no small number.
(relating to the sexual exploitatine of chi- According to the FTC, 66 percent of
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span contains some kind of false, To this end, we will need the assistance
fraudulent, or misleading information, of private industry and our interand one-third of all spain contains a national partners.
fraudulent return e-mail address that
I look forward to working with my
is included in the routing information. colleagues in both Houses as we ator header, of the e-mail message. By tempt to confront the spars problem on
concealing their identities, spammers all fronts. I urge my colleagues to supsucceed in evading Internet filters, lur- port this amendment which will
ing consumers into opening messages, strengthen the comprehensive legislaand preventing consumers, ISPs and in- tive package that is before us today.
vestigators from tracking them down
Mr. WYDEN, Madam President, will
the Senator from Utah yield?
to stop their unwelcomed messages.
This
amendment
significantly
Mr. HATCH. I am happy to do that.
strengthens the criminal penalties conMr. WYDEN. I commend the Senator
tained in the CAN SPAM Act by strik- from Utah for his efforts in this area.
ing its misdemeanor false header of- The contribution the Senator from
fense and replacing it with five new fel- Utah makes is not just useful but it is
ony offenses. The amendment makes it absolutely critical. We can write bills
a crime to hack into a computer, or to to fight spam until we run out of paper,
use a computer system that the owner but unless we have the kind of enforcehas made available for other purposes, ment the Senator from Utah envisions,
as a conduit for bulk commercial e- we are not going to get thejob right.
mail. It prohibits sending bulk comI am particularly interested in workmercial e-mail that conceals the true ing with the distinguished chairman of
source, destination, routing or authen- the Judiciary Committee in making
tication information of the e-mail, or sure we have some vigorous oversight
is generated from multiple e-mail ac- after this bill is enacted into law. If
counts or domain names that falsify after this bill is passed we have the
the identity of the actual registrant. It prosecutors, the Federal Trade Comalso prohibits sending bulk commercial mission, and others bring some tough
e-mail that is generated from multiple enforcement actions, that will be a tree-mail accounts or domain names that mendously valuable deterrent.
I would like to work with the distinfalsify the identity of the actual registrant, or from Internet Protocol, IP. guished chairman of the committee to
addresses that have been hijacked from have some vigorous oversight hearings
after this bill has gone into effect.
their true assignees.
The amendment includes stiff pen- That Is what it is going to take to
alties intended to deter the most abu- make sure we have the teeth in this
sive spammers. Recidivists and those legislation to make a difference. I
who send spare to commit another fel- thank my colleague.
ony face a sentence of up to 5 years'
Mr. HATCH. I thank my colleague for
imprisonment. Those who hack into those kind remarks and thank him and
another's computer system to send Senator MCCAIN for their leadership in
spam, those who send large numbers of the Senate.
I ask unanimous consent to add Senspar. and sparn kingpins who direct
others in their spam operations, face ator GRASSLEY as a cosponsor of this
up to 3 years' imprisonment. Other ille- amendment, No. 1893.Senator GRASSgal spammers face up to a year in pris- LEY has worked with me and Senator
on. The amendment provides addi- LEAHY every step of the way and detional deterrence with criminal for- serves a lot of credit.
The PRESIDING OFFICER. Without
feiture provisions and the potential for
sentencing enhancements for those objection, it is so ordered.
who generate e-mail addresses through
The Senator from Arizona.
Mr. McCAIN. I thank Senator HATCH
harvesting and dictionary attacks.
I commend Senators BURNS, WYDEN, and Senator LEAHY for their work to
MCCAIN, and HOLLINGS for their hard improve the criminal provisions and
work over the course of the past sev- strengthen the Burns-Wyden CANeral Congresses on the CAN SPAM Act. SPAM Act. The active participation of
They have worked diligently to en- Senator HATCH and his committee on
hance the privacy of consumers with- this issue has been extremely valuable.
I join my friend from Oregon in urgout unnecessarily burdening legitimate
electronic commerce. The balance is a ing Senator HATCH to have oversight
difficult one to strike. I compliment on how this law is enforced and that it
these fine Senators for being able to is properly done. We face challenges in
enforcement of this act, particularly in
strike that balance and get it done.
I believe enactment of the CAN light of the changes in technology that
SPAM Act is an important first step will inevitably occur which will make
toward curbing predatory and abusive this legislation even harder to enforce
commercial e-mail, but it is certainly than it is today. I thank Senator
not the end. We all recognize that HATCH, and I urge adoption of the
there is no single solution to the spars amendment.
problem. While we must critically and
The PRESIDING OFFICER. The Sencontinually monitor the effectiveness ator from Florida,
of any legislative solution we enact, we
Mr. NELSON of Florida. I encourage
must pursue other avenues as well. the adoption of this amendment. I am
Technological fixes, education and one of the cosponsors along with Seninternational enforcement are integral ator HATCH and Senator LuAHY. Let me
components to any effective solution. state for the RECORD the essence of
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part of a colloquy between myself and
Senator LEAHY,
We have all been stunned by how pervasive spars has become in e-mail traffic. We have experienced the way the
clogged inboxes, the unwanted solicitations, and the unwelcome pornographic
material make a session on the computer less productive and less enjoyable.
I detailed earlier in my remarks the
innumerable pornographic messages
that come into my Senate office computer in my offices back in Florida. It
is one of the top complaints I receive
from my constituents. I am very
pleased to be working with the Senators from Utah and Vermont to impose tough penalties on those who impose this garbage on others.
I am always concerned with the type
of sparn that goes beyond the mere nuisance variety. It is becoming clear with
each passing month that many criminal enterprises have adopted spam as
their method of choice for perpetrating
criminal schemes. Spammers are now
frequently perpetrating fraud to cheat
people out of their savings, stealing
people's identities, or trafficking in
child pornography. What spars allows
them to do is to conduct these criminal
activities on a much broader scale at
dramatically reduced costs. They can
literally reach millions of people at the
push of a button.
I have given the example in the old
days that someone would use the mail
to send out 100 or 150 letters. They
would have nefarious schemes such as
bilking senior citizens out of money or
perpetrating child pornography. Now
they do not send out 150 letters to do
it.They punch a button and they are
sending out 150 million e-mail messages perpetrating their schemes of
fleecing senior citizens or perpetrating
childpornography.
The colloquy I propose with Senator
LEAHY at his convenience would be to
reinforce a ban- which is why I had
originally introduced S. 1052-in the
Deceptive Unsolicited Bulk Electronic
Mail Act, I Introduced that with Senator PRYOR. That is why I have sought,
with the help of the Senator from
Vermont and the Senator from Utah,
to include provisions in this legislation
that make it clear our intent to treat
the use of spare to commit large-scale
criminal activity as the organized
crime that it is.
We do it in two ways. First, by working with the United States Sentencing
Commission in the amendment being
offered by the Senators toward enhanced sentences for those who use
sparn or other unsolicited bulk e-mail
to commit fraud, identity theft, obscenity, child pornography, or the sexual exploitation of children.
Second, we make the seriousness of
our intentions clear In this amendment
by urging prosecutors to use all the
tools at their disposal, including RICO,
to bring down the criminal enterprises
that are facilitated by the use of spain.
Specifically, we are talking about
the RICO statute which not only comes
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with some of the stiffest penalties in
the Criminal Code but it allows for the
seizure of assets of criminal organizations, it allows the prosecutors to go
after the criminal enterprise, and it allows for civil suits brought by injured
parties. It is tough enforcement like
this that will help bring the worst of
the spammers to their knees.
Mr. MCCAIN. Madam President, I ask
consent that the following amendments be the only first-degree amendments in order to the bill and that they
be subject to second-degrees which
would be relevant to the first degree to
which they are offered: Corzine amendment, Santorum
amendment,
Enzi
amendment, Landrieu amendment, and
Boxer amendment.
Mr. LEAHY. Reserving the right to
object.
Mr. WYDEN. I ask unanimous consent to add Senator HARKIN's name to
that list and then I support the unanimous consent.
The PRESIDING OFFICER. Does the
Senator so modify his request?
Mr. LEAHY. Reserving the right to
object.
The PRESIDING OFFICER. Does the
Senator from Arizona so modify his request?
Mr. MCCAIN. I do modify my request.
Mr. LEAHY. Where is the HatchLeahy amendment?
Mr. MCCAIN. Pending and about to
be adopted.
Mr. LEAHY. It is not precluded by
the unanimous consent request.
The
PRESIDING
OFFICER
(Mr.
CHAMBLISS). It would not be precluded.
Without objection, it is so ordered.
Mr. MCCAIN. Mr, President, I thank
Senator LEAHY for his work on this
amendment,
along
with
Senator
HATCH, who lends and contributes a
great deal of teeth to this bill. I know
they have worked very hard.
As I mentioned to Senator HATCH, as
did the Senator from Oregon, we know
that the Senator and his committee
will be involved in the oversight of the
enforcement of this legislation. We
thank you for his valuable contribution.
I urge the sponsors of those amendments, Senators CORZINE, SANTORUM,
ENZI, LANDRIEU, BOXER, and HARKIN, to
please come to the floor in courtesy to
their colleagues so we can take up and
dispose of these amendments. Please
show some courtesy to your colleagues.
If you have amendments
pending,
please come. We are ready for them.
I yield the floor.
The PRESIDING OFFICER. The Senator from Vermont.
Mr. LEAHY. Mr. President, when the
Senator from Arizona asked to make
his unanimous consent request. I was
in the process of answering the question of the Senator from Florida, who
has spoken to me many times about his
interest in these areas.
I appreciate what he has done to
strengthen this legislation.
We keep the authority to set sentences where it belongs, with the Sen-
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tenting Commission, while remaining
deferential, to the discretion of prosecutors.
The provisions from the Senator
from Florida make it unmistakably
clear that Congress expects this legislation to be used not just to punish
spammers but also to dismantle criminal operations that are carried out
with sparn and other unsolicited bulk
e-mall.
I also would note that the Senator
from Florida has spoken about spam
evolving from being just a nuisance. He
is absolutely right, Serious crimes are
being committed using this medium,
which reaches a large number of people. Senior citizens are more and more
often targeted to being bilked out of
millions of dollars, and with very little
effort on the part of the spammers.
Mr. President, I will engage in a colloquy with Senator NELSON because I
think it is important for the purposes
of the RECORD. With all the work the
Senator from Florida has done, I want
the RECORD to be very clear.
Mr. NELSON of Florida. Mr. President, would the Senator from Vermont
be willing to engage me in a colloquy?
Mr. LEAHY. I would be pleased to engage in a colloquy with the Senator
from Florida.
Mr. NELSON of Florida. Mr, President, I have been stunned, as have so
many of my colleagues, by how pervasive span has become in email traffic.
We have all experienced the way
clogged in-boxes, unwanted solicitations, and unwelcome pornographic
material make a session on the computer less productive and less enjoyable. It is one of the top complaints
that I receive from my constituents,
and I am very pleased to be working
with the Senators from Vermont and
Utah to impose tough penalties on
those who impose this garbage on oth-
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potential victims at very low, even

negligible costs. With such low costs,
and such wide reach, even a small rate
of success can make for a very profitable criminal enterprise.
Mr. NELSON of Florida, The Senator
from Vermont has provided an excellent example of the problem that we
are trying to address. And that is why
I have sought, with the help of the Senator from Vermont and the Senator
from Utah, to include provisions in this
legislation that make clear our intent
to treat the use of spars to commit
large-scale criminal activity as the organized crime that it is.
We do this in two ways: First, by
working with the U.S. Sentencing
Commission
toward
enhanced
sentences for those who use spare or other
unsolicited bulk email
to commit
fraud, identity theft, obscenity, child
pornography, or the sexual exploitation of children.
Second, we make the seriousness of
our intentions clear by urging prosecutors to use all tools at their disposal to
bring down the criminal enterprises
that are facilitated by the use of spar.
Among other things, we are talking
about the RICO statute, which not only
comes with some of the stiffest penalties in the criminal code, but also allows for the seizure of the assets of
criminal organizations, and for civil
suits brought by injured parties. It is
tough enforcement like this that will
help bring the worst of the spammers
to their knees.
Mr. LEAHY. The Senator from Florida has made me aware of his interest
in these provisions on several occasions, and I appreciate his contributions to this effort. They strengthen
the legislation in important ways.
While keeping the authority to set sentences where it belongs- with the Sentencing Commission- and while reers.
maining deferential to the discretion of
But I am also concerned with a type prosecutors, these provisions makes
of sparn that goes beyond the mere nui- unmistakably clear that Congress exsance variety. It is becoming clearer pects this legislation to be used not
with each passing month that many just to punish spainmers, but also to
criminal enterprises have adopted dismantle the criminal enterprises that
spam as their method of choice for per- are carried out with spare and other
petrating their criminal schemes. unsolicited bulk e-mail.
Spammers are now frequently perpeMr. NELSON of Florida. I thank the
trating fraud to cheat people out of Senator from Vermont for his outtheir savings, stealing people's identi- standing leadership on this issue, and
ties, or trafficking in child pornog- for his cooperation in including my
raphy. What spam allows them to do is amendments in the legislation,
to conduct these criminal activities on
Mr. LEAHY. Mr. President, it is ina much broader scale at dramatically creasingly obvious that unwanted comreduced costs- they can literally reach mercial e-mail is more than just a nuimillions of people at the push of a but- sance.
Businesses
and
individuals
ton.
sometimes have to wade through hours
Mr. LEAHY. The Senator from Flor- of spare. It makes it impossible for
ida is correct. Nowadays, we see that them to do their work. It slows down
spare has moved far beyond being just whole enterprises.
a nuisance to people trying to use
In my home State of Vermont, one
email on their personal computers. Se- legislator logged on to his server and
rious crimes are being committed found that two-thirds of the e-mails in
using this medium, which can reach his inbox were spare, Our legislator is a
large numbers of people in a matter of citizen or legislature. He does not have
seconds, For example, if a person or or- staff or anything else. This was after
ganization seeks to commit fraud to the legislator had installed sparebilk senior citizens out of their money, blocking
software.
His
computer
with sparm they can reach millions of stopped about 80 percent of it, But even
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So I log on for him, and he climbs up
after he blocked 80 percent, two-thirds domain name registration- that is, hijacking unused expanses of Internet ad- on my lap, takes the mouse out of my
of the e-mail he had was span.
The e-mail users are having the on- dress space and using them to launch hand and says: I better take over now
because it gets very complicated.
line equivalent of the experience of the junk mail.
In some ways we are protecting those
Now, penalties under the amendment
woman in the classic Monty Python
skit. She wanted to order a Span-free are tough, but they are measured. Re- 5-year-olds because they are the next
who
send
spam
in
cidivists
and
those
using this technology. I
generation
breakfast at a restaurant. Try as she
furtherance of another felon may be thank my friend from Oregon and good
might, she cannot get the waitress to
to
5
years.
The
sound
for the enormous
imprisoned
for
up
from
Montana
friend
bring her the meal she wants. Every
dish in the restaurant comes with of a jail cell closing for 5 years should amount of work they have done here.
I yield the floor.
Span: it is just a matter of how much. focus their attention.
Large-volume spanmers, those who
Mr. BURNS. Mr. President, I might
There is eggs, bacon, and Span; eggs,
hack into another person's computer add, Senator LEAHY and I serve as coSpam,
bacon, sausage, and Spam;
bacon, sausage, and Span; Span. egg, system to send bulk spam, and spam chairs on the Internet caucus. We unSpan. Span, bacon, and Spam; Span, "kingpins" who use others to operate derstand the ramifications of this new
their spamming operations may be im- medium that has come upon us, its imSpan, bacon,
sausage, Span, Spai,
prisoned for up to 3 years, and so on,
portance, and all it has to offer. Of
Span, tomato, and Spam, and so on.
Then, of course, we direct the Sen- course, getting rid of span Is one of
Finally, the customer said: I don't like
tencing Commission to look at other those things that if we don't do it, then
Span. I don't want Spam. I hate Span. areas'
I am afraid it will be the one that
Now, I repeat that with apologies to
So, Mr. President, I see my col- chokes this very new way of commuJohn Cleese and everybody else in the
leagues on the floor, Senator BURNS nicating and brings us not only inforMonty Python skit.
and Senator WYDEN, who have done mation but new services.
Mr. President, anybody who goes on
yeoman work on this legislation. I
I appreciate the work of the Senator
e-mail, including every member of my
compliment all those who worked to- from Vermont and thank him for it.
family down to my 5-year-old grandgether. I certainly compliment the two
I yield the floor,
child, knows how annoying spam can
of them, as well as Senator HATCH,
The PRESIDING OFFICER. The Senbe,
Senator NELSON,and Senator SCHUMER. ator from North Dakota.
A Harris poll taken last year found
I think we are putting together someMr. DORGAN. Mr. President, I have
that 80 percent of the respondents
thing that is worth passing.
been watching. Everybody is pretty
viewed sparn as "very annoying" and 74
Mr. WYDEN. Will the Senator yield? much congratulating everybody else.
percent wanted to make it illegal.
Mr. LEAHY. Sure.
Let me add my congratulations. This is
Some 30 States now have anti-span
Mr. WYDEN. Mr. President, just belaws but it is difficult to enforce them. fore he leaves the floor, I thank the an important issue. There are some serious people who have done serious
There arc actually billions of un- distinguished Senator from Vermont
on this matter.
wanted e-mails that are blocked by
for all his help. 1 have already told work
I don't know where the word span
ISPs every day. Hundreds of millions of Senator HATCH how Incredibly imporcame
from. I suspect someone has despan e-mails get through just the tant the enforcement provision is, You
scribed that today. It is a luncheon
same.
can write bills forever, but without the meat in northern Minnesota in our reNow, we have to be very careful when enforcement to which the Senator from
we regulate in cyberspace. We must not Vermont and the Senator from Utah gion of the country. But span Is a term
used to describe those unsolicited mesforget that sparn, like more traditional
are committed, those bills are not sages that are sent into your computer.
forms of commercial speech, is pro- going to get the job done.
tected by the first amendment. We canSuffice it to say. when there were a It has become much more than just a
not allow sparn to result in the "vielot of people in public life who thought nuisance. It was not too long ago, pertual death" of the Internet, as one their computers were somehow a TV haps even a year or two, these unsolicVermont newspaper put it.
screen, the Senator from Vermont was ited notices you receive through e-mail
So what Senator HATCH and I have already leading the Senate and those and other devices were a nuisance. Now
the
and
is
being
acceptedoffered
who work in the public policy arena to it is a very serious problem. Log on to
amend- understand the implications of the me- your computer and see what happens.
Hatch-Leahy-Nelson-Schumer
You have intruders in that computer,
ment- would, first, prohibit hacking dium.
There is nobody in public life whose and they are flagging for you gambling
into another person's computer system
sites and dating sites and pornography.
and sending bulk space from or through counsel I value more on telecommunications and Internet policy than the virtually everything. Go to your e-mail
that system.
Second, it would prohibit using a distinguished Senator from Vermont. I and find out how many unsolicited ethe owner appreciate his giving me this oppor- mails you have had. You have more
system that
computer
makes available for other purposes as a tunity to work with him on the en- friends than you thought you had. Dozconduit for bulk spam, with the intent forcement provisions. It will be the ens and dozens of people and groups are
writing to you. Most of them, of
to deceive the recipient as to where the lifeblood of making this bill work.
Mr. LEAHY. Mr. President, I thank course. are pornographic, and they are
spain came from.
The third prohibition targets another my dear friend from Oregon for his far unsolicited kinds of messages you
too generous words. I have enjoyed wouldn't want to explore, nor would
way that outlaw spammers evade ISP
filters: falsifying the "header informa- working with him. He has carried over you want your family to explore.
If this afternoon someone drove up in
tion" that accompanies every e-mail from his service in the other body. He
and sending bulk spam containing that has a strong interest in this. Just as front of your house with a truck and
important as his strong interest is the knocked on the front door and said: I
fake header information. The amendment prohibits forging information re- fact he has extraordinary expertise in have some actors In the back of this
truck of mine, and we want to come
garding the origin of the e-mail mes- this area. That is very helpful.
If you would allow me one quick per- into your home because we know you
sage.
sonal story. This sort of humbles you. have a l0-year-old and a 12-year-old
Hatch-Leahy-NelsonFourth,
the
I like to think I am very knowledge- child, we would like to put on a show
Schumer amendment prohibits regfor you. it is going to be a pornoistering for multiple e-mail accounts able on this. My 5-year-old grandson
or Internet domain names and sending climbed in my lap and asked me to log graphic sex show. you would go to the
and call the police. The police
phone
interactive
site
for
on
to
a
particular
bulk mail from those accounts or dochildren. It Is something he could do would come and arrest them, and they
mains.
would
be
prosecuted. Yet there are peolet
him
log
on
but
we
don't
himself,
Fifth, and finally, our amendment
himself because of the problems with ple who come Into our homes and put
addresses a major hacker spainner
pornographic sex shows
on
these
chilthat
appear
to
be
for
some
sites
technique for hiding Identity that is a
to
computer- yes,
the
through
common and pernicious alternative to dren, and are anything but.
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unsuspecting children. Yes, it happens
all the time. We know it. That is why
we are trying to determine what can
we do to stop it.
There is a right of free speech, but no
stranger has a right to entertain 10
year-old kids in your home or our
home with pornography. No stranger
has that right. That does not exist as a
right of free speech.
The question is, what kind of legislation can we craft that addresses this in
a serious way. There is so much spain
on the Internet. I am describing pornography, but there are so many commercial and other devices with unsolicited messages that it almost completely overwhelms the use of e-mail.
It clogs the arteries of commerce for
which the Internet and e-mail have
been very valuable.
In the last couple of years. we have a
circumstance where 46 percent of all email traffic in the month of April this
year was spam. It was only 18 percent
in April of 2002, more than double in
just a year. It does clog the arteries of
commerce, It exposes children to
things that are harmful and inappropriate. The question is, what can we do
about it.
This legislation is an attempt to try
to address it. We will best congratulate
ourselves if and after the legislation is
passed, in force, and we determine it
works. If and when that is the case,
then we all should say congratulations
for having done something useful. We
have, of course, tried this before. The
Supreme Court struck down legislation
that came from the Commerce Com
mittee dealing with this issue. I think
this is a better way to approach it. It is
more serious, more thoughtful, and
more likely to be able to meet the test
of being constitutional.
We in the Commerce Committee have
worked on other issues similar to this,
not so much dealing with spare but especially protecting children.
Senator ENSIGNand I coauthored legislation dealing with a new domain
name. We are creating a new domain in
this country called dot U.S., just like
there is a domain dot U.K. We will have
a new one called dot U.S. We decided
by legislation we would attach to that
domain a condition that they must
also create a domain within dot U.S.
called dot kids dot U.S. That will be a
domain in which parents know that
when their children are in dot kids dot
U.S.. any site in dot kids dot U.S., they
are going to be seeing things that are
only appropriate for children. That is
going to be a big help to parents.
If you restrict the child to dot kids
dot U.S. and you know that child is not
going to be exposed to things children
should not be exposed to, that is legislation that is going to be very helpful.
Let me also say this piece of legislation dealing with spare is similarly
helpful. We have a circumstance where
what shows up on the computers of virtually every American is not only unsolicited messages but messages that
come from anonymous sources all over
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the world, messages that contain kind words. I tell all Senators. both
things you don't have any interest in, here and watching, that the Boxer
that are grotesque, unwanted, and por- amendment has been withdrawn. That
nographic. You can't determine where gets us down to where we could get this
bill passed tonight.
they come from.
I believe the pending business is the
This legislation, along with the
amendments being offered, moves ex- Hatch-Leahy amendment No. 1893. I
actlyin the right direction to prohibit call for its adoption.
The PRESIDING OFFICER. Is there
false and misleading transmission of
information. It prohibits the knowing further debate?
The question is on agreeing to the
use of deceptive subject headings, requires a return address or comparable amendment.
reply message so you can figure out to.The amendment (No. 1893) was agreed
who sent it, requires the UCE be selfMr. BURNS. Mr. President, I suggest
identified as an advertisement or a so- the absence of a quorum.
licitation. All of these things are very
The PRESIDING
OFFICER.
The
important. At the end of time, when we clerk will call the roll.
have passed this legislation, it is in
The assistant legislative clerk proforce, and we determine it is workable, ceeded to call the roll.
then we will know we have done someThe PRESIDING OFFICER. The Senthing very significant.
ator from Oregon.
Let me make one additional point. I
Mr. WYDEN. Mr. President, we are
think computers and the Internet are very close to being able to pass this bill
quite remarkable. It is difficult to find tonight. This is an extraordinarily imwords to describe how wonderful it can portant consumer measure, a measure
be. To be in a town like my hometown that literally touches the lives of milof nearly 300 people and have access lions of people every single day. At this
through the Internet to the biggest li- point, we have only three amendments
brary in the world, have access on the left. The Senator from New Jersey, Mr.
Internet to the great museums of the CORZINE. has an amendment; the Senworld. I grew up in a small town, with ator from Wyoming, Mr. ENZI, is to
a high school senior class of nine. We offer an amendment with Senator
had a library the size of a coat closet. SANTORUM; and then Senator LANDRIEU
With the Internet, that school now has has an amendment.
I am very hopeful we will be able to
a library the size of the largest library
in the world, the largest repository of finish this bill fairly shortly. I urge
those
Senators who have their amendhuman knowledge existing anywhere
on Earth- the Library of Congress. ments In order to come to the floor at
this
point.
This is legislation that has
Yes, that exists in my hometown by
been worked on for more than 4 years.
virtue of the Internet.
During
that
time, this problem has
The Internet is remarkable, wonderful, and breathtaking. It opens vistas grown exponentially. A number of Senspoken about it, and the
ators
have
of new opportunities for all Americans.
We are dealing with the other side of Senate ought to move ahead.
I suggest the absence of a quorum.
the Internet because there are two
The
The PRESIDING
OFFICER
sides to this issue. The other side con- clerk will call the roll.
tains some very serious issues and
The assistant legislative clerk proproblems. We can continue to ignore ceeded to call the roll.
them at our peril, at the peril of our
Mr. ALEXANDER. Mr. President, I
children, and at the peril of business ask unanimous consent that the order
and commerce, which relies on the for the quorum call be rescinded.
Internet as an artery of commerce. We
The PRESIDING OFFICER. Without
can ignore them or we can address objection, it is so ordered.
them, as my colleagues, Senators
Mr. ALEXANDER. I ask unanimous
WYDEN and BURNS, chose to do with consent that I be allowed to speak as in
their leadership in the Commerce Com- morning business for 10 minutes.
The PRESIDING OFFICER. Without
mittee. I thank them and I also thank
the Senator from Arizona, Mr. MCCAIN, objection, it is so ordered.
THE INTERNETTAX FREEOM ACT
and Senator HOLLINGS.
We have a great committee, one on
Mr. ALEXANDER. Mr. President, in
which I am proud to serve. We do a lot our political speeches, Senators, espeof work and address a lot of issues. cially we Republicans, have a lot to say
This is but one, but it is a very impor- in defense of the Tenth Amendment,
tant one and it is a timely piece of leg- that all powers not expressly given to
islation to bring to the floor. It appears the central government are reserved to
that, based on the unanimous consent the States. We are big talkers about
request, this will now move and, with local control, about State responsibilsome amendments being offered, I ities, and about State rights.
Somehow. when we get to Washthink we will get to final passage. I expect to have a very strong vote by the ington and away from home, a lot of
that
goes up in smoke. We start thinkentire Senate because it is a good piece
of legislation. The time to do this is ing of grand ideas and sending State
and
local
governments the bill to pay
now and this is the right thing to do.
for our grand ideas. Special education
I yield the floor.
for
children
with disabilities, but we
The PRESIDING OFFICER. The Sensay to the State and local governator from Montana is recognized.
Mr. BURNS. Mr. President, I thank ments, you pay the bill. New construcmy friend from North Dakota for his tion to stop storm water runoff, but we
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say to the cities, you pay the bill.
Higher standards for roads, we say to
the States, you pay the bill. New
standards for highly qualified teachers,
you pay the bill. We call these unfunded mandates
What I want to talk about today is
the worst kind of unfunded mandate.
Not only do we have grand ideas and
are telling State and local governments that they have to pay for them,
we now want to tell them how to pay
for them. The latest such example is to
tell State and local governments that a
tax on Internet access or telephones is
somehow a worse tax, a bad tax they
should not be allowed to pursue, than a
tax on medicine, food, or an income
tax.
I supported a moratorium for 7 years
on State and local access to the Internet so the Internet could get up and
get going, but now it is up and going. It
ought to be absolutely on its own with
other commercial activity. Yet our
friends in the House of Representatives
and some in the Senate would not only
extend the moratorium on State and
local taxes on Internet access, they
would broaden it.
This is none of the Congress's business. It is a State and local responsibility to decide how to pay the bill to
fund State parks, local schools, roads,
prisons, colleges, and universities.
That is what Governors do. That is
what legislators do. That is what mayors do. That is what county commissioners and city council men and
women do.
The inevitable result of such unfunded mandates from Washington, DC,
telling States what taxes they can and
cannot use, is to transfer more government to Washington, DC, because here
we can print money to pay for it. It
sounds awfully good to say we are banning a tax, but what we are actually
doing is favoring one tax over another
tax with the decision made in Washington, DC.
For example, if Tennessee's ability to
have a broad-based sales tax is limited,
then the chances that Tennessee will
have an income tax are higher, or a
higher tax on medicine or food, or
higher college tuition for families to
pay. The same goes for Florida, Texas.
Washington State, or any other State.
Some say this interference in State
prerogatives and local prerogatives is
justified by the interstate commerce
clause of the Constitution, and that
the Internet is too important to carry
its fair share of the taxes. I ask: Is access to the Internet more important
than food? If not, then why not limit
the State sales tax on food, medicine.
electricity, natural gas, water, corporations generally, car tags, telephones, cable TV? They are all in interstate commerce. Let us limit the tax
on all of them from Washington. DC.
Unless we want to get rid of State
and local governments and transfer all
responsibilities for local schools, colleges, prisons. State parks, and roads
to Washington. DC, and claim all wis-
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dom resides here, then we have no business telling State and local governments how they pay the bill for legitimate services.
We should read the Tenth Amendment to the Constitution and get back
to our basic job of funding war, welfare, Social Security, Medicare, and
debt. And leave decisions about what
services to provide and what taxes to
impose to State and local governments
and to State and locally elected officials.
Under the rules of the Senate, because this bill imposes costs on States
without paying for them, it is an unfunded mandate and subject to a point
of order to pass this bill that would extend the moratorium on State and
local ability to tax access to the Internet.
In its cost estimate of September 9,
2003. the Congressional Budget Office
determined that S. 150, as reported by
the Commerce Committee, would impose direct costs on State and local
governments of lost revenues of $80
million to $120 million per year beginning in 2007. Because the estimate exceeds the threshold of $64 million for
2007, this is an intergovernmental mandate, subject to a point of order. According to the Multi-state Tax Commission, the bill has the potential to
exempt telephone and cable companies
from a broad array of State and local
taxes that could amount to an unfunded mandate on State and local governments of up to $9 billion a year.
Every Senator who votes to overturn
the point of order to this bill would be
voting for an unfunded mandate, which
most of us have promised not to do.

mental mandate as defined in the Unfunded
Mandates Reform Act (UMRA), CBO estimates that the mandate would cause state
and local governments to lose revenue beginning in October 20[16;those losses would exceed the threshold established in UMRA ($64
million In 2007, adjusted annually for inflation) by 2007.While there Is some uncer
tainty about the number of states affected,
CBO estimates that the direct coststo states
and local governments would probably total
between $80 million and $120million annually, beginning in 2007. The bill contains no
new private-sector mandates as defined in
UMRA.
ESTIMATEDCOST TO THE FEDERAL
GOVERNMENT
CBO estimates that noacting S. 150 would
have no impact on the federal budget.
INTERGOVERNMENTAL MANDATES CONTAINED
IN THE BILL
The Internet Tax Freedom Act (ITFA) currently prohibits state and local governments
from imposing taxes on Internet accessuntil
November 1,2003. The ITFA, enacted as PublicLaw 105-277 on October 21, 1998.also contains an exception to this moratorium.
sometimes referred to as the "grandather
clause," which allowscertain state and local
governments to tax Internet access if such
tax was generally imposed and actually enforced prior to October 1,108.
S. 150would make the moratorium permanent and, after October 1,2006. would eliminate the grandfather clause. The bill also
would state that the term "Internet access"
or "Internet access services' as definedin
ITFA would not include telecommunications
services except to the extent that such ser
ices are used to provide Internet access
(known as 'aggregating" or "bundling" of
services). These extensions and expansions of
constitute Intergovernthe moratorium
mental mandates as defined in UMRA because they would prohibit states from collectingtaxes that they otherwise could callect.
ESTIMATED DIRECT COSTS OF MANDATES TO
Let the moratorium on access to the
STATE AND LOCAL GOVERNMENTS
Internet die a well-deserved and natCBO estimates that repealing the grandural death when it expires on Novemfather clause would result in revenue losses
ber I and let us remember the Repub- for as many as 10 states for severallocal govlican Congress 10 years ago promised to ernments totaling between $80 million and
end unfunded mandates.
$120 million annually, beginning in 2007. We
I ask unanimous consent that certain also estimate that the change in the defniinformation from the Congressional tionof Internet access could affect cax reveanues for many states and local governments,
Budget Act describing unfunded mandates and the point of order that Is pos- but we cannot estimate the magnitude or the
timing of any such additional impacts at
sible to be raised in opposition to such this time.
mandates be printed in the RECORD.
UMRA includes in its definition of the diThere being no objection, the mate- rect costs of a mandate the amounts that
rial was ordered to be printed in the state and local governments would be proRECORD, as follows:
hibited from raising in revenues to comply
ICongressional Budget Office Cost Estimatel with the mandate, The direct costs of eliminating the grandfather clause would be the
S. 15- INTERNET TAX
tax revenues that state and local governNONDISCRIMINATION ACT
ments are currently collecting but would be
AS ORDERED REPORTED BY THE SENATE COMfrom collecting under S. 150.
SCIENCE,
ANDTRANS- precluded
MITTEE
ONCOMMERCE,
States also could lose revenues that they
ONJULY31,2W03.
PORTATION
currently collect on certain services, if those
SUMMARY
services are redefined as Internet access
S, 150 would permanently extend a morato- under the bill.
Over the next five years there will likely
rium on certain state and local taxation of
online services and electronic commerce, and be changes in the technology and the market
after October I, 2006, would eliminate an ex- for Internet access Such changes are likely
ception to that pmhibition for certain to affect, at minimum, the price foraccess to
the Internet as well as the demand for and
states. Under current law, the moratorium is
set to expire on November 1. 2003. CBO esti- the methods of such access. How these techmates that enacting S. 150 would have no Im- nologcal and market changes will ultipact on the federal budget, but beginning in mately affect state and local tax revenues is
2007, it would impose significant annual unclear, but for the purposes of this estiinare, CBO assumes that over the next five
costs on some state and local governments.
By extending and expanding the morato- years, these effects will largely offset each
rium on certain types of state and local other, keepingrevenues from taxes on Intertaxes, S. 150 would impose an intergovern- net access within the currentrange.
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THEGRANDFATHERCLAUSE
The primary budget impact of this bill
would be the revenue losses- starting in October 2006- resulting from eliminating the
grandfather clause that currently allows
some state and local governmnts to collect
aes on Internet access. While there is some
uncertainty about the number of Jurisdictions currently collecting such taxes- and
the precise amount of those collectionsCBO believes that as many as I0 states (Hawaii, New Hampshire. New Mexico. North
Dakota. Ohio, South Dakota. Tennessee.
Texas, Washington, Wisconsin) and several
local jarisdictions in Colorado, Ohio, South
Dakota, Texas, Washington, and Wisconsin
are currently collecting such taxes and that
these taxes total between $80 million and
$120 million annually. The estimate is based
on Information from the states involved.
from Industry sources. and from the Department of Commerce. In arriving at this estimate. CBO cook tito account the fact that
some companies are challenging the applicability of the tax to the service they provide
and thus may not be collecting or remitting
the taxes even though the states feel they
are obligated to do so. So potential liabilities are not included in the estimate.
It Is possible that if the moratorium were
allowed to expire as scheduled under urrent
law, some state and local governments would
enact new taxes or decide to apply existing
taxesto Incernet access during the next five
years. It is also possible that some governments would repeal existing taxes or preclude their application to theseservices Because such changes are difficult to predict.
for the purposes of estimating the direct
costs of the mandate, CBO considered only
the revenues fiom taxes that are rurrently
in place and actually being collected.
DEPINITIONOFINTERNETACCESS
Depending on how the language altering
the definition of what telecommunications
servicesare taxable is interpreted,
that ianguage also could result in substantial revenue loases for states and local governments.
It is possible that states could lose revenue
if services that are currently taxesare redefined as Internet 'access" under the definition in S. 150. Revenues could also be lost If
Internet access providers choose to bundle
products and call the product Internet access Such changes would reduce state and
local revenues frum telecomlmunications
taxes and possibly revenues from content
currently subject to sales and use taxes.
However, CHO cannot estimate the magnitude of these losses.
ESTIMATEDIMPACTONTHE PRIVATE SECTOR
This bill would impose no new private-sector mandates as defined In UMRA.
PREVIOUSCO ESTIMATE
On July 21, 2003, CR0 transmitted a cost
estimate for H.R. 49. the Internet Tax Nondiscrimination Act, as ordered reported by
the House Committee on the Judiciary on
July 16. 2003. Unlike H.R. 49, which would
eliminate the grandfather clause upon passage, S. 150 would allow the grandfather
clause to terrain in effect until October 2006.
Thus, while both bills contain an intergovernmental mandate with costs above the
threshold,the enactment of S. 1S would not
result in revenue losses to states until October 2006.
ESTIMATE PREPARED BY:
Impact on State, Local, and Tribal Governments: Sarah Pure
Federal Costs: Melissa Zimmerman
Impact on the Private Sector: Paige Piper/
Bach
ESTIMATEAPPROVEDBY:
Peter H. Fontaine
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Deputy Assistant Director for Budget Anal- sector mandates in the bill or joint resoluysis
tin will equal or exceed SIOR,0
OR0 (adSEC. 424. 12 U.S.C. 65801 DUTIES OF THE DIREC. justed annually for inflation) in the fiscal
TOR; STATEMENTS ON BILLS AND year in which any Federal private sector
JOINT RESOLUTIONSOTHERIITHAN mandate in the bill or joint resolution (or in
APPROPRIATIONS BILLS AND JONT any necessary implementing regulation)
RESOLUTIONS.
would first be effective or in any of the 4 fis(a) FEDERAL INTERGOVERNMENTALMAN- calyears following such fiscal year, the DiDATES IN REPORTED BILLS AND RESOLU- rector shall so state, specify the estimate.
TIONS.- For each bill or joint resolution of a and briefly esplaio the basis of the estimate.
public character reported by any committee
(2) ESTIMATES.- Estimates required under
of authorization of the Senate or the House paragraph (I) shall include estimates (and a
of Representatives, the Director of the Con- brief explanation of the basis of the estigressional Budget Office shall prepare and mates) ofsubmit to the committee a statement as fol(A) the total amount of directcosts of
lows:
complying with the Federal private sector
(1) CONTENTS.-If the Director estimates mandates in the bill or Joint resolution; and
that the direct cost of all Federal intergov- (B) the amount, if any, of increase in auerooental mandates In the bill orJolnt reso- thorization of appropriations under existing
lution will equal or exceed $50000,000 (ad- Federal financial assistance programs, or of
justed annually for inflation) in the fiscal authorization of appropriations for new Fedyear In which any Federal intergovern- eral financial assistance, provided by the bill
mental mandate in the bill or joint resolu- orjoint resolution usable by the private section (or in any necessary implementing regu- tor for the activities subject to the Federal
lation) would first be effective or in any of private sector mandates.
(3) ESTIMATE NOT FEASIBLE.-If the Directhe 4 fiscal years following such fiscal year.
the Director shall so state, specifythe esti- tor determines that it is not feasible to
mate, and briefly explain the basis of the es- make a reasonable estimate that would be
required under paragraphs () and (2), the Ditimate.
rector shall not make the estimate, but shall
(2) ESTIMATES.- Estimates required under
paragraph (1) shall include estimates (and report in the statement that the reasonable
estimate cannot be made and shall include
brief explanations of the basis of the estithe reasons for that determination in the
mates) of
stateimient
(A) the total amount of direct cost of coniiC) LEGISLATION FALLING BELOW THE Diplying with the Federal intergovernmental
RECT COSTSTHRESHOLDS.- If the Director esmandates in the bill orjoint resolution:
timates that the direct costs of a Federal
(B) if the bill or resolution contains an amandate will not equal or exceed the threshthorization of appropriations under section
olds specified in subsections (a) and (b). tie
425(a)(2)(B). the amount of new budget a
Director shall so state and shall briefly exthority for each fiscal year for a period not
to exceed 10 years beyond the effective date plain the basis or the estianite.
(d) AMENDEDBILLS AND JOINT RESOLUTIONS;
necessary for the direct Cost of the itergovCONFERENCEREPORTS. If a bill orJoint resoernmental mandate: and
lution is passed in an amended form (includ(C) the amount, if any, of Increase in authorization of appropriations under existing ing if passed by one House as an amendment
in the nature Of a substitute fo the text of
Federal financial assistance programs, or of
a bill or joint reso lotion from the other
authorization of appropriations for new Fed- House) or is reported
by a committee of coneral financial assistance. provided by the bill
ference in amended form. and the amended
orjoint resolution and usable by State, local
form contains a Federal mandate not peor tribal governments for activities subject
viously considered by either House or which
of the Federal intergovernmental mandates.
contains an increase in the direct cost of a
(3) ADDITIONAL FLEXIBILITY INFORMATION.- previously considered Federal maindate, then
The Director shall include in the statement
the committee of conference shall ensure. to
submitted under this subsection, in the rose the greatest extent practicable, that
the Diof legislation that makes changes as de- rector shall prepare a statement as provided
scribed in section 421(5)()(i)(ll) in this subsection or a supplemental state(A) if no additional flexibility
is provided went for the bill or
joint resolution in that
in the legislation, a description of whether
amended form
and how the States can offset the reduction SEC. 425. 12 U.S.C. 6158d LEGISLATION
SUBJECT
under existing law; or
TO POINT OFORDER
(B) if additional flexibility Is provided in
(a) IN GENERAL.- It shall not be in order in
the legislation, whether the resulting sav- tie Senate or tie House of Representatives
iigs would offset the reductions in that proto coitidrgram assuming the States fully implement
(1)any bill or joint resolution that is rethat additional flexibility.
ported by a committee unless the committee
(4) ESTIMATE NOT cEASIBLE- If the Direc- has published a statement of the Director on
cor determines that it is not feasible to
the direct costs of Federal mandates in acmake a reasonable estimate that would be cordance with section 423(f) before such conrequired under paragraphs (1) and (2), the Di- sideration, except this paragraph shall not
rector shall not make the estimate, but shall apply to any supplemental statement prereport in the statement that the reasonable pared by the Director under section 424(d);
estimate cannot be made and shall include and
the reasons for that determination in the
(2) any bill, joint resolution. amendment,
statement. If such determination is made by motion, or conference report that would inthe Director, a point oforder under this part crease the direct costs of Federal intergovshall lie only under section 425(a)(1) and as if ernmental mandates by an amount that
the requirement of section 42S(a)() had not causes the thresholds specified in section
been met.
424(a)(1)
to be exceeded, unless(b) FEDERAL PRIVATE SECTOR MANDATES IN
(A) the bill. joint resolution, amendment,
REPORTED BILLS AND JOINT RESOLUTIONS- nsotion, or conference report provides new
For each bill or joint resolution of a public budget authority or new entitlement authorcharacter reported by any committee of auity in the House of Representatives or direct
thorization of the Senate or the House of spending authority in the Senate for each
Representatives. the Director of the Congres- fiscal year for such mandates Included in the
sional Budget Office shall prepare and sub- bill. joint resolution, amendment. motion. or
mnt to the Committee a statement as follows: conference report in an amount equal to or
(1) CONTENTS,- If the Director estimates exceeding the direct costs of such iandate:
that the direct cost of all Federal private or
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(B) the bill. joint resolution, amendment.
motion. or conference report includes an authorization for appropriations in an amount
equal to or exceeding the direct cost of such
mandate, and(,) identifies a specific dollar amount of
the directcosts of such mandate for each
year up to 10 years during which such mandate shall be in effect under the bill, joint
resolution, amendment, motion or conference report. and such estimate is con
sistent with the estimate determined under
subsection (e) for each fiscal year
(ii) identifies any appropriations bill that
is expected to provide for Federal funding of
the direct cost referred to under clause (il;
and
(iii)(l) provides that for any fiscal year the
responsible Federal agency shall determine
whether there are insufficient appropriation
for that fiscal year to provide for the direct
costs under clause (i) of such mandate, and
shall (no later than 30 days after the beginning of the fiscal year) notify the appropriate authorizing committees of Congress of
the determination and submit either(aa) a statement that the agency has determined, based on a re-estimate of the direct
costs of such mandate, after consultation
with State, local, and tribal governments,
that the amount appropriated is sufficient to
pay for the direct costs of such mandate; or
(bb) legislative recommendations for either
Implementing a less costly mandate or niaking such mandate ineffective for the fiscal
year;
(I1) provides for expeditedprocedures for
the consideration of the statement or legislative recommendations referred to in subclause (I) by Congress no later than 30 days
after the statement or recommendations are
submitted to Congress; and
(111) provides that such mandate shall(a) in the case of a statement referred to
in subelause(l)(aa). cease to be effective 80
days after the statement is submitted unless
Congress has approved the agency's determination by joint resolution during tine Gday period;
(bhb cease to be effective 60 days after the
date the legislative recommendations of the
responsible Federal agency are submitted to
unless ConCongress under subtlause (i)(bb)
gress provides otherwise by law; or
(cc) In the case that such mandate that has
not yet taken effect, continue not to be effective unless Congress provides otherwise
by law.
The provisions
(b) RULEOF CONSTRUCTION.of subsection (a)(2ll()(iiil shall not be construed to prohibit or otherwise restrict a
State, local, or tribal govermnt from voluntarily electing to remain subject to the
original Federal intergovernmental mandate, complying with the programmatic or
financial responsibilities of the original Federal Intergovernmental mandate and providing the funding necessary consistent with
the costs of Federal agency assistance, monitoring, and enforcement.
(k) COMMITTEEON APPROPRIATIONS.(1) APPLICATION The provisions of subsection (a)(A) shall not apply to any bill or resolution
reported by the Committee on Appiopriationsof the Senate or the House of Representatives; except
(B) shall apply to(i) any legislative provision increasing direct costs of a Federal intergovernmental
mandate contained in any bill or resolution
reported by the Committee on Appropriations of the Senate or House of Representatives:
(il) any legislative provision increasing direst casts of a Federal intergovernmental
mandate contained in any amendment offeredto a bill or resolution reported by the
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Committee on Appropriations of the Senate
The PRESIDING OFFICER (Ms. COLor House of Representatives;
LINS). Without objection, It is so or(iii) any legislative provision increasing di- dered.
rect costs of a Federal lntergovernmental
AMENDMENT
NO. 1894
mandate in a conference report accomMr. MCCAIN. Madam President, I
panying a bill or resolution reported by the
Committee on Appropriations of the Senate send an amendment to the desk on beor House of Representatives: and
half of Senators SANTORUMand ENZI,
The PRESIDING OFFICER. The Senator from Oregon.
Mr. WYDEN. Before the Senator from
Tennessee leaves the floor, I say to him
I have my hands full today with spari
so I am not going to get into the substance of the Internet Tax Freedom
Act that, as my friend knows, I have
been a sponsor of in the Senate with
Congressman Cox in the other body. I
am always anxious to work with my
colleague from Tennessee.
Essentially, the arguments being
made today against the Internet Tax
Freedom Act are identical to the ones
that were made 5 years ago. If we were
to look at the transcript 5 years ago
before the Senate Commerce Committee, we were told the States and localities would be stripped of the revenue they needed. We were pretty
much told western civilization was
going to end at that time.
Ever since then, as we have gone
through 5 years of experience, we have
not seen that to be the case. States and
localities have not been stripped of the
revenue they need. Internet sales are
still perhaps only 2 percent of the economy. No jurisdiction has shown that
they have been hurt by their inability
to discriminate against the Internet,
and that is all this law stands for is
technological neutrality, treating the
online world like the offline world is
treated.
As I said to my good friend, I have
my hands full today with sparn so we
will debate the Internet Tax Freedom
Act another day. I am anxious to work
with my colleague. I would only point
out the reauthorization of the Internet
Tax Freedom Act passed the Commerce
Committee unanimously. It is the first
time since we have been at this that It
has been passed unanimously. I think
it is going to be an important debate I
will certainly be anxious to talk with
my colleague about at that time.
Again, we are hoping those with the
amendments that have been made in
order to the sparn bill will come to the
floor. We could finish this legislation
in perhaps half an hour, pass a very important proconsumer measure by pretty close to a unanimous vote in the
Senate. Senator BURNS and I are certainly hoping that will be the case and
that
Senator
hope
in particular
CORZINE, Senator ENZI, and Senator
SANTORUM will come to the floor and
we could be done very quickly.
I suggest the absence of a quorum.
The
The
PRESIDING
OFFICER.
clerk will call the roll.
The assistant legislative clerk proceeded to call the roll.
Mr. MCCAIN. Madam President, I ask
unanimous consent that the order for
the quorum call be rescinded.

and I ask for its immediate consideration
The PRESIDING OFFICER. The
clerk will report.
The legislative clerk read as follows:
The Senator from Arizona [Mr. MCCAiN].
for Mr. ENZIand Mr. SANTORUM.
proposes an
amendment nmbered 1894,
Mr. MCCAIN. Madam President, I ask

unanimous consent that reading of the
amendment be dispensed with.
The PRESIDING OFFICER. Without
objection, it is so ordered.
The amendment is as follows:
(Purpose. To require warning labels on
sexually explicit commercial e-mal)
On page 51, after line 22, insert the following(d) REQUIREMENT To PLACE WARNING LAON COMMERCIALELECTRONICMAIL CONtELS
TAININt SEXUALLYORIENTED MATERIAL.(1) IN GENERAL. No person may initiate in
or affecting interstate commerce tie transmission, to a protected computer. of any onsolicited commercial electronic mail message that includes sexually oriented material and(A) fall to include in subject heading for
the electronic mail message the marks or
notices prescribed by the Commission under
this subsection; or
(B) fall to provide that the matter in the
message that is initially viewable to the recipient. when the message is opened by any
recipient and absent any furtheractions by
the recipient, includesonly(i) to the extent required or authorized
pursuant to paragraph (2). any such marks or
notices:
(ii) the infornation required to be included
in the message pursuant to subsection (a)(5);
and
(iii) instructions on how to access, or a
mechanism to access, the sexually oriented
material.
(2) PRESCRIPTIONOF MARKS AND NOTICESNot later than 120 days after tine date of the
enactment of this Act. the Commission in
consultation with the Attorney General

shall prescribe clearly identifiable marks or

notices to be included in or associated with
nosolicited commercial electronic isail that
contains sexually oriented material, in order
to inform the recipient of that fact and to facilitate filtering of such electronic snail The
Commission shall publish in the Federal
Register and provide notice to the public of

the marks or notices prescribed under this
paragraph.
(3) DEFINITION.- In this subsection, the
term "sexually oriented material" means
any material that depicts sexually explicit
conduct (as that term is defined in section
2256 of title 18, United States Code), unless
the depiction constitutes a small and insignificant part of the whole. the reoainder of
which is not primarily devoted to se-ual
matters.
(4) PENALTY.- A violation of paragraph (1)
is punishable as if it were a violation of section 1037(a)of title 18, United States Code.

Mr. ENZI. Madam President, today I
introduce an amendment to the CANSPAM Act. As some of my colleagues

have already expressed, unsolicited
commercial e-mail, also known as
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spain, aggravates many computer
users. Not only can it be a nuisance,
but its cost may be passed on to consumers in the form of wasted time, energy and money spent to handle and
filter out unwanted spare e-mails. Also,
e-mail service providers incur substantial costs when they are forced to upgrade their equipment to process the
millions of spurn e-mails that they receive every day. Span e-mail is a time
and money vacuum. I support the CANSPAM Act because it empowers us to
stop these unwanted and unwelcome emailsA recent study conducted by the Federal Trade Commission found that 66
percent of spam contains false or misleading claims. Another 18 percent contains pornographic or adult content.
My amendment mandates stronger restrictions

that would prevent

the in-

creasing amount of spare e-mail containing explicit content from reaching
unintended recipients. There is clearly
a need to address this in the CANSPAM Act because it is potentially the
most offensive type of sparn on the
Internet today. There are sorely misindividuals- spamers- whose
guided
sole mission is to e-mail as many people as possible, regardless of age, indecent material. Internet users, especially minors, should not be involuntarily exposed to explicit content by
simply checking their e-mail inbox. My
amendment would protect these people
in two ways:
First, it would place a notice, approved by the FTC, in the subject header of spam e-mail that contains explicic content. Usually, a subject header is a title line noting the content of
the message that has arrived in your
inbox. However, in a virtual world already saturated with millions of pieces
of span e-mail, spanmers often title emails with catchy phrases and whatever they think will get the most people to open the message and read their
advertisements. Now span e-mail with
explicit and offensive material is often
camouflaged by an inviting and completely misleading subject heading.
This is a common way that many email users end up being involuntarily
exposed to offensive sexual content,
Adding a notice in the subject heading
would immediately alert the computer
user that the message contained within
has explicit and possibly offensive content and should not be viewed by minors. This notice would alert the email recipient and allow him or her to
organize and filter their mall for any
unwanted material.
Second, my amendment would require that all spain e-mail with explicit
content add an opening page to all coples of their e-mail being sent to unknown recipients. This opening page
would not contain any explicit images
or text, but instead have a link that
would link users to that content if
they wished. This valuable provision
would protect minors and other e-mail
users by requiring that the recipient
purposefully act and "click" in order
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to get to the explicit images or text.

unsolicited e-mail that contains sexu-

Adding this firewall allows users to opt
out of spare e-mail lists and delete offensive e-mails from their inbox without ever being exposed to their content.
As a Senator from the rural State of
Wyoming, I fully appreciate the value
that the Internet holds for electronic
communication and business across
long distances. This amendment would
allow both communication and business to continue and prosper. However,
it also takes an important step in protecting Internet and e-mails users, especially minors, from receiving sexually explicit, offensive and unwanted
content in their e-mails. Most people
check their inboxes without an idea of
what might have landed there or who
might have sent it, This amendment
makes that process more transparent
and gives control back to the Internet
user who doesn't want to be exposed to
indecent, offensive or explicit content.
Mr. MCCAIN. Madam President, this
amendment by Senators SANTORUM and
ENZI requires warning labels on sexually explicit commercial e-mail to regulate interstate commerce by imposing
limitations and penalties on the transmission of unsolicited commercial electronic mail via the Internet.
Basically, this amendment says no
person may initiate or affect interstate
commerce the transmission, to a protected computer, of any unsolicited
commercial electronic mail message
that includes sexually oriented material and fail to include in the subject
heading for the electronic mail message the marks or notices prescribed by
the Commission, or fail to provide that
the matter in the message that is initially viewable to the recipient, when
the message is opened by any recipient,
and absent any further actions by the
recipient, includes only to the extent
required or authorized pursuant to any
such marks or notices; the information
required to be included in the message
is clear.
This amendment also prescribes that
not later than 120 days after the date of
the enactment of this act, the Commission, the Federal Trade Commission, in
consultation with the Attorney General, shall prescribe clearly identifiable
marks or notices to be included in or
associated with unsolicited commercial
electronic mail that contains sexually
oriented material, in order to inform
the recipient of this message, of the
material, of that fact to facilitate filtering of such electronic mail.
As all of us have discussed in consideration of this bill, one of the great
concerns all of us have is pornographic
material that is transmitted in the
form of spam. According to several experts, 20 percent of unsolicited sparn is
pornography. This is an effort on the
part of Senators ENZI and SANTORUM to
try to at least begin addressing this
issue. It is a valuable and important
contribution in the form of trying to
identify it and to bring it under control. It would make it a crime to send

ally oriented material unless they labeled it as prescribed by the FTC. The
criminal penalties for this section
would be the same as those contained
in the Hatch-Leahy amendment.
I strongly support the amendment
and urge its adoption.
The PRESIDING OFFICER. The Senator from Oregon.
Mr. WYDEN. Madam President, let
me associate myself with the remarks
of the distinguished chairman of the
committee. Every Member understands
that pornography being transmitted
through span is a scourge. There is no
question about it. What we have done,
because we have just seen this, is we
have asked the minority on the Judiciary Committee, under the leadership of
Senator LEAHY, to take a look at this.
We are very hopeful that we will be
able to approve this language in just a
few minutes. Again, we are hoping that
this bill will be passed, certainly within 20, 25 minutes, and we will have a
comment from the Democrats on the
Judiciary Committee very shortly.
I share Chairman MCCAIN'S view that
this is an extremely important issue.
When you think about span, the first
thing parents all over this country
think about is the flood that is being
targeted at families from coast to
coast. I am hopeful we will get this approved In a matter of minutes.
I suggest the absence of a Iuorum
The
The
PRESIDING
OFFICER.
clerk will call the roll
The legislative clerk proceeded to
call the roll.
Mr. McCAIN. Madam President, I ask
unanimous consent that the order for
the quorum call be rescinded.
The PRESIDING OFFICER. Without
objection, it is so ordered.
Mr. McCAIN, Madam President, for
the benefit of my colleagues, we have a
Landrieu amendment which the Senator from Louisiana has been kind
enough to withdraw, but we need to
discuss what we need to do in the form
of sending a letter to the Federal Trade
Commission instructing them to take
certain actions which I will discuss in
a minute; a Corzine amendment which
has two parts to it, which both sides
have agreed to; and then I don't believe
there will be any further amendments,
although that is not completely clear.
We could expect a vote on final passage
relatively soon.
Senator LANDRIEU was going to offer
an amendment that would have required the Consumer Product Safety
a
ruleCommission
to undertake
making to have manufacturers create a
database for consumers to be notified
of certain product recalls. I have committed to Senator LANDRIEU to work
with the CPSC to solicit these views on
her legislation and ask how best to accomplish her worthy goals of better informing consumers about product recalls.
Senator LANDRIEU has hit on a very
important issue. Unless you happen to
see it by accident mentioned on television, the recalls are very seldom
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known by at least a majority of those tion for 4 years, that this was somewho would be affected by it. I commit thing that was going to be picked up by
to Senator LANDRIEU to see how we can a lot of people- the good, the bad, and
best accomplish that. I appreciate her the ugly, so to speak.
So we went to work on it then and we
forbearance at this time in with_
drawing the amendment. I hope we can have been working on it ever since. We
satisfy her concerns by asking for rapid thought we had a chance last year to
action on the part of the Consumer pass it, I would say we had not really
done all of our homework, and we
Product Safety Commission.
didn't get it passed.
I yield the floor.
I appreciate the leadership of both
The PRESIDING OFFICER. The Senthe chairman and ranking member of
ator from Oregon.
Mr. WYDEN. Madam President, on the Commerce Committee and also my
behalf of the minority, Senator HOL- good friend from Oregon. We have
LINGS believes that Senator LANDRIEU worked hard on this legislation.
I really believe, with the debate
is raising a very Important issue for
consumers and kids, We do want to going on in the House now, that the
work closely with her and move ahead time has come. I don't go to a townhalI
on her initiative. It is an important meeting or meet a friend who doesn't
say: Take care of that sparn. I tell my
one for families
Mr. MCCAIN. Madam President, as friends also that this will not do it towe are nearing the end, I am waiting tally. The industry is going to have to
for the Corzine amendment that we come together using new technologies
will discuss and adopt. Then I believe in order to get it done, and I think the
we will be able to move to final pas- Industry will now because they know
sage. I am not positive, but I think we we are serious about criminal charges,
will be able to. I would like to again fines, the result of violations of this
express my appreciation to the Senator law.
So I think we send a very strong mesfrom Montana, Mr. BURNS. and Senator
WYDEN. Four years is a long time to sage to those people who would use the
to do what is not acceptable
these
two
Internet
issue.
When
work on a single
Senators began work on this issue, to the American public.
I
thank
my friends and I yield the
spain was minuscule as compared to
what it is today. I must admit, I didn't floor.
OFFICER. The SenThe
PRESIDING
pay much attention to it then. nor did
the members of the Commerce Com- ator from Oregon is recognized.
President, I
Madam
Mr.
WYDEN.
mittee, nor the oversight agencies.
Both Senators had the foresight to see think we are about ready to actually
We
have the
to
final
passage,
move
the incredible proportions that this
spamming would reach and the effect Corzine amendment and another one
from
Iowa. I
that it would have not only on our coming from the Senator
ability to use e-commerce and e-com- think we are very close to being able to
munications but also on our ability to move ahead.
I wish to express my thanks to the
improve productivity.
The costs involved in the spamming leadership of the committee and my
for over 4 years, Senator
partner
you
when
issue are pretty incredible
count It all up according to certain ex- BURNS,on this legislation,
The
bottom
line here is that when
perts.
big-time
law,
bill
becomes
So I thank our staffs who have this
worked on this for so long. Without the spamming. In effect, becomes an outleadership of the Senator from Mon- law business. For the first time, the
tana, Mr. BURNS. and that of Senator kingpin spammers are going to be at
WYDEN, we would not have been able to risk of Federal prosecution, Federal
move this, after several hearings in the Trade Commission enforcement, milCommerce Committee, to the floor of lion-dollar lawsuits by State attorneys
the Senate. I have some confidence general and Internetservice providers.
that our friends on the other side of The reason that is the case is that bigthe Capitol will act with some dispatch time spammers would have to violate
since they are as wary as we are of the this bill in order for their sleazy opergravity of this problem. As soon as we ations to continue. If they don't hide
get the Corzine amendment, we will their identity, their messages will get
filtered out. If they don't use mismove forward.
The PRESIDING OFFICER. The Sen- leading subject lines, people are going
to go click and these garbage messages
ator from Montana is recognized.
Mr. BURNS. Madam President, I as- will go straight into the trash unread.
It seems to me there is a chance now,
sociate myself with the words of the
chairman of the committee. Four years recognizing that we still need interago we started on this, and it has blos- national cooperation and tough ensomed. I think it was pretty obvious to forcement, to make a very significant
a lot of us what the impact of the step forward for consumers all across
Internet would be on our everyday the country.
I will conclude by way of saying that,
communications and the technologies
and services and information it pro- again, I think enforcement is going to
vides. But also starting then was this be the key to making this legislation
unwanted mail that would show up in work. When this bill Is signed into law,
your mailbox. It didn't mean much at I have been saying that the enforcersfirst, but it was obvious to a lot of us. the Justice Department, State attorwho have been working on this legisla- neys general, Internet service pro-

viders, and others- have to be prepared
to come down on those 200 or 300bigtime spammers with hobnail boots. A
lot of them are not exactly quaking tonight at the prospect of Senate action.
They are not convinced that the Senate is really going to insist on strong
oversight. We saw today, because of
what was said by Senator HATCH and
Senator LEAHY, that they are committed to strong enforcement and vigorous oversight.
I believe as a result of the attention
the Senate has given to this issue,
when this bill is signed into law. we are
going to see very quickly a handful of
very tough, significant enforcement actionswith real penalties and the prospect of spammers going to jail and paying million-dollar fines. That is the
kind of deterrence we need.
The text of this law is very important, but it is only as good a law as we
see backed up by enforcement. We have
a commitment today from Chairman
HATCH and Senator LEAHY to follow up
and ensure that that kind of enforcement takes place. With that, I think
we take a very significant step forward
in terms of protecting the rights of
consumers who right now find a blizzard of spam every single time they
turn on their computer.
I yield the floor and I suggest the absence of a quorum.

The PRESIDING OFFICER. The
clerk will call the roll.
The legislative clerk proceeded to
call the roll.
Mr. MCCAIN. I ask unanimous consent that the order for the quorum call
be rescinded.
The PRESIDING OFFICER. Without
objection, it is so ordered.
Mr. MCCAIN. Madam President, I ask
unanimous consent that we lay aside
the pending amendment so Senator
HARKIN may be recognized.
AMENDMtNTNO. 1895

Mr. HARKIN. Madam President. I
send an amendment to the desk.
OFFICER. The
The PRESIDING
clerk will report
The assistant legislative clerk read
as follows:
The Senator from lowa [Mr. HARKINI. for
himself, and Mr. GRASSLEY. propases an
amendment numbered 1895.

Mr. HARKIN. Madam President, I
ask unanimous consent that further
reading of the amendment be dispensed
with.

The PRESIDING OFFICER. Without
objection, it is so ordered.
The amendment Is as follows:
(To providecompetitive grants fortraining
court reporters and closed captioners to
meet requirements for realtime writers
under the Telecommunications Act of 1996.

and for other purposes)
At the appropriate place add the following:
SECTIONI. SHORT TITLE.

This title may be cited as the "Training
for Realtime Writers Act of 2003".
SEC.2. FINDINtGS.
Congress makes the following findings:
(1) As directed by Congress in section 723 of
the Communications Act of 1934 (47 U.S.C.
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613), as added by section 305 of the Telecommunications Act of 1996 (Public Law 104104; 110 Stat. 126). the Federal Communications Commission adopted rules requiring
closed captioning of most televlslon programming, which gradually require new
ciden programming to be fully captioned beginning in 2006.
(2) More than 28,000,000Americans, or 8
percent of the population, are considered
deaf or hard of hearing, and many require
captioning services to participate in mainstream activities.
(3) More than 24,000 children are born in
the United States each year with some form
of hearing loss.
(4) According to the Department of Health
and Human Services and a study done by the
National Council on Aging(A) 25 percent of Americans over 65 years
old are hearing impaired;
(B) 33 percent of Americans over 70 years
old are hearing impaired: and
(C) 41 percent of Americans over 75 years
old are hearing impaired.
(5) The National Council on Aging study
also found that depression in older adults
may be directly related to hearing loss and
disconnection with the spoken word.
(6) Empirical research demonstrates that
captions Improve the performance of individuals learning to read English and. according
to numerous Federal agency statistics, could
benefit(A) 3,700,000remedial readers;
(B) 12,000000 young children learning to
rad;
(C) 27.000,000illiterate adults: and
(D) 30,000,000people for whom English is a
second language.
(7) Over the past 5 years, student enrollment in programs that train court reporters
to become realtime writers has decreased
significantly, causing such programs to close
o many campuses.
SEC. 0. AUTHORIZATIONOF GRANT PROGRAMTO
PROMOTE TRAINING AND JOB
PLACEMENT OF REALTIOE WRITERS.
(a) IN GENERAl,- The National Telecommunications and Information Administration shall make competitive grants to eligible entities under subsection (b)to promote training and placement of individuals'
including individuals who have completed a
court
reporting
training
program,
as
realtime writers in order to meet the e
quirements for closed captioning of video
programming set forth in section 723 of the
Communications Act of 1934 (47 U.S.C. 613)
and the rules proscribed thereunder.
(b) ELIGIBLE ENTITIES.- For purposes of
this Act, an eligible entity is a court reporting program that
(1) can document and demonstrate to the
Secretary of Commerce that it meets minimum standards of educational and financial
accountability, with a curriculum capable of
training realtime writers qualified to providecaptioning services:
(2) is accredited by an accrediting agency
recognized by the Department of Education:
and
(3) is participating in student aid programs
under title IV of the Higher Education Act of
1965
(c) PRIORITY IN GRANTS.- In determining
whether to make grants under this section,
the Secretary of Commerce shall give a priority to eligible entities that, as determined
by the Secretary of Commerce(I) possess the most substantial capability
to increase their capacity to train realtime
writers
(2) demonstrate the most promising collaboration with local educational Institutions, businesses, labor organizations,or
other community groups having the poten-
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tial to train or provide job placement assistance to realtime writers; or
(3) propose the most promising and innovative approaches for initiating or expanding
training and job placement assistance efforts
with respect to realtlie writers.
(d) DURATION or GRANT.- A grant under
this section shall be for a period of two
years.
(e) MAXIMUM AMOUNT 0F GRANT.- The
amount of a grant provided under subsection
(a) to an entity eligible may not exceed
$1,500,000 for the two-year period of the grant
under subsection (d).
SEC. 4. APPLICATION.
(a) IN GENERAL.- To receive a grant under
section 3. an eligible entity shall submit an
application to tie National Telecommunications and Information Administration at
such time and in such manner as the Admin
istration may require. The application shall
contain the information set forth under sub_
section (b).
(b) INFORMATION- Information In the application of an eligible entity under sub
section (a) for a grant under section 3 shall
include the following'
(I) A description of the training and assistance to be funded using the grant amount,
including how such training and assistance
will increase the number of realtime writers.
(2) A description of performance measures
to be utilized to evaluate the progress of Individuals receiving such training and assistance in matters relating to enrollment, com
pletion of training, and job placement and
retention.
(3) A description of the manner in which
the eligible entity will ensure that recipients
of scholarships, if any, funded by the grant
will be employed and retained as realtime
writers.
(4) A description of the manner in which
the eligible entity intends to continue providing the training and assistance to be
funded by the grant after the end of the
grant period,Including any partnerships or
arrangements established for that purpose.
(5) A description of how the eligible entity
will work with local workforce investment
boards to etsure that training and assistance
to be funded with the grant will further local
workforce goals, including the creation of
educational opportunities for individuals
who are from economically disadvantaged
backgrounds or arm displaced workers.
(6) Additional information, if any, of she
eligibility of the eligible entity for priority
in the making of grants under section 3(c)
(7) Such other information as the Administration may require.
SEC.5. USE OFFUNDS.
(a) IN GENERAL.- An eligible entity receivIng a grant under section 3 shall use the
grant amount for purposes relating to the recruitment,training and assistance, and job
placement of individuals, Including individuals who have completed a court reporting
training program. as realtime writers, including(I) recruitment;
(2) subject to subsection (b), the provision
of scholarships:
(3) distance learning:
(4) development of curriculum to more effectively train realtime writing skills, and
education in the knowledge necessary for the
delivery of high-quality closed captioning
services;
(5) assistance In job placement for upcoming and recent graduates with all types of
captioning employers
() encouragement of individuals with disabilities to pursue a career In realtime writIng; and
(7) the employment and payment of personnel for such purposes.
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(b)SCHOLARSHIPS.
(1) AMOUNT.- The amount of a scholarship
shall be based on the
under subsection (a)(2)
amount of need of the recipient of the scholarship for financial assistance, as determined in accordance with part F of title IV
of the Higher Education Act of 1965(20 U.S.C.
1087kk).
(2) AGREEMENT, Each recipient of a scholarship under subsection (a)(2) shall enter
into an agreement with the National Telecommunications and Information Adminis.
tration to provide realtime writing services
for a period of time (as determined by the
Administration) that is appropriate (as so
determined) for the amount of the scholarship received.
(3) COURSEWORK AND EMPLOYMENT.-The
Administration shall establish requirements
for coursework and employment for recipients of scholarships under subsection (a)(2),
including requirements for repayment of
scholarship amounts in the event of failure
to meet such requirements for coursework
and employment. Requirements for repaymer of scholarship amounts shall take into
account the effect of economic conditions oit
the capacity of scholarship recipients to find
work as realtime writers.
(c) AuMINISIRATIVE COSTS.- The recipient
of a grant under section 3 may not use more
than 5 percent of the grant amount to pay
administrative costsassociated with actLvities funded by the grant.
(d) SUPPLEMENT NOT SUPPLANT.- Grants
amounts under this Act shall supplement
and not supplement other Federal or nonFederal funds of the grant recipient for purposes of promoting the training and placenient of individuals as realtime writers.
SEC.6. REPORTS.
(a) ANNUAL REPORTS.- Each eligible entity
receiving a grant under section 3 shall submit to the National Telecommunications
and Information Administration, at the end
or each year of tie grant period, a report on
the activities of such entity with respect to
the use of grant amounts during such year.
(b) REPORT INFORMATION(1) IN GENERAL. Each report of an entity
for a year under subsection (a) shall include
a description of tie use of grant amounts by
the entity during such year, including an assessment by the entity of the effectiveness of
activities carried nut using such funds In in
creasing the number of roaltime writers. The
assessment shall utiliz the performance
measures submitted by the entity in the application for the grant under section 4(b).
(2) FINAL REPORT. The final report of an
entity on a grant under subsection (a) shall
include a description of the best practices
identified by the entity as a result of the
grant for increasing the number of Individuals who are trained. employed, and retained
in employment as realtime writers.
SECf7. AUTHORIZATION OF.APPROPRIATIONS.
There is authorizedto be appropriated to
carry out this Act, amounts as follows:
(1) $20,000,000 for each of fiscal years 2004,
200S. and 2006.
(2) Such sums as may be necessary for fiscal year 2007.
President,
Mr.
HARKIN.
Madam
today I am offering an amendment, a
bill I introduced earlier this year, S.
480. the Training for Realtime Writers
Act of 2003, on behalf of myself and
Senator GRASSLEY. The 1996 Telecom
Act requires that all television broadcasts were to be captioned by 2006. This
was a much-needed reform that has
helped millions of deaf and hard-ofhearing Americans to be able to take
full advantage of television programming. As of today, it is estimated that
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3,000 captioners will be needed to fulfill
this requirement, and that number
continues to increase as more and more
broadband stations come online. Unfortunately, the United States only has
300 captioners. If our country expects
to have media fully captioned by 2006,
something must be done.
This is an issue that I feel very
strongly about because my late brother
Frank was deaf. I know personally that
access to culture, news, and other
media was important to him and to
others in achieving a better quality of
life. More than 28 million Americans,
or 8 percent of the population, are considered deaf or hard of hearing and
many require captioning services to
participate in mainstream activities.
In 1990,I authored legislation that required all television sets to be equipped
with a computer chip to decode closed
captioning. This bill completes the
promise of that technology, affording
deaf and hard of hearing Americans the
same equality and access that captioning provides.
Though we do not necessarily think
about it, the morning of September 11
was a perfect example of the need for
captioners. Holli Miller of Ankeny, IA.
was captioning for Fox News. She was
supposed to do her three and a half
hour shift ending at 8 a.m. but, as we
all know, disaster struck. Despite the
fact that she had already worked most
of her shift and had two small children
to care for, Holli Miller stayed right
where she was and for nearly 5 more
hours continued to caption. Without
even the ability to take bathroom
breaks, Holli Miller made sure that
deaf and hard of hearing people got the
same news the rest of us got on September 11. I want to personally say
thank you to Holli Miller and all the
many captioners and other people
across the country that made sure all
Americans were alert and informed on
that tragic day.
But let me emphasize that the deaf
and hard of hearing population is only
one of a number of groups that will
benefit from this legislation. The audioncefor captioning also includes individuals seeking to acquire or improve
literacy skills, including approximately 27 million functionally illiterate adults, 3 to 4 million immigrants
learning English as a second language.
and 18 million children learning to read
in grades kindergarten through 3. In
addition, I see people using closed captioning to stay informed everywherefrom the gym to the airport. Captioning helps people educate themselves and helps all of us stay informed
and entertained when audio isn't the
most appropriate medium.
Madam President, although we have
two years to go until the deadline
given by the 1996Telecom Act, our Nation is facing a serious shortage of
captioners. Over the past five years,
student enrollment in programs that
to become
train court reporters
realtime writers has decreased significantly, causing such programs to close

on many campuses. Yet, the need for
these skills continues to rise. That is
why I thank the chairman and ranking
member for giving me this opportunity
to present this vital amendment, and,
hopefully, it can be accepted.
To reiterate, in 1990I authored a bill,
that became legislation, that required
that all television sets that have a size
13-inch screen or larger have incorporated into that set a chip that would
automatically decode for closed captioning. That went into effect in 1996.
and all television sets now have a chip
in them. If you have a remote, you can
punch it and closed captions will come
up.
Then in 1996,Congress passed legislation that said that, by the year 2006,we
would have a policy that all television
programming would be real-time captioned. Right now if you watch the
Senate In debate, you will see realtime captioning coming across the
screen. You see that on news programs
and sports programs. So it is engaging.
But we wanted real-time captioners
so that deaf and hard-of-hearing people
around the country could watch television in a real-time setting and have
real-time captioning. So again, we said
that by 2006 we wanted to have this
done. Real-time captioning is a highly
trained skill that people have to have,
and it is estimated that it is going to
take about 3,000 captioners nationwide
to do this.
Madam President, right now there
are only about 300 captioners nationally. We only have 2 years to go before
the congressionally mandated deadline
of meeting this requirement. So, earlier this year, I introduced a bill, S.
480, along with 40 cosponsors on both
sides of the aisle, providing for competitive grants. These grants would go
to authorize entities, accredited by
their State education agencies, that
could then use these grants to fund
programs to get scholarships for recruitment, training, and Job placement
to get this pipeline filled as soon as
with
these
real-time
possible
captioners over the next couple of
years
That is the amendment I have sent to
the desk. As I said, it has broad support. It is basically in the Commerce
Committee jurisdiction. I know with
the press of time, it wasn't acted on
this year. I thought this might be an
appropriate place to put it. I think it
will be widely supported by everybody.
I thank the ranking member and others for their positive reception of this
amendment on this bill.
The PRESIDING OFFICER (Mr. ALEXANDER).The Senator from Arizona.
Mr. MCCAIN. Mr. President. I ask
that Senator
unanimous consent
HATCHIbe added as a cosponsor to the
Enzi-Santorum amendment No, 1894,
and I ask unanimous consent that I be
added as a cosponsor of S. 877,
The PRESIDING OFFICER. Without
objection, it is so ordered.
Mr. McCAIN. Mr. President, I think
the amendment of the Senator from

Iowa is a worthy cause, We appreciate
very much Senator HARKIN'S continued
commitment to those who are hearing
impaired in America. He has been a
consistent and longtime advocate of
this group of Americans. I thank him
for his other contributions.
I urge adoption of the amendment.
The PRESIDING OFFICER. The Senator from Oregon.
Mr. WYDEN. Mr. President, on behalf
of Senator HOLLINGS, this is what we
think Government ought to be about:
going to bat for these people. I encourage the Senate to adopt the Harkin
amendment.
The PRESIDING OFFICER. Is there
further debate on the amendment? If
not, without objection, the amendment
is agreed to.
The amendment (No. 1895)was agreed
to.
Mr. HARKIN. Mr. President, I ask
unanimous consent to print in the
RECORD the cosponsors of the amendment.
There being no objection, the material was ordered to be printed In the
RECORD, as follows:
COSPONSORS
Senators Max Baucus [MTI, Jeff Bingaman
INMI, Jim Bunning IKYI, Saxby Chambliss
[CAI, Thad Cochran [MS], Michael D. Crapo
[1D1. Chrlstopier J. Dodd [CTI. Russell D.
Feingold [WII, Charles E. Grassley [IA). Tim
Johnson (SDI. John F. Kerry [MAI, Mary L.
Landieu ILA]. Patrick J. Leahy [VT,
Blanche Lincoln [ARI, Richard G. Lugar
[IN), Bill Nelson [FLi. Harry M. Reid INVI
Charles E. Schumer [NY], Cordon Smith
[OR], Debbie Stabenow [MI. Even Bayh IINI,
John B. Breaux ILA]. Conrad R. Burns IMTI,
Hillary Rodham Clinton [NY], Larry E. Craig
[ID), Michael DeWine [OH]. John Edwards
iNCl. Lindsey 0. Graham [SC], James M. Jeffords [VTI, Edward M. Kennedy IMAI, Herb
Kohl IWII. Frank R. Lautenberg [NJ], Joseph
I. Lieberman ICTI. Trent Lott IMS]. Patty
Murray IWA] Mark Lunsford Pryor [ARI,
Rick Santorum IPAl, Jeff Sessions [ALl.
Olympia J. Snowe [ME]. Ran Wyden [OR].
Mr. REID. I move to reconsider the

vote.
Mr. McCAIN. I move to lay that motionon the table.
The motion to lay on the table was
agreed to.
Mr. McCAIN. Mr. President, Senator
SANTORUMwould like to speak about
the Santorum-Enzi ansendment, and
then we will have the Corzine amendment, which I will propose, and then
we will be ready, I believe, for final

passage.
I yield the floor.
The PRESIDING OFFICER. The Senator from Pennsylvania.
AMENDMENTNO. 1894

Mr. SANTORUM. I thank the Chair.
Mr. President, I say to the Senator
from Arizona that I appreciate he and
the ranking member accepting this
amendment that Senator ENZI and I
have proposed. As a father of six little
children who spend some time- not a
lot of time but some time on the
Internet, just viewing the amount of
spare, the pornographic spare that
comes into my l0-year-old's site, in
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some cases, is just absolutely frightening.
Senator ENZI and I had been working
on separate tracks, and those tracks
came together today in proposing an
amendment which would provide a
warning label on those kinds of materials that will be In the subject line of
the e-mail so young people, as well as
old, do not have to subject themselves
to this rather disgusting attempt at
advertising, if you want to call it that.
This is an important piece of legislation.
I ask the Senator from Arizona, if I
can get his attention for a moment.
Mr. WYDEN. Will the Senator yield?
Mr. SANTORUM. I am happy to yield
to the Senator from Oregon.
Mr. WYDEN. Mr. President, very
briefly, I think the Senator from Pennsylvania is trying to address a very important issue. We have asked for the
Democrats on the Senate Judiciary
Committee, under Senator LEAHYS
leadership, to take a look at it. I think
we will have that answer quickly.
As the Senator knows, some of the
definitions in this area can get fairly
technical. We also understand that pornography. which is conveyed through
spare across the Internet. is a real publiCscourge. We are interested in getting the Senator's amendment adopted.
I am hopeful we will be able to support
it-

Mr. SANTORUM. Mr. President, I say
to both the Senator from Oregon and
the Senator from Arizona, I hear their
words of encouragement. I encourage
them and would like their assurance
that this amendment, as it is adopted.
will be held in conference. This is an
important issue that we need to deal
with, and I hope they will fight to
make sure this amendment- the House
has a similar amendment, but I would
argue it is not as strong as this one,
and I hope they will fight for the
of the Senate
stronger language
amendment in conference.
Mr. McCAIN. Mr. President, I assure
the Senator from Pennsylvania that we
will do everything we can to hold it. I
have to tell my friend from Pennsylvania that probably the greatest single
aspect of this spamming that is so disturbing to families all over America is
the issue the Senator from Pennsylvania raises, and that is this graphic
pornography that pops into view when
children are trying to do their homework, much less other entertaining aspects of using the computer.
I want to work with the Senator from
Pennsylvania in every way we can to
see if we can enact whatever safeguards
to prevent this pollution of young
Americans' minds.
Mr, SANTORUM. I thank the Senator
from Arizona. My iO-year-old John
takes cyberclasses on the Internet. I
am appalled by the filth he has to go
through every day, whether it is emails or pop-ups, in trying to get his
work done.
We have to do something about this.
I am as much for free speech and free
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advertising as anybody else, but it
reaches a point where it is intruding
upon the American family and doing
real damage to young people, and we
have to take a stand.
I appreciate the support of the Senator from Oregon and the Senator from
Arizona. I speak on behalf of Senator
ENZI. we appreciate their consideration
and adoption of this amendment.
Mr. McCAIN. Mr. President, as we
await the completion of the Corzine
amendment, I suggest the absence of a
quorum.
The PRESIDING OFFICER. The
clerk will call the roll.
The legislative clerk proceeded to
call the roll.
Mr. MCCAIN. Mr. President. I ask
unanimous consent that the order for
the quorum call be rescinded.
The PRESIDING OFFICER. Without
objection, it is so ordered.
Mr. McCAIN. I believe the pending
amendment is the Santorum-Enzi
amendment.
The PRESIDING OFFICER. That is
correct.
Mr, McCAIN. Mr. President, we have
discussed this amendment and we have
now received clearance from both sides
of the aisle and I urge its adoption.
The PRESIDING OFFICER. Is there
further debate on the amendment? If
not, the question is on agreeing to
amendment No. 1894.
The amendment (No. 1894)was agreed
to,
Mr. McCAIN. I am told by the staff
that we will commence this vote at
6:30. I hope by that time we would have
the final writing of the Corzine amendment. which I could propose at that
time and have adopted since it is
agreed to by both sides. We are waiting
for that. Is that correct?
Mr. LOTT. Mr. President, will the
Senator yield?
Mr. McCAIN. I am glad to yield.
Mr. LOTT. Is the vote going to be at
6:30? Was the Senator asking consent
that the final passage be at 6:30?
The PRESIDING OFFICER- The Senator from Nevada.
Mr. REID. Mr. President, it is my understanding the only amendment in
order that has not been resolved is the
Corzine amendment. Is that correct?
Mr. McCAIN. It has been resolved. We
are just waiting for the language to be
done. We may have to fire some staff'
people, I am afraid, Senator WYDEN was
writing them before.
Mr. REID. So it is my understanding
the vote on this matter would occur at
6:30, is that what is being requested?
Mr. McCAIN. Let me put it this way:
I ask unanimous consent that after the
adoption of the Corzine amendment,
the bill be read a third time and a final
vote be taken at 6:30, with the understanding that if the Corzine amendment is not adopted that would not
happen.
The PRESIDING OFFICER. Is there
objection? Without objection, it is so
ordered.
Mr. MCCAIN. I suggest the absence of
a quorum.
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The PRESIDING OFFICER. The
clerk will call the roll.
The assistant legislative clerk proceeded to call the roll.
Mr. MCCAIN Mr. President, I ask
unanimous consent that the order for
the quorum call be rescinded.
The PRESIDING OFFICER. Without
objection, it is so ordered.
NO, 189
AMENDMENT

Mr. MCCAIN. On behalf of Senator
CORZINE, I have an amendment at the
desk. I ask for its immediate consideration.
OFFICER. The
The PRESIDING
clerk will report.
The assistant legislative clerk read
as follows:
The Senator from Arizona [Mr. MCCAIN],
for Mr. CORZINE,for himself, and Mr.
GRA14AMof South Carolina, proposes an
amendment numbered 1896.

The amendment is as follows:
(Purpose: To direct the FTC to develop a system for rewarding those who supply information about violations of this Act and a
system for requiring ADV labeling on unsolicited commercial electronic mail)
At the appropriate place, insert the following:
. IMPROVING ENFORCEMENT BY PROSEC.
VIDING REWARDS FOR INFORt.TION ABOUT VIOLATIONS; LABELING.
(a) IN GENERAL.- The Commission shall
transmit to the Senate Committee on Commerce, Science, and Transportation and the
House of Representatives Committee on Energy and Commerce(l) A report within 9 months after the date
of enactment of this Act, that sets forth a
system for rewarding those who supply Information about violations of this Act, includIng(A) procedures for tie Coimission to grant
a reward of not less than 20 percent of the
total civilpenalty collected for a violation
at this Act to the first person that(i) identifies the person in violation of this
Act; and
(if) supplies information that leads to the
successful collection of a civil penalty by the

Commission and
(B)procedures to minimize the burden of
submitting a complaint to the Commission
concerning violations of this Act, including
procedures to allow the electronic submission of complaints to the Commission; and
(2) A report, within 18 months after the
date of enactment of this Act, that sets forth
a plan for requiring unsolicited commercial
electronic mail to be identifiable from its
subject line, by means of compliance with
Internet Engineering Task Force standards.
the use of the characters "ADV" in the subject line, or other coimparable identifier, or
an explanation of any concerns the Commission has that cause the Commission to recommend against the plan.
OF REWARD SYSTEMS.(b) IMPLEMENTATION
The Commission may establish and implement the plan under subsection (a)(l), but
not earlier than 12 months after the date of
enactment of this Act.

Mr. CORZINE. Mr. President. this
amendment is based on legislation I introduced earlier this year. S. 1327,
which proposed an innovative way to
improve anti-spare laws. The amendment would move us toward a system

that creates an incentive for individuals to assist the FTC in

identifying

spammers, by giving them a portion of
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any collections resulting from information provided to the Commission. It
also calls for the FTC to set forth a
plan for requiring all on solicited commercial e-mail to be ide ntiflable from
its subject line by mean s of the use of
the characters "ADV" or other comparable identifier. If th ae Commission
recommends against su eh a plan, it
will have to provide Coingress with a
full explanation.
The fundamental prob lem in dealing
with spam is enforcem ent. It is one
thing to propose rules governing emails. But it is often ha rd for Government officials to track down those who
violate those standard s, Spammers
typically use multiple e-mail addresses
or disguised routing i nformation to
avoid being identified. As a result,
finding spammers can take not just
real expertise, but pers istence, time,
energy and commitment.
The concept of requiri ng the FTC to
pay a bounty to those w ho track down
spammers actually isn' t my idea. It
was originally proposed by one of the
leading thinkers about the Internet,
Professor Lawrence Less ig of Stanford
Law School, and intro
iduced in the
House of Representative s by Congresswoman

ZOE

LOFGREN.

The

proposal

would invite anyone who uses the
Internet to hunt down these law-vinlating spammers. These would include
people who send fraudu lent e-mail, einforma
mail with inaccurate ro acing
itsito inoruation, and e-mail that faails to include
the required opt-out. T he FTC would
then fine the spammer and pay a pertion of that fine as a rewyard to the person who provided the infi rmation.
Creating incentives fo r private individuals to help track doe wn spammers is
likely to substantially strengthen the
enforcement of anti-l pam laws. It
promises to create an army of computer geeks who seek ou t spammers for
their and the public's- benefit. Those
who share my belief in thhe efficiency of
entrepreneurial capitalissm should understand the potential value of this
free market approach to enforcement,
At the request of th e managers, I
have modified the origi nal proposal I
introduced earlier thi s year. This
amendment calls for thie FTC to develop a plan to implec sent a bounty
hunting system and iss ae a report to
the Congress within 9 m onths of enactmont. The Commission -then could implement the plan, but not before 12
months after the date of enactment.
While this doesn't go quiite as far as I
proposed originally, I th ink it is an important step forward. An id I am pleased
that the managers have committed to
me that they will securre inclusion of
the proposal In any rela ted conference
report.
r also am pleased th at the amendment calls on the FTC to Investigate
another proposalthat I actually believe is very important in the reduction of spare, and that also was ineluded in legislation I ntroduced earlier this year: a require ment that the
subject line of unsolicit ed commercial

e-mails

include a so-called
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label. In my view, such an approach
would give individuals and ISPs considerable power to keep sparn out of their
in boxes, and I am hopeful that we will
return to this proposal before long. In
fact, I understand that some members
of the House of Representatives will be
pursuing this on a related bill, and I
hope there will be a way to include an
enforceable labeling requirement in a
conference report on anti-spaie legislation.
Mr. MCCAIN. Mr. President, I support
the amendment by Senator CORZINE. I
thank my colleagues for reaching a
compromise at this time. I thank those
who rapidly wrote this amendment on
short notice so we could complete work
on this legislation,
The amendment has two components.
The first part addresses labeling of unsolicited commercial e-mail with the
term ADV and also addresses the possibility of industry self-regulation. The
Federal Trade Commission has raised
serious concerns with both of these
proposals with respect to ADV labeling. The FTC has written to me in opposition to labeling:
First, consumer groups, 1SPs, and emailers
at the SPAM Forum roundly criticized the
mandatory use of an ADV" label. Labeling
requirements could harm legitimate marketers. while illegitimate marketers are likely
to ignore the requirement. Indeed, although
seeral States require "ADV" labels on unsoliclted commercial email, in its recent study
on False Claims In SPAM, Commission staff
found that only 2 percent of email messages
analyzed contained such a label.
In lieu of Senator CORZINE'S original
proposal to make AOV labeling an industry self-regulation, the amendment
has been modified to require the Federal Trade Commission to report to
Congress on whether the ADV labeling
and industry self-regulation should be
implemented,
So I think this is a sensible solution
in light of the Federal Trade Commission's concerns as I just read from
their report to Congress.
The second part of the amendment
would authorize the Federal Trade
Commission to adopt a bounty hunter
proposal to give people a portion of the
fines collected from spammers that
they hope to catch. As with the Do Not
Spam Registry, the FTC would be authorized to act after first sending a report to Congress.
I support the amendment.
The PRESIDING OFFICER. The Senator from Oregon.
Mr. WYDEN. Mr. President, I also
support the amendment. This is a compromise. Both of these topics are topics
about which we really have not heard a
lot. We have not had a chance to discuss them in hearings. Senator CORZINE
has been working constructively with
us. I urge the passage of it.
The bounty issue essentially comes
from Professor Lessig at Stanford,
looking at innovative ways to create
incentives to deal with the problem. It
is certainly one the Federal Trade
Commission should look at. The ques-
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tion about making sure every unsolicited e-mail has ADV has been contentious among a number of small business groups, ones that have really been
burtlened by these costs. But I think
this is a fair compromise. It gives the
Fedieral Trade Commission ample opport unity to study this and look at the
feas ibility of it. I urge our colleagues
to siupport it.
As soon as we agree to the Corzine
ame ndment, I believe Senator HARKIN
has a unanimous consent request he
neerIs to make. and then we are ready
to g:o to final passage. I urge my colleag ues now to support the Corzlne
ame ndment,
Tf ie PRESIDING OFFICER. If there
is n o further debate, without objection,
the amendment is agreed to.
TI ie amendment (No. 1896) was agreed
to.
President, last
M r. PRYOR. Mr.
this body overwhelmingly
monith,
voteed to stop unwanted phone calls
fron telemarketers. We put our foot
uninvited
dow n and stopped these
gue scs from barging into our home, interr upting our family time and invading our privacy. I would like to think
that families can enjoy a peaceful dinnet now that we have allowed the DoNot -Call list to move forward.
T iday we address a similar problemAmierica's e-mail inboxes have been invadied by unwanted and deceptive e-

I solicitations. Not only is this
prat tice annoying and frustrating to
our constituents, but the practice is
cost ing consumers and businesses valuable time and resources.
In a report dated January 22, 2003,
the Federal Trade Commission indieate d that at least 40 percent of all emai I is spam. with more than half conside red to contain false and deceptive
information. This has been a problem
in n ny State of Arkansas. The FTC recort led 2.048 fraud and identity theft
com plaints from Arkansas consumers
who reported having lost $1.3 million to
thes.e scams.
In addition, businesses are losing
mar iey as employees spend time wading
thrc ugh unsolicited e-mail messages
and are forced to continuously update
thei r servers and software in an attempt to avoid sparn and prevent
wor ms and viruses that are submitted
thrt ugh span.
O ne thing I have learned as Senator
is t hat this body does not agree often
on 1the root of a problem, But I know
for sure that each of us can agree that
we have better things to do with our
tim'e than delete dozens of emails
aboiut the latest diet craze or money
scht me. Even more, I know none of the
mot hers and fathers in this body want
thei r children to receive emails that
conlzain inappropriate sexual material.
Neil ther do the mothers and fathers in
Ark kansas.
Niow is the time to crack down on decept :ive and unsolicited span once and
for all.
TI his bill which I support has two
strong elements:
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First, it would require anyone send- gets really bad, you may have to also infected Windows machines via eing unsolicited bulk e-mail directly, or change your address." This experience mail, then sent out dozens of copies of
itself. Antivirus experts say one of the
through an intermediary, to provide is echoed nationwide.
E-mail users are having the online main reasons virus writers continue to
each recipient with a valid "opt-out"
process for declining any future spam. equivalent of the experience of the modify and re-release this particular
is that it
Second, it would outlaw transmitting woman in the Monty Python skit, who piece of "malware"
high-volume unsolicited e-mail sources seeks to order a Spam-free breakfast at downloads a Trojan horse to infected
if they contain false, misleading or de- a restaurant. Try as she might, she computers, which are then used to send
ceptive routing information, or forged cannot get the waitress to bring her spam.
Spammers are constantly in need of
e-mailaddresses.
the meal she desires. Every dish in the
I am pleased that this bill has been restaurant comes with Span; it'sjust a new machines through which to route
"egg,
their
garbage e-mail, and a virus
of
how
much.
There's
matter
made even stronger with the Inclusion
of Senator BILL NELSON'S RICO statute bacon and Spam"; "egg, bacon, sausage makes a perfect delivery mechanism
the
engine they use for their mass
"Spam,
bacon,
sausage
and
for
and
Span";
amendment. I am proud to be named as
Spam'; "Spam, egg, Span, Span, mailings. Some analysts said the
the provision's original cosponsor.
virus may have been created
"Span,
sausage,
SoBigF
bacon
and
Span";
This amendment encourages the
prosecution of those people who use Spam, Spam, Span, bacon, Spam, to- with a more malicious intent than
spam to seek money illegally or who mato and Span": and so on, Exas- most viruses, and may even be linked
engage in other illegal acts by making perated, the woman finally cries out: to spam e-mail schemes that could be a
I don't want source of cash for those involved in the
use of the civil Federal Racketeer In- "I don't like Spam! ...
scheme.
fluenced and Corrupt Organizations ANY Spam!"
The interconnection between corIndividuals and businesses are reactAct, commonly known as RICO.
RICO makes it illegal to acquire or ing similarly to electronic span. A puter viruses and spam is readily apmaintain a business through a pattern Harris poll taken late last year found parent: Both flood the Internet in an
of racketeering activity. This law lets that 80 percent of respondents view attempt to force a message on people
authorities seize the assets of such an span as "very annoying," and fully 74 who would not otherwise choose to reoperation and allows victims grounds percent of respondents favor making ceive it. Criminal laws I wrote prohibmass spamming illegal. Earlier this iting the former have been invoked and
for recovery in civil court.
By adopting the amendment, this month, more than 3 out of 4 people sur- enforced from the time they were
body has given the overall bill teeth, veyed by Yahoo! Mail said it was "less passed it is the latter dilemma we must
which will go along way toward pun- aggravating to clean a toilet" than to now confront headon.
Spar is also fertile ground for decepishing those scam artists who prey on sort through span. Americans are fed
tive trade practices. The FTC has estithe everyday trusting, law-abiding citi-up.
Some 30 States now have antispam mated that 96 percent of the span inzens of our land.
As Attorney General I fought to cur- laws, but the globe-hopping nature of volving investment and business opportail mail fraud and I think some of the e-mail makes these laws difficult to en- tunities, and nearly half of the span
span being sent to Arkansans online is force. Technology will undoubtedly advertising health services and prodin that same category. The only dif- play a key role in fighting span, but a ucts, and travel and leisure, contains
ference is that this type of fraud technological solution to the problem false or misleading information.
This rampant deception has the poreaches many more victims in a short- is not likely in the foreseeable future.
ISPs block billions of unwanted e- tential to undermine Americans' trust
erperiod of time.
I look forward to the completion of malls each day, but spammers are win- of valid information on the Internet.
Indeed, it has already caused some
this bill, and I am pleased that we have ning the battle.
Millions of unwanted, unsolicited Americans to refrain from using the
again been able to work in a bipartisan
matter to carry out the will of the pop- commercial e-mails are received by Internet to the extent they otherwise
American businesses and individuals would. For example, some have chosen
ulace.
Mr. LEAHY. Mr. President, it is in- each day, despite their own, additional not to participate in public discussion
filtering efforts. A recent study by Fer- forums, and are hesitant to provide
that
unwanted
creasingly apparent
commercial e-mail, commonly known ris Research estimates that spani costs their addresses in legitimate business
as "spam." is more than just a nui- U.S. firms $8.9 billion annually in lost transactions, for fear that their e-mail
sance, In the past few years, it has be- worker productivity, consumption of addresses will be harvested for junk ecome a serious and growing problem bandwidth, and the use of technical mail lists. And they are right to be
that threatens to undermine the vast support to configure and run span fil- concerned. The FTC found span arrivpotential of the Internet.
ters and provide helpdesk support for ing at its computer system just 9 minBusinesses and individuals currently spa- recipients.
utes after posting an e-mail address in
The costs of spam are significant to an online chat room.
wade through tremendous amounts of
I have often said that Congress must
spam in order to access e-mail that is individuals as well, including time
of relevance to them- and this is after spent Identifying and deleting span, exercise great caution when regulating
ISPs, businesses, and individuals have inadvertently opening spam, installing in cyberspace. Any legislative solution
antispam filters, to spar must tread carefully to ensure
spent time and money blocking a large and maintaining
percentage of span from reaching its tracking down legitimate messages that we do not Impede or stifle the free
mistakenly deleted by span filters, flow of information on the Internet.
intended recipients.
In my home State of Vermont, one and paying for the [SP's blocking eThe United States is the birthplace of
legislator recently found that two- forts.
the Internet, and the whole world
And there are other prominent and watches whenever we decide to reguthirds of the 96 e-mails in his inbox
were spam. And this occurred after the equally important costs of span. It late it. Whenever we choose to interlegislature had installed new span- may introduce viruses, worms, and vene in the Internet with government
blocking software on its computer sys- Trojan horses into personal and busi- action, we must act carefully, prutem that seemed to be catching 80 per- ness computer systems, including those dently, and knowledgeably, keeping in
cent of the spam. The assistant attor- that support our national infrastruc- mind the implications of what we do
and how we do it. And we must not forney general in Vermont was forced to ture.
The public has recently witnessed the get that span, like more traditional
suggest to computer users the foleffects
of
a
forms of commercial speech, is prolowing means to avoid these unsolic- potentially staggering
itedcommercial e-mails: "It's very bad virus, not only through the Blaster tected by the first amendment.
At the same time, we must not allow
to reply, even to say don't send any- case I discussed earlier, but with the
more. It tells the spammer they have a appearance of the SoBigF virus just 8 span to result in the "virtual death"
live address . . . The best thing you days after Blaster began chewing its of the Internet, as one Vermont newscan do is just keep deleting them. If it way through the Internet. This variant paper put it.
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The Internet is a valuable asset to
our Nation, to our economy, and to the
lives of Americans. and we should act
prudently to secure its continued viability and vitality.
On June 19 of this year, Senator
HATCH and I introduced S.1293, the
Criminal Spam Act, together with several of our colleagues on the Judiciary
Committee. On September 25, the committee unanimously voted to report
the bill to the floor. Today, Senators
HATCH,

NELSON,

SCHUMER,

GRASSLEY

and I offered the criminal provisions of
S. 1293as an amendment to S. 877. the
CAN SPAM Act. The amendment was
adopted by voice vote.
I thank the lead cosponsors of S. 877
for working with us on this amendment, and for their support and cosponsorship of the Criminal Spam Act. I
also thank Senator BILL NELSON for his
contribution to the amendment.
The Hatch-Leahy aoendment prohibits five principal techniques that
spammers use to evade filtering software and hide their trails.
First, our amendment
prohibits
hacking into another person's computer system and sending bulk spain
from or through that system. This
criminalizes the common spammer
technique of obtaining access to other
people's e-mail accounts on an ISP's email network, whether by password
theft or by inserting a "Trojan horse"
program- that is. a program that
unsuspecting users download onto their
computers and that then takes control
of those computers- to send bulk spare.
Second. our amendment prohibits
using a computer system that the
owner makes available for other purposes as a conduit for bulk spare, with
the intent of deceiving recipients as to
the span's origins. This prohibition
criminalizes another common spammer
technique- the abuse of third parties'
"open" servers, such as e-mail servers
that have the capability to relay mail,
or Web proxy servers that have the
ability to generate "form"
mail.
Spammers commandeer these servers
to send bulk commercial e-mail without the server owner's knowledge, either by "relaying"
their e-mail
through an "open" e-mail server, or by
abusing an "open" Web proxy server's
capability to generate form e-mails as
a means to originate spam, thereby exceeding the owner's authorization for
use of that e-mail or Web server. In
some instances the hijacked servers are
even completely shut down as a result
of tens of thousands of undeliverable
messages
generated
from
the
spammer's e-mail list.
The amendment's third prohibition
targets another way that outlaw
spammers evade ISP filters: falsifying
the "header information" that accompanies every e-mail, and sending bulk
span containing that fake header Information.
More
specifically,
the
amendment prohibits forging information regarding the origin of the e-mail
message, and the route through which
the message attempted to penetrate
the ISP filters.

SENATE

Fourth, the Hatch-Leahy amendment
prohibits registering for multiple email accounts or Internet domain
names, and sending bulk e-mail from
those accounts or domains. This provision targets deceptive "account churning." a common outlaw spammer technique that works as follows. The
spammer registers- usually by means
of an automatic computer programfor large numbers of e-mail accounts or
domain names, using false registration
information, then sends bulk sparn
from one account or domain after another. This technique stays ahead of
ISP filters by hiding the source, size,
and scope of the sender's mailings, and
prevents the e-mail account provider or
domain name registrar from identifying the registrant as a spammer and
denying his registration request. Falsifying registration information for domain names also violates a basic contractual requirement for domain name
registration falsification.
Fifth and finally, our amendment addresses a major hacker spammer technique for hiding identity that is a com
man and pernicious alternative to domain name registration- hijacking unused expanses of Internet address space
and using them as launch pads forjunk
e-mail. Hijacking Internet ProtocolfP- addresses
is
not
difficult:
Spammers simply falsely assert that
they have the right to use a block of IP
addresses, and obtain an Internet connection for those addresses. Hiding behind those addresses, they can then
send vast amounts of spam that is extremely difficult to trace.
Penalties for violations of these new
criminal prohibitions are tough but
measured, Recidivists and those who
send span in furtherance of another
felony may be imprisoned for up to 5
years. Large-volume spanmers, those
who hack into another person's computer system to send bulk spar, and
spam "kingpins" who use others to operate their spamming operations may
be imprisoned for up to 3 years. Other
offenders may be fined and imprisoned
for no more than one year. Convicted
offenders are also subject to forfeiture
of proceeds and instrumentalities of
the offense.
In addition to these penalties, the
Hatch-Leahy amendment directs the
Sentencing Commission to consider
providing sentencing enhancements for
those convicted of the new criminal
provisions who obtained e-mail addresses through improper means, such
as harvesting, and those who knowingly sent spam containing or advertising a falsely registered Internet domain name. We have also worked with
Senator NELSON on language directing
the Sentencing Commission to consider
enhancements for those who commit
other crimes that are facilitated by the
sending of spam.
I should note that the Criminal Spare
Act, from which the amendment is
taken, enjoys broad support from ISPs,
direct marketers, consumer groups,
and civil liberties groups alike. It is
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also supported by the administration:
In its September II, 2003, views letter
regarding the CAN SPAM Act, the administration advocated the addition to
CAN SPAM of felony triggers similar
to those proposed in the Criminal
Spare Act. The administration further
supported our proposal, advanced in
the Hatch-Leahy amendment, to direct
the Sentencing Commission to consider
sentencing enhancements for convicted
spammers that have additionally obtained e-mail addresses by harvesting.
Again, the purpose of the HatchLeahy amendment is to deter the most
pernicious and unscrupulous types of
spammers- those who use trickery and
deception to induce others to relay and
view their messages. Ridding America's
inboxes of deceptively delivered spain
will significantly advance our fight
against junk e-mail But it is not a
cure-all for the spare pandemic.
The fundamental problem inherent to
spam- its sheer volume- may well persist even in the absence of fraudulent
routing information and false identities. In a recent survey, 82 percent of
respondents
considered
unsolicited
bulk e-mail, even from legitimate businesses, to be unwelcome spam. Given
this public opinion, and in light of the
fact that sparn is, In essence, costshifted advertising, we need to take a
more comprehensive approach to our
fight against spare.
While I am generally supportive of
the CAN SPAM Act, and will vote in
favor of passage, it does raise some
concerns. The bill takes an "opt out"
approach to spant- that is, it requires
all commercial e-mail to include an
"opt out" mechanism, by which e-mail
recipients may opt out of receiving further unwanted span. My concern is
that this approach permits spamners
to send at least one piece of spain to
each e-mail address in their database,
while placing the burden on e-mail recipients to respond. People who receive
dozens, even hundreds, of unwanted emails each day may have little time or
energy for anything other than optingout from unwanted spam.
According to one organization's calculations, if just one percent of the approximately 24 million small businesses in the U.S. sent every American
just one spam a year, that would
amount to over 600 pieces of span for
each person to sift through and opt out
of each day. And this figure may be
conservative, as it does not include the
large businesses that also engage in online advertising.
I am also troubled by the labeling requirement in the CAN SPAM Act,
which makes it unlawful to send an unsolicited commercial e-mail message
unless it provides, among other things,
"clear and conspicuous identification
that the message is an advertisement
or solicitation," and "a valid physical
postal address of the sender". While we
all want to curb spam, we must be
mindful of its status as protected cominercial speech, and ensure that any restrictions we impose on it are as narrowly tailored as possible.
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Reducing the volume of junk commercial e-mail, and so protecting legitimate Internet communications, is
not an easy matter. There are important First Amendment interests to
consider, as well as the need to preserve the ability of legitimate marketers to use e-mail responsibly. We must
be sure we get this right, so as not to
exacerbate an already terribly vexing
problem. This is especially important
given the preemption provisions of the
CAN SPAM Act, which will override
many of the tough anti-spamming laws
already enacted by the States.
My distinguished colleagues from
Wyoming and Pennsylvania offered an
amendment requiring "warning labels"
on certain commercial electronic mail.
While I appreciate my colleagues' efforts to protect our children from the
on-line assault of internet pornography- an important goal that we all
share- I fear the amendment has been
drafted in haste and raises significant
constitutional issues that require further analysis.
First, the amendment incorporates
broad and vague phrases such as "devoted to sexual matters" that are not
otherwise defined in the law. I expressed similar concerns during debate
on the Communications Decency Act,
CDA, which the Supreme Court struck
down as unconstitutional in 1996. The
CDA also punished as a felony anyone
who transmitted "obscene" or "indecent" material over the Internet. The
CDA was deemed too vague as to what
was "indecent" or "obscene." Some of
the terms and phrases used in the EnziSantorum amendment may be deemed
equally vague when subjected to judicial scrutiny.
There are also first amendment concerns to regulating commercial electronic mail in ways that require specific labels on protected speech. Such
requirements inhibit both the speaker's right to express and the listener's
right to access constitutionally protected material,
More importantly, existing laws already ban obscenity, harassment, child
pornography and enticing minors into
sexual activity.
As a father and a grandfather, I well
appreciate the challenge of limiting a
child's exposure to sexually inappropriate material. Yet, no legislation we
could pass would be an effective substitute for parental involvement. We
must be vigilant about feel-good efforts
to involve government, either directly
or indirectly, in regulating the content
of the Internet.
the
EnziFor
these
reasons,
Santorum amendment raises serious
legal issues that mandate further exploration before a determination can
be made on the proposed law's constitutional viability.
I look forward to continuing to work
with the sponsors of the CAN SPAM
Act on these issues as the bill proceeds
to conference.
Ms. CANTWELL. Mr. President. I
rise today in support of the Burns-
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Wyden CAN-SPAM Act, which would velop legislation to establish a naimpose limitations and penalties on tional Do Not Email registry modeled
the transmission of unsolicited com- on the Do Not Call registry, but I bemercial electronic mail via the Inter- lieve there may come a point at which
additional protections are necessary to
net.
I would like to thank my colleagues, protect consumers and to protect the
Senators WYDEN and BURNS, for their growth of the information economy.
leadership in tackling this problem
I think we all recognize that we have
which affects so many consumers in much more work to do to solve this
my State of Washington. Unsolicited problem, but the Burns-Wyden bill is
is a an excellent first step in addressing the
commercial email or "spare"
major irritant to consumers and busi- problem, and I am pleased to help pass
nesses alike. Spare exposes computer this important legislation.
users- often young children- to porMr. MCCAIN. Mr. President, I suggest
nography. sexual predators, fraudulent the absence of a quorum. Under the
schemes, and other unwanted or harm- previous order. I believe the vote will
ful messages. In addition, spam costs start at 6,30.
American business close to $10 billion
The PRESIDING OFFICER. That is
each year in lost productivity, addi- correct. The clerk will call the roll.
tional infrastructure costs, and legal
The assistant legislative clerk profees- costs that are ultimately borne ceeded to call the roll.
by consumers. By clogging our comMr. BURNS. Mr. President, I ask
puters, spam threatens to deprive us of unanimous consent that the order for
the tremendous benefits provided by the quorum call be rescinded.
the Internet.
The PRESIDING OFFICER. Without
This bill represents a crucial first objection, it is so ordered.
step in combating the exponential in- Under the previous order, the quescrease in the volume of spare, which tion is on the engrossment and third
today accounts for half of all email reading of the bill.
messages. Because of the global nature
The bill was ordered to be engrossed
of this problem and the anonymity for a third reading and was read the
that the Internet affords spammers, it third time,
is impossible for states or individuals
The bill having been read the third
alone to take meaningful steps to re- time, the question is, Shall it pass?
duce the impact of this nuisance, and
Mr. BURNS. Mr. President, I ask for
self-regulation is simply not an option. the yeas and nays.
The overwhelming volume of sleazy
The PRESIDING OFFICER. Is there a
and fraudulent solicitations origi- sufficient second?
nating from criminal organizations deThere is a sufficient second.
mands a tough response that imposes
The clerk will call the roll.
both civil and criminal penalties.
Mr. REID. I announce that the SenThat is precisely why this bill is so ator from North Carolina (Mr. EDnecessary. To protect computer users WARDS),the Senator from Hawaii (Mr.
in my State and across the country, we INOUYE), and the Senator from Massamust take immediate steps to stem the chusetts (Mr. KERRY) are necessarily
mountain of spam hitting email absent.
inboxes every day.
I further announce that, if present
The Burns-Wyden bill is a long- and voting, the Senator from Massaawaited step in the right direction. The chusetts (Mr. KERRY) would vote
bill has been carefully negotiated and 'yea."
improved. By allowing enforcement by
The PRESIDING OFFICER (Mr. TALState attorneys general and by Inter- ENT). Are there any other Senators In
net service providers, we have in- the Chamber desiring to vote?
creased the odds of successful enforceThe result was announced- yeas 97,
ment against the worst spammers. By nays 0. as follows:
prohibiting harvesting of email ad[Roilcall Vote No 404Leg.]
dresses, the use of technology to send
YEAS- 97
thousands of spammed messages, and
Harh
Conrad
by prohibiting false and misleading Akaka
Hcllingi
Aieiander
Coryn
message headers, the bill will send a Allerd
Hutflanisio
C-rnCraig
lahre
clear message to the most abusive Allen
eforas
Bac,s
Crapo
spammers that their practices will no Bayb
Daeble
John..
longer be tolerated.
Dayton
Kernedy
Beret
But enforcement will remain a chal- Bid..
DWire
Kohl
Kyl
Dodd
lenge. Spammers have every incentive Biagawan
Landral
Dale
to increase the volume of their mes- Bond
Lerneg
Ber
Doneniri
sages because the marginal cost of Bwo..
Leahy
Dorgan
Durbin
Lwin
sending another message is virtually Brownbaak
Enasign
Liebermee
nothing. And because of the anonymity Binnlg
Enzi
Linh
Brn
and global nature of the internet. Byrd
Lott
FIengild
identity
and
spammers can hide their
Lgarr
Campbell
Feisien
MrCaln
Canwell
F gigerild
move their operations offshore.
Fr-ni
MrCtaaal
While the bill before us will finally Carler
Granha(FLl
Mlkalikl
Chtaee
put in place a Federal approach to the Chambliss
Grhm (St)
Miller
global problem of spare, there is no sin- Clintia
Murkanski
S.anry
Gragg
Marray
gle solution to this complex problem. I CtIana
Hagni
Nelon (FL)
am pleased that the bill will require Colieman
Harkln
Neia n (NE)
Ctilain
the Federal Trade Commission to de-
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older. But starting at the age of 38 affords an opportunity to develop skills
and expertise on the district court as a
trial judge.
From what I know about him, and I
have observed him over the better part
the past decade, he has the capa-

submitted by former Senators Garn
and D'Amato.
There being no objection, the material was ordered to be printed in the
RECORD, as follows:
ON THE PASSINGOF IRA PAULL
Senator lake Carn

bility perhaps to become an appellate
judge. That will depend upon the devel-

I first met Ira Paull in 1988when hejoined
the staff of Senator John Heinz as his legis-

The bill (S. 877), as amended, was
passed. as follows:
Mr. DASCHLE. Mr. President, I suggest the absence of a quorum.
The
OFFICER.
PRESIDING
The
clerk will call the roll
The legislative clerk proceeded to

opment of his skills and his professional accomplishments as ajudge.
He was recommended by the nonpartisan nominating panel which Senator SANTORUM and I have, He is a vigorous young man. He has a family, a
wife and three children, residing in Fox

call the roll
Mr. FRIST. Mr. President, I ask
unanimous consent that the order for
the quorum call be rescinded,

Chapel. I think he will make an outstanding addition to the United States
District Court for the Western District
of Pennsylvania,

lative assistant specializing in securities
issues. A year later he joined the Banking
Committee staff and I saw first hand how
Ira's expertise in banking. securities and accounting oade an invaluable contribution to
the work of the Committee. Ira played a key
role in all of the key significant legislation
addressed by the Committee during my tenure as ranking member. Many of these laws
were of critical importance to the financial
stability of the United States. such as the
legislation that resolved the savings and
loan crisis and the law that restored the hinonea strength of the Federal Deposit insuranee Corporation. Ira's knowledge of accounting was especially crucial to the Con
mittee's work on these measures. and the
legislation adopted by the Congress reflects
much of the input and advice we received
from him
Irams intellect and technical expertise
alne would have made him a wonderful
asset to the Banking Committee staff. But
Ira's contribution went well beyond that. Ira
took it upon himself to share his knowledge

Edwards

NOT VOTING- 3
Keeey
lnouye

The PRESIDING OFFICER

Without

objection, it is so ordered.

3

MORNING BUSINESS
Mr. FRIST. Mr. President, I ask that
there now be a period for morning business. with Senators speaking for up to
cduring
The PRESIDING OFFICER. Without
objection, it is so ordered,
NOMINATION OF THOMAS M.
HARDIMAN
Mr. SPECTER. Mr. President, it

is

my understanding that the Senate will
soon take up in executive session the
nomination of Thomas M Hardiman to
uer
be a judge on the U.S. District Court
for the Western District of Pennsyls
ecnfiend u iiiy
vagues tan Ie
red.
he
leaguestat
ecd,
anMr.tsandin acdeis
Mr. Hardiman received his bachelor's
degree. cure laude, from the University
in 1987. He received his
Damem inlaud.e
of Nor
regivedfrm
law
dere,
law degree. cum laude again, from
Georgetown University Law Center. He
was notes and comments editor of the
Georgetown Law Journal, which is an
indication of academic achievement
and legal excellence in writing. He has
been admitted to the bars of Massachusetts, the District of Columbia, and the
Commonwealth of Pennsylvania. He
has been in the active practice of law

since 1990.He currently is a partner in
the prestigious Pittsburgh firm of Reed
Smith.
He has been very active with professional affiliations as a Pennsylvania
Young Lawyers Division delegate to
the American Bar Association's House
of Dlegtes
Hesered
a hearing ofHe served ass aheaingof-advice
of Delegates
ficer for the Pennsylvania Disciplinary
Board. He has been active in community affairs, president of Big Brothers
Big Sisters of Greater Pittsburgh, and
he currently serves as director of that
organization. He was formerly an adjunct faculty member of LaRoche College.
As suggested by the dates of graduation sMggestdbythiate
yog
maan,i
tion, Mr. Hardiman is a young man, in
his late thirties. I think he brings an
element of diversity to the court, tempering some of the judges who are

IN MEMORY OF IRA PAULL
Mr. DODD. Mr. President, I rise to
speak in memory of Ira Paull who
passed away suddenly on September 28
at the age of 52.
I wasg vey fortunate to w. rk with Ira
the 7 years he spent on Capitol
Hill as a staff member on the Senate
Banking Committee. He worked on the
staff of Senators John Heinz, Jake
Carn, and Alfonse D'Amato. Ira was an
Integral part of virtually every critical
piece of legislation that came out of
the Banking Committee, His knowledge was vast and his counsel wellre
spected by Senators on both sides of
the aisle. I personally had the privilege
my capacity as
Ira inSecurities
of working with
chairman
of the
Subcommittee. In particular, I have fond
memories of Ira as he accompanied me,
Senator Heinz, and my staff on a congressional delegation to Europe in 199
i
looking into European Community Fl
Ira's reputation on the Hill was that
of a bright and talented lawyer, and
also of an individual with a quick wit
and a tremendous sense of humor. He
became well-known for writing opening
for committee hearings
statements
that were not only well-informed and
comprehensive, but would even, on occation, incorporate rhyme or poetry
that would bring a smile to everyone's
eCaro
face. wious beran ahe,

and become an adviser to senior staff and a
eientor to yoninger staff. He was universally
respected for his personal integrity and
strength of convictions. Ira had strong beliefs about Aright and wrong- and to his
credit, never feared to express his views. He
also had a remarkable sense of humor. and
members of the Committee on both sides of
the aisle enjoyed the stateiets ira prepared, His sense of humor also served to keep
staff morale high during the periods of high
stress when staff was required to work long
hours due to the press of the legislative
schedule,
The passing of Ira Paull is a loss for all or
us. He was a bright light that shone on many
people, including myself, He will be missed
by many, but forgotten by no one.
IN MEMORYOF IRA PAULL
Senator Alfonse M. D'Amato
It Is with deep sadness that I submit this
statement about the passing of former Senate Banking Committee staff person, Ira
Paull
presence on the ComIra was astrng
mitee Stafor

a number of years, staffing
a
eu
the

me when he becamethe Deputy Scuff
teewsfinally
Toghijbentecm
was Director under my Chairmanship,
Though his job on the committee

to provide counsel to Republican Senators, he earned a great deal of respect
from Democrats as well. He formed
deep and lasting friendships with staff
members from both sides of the aisle
including my own staff, who valued his
and counsel and cherished his
i
friendship.
Ira Paull was a hard worker, a dedicated public servant, and a wonderful
person who was taken from us far too
soon. He will be greatly missed by everyone who had the opportunity to
know him.
I offer my deepest sympathies to his
brother Gerson to his sisters Susan.
r
Leah, and Linda, and to his entire family,
I ask unanimous consent to print in
the RECORD statements on Ira's passing

No matter who Ira worked for at the time.
though, we all looked to him for his quick
and concise explanations Ira could always
cut to the chase. If any or us wanted something more thee that. Ha could also spend
days on tie details He was one of the few
both.
actually
that could was
staff people
Whether
the explanation
a few do
minutes

e was afw mus
or a few he ehpuasati
sionate about whatever the Committee was
doing
In fact. few could show such passion as Ira
about the Public Utility Holding Company
Act of 1935 or the minutiae of thrift regulation. Ira's passion for the law showed no
mercy for lobbyists or staff representing
members with contrary positions to Ira's
sucessie bosses He was a strong advocate
for his member and very effective at getting
what his boss needed.
I remember one particular situation back
when Congress passed FDICIA in 1091. it was
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