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oreword

his background paper was prepared as part of the Office of Tech-

nology Assessment’s follow-on assistance to the Senate Com-

mittee on Governmental Affairs, subsequent to release of the

September 1994 OTA report Information Security and Privacy in
Network Environments. The Committee requested additional informa-
tional and analytical assistance from OTA. in order to prepare for hear-
ings and legislation in the 104th Congress.

This background paper updates and develops some key issues that
OTA had identified in its earlier report, in light of recent developments in
the private sector and in govermment. During the course of this work,
OTA found that the need for timely attention to the security of unclassi-
fied information has intensified in the months since the 1994 report was
issued.

OTA appreciates the participation of many individuals without whose
help this background paper would not have been possible. OTA received
valuable assistance from workshop participants and many other re-
viewers and contributors from government, academia, and industry. The
background paper itself, however, is the sole responsibility of OTA.

G2

ROGER C. HERDMAN
Director
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Introduction
and
Summary

ontroversies, problems, and proposed solutions related to
information security and privacy are becoming increas-
ingly prominent among government, business, academia,
and the general public. At the same time, use of informa-
tion networks for business has continued to expand, and ventures
to bring electronic commerce and “electronic cash” into homes
and offices are materializing rapidly.! Government agencies have
continued to expand both the scale and scope of their network
connectivities; information technologies and networks are fea-
tured prominently in plans to make government more efficient,
effective, and responsive.?
Until recently, topics such as intrusion countermeasures for
computer networks or the merits of particular encryption tech-
niques were mostly of interest to specialists, However, in the past

1 See, e.g., Rendy Barrett, “Hauling in the Network—Bchind the World's Digital Cash
Curve,” Bashington Technology, Oct. 27, 1994, p. 18; Neil Munro, “Branch Banks Go
‘Way of the Drive-In,” Washington Technology, Feb. 23, 1995, pp. 1,48; Amy Cortese et
al,, “Cashing In on Cyberspace: A Rushof: Development To Create an i
Marketplace,” Business Week, Feb. 27, 1995, pp. 78-86; Bob Metcalfe, “Internct Digitat
Cash—Don’t Leave Your Home Page Without It,” Jufo World, Mar. 13, 1993, p. 55; *Net-
scape Signs Up 19 Users for Its System of Intemnet Security,” The Hall Street Journal, Mar.
20, 1995, p. B3; Saul Hansell, “VISA Will Puta Microchip in New Cards—Product Is De-
signed for Small Purchases,” The New York Times, Mar. 21, 1995, p. D3; Jorgen Wouters,
“Brother, Can You Spare a Virtual Dime?” Hashington Technolagy, Mar. 23, 1995, pp. 1,
4.

2 Sce, e.g., Neil Munro, “Feds May Get New Infotech Executive,” Washington
Technology, Feb. 23, 1995, pp. 1, 49; Charles A. Bowsher, Comptroller General of the
United States, “Government Reform: Using Reengineeting and Technology To Improve
Government Performance,” GAO/T-0CG-95-2, testimony before the Committee on
Governmental Affairs, U.S. Senate, Feb. 2, 1995; and Elena Varon, “Reinventing Is Old | 1
Hat for New Chaitman,” Federal Computer Week, Feb. 20, 1995, pp. 22, 27,
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2| Issue Update on Information Security and Privacy in Network Environments

few years, stories about controversial federal en-
cryption standards, “password sniffing” and un-
authorized intrusions. on the Internet, the pursuit
and capture of a notorious computer “cracker,”
and export controls on computer programs that
perform encryption have become front-page
news.?

The increased visibility and importance ac-
corded information security and privacy protec-
tion (see box 1-1) reflect a number of institutional,
social, and technological changes that have made
information technologies critical parts of daily
life.* We are in transition to a society that is be-
coming critically dependent on electronic in-
formation and network connectivity. This is
exemplified by the explosive growth of the Inter-
net, which now has host computers in over 85
countries, as well as the rapidly expanding variety
of online sources of information, services, and en-
tertainment. The growing dependence of both the
public and private sectors on electronic informa-
tion and networking makes the ability to safe-
guard information and provide adequate privacy
protections for individuals absolutely essential.

In September 1994, the Office of Technology
Assessment (OTA) released the report Informa-
tion Security and Privacy in Network Environ-
ments (see box 1-2).5 That report was prepared in
response to a request by the Senate Committee on
Governmental Affairs and the House Subcommit-
tee on Telecommunications and Finance. The

need for congressional attention to safeguarding
unclassified information has been reinforced in
the months since the release of the OTA report.

INTRODUCTION

This background paper is part of OTA’s follow-on
assistance to the Senate Committee on Govern-
mental Affairs after the September 1994 OTA re-
port on information security and privacy. The
Committee had requested additional information-
al and analytical assistance from OTA in order to
prepare for hearings and legislation in the 104th
Congress (see the letter of request in appendix A).

This background paper is a companion and sup-
plement to the 1994 report and is intended to be
used in conjunction with it. For the reader’s con-
venience, however, pertinent technical and insti-
tutional background material, drawn from that
report and updated where possible, is included in
this background in appendices B (“Federal In-
formation Security and the Computer Security
Act”), C (“U.S. Export Conirols on Cryptogra-
phy”), and D (“Summary of Issues and Options
from the 1994 OTA Report”).

One purpose of this background paperisto is to
update some key issues that OTA had identified in
the report, in light of recent developments. Anoth-
er purpose is to develop further some of OTA’s
findings and options, particularly as these relate to
the effects of government policies on the private

3 See John Markoff, “Flaw Discovered in Federal Plan for Wirctapping,” The New York Trmes, June 2, 1994, pp. 1, D17; Peter H. Lewis,
“Hackers on Intemet Posing Security Risks, Experts Say,” The New York Times, July 21, 1994, pp. 1, B10; John Markof¥, “A Most-Wanted
Cyberthief Is Caught in His Own Web,” The New York Times, Feb. 16, 1995, pp. 1, D17; and John Schwartz, “Privacy Program: An On-Line
Weapon?” The Washington Post, Apr. 3, 1995, pp. A1, Al13. Sce also Jared Sandberg, “Newest Security Glitch on l.he Intemet Could Affect
Many ‘Host® Computers,” The F¥all Street Journal, Feb. 23, 1995, p. B8; Jared Sandberg, * lity Play: Accl K Heroes,”
The Wall Street Journal, Feb. 27, 1995, p. B1, B§; and Amy Cortese et al., “Warding OfF the Cyberspace Invaders,” Business Heek, Mar. 13,
1995, pp. 92-93.

4 See U.S. Congress, Office of Technol A Making G¢ Work: it Deh'very af Ge
TCT-578¢( DC:US.Go Printing Office, 1993); 7 : Lookis the Future, OTA-TCT-600
578 (Washington, DC: U.S. Government Printing Office, May 1994); and Wireless Techrmlagres and the National Inﬁeralmn Infrastructure
(forthcoming, 1995). See also U.S. General Office, i An Overview of Technology Chatlenges. GAQ/
AIMD-95-23 (Washington, DC: U.S. General Accounting Office, January 1995).

$ .. Congress, Office of A Ir tvand Privacy in Network Environments, OTA-TCT-606 (Washing-
ton, DC: U.S. Government Printing Office, September 1994). Available from OTA Online via anonymous file wansfer protocel (ftp://otabbs.
ota.gov/publinformation.security/) or World Wide Web (ttp//swww.ola.gov).

Services, OTA-
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Chapter 1 Introduction and Summary 3

information Security

There are three main aspects of information security: 1) confidentiality, 2) integrity, and 3) availability
These protect against the unauthorized disclosure, modification, or destruction of information. The focus of
this background paper, and the OTA report Information Security and Privacy in Network Environments

{ 1994) that it I 1ts, is technical and institutional measures to ensure the confidentiality
and integrity of unclassified electronic Information in networks, not the security of the networks themselves.
Network refiability and survivability (related to *(availability”) were not addressed; these topics are expected
to be the focus of subsequent OTA work.

Confidentiality and Privacy

OTA uses the term fidentiality to refer to di of i only to authorized individuals,
entities, and so forth. Privacy refers to the social balance an individual’s right to keep ir i
confidential and the societal benefit derived from sharing information, and how this balance is codified to
give individuals the means to control personal information. The terms are not mutually exelusive: safe-
guards that help ensure confidentiality of information can be used to protect persenal privacy.

information Safeguards and Security

OTA often uses the term safeguard, as in ‘(information " or '({fo g " This is
to avoid misunderstandings regarding use of the term “security,” which some readers may interpret in
terms of classified information, or as excluding measures to protect personal privacy. In discussion of in-
formation safeguards, the focus here is on technical and institutional to ensure the it
and integrity of the information, and also the authenticity of its origin.

Cryptography can be used to fulfill these functions for electronic information. Modern encryption tech-
niques, for example, can be used to safeguard the confidentiality of the contents of a message (or a stored
fite}. Infegrity is used to refer fo the property that the information has not been subject to unauthorized or
unexpected changes. Authenticity refers to the property that the message or information comes from the
stated source or origin. Message authentication techniques and digital signatures based on cryptography
can be used to ensure the integrity of the message (that it has been received exactly as it was sent) and
the authenticity of its origin (that it comes from the stated source).

SOURCE: Office of Technology Assessment, 1985. For more detailed discussion of see OTA,
Security and Privacy in Netwark Environments (QTA-TCT-606, Septembsr 1994), esp. ch, 2 and 4 and appendix C.

sector and to federal-agency operations to safe-
guard unclassified information. As in the 1994 re-
port, the focus is on safeguarding unclassified
information. OTA’s follow-on activities were con-
ducted at the unclassified level and project staff
did not receive or use any classified information
during the course of this work.

Chapter 2 of this background paper gives an
overview of the 1994 report. It highlights the im-
portance of information security and privacy
issues, explains why cryptography and cryptogra-
phy policies are so important, and reviews policy

findings and options from the 1994 report. Chap-
ter 3 identifies major themes that emerged from a
December 1994 OTA workshop, particularly re-
garding export controls and the international busi-
ness environment, federal cryptography policy,
and information-security “best practices.” Chap-
ter 4 provides an update on recent and ongoing
cryptography, privacy, and security-policy devel-
opments and their relevance for possible congres-
sional actions.
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411ssue Update on Information Security and Privacy in Network Environments

In-September 1984, the Office of Technology Assessment released its report Information Security and
Privacy in Network Environments.In that report, OTA found that the fast-changing and competitive market-
place that produced the Internet and strang nefworking and software industries in the United States has not
consistently produced products equipped with affordable, user-friendly safeguards. Many individual prod-

ucts and techniques are available to ad 1 specific i ion netwarks, if the user knows
what to purchase, and can afford and correctly use the product, Nevertheless, better and more affordable
products are needed. In particular, OTA found a need for products that infegrate security features with
other functions for use in electronic commerce, electronic mail, or other applications.

OTA found that mare study is needed fo fully understand vendors’ responsibilities with respect to soft-
ware and hardware product quality and liability, OTA also found that more study is also needed on the
effects of export controls on the domestic and glabal markets for information safeguards, and on the ability
of safeguard developers and vendors to produce more affordable, integrated products. OTA concluded
that broader efforts to safeguard networked information will be frustrated unless cryptography-policy is-
sues are resolved.

OTA found that the single most impaortant step toward implementing proper safeguards for networked
information in a federal agency or other ¢ ian is for top mar to define the organization's
overall objectives, define an organizational security policy to reflect those objectives, and implement that
policy. Only top management can consolidate the consensus and apply the resources necessary to effec-
tively protect networked information. For the federal government, this requires guidance from the Office of
Management and Budget (e.g., in OMB Circular A-130), commitment from top agency management, and
oversight by Congress,

During the course of the assessment (1993-94), there was widespread controversy concerning the Clin-
ton Administration’s escrowed-encryption initiative. The significance of this initiative, in concert with other
federal cryptography policies, resulted in an increased focus in the report on the processes that the gov-
ernment uses to regulate cryptography and to develop federal information processing standards (the FIPS)
based on cryptography.

The 1994 OTA report concluded that Congress has a vital role in formulating national cryptography policy
and in determining how we safeguard information and protect personal privacy in an increasingly networked
society {see the expanded discussion in appendix D of this background paper). Policy issues and options
were identified in three areas: 1) cryptography policy, including federal information processing standards and
export confrols; 2} guid: e di information in federal agencies; and 3) legal issues

on }
and information security, including electronic commerce, privacy, and intellectual property.

SOURCE: Office of Security and Privacy in Network Environments (OTA-

ay 1995; based on
TCT-606, September 1994).

INFORMATION SECURITY AND

PRIVACY IN A NETWORKED SOCIETY
Information technologies are transforming the
ways in which we create, gather, process, and
share information. Rapid growth in computer net-
working is driving many of these changes; elec-
tronic transactions and electronic records are
becoming central to everything from business to

health care. Within the federal government, effec-
tive use of information technologies and networks
is central to government restructuring and reform,

The transformation being brought about by net-
working brings with it new concerns for the secu-
rity of networked information and for our ability
to maintain effective privacy protections in net-
waorked environments. Unless these concerns can

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
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be resolved, they threaten to limit networking’s
full potential in terms of both participation and
usefulness. Therefore, information safeguards
(countermeasures) are achieving new promi-
nence. Appropriate safeguards for the networked
environment must account for—and anticipate—
technical, institutional, and social changes that in-
creasingly shift responsibility for security to the
end users.

Computing power used to be isolated in large
mainframe computers located in special facilities;
computer system administration was centralized
and carried out by specialists. In today’s net-
worked environment, computing power is de-
centralized to diverse users who operate desktop
computers and who may have access to comput-
ing power and data at remote locations. Distrib-
uted computing and open systems can make every
user essentially an “insider.” In such a decentral-
ized environment, responsibility for safeguarding
information is distributed to the users, rather than
remaining the purview of system specialists. The
increase in the number and variety of network ser-
vice providers also requires that users take respon-
sibility for safeguarding information, rather than
relying on intermediaries to provide adequate
protection.®

The new focus is on safeguarding the informa-
tion itself as it is processed, stored, and trans-
mitted. This contrasts with older, more static or
insulated concepts of “document” security or
“computer” security. In the networked environ-
ment, we need appropriate rules for handling
proprietary, copyrighted, and personal informa-
tion—and tools with which to implement them.”

6 The trend is toward d

vather than

Chapter 1 Intraduction and Summary | §

Increased interactivity means that we must also
deal with transactional privacy, as well as prevent
fraud in-elecironic commerce and-ensure that safe-
guards are integrated as organizations streamline
their operations and modemize their information
systems.

1 Importance of Cryptography
Cryptography (see box 2-1 on page 46) is not ar-
cane anymore. It is a technology whose time has
come—in the marketplace and in society. In its
modern setting, cryptography has become a fun-
damental technology with broad applications.

Modern, computer-based cryptography began
in the World War II era.® Much of this develop-
ment has been shrouded in secrecy; in the United
States, governmental cryptographic research has
historically been the purview of the “national
security” (i.e., defense and intelligence) commu-
nities. Despite two decades of growth in nongov-
ernmental research and development, in the
United States, the federal government still has the
most expertise in cryptography. Nevertheless,
cryptography is not just a “government technolo-
gy” anymore, either.

Because it is a technology of broad application,
the effects of federal policies about cryptography
are not limited to technological developments in
the field, or even to the health and vitality of com-
panies that produce or use products incorporating
cryptography. Instead, these policies will increas-
ingly affect the everyday lives of most Americans.

Encryption (see box 2-2 on page 48) transforms
amessage or data files into a form that is unintelli-

Distributed isrela-

tively informal and “bottom up,” compared with

and systems

way be less rigorous, Sce OTA, op. cit,,

foomate 5, pp. 3-5, 25-32.

7 See ibid., chapter 3. “Security” technologies like encryption can be used to help protect privacy and the confidentiality of proprictary
information; some, like digital signatures, could be used to facilitate copyright-management systems.

# Ses, e.g., David Kahn, The Codebreakers (New York, NY: MacMillan, 1967).
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6| Issue Update on Information Security and Privacy in Network Environments

gible without special knowledge of some secret
information (called the “decryption key”).? En-
cryption. can be used as a tool to protect the
confidentiality of information in messages or
files—hence, to help protect personal privacy.
Other applications of cryptography can be used to
protect the infegrity of information (that it has not
been subject to unauthorized or unexpected

h ) and to auth its origin (that it
comes from the stated source or origin and is nota
forgery).

Thus, cryptography is a technology that will
help speed the way to electronic commerce. With
the advent of what are called public-key tech-
niques, cryptography came into use for digital sig-
natures (see figure 2-3 on page 52) that are of
widespread interest as a means for electronically
authenticating and signing commercial transac-
tions like purchase orders, tax returns, and funds
transfers, as well as for ensuring that unauthorized
changes or errors are detected (see discussion of
message authentication and digital signatures in
box 2-2).1¢ These functions are critical for elec-
tronic commerce. Cryptographic techniques like
digital signatures can also be used to help manage
copyrighted material in electronic form.!!

The nongovernmental markets for cryptogra-
phy-based safeguards have grown over the past
two decades, but are still developing. Good com-
mercial encryption technology is available in the

United States and abroad. Research in cryptogra-
phy is international. Markets for cryptography
also would be international, except for govern-
mental restrictions (i.e., export controls), that ef-
fectively create “domestic” and “export” market
segments for strong encryption products (see sec-
tion on export controls below and also appendix
C.12 User-friendly cryptographic safeguards that
are integrated into products (as opposed to those
that the user has to acquire separately and add on)
are still hard to come by—in part, because of ex-
port controls and other federal policies that seek to
control cryptography.!3

Cryptography and related federal policies (e.g.,
regarding export controls and standards develop-
ment) were a major focus of the 1994 OTA re-
port.!4 That focus was due in part from the
widespread attention being given the so-called
Clipper chip and the escrowed-encryption initia-
tive announced by the Clinton Administration in
1993. Escrowed encryption, or key-escrow en-
cryption, refers to an encryption method where the
functional equivalent of a “spare key” must be de-
posited with a third party. The rationale for key-
escrow encryption is to ensure government access
to decryption keys when encrypted messages are
encountered in the course of lawful electronic sur-
veillance (see box 2-3 on page 54). The Escrowed
Encryption Standard (EES), promulgated as a fed-

9 Figures 2-1 and 2-2 on pages 50 and 51 illustrate two common forms of encryption: secret-key (or symmetric) encryption and public-key
(or asymmeiric) encryption. Nate that key management—the generation of encryption and decryption keys, as well as their storage, distribu-
tion, ing, and eventual is cruciat for the overall security of any encryption system.

19 OTA, op. cit., foatnote 5, pp. 69-77. See Peter H. Lewis, “Accord Is Reached on a Common Security System for the Intemet,” The New
York Times, Apr. 11, 1995, p. D3,

U QTA, ibid., pp. 96-110. For example, digital si beusedt \pact “copyright tokens™ for use in registries; cneryption
could be used to create “copyright. pes” for direct el ic delivery of material to customers. See also Working Group on
Intellectual Property Rights, IITF, “Intellectual Property and the National Information Infrastructure (Green Paper),” July 1994, pp. 139-140.

12 0TA, ibid., pp. 11-13, 150-160.

13 1bid., pp. 115-123, 128-132, 154-160.

14 Ibid., pp. 8-18 and chapter 4.
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eral information processing standard (FIPS) in
1994, is intended for use in encrypting unclassi-
fied voice, fax, or data communicated in a fele-
phone system.15 At present, all the Clipper chip
(i.e., EES) “spare keys™ are held within the execu-
tive branch.

1 Government Efforts

To Control Cryptography
In its activities as a developer, user, and regulator
of safeguard technologies, the federal government
faces a fundamental tension between two policy
objectives, each of which is important: 1) fos-
tering the development and widespread use of
cost-effective information safeguards; and 2) con-
trolling the proliferation of safeguard technolo-
gies that can impair U.S. signals-intelligence and
law enforcement capabilities. Cryptography is at
the heart of this tension. Export controls and the
federal standards process (i.e., the development
and promulgation of federal information process-
ing standards, or FIPS) are two mechanisms the
government can use to control cryptography.'®

Policy debate over cryptography used to be as
arcane as the technology itself. Even 5 or 10 years
ago, few people saw a link between government
decisions about cryptography and their daily
lives. However, as the information and commu-
nications technologies used in daily life have
changed, concern over the implications of policies
traditionally dominated by national security ob-
jectives has grown dramatically.

15 The EES isi inhard:

the Clipper chip. The EES (FIPS-1

Chapter 1  Introduction and Summary |7

Previously, control of the availability and use
of cryptography was presented as a national secu-
rity issue focused outward, with the intention of
maintaining a U.S. technological lead over other
countries and preventing encryption devices from
falling into the “wrong hands” overseas. More
widespread foreign use—including use of strong
encryption by terrorists and developing coun-
tries—makes U.S. signals intelligence more diffi-
cult.

Now, with an increasing policy focus on do-
mestic crime and terrorism, the availability and
use of cryptography has also come into promi-
nence as a domestic-security, law enforcement is-
sue.!? Within the United States, strong encryption
is increasingly portrayed as a threat to domestic
security (public safety) and a barrier to law en-
forcement if it is readily available for use by ter-
rorists or criminals:

. Powerful encryption threatens to make
worthless the access assured by the new digital law
[i.e., the Communications Assistance for Law En-
forcement Act].18

Thus, export controls, intended to restrict the in-
ternational availability of U.S. cryptography
technology and products, are now being joined
with domestic cryptography initiatives, like key-
escrow encryption, that are intended to preserve
U.8. law enforcement and signals-intelligence ca-
pabilities.

Standards-development and export-conirol is-
sues underlie a long history of concern over lead-

use of aclassified, symmetric encryption

algorithm, called Skipjack, which was developed by the National Security Agency. The Capstone chip implements the Skipjack algorithm for

The Defense D:

use in computer netwe
Capstone chip.

’s FORTEZZA card (a PCMCIA card formerly called TESSERA) contains the

16 For more defail, see OTA, op. cit., footnote 5, chapters 1 and 4 and appendix C. Other means of control have historically included natienal
security classification and patent-secrecy orders (see ibid., p. 128 and footnote 33).

17 There is also growing organizational recognition of potentials for
1k

sabotage an employer’s datab: Thus, some

misuse of ener,

(see discussion below and in ch. 4).

, such as by di asameansto

" or “data recovery” facilitics arc being developed in the private sector

18 L ouis J. Freeh, Director, Federal Bureau of Investigatian, testimony befare the U.S. Senate, Committee on the Judiciary, Feb. 14, 1995,

p.27.
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ership and responsibility (i.e., “who should be in
charge?” and “who is in charge? ") for the secu-
rity of unclassified information govermnment-
wide.!? Most recently, these concerns have been
revitalized by proposals presented by the Clinton
Administration’s Security Policy Board staff20 to
centralize information-security authorities under
Jjoint control of the Office of Management and
Budget (OMB) and Defense Department (see dis-
cussion below and in chapter 4).

Other manifestations of these concemns can be
found in the history of the Computer Security Act
of 1987 (see below and appendix B) and in more
recent developments, such as public reactions to
the Clinton Administration’s key-escrow encryp-
tion initiative and the controversial issuances of
the Escrowed Encryption Standard?! and Digital
Signature Standard (DSS)?2 as federal informa-
tion processing standards. Another important
manifestation of these concerns is the controversy
over the present U.S. export control regime,
which includes commercial products with capa-
bilities for strong encryption, including mass-
market software, on the Munitions List, under
State Department controls (see below and appen-
dix C).

1 Federal Information

Processing Standards
The 1994 OTA report concluded that two recent
Jfederal information processing standards based
on cryptography are part of a long-term control
strategy intended to retard the general, uncon-
trolled availability of strong encryption within the

19 OTA, op. cit., foatnate 5, pp. 8-20 and chapter 4,

United States, for reasons of national security and
law enforcement.2> OTA viewed the Escrowed
Encryption Standard and the Digital Signature
Standard as complements in this overall control
strategy, intended to discourage future develop-
ment and use of encryption without built-in law
enforcement access, in favor of key-escrowed en-
cryption and related encryption technologies. If
the EES and/or other key-escrow encryption stan-
dards (e.g., for use in computer networks) become
widely used (or, at least, enjoy a large, guaranteed
government market), this could ultimately reduce
the variety of alternative cryptography products
through market dominance that makes alterna-
tives more scarce or more costly.

The Escrowed Encryption Standard is a federal
information processing standard that uses a classi-
fled algorithm, catled “Skipjack,” developed by
the National Security Agency (NSA). It was pro-
mulgated as a voluntary federal information proc-
essing standard. The Commerce Department’s
announcement of the EES noted that the standard
does not mandate the use of escrowed-encryption
devices by government agencies or the private
sector; rather, the standard provides a mechanism
for agencies to use key-escrow encryption without
having to waive the requirements of another, ex-
tant federal encryption standard for unclassified
information, the Data Encryption Standard
(DES).*

The secret encryption/decryption key for Skip-
jack is 80 bits long. A key-escrowing scheme is
built in to ensure “lawfully authorized” electronic
surveillance.25 The algorithm is classified and is

20,5, Security Policy Board Staff, “Creating a New Order in U.S. Security Policy,” Nov. 21, 1994, pp. IIII1, 14-18.
2! See box 2-3 in chapter 2 of this background paper and OTA, op. <it., footnate 5, chapter 4,

22 See box 2-2 in chapter 2 of this background paper and OTA, ibid., appendix C.

23 See OTA, op. cit., footnote 5, chapter 4.

24 See Federal Register, vol. 59, Feb. 9, 1994, pp. 5997-6005 (“Appraval of Federal ion Processing Standards Publication 185,

Escrowed Eneryption Standard (EES)”), especially p. 5998. Note however, that the DES is approved for encryption of

d data com-

munications and files, while the EES is only a standard for telephone communications at this time.

25 Federal Register, op. cit., footnole 22, p. 6003.
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intended to be implemented only in tamper-resis-
tant, hardware modules.26 This approach makes
the confidentiality function of the Skipjack en-
cryption algorithm available in a controlled fash-
ion, without disclosing the algorithm’s design
principles or thereby increasing users’ abilities to
employ cryptographic principles. One of the rea-
sons stated for specifying a classified, rather than
published, encryption algorithm in the EES is to
prevent independent implementation of Skipjack
without the law enforcement access features.

The EES is intended for use in encrypting un-
classified voice, fax, and computer information
communicated over a telephone system. The
Skipjack algorithm can also be implemented for
data encryption in computer networks; the De-
fense Department is using it in the Defense Mes-
sage System. At this writing, however, there is no
FIPS specifying use of Skipjack as a standard al-
gorithm for data communications or file encryp-
tion. Given that the Skipjack algorithm was
selected as a standard for telephony, it is possible
that an implementation of Skipjack (or some other
form of key-escrow encryption) will be selected as
a FIPS to replace the DES for computer commu-
nications and/or file encryption. An alternative
successor to the DES that is favored by nongov-
ernmental users and experts is a variant of DES
called triple-encryption DES. There is, however,
no FIPS for triple-encryption DES.

Unlike the Skipjack algorithm, the algorithm in
the federal Digital Signature Standard has been
published.2? The public-key algorithm specified
in the DSS uses a private key in signature genera-

26 Federal Register, ibid., pp. 5997-6005.

Chapter 1 Introduction and Summary |9

tion, and a corresponding public key for signature
verification (see box 2-2). However, the DSS
technique was chosen so that public-key encryp-
tion functions would not be available to users.28
This is significant because public-key encryption
is extremely useful for key management and
could, therefore, contribute to the spread and use
of nonescrowed encryption.?? While other means
ofexchanging electronic keys are possible,3% none
is so mature as public-key technology. In contrast
to the technique chosen for the DSS, the technique
used jn the most popular commercial digital sig-
nature system (based on the Rivest-Shamir-Adle-
man, or RSA, algorithm) can also encrypt.
Therefore, the RSA techniques can be used for se-
cure key exchange (i.e., exchange of “secret”
keys, such as those used with the DES), as well as
for signatures. At present, there is no FIPS forkey
exchange.

I Federal Standards and the
Computer Security Act of 1987

The Computer Security Act of 1987 (Public Law
100-235) is fundamental to development of feder-
al standards for safeguarding unclassified in-
formation, to balancing national security and
other objectives in implementing security and pri-
vacy policies within the federal government, and
to other issues concerning government control of
cryptography. Implementation of the Computer
Security Act has been controversial, especially re-
garding the respective roles of the National Insti-
tute of Standards and Technology (NIST) and

27 See appendix C of OTA, op. cit., footnote 5, for a history of the DSS.

28 Accordingto F. Lynn McNulty, NIST Associate Director for Computer Security, the rationale for adopting the technique used in DSS was
that, “We wanted a technology that did signatures—and nothing else—very well.” (Response to a question from Chainman Rick Boucher in
testimony before the Subcommittee on Science of the House Committee on Science, Space, and Technology, Mar. 22, 1994.)

29 Public-key encryption can be used for confidentiality and, thereby, for secure key exchange. Thus, public-key encryption can facilitate
the use of symmetric encryption methods like the DES or triple DES. See figure 2-3.

30 See, e.g., Tom Leighton, Dep of Math i Institute of Technology and Silvio Micali, MIT Laboratory for
Computer Science, “Secret-Key Agreement Without Public-Key Cryptography (Extended Abstract),” obtained from S. Micali, 1993.
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NSA in standards development and the chronic
shortage of resources for NIST’s computer securi-
ty program to fulfill its responsibilities under the
act (see detailed discussion in chapter 4 of the
1994 OTA report).3!

The Computer Security Act of 1987 was a leg-
islative response to overlapping responsibilities
for computer security among several federal agen-
cies, heightened awareness of computer security
issues, and concern over how best to control in-
formation in computerized or networked form.
The act established a federal government com-
puter-security program that would protect all un-
classified, sensitive information in federal
government computer systems and would devel-
op standards and guidelines to facilitate such
protection. The act also established a Computer
System Security and Privacy Advisory Board
(CSSPAB). The board, appointed by the Secretary
of Commerce, is charged with identifying emerg-
ing safeguard issues relative to computer systems
security and privacy, advising the former National
Bureau of Standards (now NIST) and the Secre-
tary of Commerce on security and privacy issues
pertaining to federal computer systems. The
CSSPAB reports its findings to the Secretary of
Commerce, the Director of OMB, the Director of
NSA, and to the “appropriate committees of the
Congress.” Additionally, the act required federal
agencies to identify computer systems containing
sensitive information, to develop security plans
for identified systems, and to provide periodic
training in computer security for all federal em-
ployees and contractors who manage, use, or oper-
ate federal computer systems. Appendix B, drawn
from the 1994 OTA report, provides more back-

ground on the purpose and implementation of the
Computer Security Act and on the FIPS.

The Computer Security Act assigr
bility for developing government-wide, comput-
er-system security standards (e.g., the FIPS) and
security guidelines and security-training pro-
grams to the National Bureau of Standards. Ac-
cording to its responsibilities under the act, NIST
recommends federal information processing stan-
dards and guidelines to the Secretary of Com-
merce for approval (and promulgation, if
approved). These FIPS do not apply to classified
or “Warner Amendment” systems.>2 NIST can
draw on the technical expertise of the National Se-
curity Agency in carrying out its responsibilities,
but NSA’s role according to the Computer Securi-
ty Act, is an advisory, rather than leadership, one.

1 N
I25ponsi-

I Federal Standards and the Marketplace

Asthe 1994 OTA report noted, not all government
attempts at influencing the marketplace through
the FIPS and procurement polices are successful,
However, the FIPS usually do influence the
technologies used by federal agencies and provide
a basis for interoperability, thus creating a large
and stable “target market” for safeguard vendors.
If the attributes of the standard technology are also
applicable to the private sector and the standard
has wide appeal, an even larger but still relatively
stable market should result. The technological sta-
bility means that firms compete less in terms of
the attributes of the fundamental technology and
more in terms of cost, ease of use, and so forth.
Therefore, firms need to invest less in research and
development (especially risky for a complex

31QTA, op. cit., footnote 5 and chapter 4 and appendix B. NIST’s FY 1995 computer-security budget was on the order of $6.5 million, with
$4.5 million of this coming from appropriated funds for “core™ activitics and the remainder from “reimbursable”™ funds from other agencies,

mainly the Defense Department,

32 The Wamer Amendment (Public Law 97-86) excluded certain types of military and intelli ic data

procurements from the requirements of section 111 of the Federal Property and Administrative Services Act of 1949 (40 U.S.C. 795). Public
Law 100-235 pertains to federal computer systems that come under scction 111 of the Federal Property and Administrative Services Act of

1949.
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technology like cryptography) and in convincing
potential customers of product quality. This can
result in higher profits for producers, even in the
long run, and in increased availability and use of
safeguards based on the standard.

In the 1970s, promulgation of the Data Encryp-
tion Standard as a stable and certified technolo-
gy—at a time when the commercial market for
cryptography-based safeguards for unclassified
information was just emerging—stimulated sup-
ply and demand. Although the choice of the algo-
rithm was originally controversial due to concerns
over NSA’s involvement, the DES gained wide ac-
ceptance and has been the basis for several indus-
try and international standards, in large part
because it was a published standard that could be
freely evaluated and implemented. The process by
which the DES was developed and evaluated also
stimulated private sector interest in cryptographic
research, ultimately increasing the variety of com-
mercial safeguard technologies. Although domes-
tic products implementing the DES are subject fo
U.S. export controls, DES-based technology is
available overseas.

The 1994 OTA reportregarded the introduction
of an incompatible new federal standard—for ex-
ample, the Escrowed Encryption Standard—as
destabilizing. At present, the EES and other im-
plementations of Skipjack (e.g., for data commu-
nications) have gained little favor in the private
sector. Features such as the government key-es-
crow agencies, classified algorithm, and hard-
ware-only implementation all contribute to the
lack of appeal. But, if key-escrow encryption
technologies ultimately do manage to gain wide
appeal in the marketplace, they might be able to
“crowd out” safeguards that are based upon other
cryptographic techniques and/or do not support
key escrowing. 33

The 1994 OTA report noted that this type of
market distortion, intended to stem the supply of

Chapter 1 Introduction and Summary | 11

alternative products, may be a Jong-term objective
of the key-escrow encryption initiative. In the
long term, a loss of technological variety is signif-
icant to private sector cryptography, because more
diverse research and development efforts tend to
increase the overall pace of technological ad-
vance. In the near term, technological uncertainty
may delay widespread investments in any new
safeguard, as users wait to see which technology
prevails. The costs of additional uncertainties and
delays due to control interventions are ultimately
borne by the private sector and the public.

Other government policies can also raise costs,
delay adoption, or reduce variety. For example,
export controls have the effect of segmenting do-
mestic and export encryption markets. This
creates additional disincentives to invest in the de-
velopment—or use—of robust, but nonexport-
able, products with integrated strong encryption
(see discussion below).

1 Export Controls

Another locus of concern is export controls on
cryptography.34 The United States has two regula-
tory regimes for exports, depending on whether
the item to be exported is military in nature, or is
“dual-use,” having both civilian and military uses
(see appendix C). These regimes are administered
by the State Department and the Commerce De-
partment, respectively. Both regimes provide ex-
port controls on selected goods or technologies for
reasons of national security or foreign policy. Li-
censes are required to export products, services, or
scientific and technical data originating in the
United States, or to re-export these from another
country. Licensing requirements vary according
to the nature of the item to be exported, the end
use, the end user, and, in some cases, the intended
destination. For many items under Commerce ju-
risdiction, no specific approval is required and a

33 OTA, op. cit., footnote 5, pp. 128-132. A large, stable, lucrative federal market could divert vendors from producing altermative, riskier

praducts; product availability could draw private sector customers,

34 For more detail, see ibid. and chapters 1 and 4,
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“general license” applies (¢.g., when the item in
question is not military or dual-use and/or is wide-
ly available from foreign sources). In other cases,
an export license must be applied for from either
the State Department or the Commerce Depart-
ment, depending on the nature of the item. In
general, the State Department’s licensing require-
ments are more stringent and broader in scope.3%

Software and hardware for robust, user-con-
trolled encryption are under State Department
conirol, unless State grants jurisdiction to Com-
merce. This has become increasingly controver-
sial, especially for the information technology and
software industries.3¢ The impact of export con-
trols on the overall cost and availability of safe-
guards is especially troublesome to business and
industry at a time when U.S. high-technology
firms find themselves as targets for sophisticated
foreign-intelligence attacks and thus have urgent
need for sophisticated safeguards that can be used
in operations worldwide, as well as for secure
communications with overseas business partners,

35 Ibid., pp. 150-154.
36 Tp ease some of these burdens, the State De

suppliers, and customers.3? Software producers
assert that, although other countries do have ex-
port and/or import controls on cryptography, sev-
eral countries have more relaxed export controls
on cryptography than does the United States.?%
On the other hand, U.S. export controls may
have substantially slowed the proliferation of
cryptography to foreign adversaries over the
years. Unfortunately, there is little public explana-
tion regarding the degree of success of these ex-
port controls and the necessity for maintaining
strict controls on strong encryption in the face of
foreign supply®® and networks like the Internet
that seamlessly cross national boundaries.??
Appendix C of this background paper, drawn
from the 1994 OTA report, provides more back-
ground on export controls on cryptography. In
September 1994, after the OTA report had gone to
press, the State Department announced an amend-
ment to the regulations implementing section 38
of the Arms Export Control Act. The new rule im-

Feb. 4, 1994. These changes were expected

dnew licensing

duce the need to obtain individual licenses for each end user), rapid

products abroad for their own

to include to include i measurcs for expedited di:
teview of export license ications, p \! for U.S. citizens taking Y
use, and special li llowi of & encryption prods

8. EES products) to most end users. Atthis writ-

ing, expedited-distribution reforms were in place (cheraI Register, Sept. 2, 1994, pp. 45621-45623), but personal-use exemptions were still
under contention {Karen Hopkinson, Office of Defense Trade Cnmmls, personal communicalion, Mar. 8, 1993).

d C ial Law, C the Judiciary, The

37 See, e.g., U.S. Congress, House of R ives,

Threat of Foreign Economiic 10 US. Corp

hearings, 102d Congress, 2d sess., Apr. 29 and May 7, 1992, Serial No. 65 (Wash-

ington, DC: U.S. Government Printing Office, 1992). See also discussion of business needs and export controls in chapter 3 of this background

paper

38 OTA, op. cit., footnote 5, pp. 154-160. Some other countries do have stringent ::xpun. and/or lmportreslrlchons

studied the

d, as of Qctober 1994,

3% For example, the Software Publi iation h

found 17@ software products (72 foreign, 98 U.S.-madc) and 237 hardwarc products (85 foreign, 152 U.S.-made) implementing the DES algo-

rithm for encryption. (Trusted Information Systems, Inc. and Software Publishers A

ber 1994.) Alsa see OTA, op. cit.,, footnote 5, pp. 156-160.

Statistic

Octo-

ryption Prodicts Datab:

Simson Gatfinkle, PGP: Pretty Good Priva-

40 Foradiscussion of export controls and network
cy (Sebastopol, CA; O’Reilly and Assoc., 1995). PGP is an pii

ofencryption

program P
(some of which are said to infringe the RSA patent in the United Statcs) have spread

by Phil Zi Variants of the PGP software
ver the Internet. hasbeen under

grand jury investigation since 1993 for allegedly breaking the

rt-control laws by p the software to be placed on an

Internet-accessible bulletin board in the United States in 1991, (See Vic Sussman “Lost in Kafka Temitory,” U.S. News and World Report, Apr.

3, 1995, pp. 30-31.)
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