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Foreword
Government agencies, private sector organizations, and individual citizens
are increasingly using sophisticated communications and computer technology
to store, process, and transmit valuable information. The need to protect the confidentiality and integrity of such data has become vital. This report examines Federal policies directed at protecting information, particularly in electronic
communications systems.
Controversy has been growing over the appropriate role of the government
in serving private sector needs for standards development and, particularly, over
the appropriate balance of responsibilities between defense/intelligence agencies
and civilian agencies in carrying out this role. In defining these roles and striking
an appropriate balance, both private sector needs, rights, and responsibilities, on
one hand, and national security interests, on the other hand, need to be carefully
considered.
This report examines the vulnerability of communications and computer systems, and the trends in technology for safeguarding information in these systems.
It reviews the primary activities and motivations of stakeholders such as banks,
government agencies, vendors, and standards developers to generate and use
safeguards. It focuses on issues stemming from possible conflicts among Federal
policy goals and addresses important trends taking place in the private sector.
OTA prepared the report at the request of the House Committee on Government Operations and the Subcommittee on Civil and Constitutional Rights of the
House Committee on the Judiciary, It is the second component of OTA's assessment of new communications technologies. The first component, The Electronic
Supervisor: New Technologies, New Tensions, was published in September, 1987.
In preparing this report, OTA drew upon studies conducted by OTA project
staff, contractor reports and consultants, a technical workshop, interviews with
Federal and private sector representatives, and those involved in research,
manufacturing, financial services, consulting, and technical standards development, Drafts of this report were reviewed by the OTA advisory panel, officials
of the National Security Agency and the Department of Defense, the National
Bureau of Standards, the General Services Administration, the Department of
the Treasury, and other government agencies, and by interested individuals in
standards setting organizations, trade associations, and professional and technical associations.
OTA appreciates the participation and contributions of these and many other
experts. The report itself, however, is solely the responsibility of OTA,

JOHN H. GIBBONS
Director
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Chapter 1

Executive Summary
As society becomes more dependent on computer and communications systems for the conduct of business, government, and personal
affairs, it becomes more reliant on the confidentiality and integrity of the information these
systems process. Information security has become especially important for applications
where accuracy, authentication, or secrecy are
essential.
Today's needs for information security are
part of a centuries' long continuum that shifts
in emphasis with changing technology and societal values. Modern electronic information
systems are expanding the need for both familiar and new forms of information security.

Today's needs for information security are a part of a centuries' long
continuum.

Developing adequate information security
technology is a challenging task. This task is
further complicated since some of these evolving needs can only be satisfied with technology that must itself be kept secret, according
to Department of Defense sources, because revealing it could be damaging to U.S. intelligence operations.' This situation raises the
practical question of whether safeguards designed for use by defense and intelligence agencies can meet the needs of commercial users
without jeopardizing U.S. intelligence objectives, i.e., whether the National Security Agency
(NSA) can reconcile its traditional secret posture with the openness needed to solve nondefense problems. It also raises the broader
issues of the appropriate role of defense and
intelligence agencies in civilian matters, and
how openness and free market forces can coexist with secret operations and controls on sensitive information.
the teras intelligence
and intelligenceoperationsare used
throughout this assessment to referto signals intelligence.

Policy for information security, long dominated by national security concerns, is now being reexamined because of its broadening effects on nondefense interests. At the center
of the current controversy is the appropriate
role of the Federal Government in information
security. The immediate policy questions focus on whether NSA, primarily an intelligence
agency, or the National Bureau of Standards
(NBS), a civilian agency, should be responsible for developing information security for nondefense applications. A fundamental issue is
how to resolve conflicts involving the boundary between the authority of the legislative and
executive branches to make policy when national security is a consideration; a topic with
implications extending well beyond the narrow confines of information security policy.
A separate, but related dimension to policymaking involves recent efforts to provide additional Government controls on unclassified
information in computer databases, some Federal, some commercial. Proponents of greater
Government controls argue that these databases make information so readily available
to foreign governments, competitors, and those
having criminal intent, that uncontrolled access to them is a threat to national security.
Congress is responding to these issues by
examining alternative Federal roles in information security. Each of the three basic options
for providing leadership-through NSA, NBS,
or greater reliance on the private sector-has
its own particular drawbacks and none is likely
to completely satisfy all national objectives.
There are a number of national interests to
be accommodated by policy makers. An optimum outcome would maximize the ability of
free market forces to develop and apply technology to meet users' diverse and unfolding
needs for information safeguards, while avoiding unnecessary restrictions on trade, innovation, and the free flow of information as well
as compromises to the Nation's security.
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THE NEED FOR INFORMATION SECURITY
The need for information security has existed
for thousands of years, but the advent of electronic information systems-telegraph and
telephone, sound and image recording, and
computers and databases-has reemphasized
the need for traditional safeguards and created
a need for new ones. Early concerns tended to
focus on controlling access to information and
protecting its confidentiality.
Modern computer and communications systems are being used in ways that often require
those using them to authenticate the accuracy
of data, verify the identity of senders and receivers, reconstruct the details of transactions,
and control access to sensitive or private data.
As the use of these systems increases, the vulnerabilities, threats, and risks of misuse have
become clearer, and information security has
become a prominent issue for many Government agencies and private users.

Electronic information systems-telegraph and telephone, sound and image
recording, computers and databasesreemphasize the need for traditional
safeguards and create needs for new
ones.

Information security was not a key
factor in the design of most computer
and communications systems. As a result, some forms of unauthorized access, such as wiretaps, intercepting
mobile telephone conversations, or
logging into computers with easily
guessed passwords, can be achieved
with limited resources.

increased vulnerability; optical fibers have decreased it. Still greater changes may be ahead
as digital communications come into wider use.
Increases in computing power and decentralization of computing functions have increased
the vulnerability of computer and communications systems to unauthorized use. Two
types of misuse should be distinguished: misuse by those not authorized to use or access
systems and misuse by authorized users. For
many public and private organizations, the latter problem is of greater concern.

The computer and communications technologies on which these information systems are
built, however, were not developed originally
with information security in mind. They were
designed for efficient and reliable service in the
presence of accidental error, rather than intentional misuse, and little attention was given
to protecting confidentiality. As one result, the
public communications network has always
been vulnerable to exploitation by those with
appropriate resources (see below).

The level of effort, expense, and technical sophistication needed to gain unauthorized access to computer or communications systems,
even when the system being attacked employs
no special safeguards, can vary widely. Some
forms of covert access, such as wiretaps, intercepting mobile telephone conversations, or
logging into computers with easily guessed
passwords, can be achieved with very limited
resources. Others, such as those intended for
targeted and consistently successful unauthorized access, can require greater resources due
to inherent barriers in the design of these systems. Systems protected by appropriate safeguards can deny access even to dedicated foreign intelligence agencies.

Technology can increase or decrease the vulnerability of communications to misuse. Microwave radio and cellular telephones have both

Users of computer and communications systems have widely different perceptions of the
threats against which protection is needed.
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Some users protect their systems only against
unintentional error or amateur computer
hackers. Others guard against misuse by their
own employees, outsiders, or the sophisticated
intelligence agencies of foreign countries.

Many businesses are concerned with
the integrity of certain of their computer information, but not greatly
concerned with threats to the confidentiality of their domestic communications.

There are few publicized cases of communications interception and most of these deal
with the interception of government communications by foreign intelligence agencies. Not
surprisingly, most commercial and private
users, under ordinary circumstances, are not
greatly concerned about their communications,
particularly within the United States, being
intercepted by foreign governments or others.
Indeed, many businesses are concerned primarily with the integrity of certain of their business information and, in other cases, with the
confidentiality of their sensitive information.
Early computer systems were designed to
be used by trained operators in reasonably controlled work environments; therefore, only local access to the systems was of concern. Today's systems, in contrast, are often designed
to be used by, almost literally, anyone from
anywhere. With this ease of access to computers, new problems have emerged, both from
hackers and other unauthorized users, and
from employees authorized to use the systems.
Available data suggest that the damage done
by computer hackers to poorly safeguarded
systems is less severe than originally thought,
and that actual and potential misuse from employees who are authorized to use the systems
is far more significant.
On the other hand, NSA is concerned with
foreign intelligence gathering, a concern that

has motivated it to launch programs to improve the security of nondefense computer and
communications systems.
Thus, even though virtually all users have
concern for some combination of confidentiality, integrity, and continuity of service, the
business community and the Government agencies that deal with it often have a very different outlook and need than defense and intelligence agencies when it comes to safeguarding
information in computer and communications
systems. This difference is one reason why
some of the business community has been
reluctant to accept safeguard technologies
based on NSA's assessment of needs or that
are tightly controlled by NSA.
Safeguard

Technology

The private sector is developing a number
of ways to safeguard information in computer
and communications systems. These include
technologies to encrypt data to make it confidential and to control access to computer systems (such as with personal identification tech-

Important techniques are emerging to
improve the security of information
in these systems including technical
means to verify the identities of the
senders of messages, authenticate
their accuracy, and ensure confidentiality.

niques), as well as to audit system activity and
other administrative procedures. In many
cases, commercial safeguards for these systems are still evolving, as are users' understanding of their needs for them.
The use of information safeguards, properly
applied, can vastly increase the level of resources required for potential adversaries to
successfully gain access to protected systems.
Some safeguards require two or more people,
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Innovation is especially important for
the evolution of new applications of
information security.

are accomplished has only begun to be explored
for applications in finance, commerce, law, and
government.

Users' Needs and Actions
often trusted employees, to collude in order to
gain unauthorized access, while others leave
audit trails to identify how the system was misused and by whom. But technical safeguards
alone cannot protect information systems completely; effective management policies and
administrative procedures are also needed.
Safeguard products are based both on adaptations of existing technology and on innovations. Some of the approaches to controlling
access, for example, rely on the use of passwords or hand-geometry measurements. Techniques for authenticating messages include
those that make use of newly developed mathematical techniques called public-key cryptography and electronic procedures for providing
"digital signatures" to verify the identity of
the sender of a message.
As is already becoming clear with cryptography, innovation is especially important for
the evolution of new applications of information security. The capabilities now evolving
will allow advances in the way many electronic
transactions take place, from digital signatures
and legally enforceable electronic contracts to
improved individual and corporate accountability and assured confidentiality of transactions. The potential of cryptography and
related mathematical techniques for transforming the ways in which automated transactions

Some new safeguard techniques have
only begun to be explored, but show
promise for broad applications in commerce and society.

Commercial and other users want greater information security to reduce fraud, embezzlement, and errors; cut the costs of operations;
and protect proprietary and private data. Users
have begun to incorporate information safeguards in a gradually expanding range of applications. For example, information security
is being applied in the banking industry to reduce errors and opportunities for fraud, and
in other industries as part of an increasing reliance on electronic, rather than paper-based,
transactions. These electronic transactions allow businesses to simplify paper work and reduce inventory costs,
Although there are significant differences in
the needs for information security even among
users within the same industry, civilian users
often focus on data integrity. They also tend
to be especially sensitive to the importance of
the ease of use and cost-effectiveness of safeguards. Many defense needs, too, resemble
those of civilian users, but in addition, some
defense functions, especially intelligence activities, have a primary need for confidentiality.
These latter needs must be ensured, even if
they entail higher cost or lowered ease of use.
Business users have tended to consolidate
their requirements for common information
safeguards through voluntary participation in
the activities of U.S. and international organizations that develop open public standards.
In contrast, NSA sets its own standards in a
process that is sometimes open to the public
(as is typical for computer security) and sometimes not (as is typical for communications
security). These and other differences raise the
question of whether information safeguards designed by and for the defense and intelligence
agencies are well suited to the needs of commercial and other users.
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THE ROLE OF THE FEDERAL GOVERNMENT
The Federal Government has played an active role in the development of information
safeguards. NSA was established to unify U.S.
signals intelligence operations against foreign
commmnications and to protect U.S. military,
intelligence, and diplomatic communications
against foreign government intelligence gathering efforts. As NSA's concerns expanded to
include computer security, the agency has begun to provide technological leadership for civilian uses of information safeguards, presumably in ways that minimize the impact on its
foreign intelligence operations.

Federal policy for information security has long been dominated by national security interests and controlled by DoD and NSA.

In addition, the National Bureau of Standards
has played a central role in setting information security standards for civilian Government agencies and certifying commercial products. NBS's role stems from the Brooks Act
of 1965, which authorized it to set standards
for computers used by Government agencies.

A civilian agency, NBS, has become
active in the development of computer
security standards since the mid1970s. Recent policy directives, however, have shifted control back to DoD
and NSA, raising questions of the
boundary between civilian and military authorities.

NBS, with the active technical support of
NSA, spearheaded the development of a national standard for cryptography, the Data Encryption Standard (DES). DES, which was
adopted by NBS in 1977, has become the ha-

its activities in providing standards
and specifications, certifying equipment, and developing secret cryptographic algorithms, have made the
Government influential in the decisions of some industries about their
use of information safeguards.

sis for many private cryptographic standards.
It is also the standard in use by other civilian
Government agencies. In addition, both NBS
and NSA have facilitated the entry of cryptographic-based safeguards into the market by
certifying and endorsing commercial products
and developing guidelines for their use.
In the mid-1980s, however, changing Government policies provided new direction for the
Federal role in, and leadership for, information
security. National Security Decision Directive
145 (NSDD-145), issued in 1984, expanded Federal concerns to include "safeguarding systems
which process or communicate sensitive information from hostile exploitation, established
a high-level interagency group to implement
the new policy, and assigned key responsibilities to the Department of Defense and NSA,
One result of NSDD-145 was to authorize
NSA to develop information safeguards for
Government agencies to protect unclassified
information. In effect, this meant that responsibility for certifying DES as a national standard and other safeguard technologies was
transferred from NBS to NSA. In a major shift
in policy, NSA announced in 1986 that it would
no longer certify DES-based products for Gay-

There has been controversy about
DoD restrictions on the export of
cryptographic equipment embodying
classified technology.
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There are significant differences in
users' needs for information security
even among users within the same industry, which raises the question of
whether information safeguards designed by and for defense and intelligence agencies are well suited to the
needs of commercial and other users.

eminent use beginning in 1988. Instead, NSA
said it will supply its own, secret cryptographic
designs for use by U.S. companies and civilian Government agencies-a move that has
raised some industry concerns because it might
result in restrictions on the use of equipment
embodying these designs and it might also allow NSA itself to eavesdrop on corporate communications.
This shift of responsibilities from NBS to NSA
raised several other questions. One involves
the efficacy of NSA-developed standards and
guidelines for users outside the national security community. Another question concerns
the scope of NSA's activities in light of NBS's
legislated responsibilities under the Brooks
Act.
2

In a later directive intended to implement
NSDD-145, the National Security Council placed

In the current reexamination of policy on information security, the immediate policy question is whether NSA
or NBS should be responsible for nondefense applications.

'National
Policyon ProtectionofSensitive,butUnclassified
Informationin FederalGovernmentTelecommunications
and
Automated Information Systems, NationalSecurity Council,
Oct.
29, I986.

/formation

new controls on what it called unclassified, but
sensitive information in various Government
information systems and commercial databases.
These efforts raised such a protest from scientific and civil liberties organizations and the
business community that the directive was rescinded during the course of congressional
hearings in 1987 and NSDD-145 itself was put
under review.

The expanding sphere of national security concerns embedded in information security policy is now seen as
competing with other national interests and affecting basic principles
such as the appropriate balance between defense and civilian authority
and public access to information.

These changes in Federal policies on information security indicate an expanding sphere
of "national security" concerns-a concept
whose definition is subject to interpretation
and change. The changes point out clearly that
Federal policy for information security, until
recently a topic of little concern beyond the
Government's defense and intelligence communities, now has significant impact on much
broader areas of national interest, including
commerce, innovation, free flow of information,
and civil liberties. They also indicate that tensions are likely to recur as the use of automated
information systems continues to expand.

Longstanding fundamental issues include how to resolve conflicts involving the boundary between the authority of the legislative and executive
branches when national security is a
consideration and the process by which
these policies are developed.
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POLICY ALTERNATIVES
Federal policy for the security of information in computer and communications systems
seeks to achieve a number of objectives ranging from protecting national security to fostering development of private sector competence
to meet its own needs. Policy might also seek
to establish a structure within the Government
that can provide leadership and standards both
for defense and intelligence purposes and for
the business community, Although there are
often strong differences of opinion on the
merits of specific Federal policies, there seems
to be broad agreement on the types of goals
that such policies might aim to achieve. Some
of these goals are to:
* foster the ability of the private sector to
meet the evolving needs of businesses and
civilian agencies for information safeguards;
* minimize risks to intelligence capabilities
resulting from independent, private sector developments;
* clarify the roles of Federal agencies concerning safeguard technology, particularly
those of NSA and NBS;
* promote competition, innovation, and
trade;
* separate, where practical, defense and intelligence agencies' missions from those
of the private sector and civilian agencies;
and,
- minimize or reduce the tensions between
Federal policies and private sector activities.
The basic alternatives for policy center around
the relative roles of NBS, NSA, and the private sector in providing leadership in the technological development and use of safeguards
for unclassified electronic information. The options are:
Option 1. Centralize Federal activities relating to safeguarding unclassified information
in Government electronic systems under the
National Security Agency.
Option 2. Continue the current practice of de
facto NSA leadership for communications and
computer security, with support from the National Bureau of Standards.

Option 3. Separate the responsibilities of NSA
and NBS for safeguard development along the
lines of defense and nondefense requirements.
The bill currently being considered by Congress (HR 145) is a variation of option 3 and
is an attempt to resolve, by legislative means,
policymaking for information security. One of
its principal results is that it would clarify the
roles of NBS and NSA, and tend to separate
civilian and defense interests. Among its main
shortcomings is the absence of a capability to
support unclassified research in safeguard
technology. This capability, perhaps more than
any other single factor, would strengthen the
ability of the private sector to satisfy its own
needs for information security and reduce dependence on the Government.
In option 3, additional choices can be made.
A. Provide Federal support to the private sectorto specify, develop, and certify safeguards
for business and civilian agencies. NBS would
be the focal point for all safeguard standards
for unclassified information; NSA would remain the focal point for classified information.
B. Allow free market forces to develop safeguards for nondefense needs, with NBS acting as the focal point for Government needs
for safeguards for unclassified information.
NSA would satisfy the requirements of Department of Defense agencies and their contractors, and provide technical advice for other
users.
Each of the three broad options has shortcomings. Essentially, the choice depends on
whether policymakers prefer to tolerate greater
tensions, a blurred division between defenseintelligence and civilian matters, and more constrained private sector technical capabilities,
or to take larger risks that intelligence capabilities will be damaged by proliferation abroad
of U.S. safeguard technology.
OTA's evaluation indicates that centralizing authority in NSA for developing safeguards
for unclassified information in Government
systems (option 1) or maintaining the current,
blurred relationship between NBS and NSA
(option 2) would be the least effective in mini-
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mizing tensions and in separating defense and
intelligence missions from civilian matters. On
the other hand, U.S. foreign signals intelligence
gathering operations may be poorly served if
NSA is not party to all safeguard development
(option 3).
Independent of institutional arrangements
in the United States, however, there are also
risks to our intelligence that stem from sources
outside the control of U.S. policy, such as the
policies of foreign governments, actions taken
by international business interests, and the effects of foreign innovation.
There are inherent tensions between U.S. intelligence interests and evolving nondefense
needs for information security technology. In
addition, there are enduring conflicts involved
in balancing national security and broader national interests. Potential conflicts also exist
between the tendency to restrict access to unclassified, but sensitive information, and concern for the free flow of information and constitutional rights. Perhaps the optimum result
that legislation should be expected to achieve
is to provide a clear policy basis against which
to measure future imbalances.
In addition, any option that raises the cost
of safeguards, impairs user operating efficiency,
or results in incompatible standards for defense
and non-defense users, will discourage the development and use of commercial products.
There are no options for Federal policy that
clearly and simultaneously foster all national
objectives without costs to others. The alter-

For policies to meet the evolving needs
of the Nation, they will have to be
flexible and balance various national
interests.

natives for implementing policy differ mainly
in the source of national leadership for the development and nondefense use of safeguard
technology, the level of Federal encouragement
or control of private sector innovation, and in
flexibility to adjust to changing needs of commerce and society.
Three main observations result from OTA's
analysis:
1. Excessive accommodation of either commercial or defense and intelligence concerns could prove damaging to overall
U.S. interests.
2. Policies that are inflexible, based primarily on defense and intelligence interests
or on Government control of technological advances in the private sector, are
likely to create substantial tensions with
the widening range of other national and
international interests affected by them.
3. A process for weighing competing national interests is needed. Centering policymaking in the Department of Defense
alone and, in particular, NSA would make
that difficult.
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Chapter 2

Introduction
On a day nearly 4,000 years ago, in a town
called Menec Khufu bordering the thin ribbon
of the Nile, a master scribe sketched out the
hieroglyphics that told the story of his lord's
life and in so doing he opened the recorded history of cryptology.
-David Kahn, The Codebreakero
The Story of Secret Writing

able to intentional and accidental error or misuse. This will allow us to use the new systems
with confidence in a widening range of applications, such as electronic contract negotiations, with assurance that private, proprietary,
or intellectual information entrusted to them
will be properly protected.

Information technology is revolutionizing
society as profoundly as mechanical technology did in creating the industrial revolution.
As a result, we are increasingly dependent for
society's everyday functioning on electronic
ways to gather, store, manipulate, retrieve,
transmit, and use information. By all accounts,
the importance of automated information systems and the communications systems that
link them will continue to increase and transform the way we conduct our government,
business, scientific, and even personal affairs.

Progress is being made in developing techniques for satisfying these needs. However,
both the pace and direction of this progress
will be affected by two factors:

This increasing dependence on information
technology is creating a need to improve the
confidentiality and integrity of electronic information, i.e., its security, so that computer
and communications systems are less vulner-

* the traditional use of Federal information
security policy, often as a means of implementing national security goals; and
*the need to accommodate the variety of
national interests that are affected by Federal policy on information security.
To put the topic in perspective, just as information security is a small, but vital part
of the larger framework of information technology, Federal policy on information security
is a reflection of broad national interests, rather
than that of national security alone.

SOCIETY'S CHANGING NEEDS FOR INFORMATION SECURITY
The need for information security is not new.
It dates back hundreds, even thousands, of
years. Methods for conveying confidential messages were used in ancient Greece and much
of the Western world by kings, generals, diplomats, and lovers. Today, the governments of
most developed nations make extensive use of
encoding techniques to keep their sensitive
electronic communications secret.

about unauthorized reproduction. And the proliferation of electronic storage quickly brought
questions of how to prevent misuse of electronic data. Indeed, most of the attributes of
information that are of concern today -confidentiality, accuracy, accountability-have long
existed. Technological advances have not only
modified their importance but have also introduced fundamentally new issues.

Technology itself has long played a leading
role in causing certain attributes of information security to become highlighted. The introduction of the telegraph brought concern
about eavesdropping. Inexpensive sound and
video recording capabilities raised concerns

Today's technology provides new capabilities that raise both familiar and new concerns
for security. High on the list of current concerns are the need for controls on capabilities
for accessing, altering, and duplicating electronic data, and the ease of retrievability and
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searchability of databases. Still other concerns
include ensuring the accuracy of messages and
verifying their origin, and providing means for
auditing or reconstructing transactions. These
concerns have arisen both in Government
agencies and in businesses worldwide because
traditional physical security measures are limited in their ability to prevent misuse of information in today's automated world.
In addition, as information technology increasingly substitutes for paper-based systems,
it is important to retain familiar capabilities
of the older technology. In fact, many of the
developments in security are attempts to imbue in modern information systems parallels
to the more familiar safeguards and procedures
of paper-based and face-to-face forms of business transactions that we have become accustomed to using-as discussed later.
Some security techniques are adaptations of
earlier ones, while others are genuine innovations. Modern equivalents of such traditional
security tools as passwords, notary public

~

"seals, codebooks, physical identification,
separation of authority, and auditable bookkeeping procedures are all being used or considered today, separately or in combination,
to contain misuse of electronic information.
Prominent among the recent innovations are
public-key cryptography, and the "zero knowledge' proof. The former may be used to establish private communications between previously
unacquainted parties, as well as to provide the
electronic equivalent of a personal signature.
The latter can be used to demonstrate that a
person knows a piece of information without
revealing the information in the process. For
example, it could be used to demonstrate knowledge of a solution to a "hard problem" without revealing anything about the specific solution method. Each of these innovations have
broad implications for new applications of information technology.
Such encryption-based safeguards provide
a basis for today's sophisticated information
security technology and an expanding range
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of commercial applications. Banks are begining to use these technologies to safeguard
electronic fund transfers. Similarly, some companics are beginning to use them to protect
the confidentiality y of electronic mail and to replace paper-based business transactions with

less expensive electronic equivalents. Expanding these capabilities to include proof of message receipt and acceptance, and protection of
the anonymity of those taking part in transactions, is likely to require further innovation.

INFORMATION SECURITY AND GOVERNMENT POLICY
Federal policy for the security of electronic
information was, until recently, an obscure
topic having little public interest. In the first
place, virtually all such policy was related to
the secrecy of military, intelligence, and diplomatic information. Second, the authority and
expertise for keeping information secure rested
with defense and intelligence agencies that normally do not engage in open policymaking.
Moreover, except for defense contractors, Federal policies had little effect on the public or
on private businesses.
The Government's national security focus
created an incentive to control the proliferation abroad of communications safeguard products and, in fact, to control the technology
itself. The purpose was to deny foreign adversaries access to valuable U.S. technology and
to protect the viability of U.S. foreign intelligence operations.
During the 1970s, the National Bureau of
Standards (NBS) began to develop computer
security standards for use by Government
agencies based on its authorities stemming
from the Brooks Act of 1965, In 1977, with
technical assistance from the National Security Agency (NSA), NBS adopted the Data Encryption Standard (DES) as the national standard for cryptography. For the first time, a
published cryptographic standard became
available for civilian agencies, and it quickly
was adopted by business users and the American National Standards Institute as the basis for many industry standards. NBS also
began to validate commercial products implementing DES, thereby increasing users' confidence in the products' conformance with the

Federal standard. As a consequence, DES is
gradually becoming used for many applications.
Interest in information security is now worldwide and an active area of research and development in western European countries and
Japan. DES has been considered as an international standard during recent years in forums
composed of representatives from international businesses and governments (see ch. 5).
The proliferation of information technology
has made more sensitive data accessible to
more users, thereby creating another form of
new vulnerability to misuse. In order to limit
potential damage to U.S. interests, particularly
from foreign intelligence agencies, the executive branch has sought to control access to unclassified information that it deemed sensitive.
Although the definition of such information
has been open to considerable debate that is
still unresolved, it may include proprietary information filed with defense agencies and the
Environmental Protection Agency, economic
data collected by the Commerce and Treasury
Departments, and personal data kept by the
Department of Health and Human Services.
Policy directives issued by the executive
branch in 1984 and 1986, and ensuing congressional hearings in early 1987, have significantly
increased public concern over Federal information security policy. The expanding pattern of
defense-intelligence interests as a central focus in the formulation of policy is seen as competing with other major national interests and
has become the subject of public debate. The
focus of the debate has been on the potential
impact of these policies on some fundamental
tenets of American government: the separation
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of and appropriate balance between defense
and civilian authority, constitutional rights,
open science, and Government controls en public access to information. The debate also raises
the question of how to resolve conflicts involving the boundary between the authorities of
the legislative and executive branches in making policy when national security is a consideration. On a more practical level, there are also

serious misgivings about the applicability of
the security approach taken by the Department of Defense (DoD) to the needs of the private sector.
At the same time that these Federal policies
and their effects have been unfolding, trends
are visible that may significantly influence
commerce and other private sector interests.

IMPORTANCE OF INFORMATION SECURITY TECHNOLOGY
AND POLICIES
Interest in information security technology
now clearly extends beyond the Federal Government to the private sector as well. Its importance to business and society cannot be
gauged adequately by the dollar amount of
sales of products, but by the range of applications that the technology makes possible.
Safeguard technology is likely to become a
mainstay for facilitating tomorrow's automated
world of finance, commerce, and law, much as
automated message authentication and verification are now becoming essential for the
banking industry worldwide. These technologies are used to authorize transactions,
authenticate users, verify the correctness of
messages and documents, certify that legitimate transactions have occurred and identify
the participants, and protect individual and
corporate privacy.
Such applications are likely to be used to
establish a legally valid electronic equivalent
of the centuries-old, paper-based systems for
authorizing access to information, identifying
parties to agreements, authenticating letters
and contracts, ensuring privacy, and certifying value. In this sense, they will replace such
traditional safeguards as letters of introduction, signatures, and seals, and assume an importance difficult to foresee from the limited
applications of today.
Both Government and industry are interested in improving the security of information
they own or are entrusted with. Two major

trends reflect these interests and are bringing
attention to the direction of Federal policy. One
concerns the Federal Government's need to
keep an increasing amount of unclassified information confidential while, at the same time,
gathering intelligence from other countries.
The question of what information ought to be
kept confidential, or have access to it controlled, is not well defined, but subject to judgments concerning potential damage to the Nation's security; examples of such information
might include corporate proprietary data that
could benefit foreign competitors or data useful to terrorists. The other trend is the evolving and growing need of the private sector to
safeguard certain of its information and information resources from theft, destruction, or
other misuse.
Federal policy has been formulated both by
the executive and legislative branches, sometimes with similar purposes. Policy in information security has often been set by the President, based on national defense needs. This has
invariably led to a major role for the DoD. Legislation, on the other hand, has also been used
to establish policy for information security.
The latter has often been based on other national interests, such as the privacy of telephone communications and of data in Government computer systems. Such laws typically
have involved civilian agencies in their implementation.
Society's needs and the new demands stimulated by technology are causing these sepa-
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rate policy paths to converge. With this convergence, major stresses are becoming visible
in the balancing of competing national interests and with the process by which policy is
developed.
The focus of information security policy on
the military, intelligence, and diplomatic interests of Government has particular significance for the issues of today for two interrelated
reasons. First, responsibility for protecting the
security of Government electronic information
is consolidated within the defense and intelligence communities, where NSA has been given
the lead responsibility. The second concerns
the broadening scope of executive branch actions taken for reasons of national security.
There is a tendency for this concern to include
unclassified, but sensitive information.
NSA was created in 1952 as an agency of
DoD by secret Executive Order. For decades
its existence was not made public, and the only
extensive public description of its operations
were provided in the book, The Puzzle Palace,
which the agency tried to prevent from being
published.'NSA has been the subject of considerable controversy during the past decade
due to its secret operations.'
'dames Bamotd. The Pole Palace ewYork, NY: PenguinBok 1983).
Ibid.

sions previously performed by each of the military departments. One of its two main missions
is foreign signals intelligence, i.e., gathering
information principally by intercepting and
decoding electronic communications. It also
protects U.S. military and diplomatic communications by enciphering them or making them
less accessible to interception by the intelligence agencies of other countries. Such work
is classified. NSA's work in developing encryption techniques, however, has made it the undisputed technical leader in the United States.
More recently, the agency has widened its
scope to include computer security.
Some of these Government efforts to reduce
vulnerabilities from unauthorized access to
communications systems are also creating tensions with other defense and intelligence interests. To the extent that methods to reduce
unauthorized access to these systems enter the
public domain, they can be used by other countries, thereby damaging NSA's ability to gather
intelligence.
Since the 1970s, DoD has become increasingly concerned about the vulnerability y of U.S.
communications to foreign intelligence activities, As a result, NSA has launched several
programs to better safeguard the Government
electronic communications. NSA has also encouraged domestic common carriers to provide
tariffed 'confidential" communications services for customers and has briefed dozens of
U.S. companies on the vulnerability of communications systems to interception.
Second, where "national security' has generally been used to control classified military
and certain diplomatic electronic information,
executive branch directives of 1984 and 1986
extend this rationale to encompass unclassified information considered to be sensitive.
A current debate concerns the appropriate
agency for Federal leadership for developing
security standards for civilian computer systems-NSA or the Department of Commerce's
NBS. However, the core issue is more basic.
It goes to the question of whether or not a defense agency should control matters that are
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central to civilian interests, such as commerce
and the free market, constitutional rights, and
principles of open science. It also involves questions about executive branch authority under
the Constitution to set policy based on national
security. Yet a third dimension involves society's evolving needs for information security
and the appropriate Federal role in accommodating those needs.
The event that triggered the current examination of Federal policy was the National Security Decision Directive 145 (NSDD-145), dated
September 17, 1984. That executive branch
directive established as Federal policy the safeguarding of unclassified, but sensitive information in communications and computer systems that could otherwise be accessed by
foreign intelligence services and result in =serious damage to "the U.S. and its national security interests.
NSDD-145 also created an interagency management structure to implement the policy. It
gave leading roles to the National Security
Council, DoD, and NSA. These roles include
defining what information to protect, deciding on the appropriate technology for safeguarding unclassified information, developing
technical standards, and assisting civilian
agencies in determining the vulnerabilities of
systems to misuse.
NSDD-145 raised numerous questions from
critics in other Government agencies as well
as from civilian sources, some of which relate
to the broader issues mentioned above. They
include concern for:
* intermingling defense and civilian matters;
* public access to Government information;
* the legislated responsibility y of NBS to develop computer standards for the Federal
Government under the Brooks Act of 1965,
as amended;
* private sector development and use of
safeguard technology; and
* expanding the responsibilities of NSA in
civilian matters, particularly in light of the
conflict of interest between its intelligence
mission and commercial needs, and its
lack of direct public accountability.

,

The level of public concern was elevated further with the release by the National Security
Council in October 1986 of a policy statement
defining what information is sensitive and
therefore possibly in need of safeguarding.
The release coincided with well-publicized Government activities aimed at identifying and
possibly restricting access by selected foreign
governments to unclassified, but sensitive data
in Government and commercial automated information systems. As a result, the issue of
Government restrictions on public access to
unclassified information, whether or not in
Government systems, has become a public concern. The statement, though rescinded in early
1987, caused public alarm that illustrated the
extent of sensitivities among diverse organizations concerning controls on unclassified information.
Perhaps the major effect of these executive
branch policies to date has been to encourage
an examination by Congress of the effects of
such defense-oriented policies on civilian matters. Legislation has been proposed to reestablish civilian control over the security of unclassified information systems. In the short term,
many of the currently prominent issues related
to information security policy are likely to be
addressed by congressional debate over the
proposed legislation, including the respective
roles of NBS and NSA in setting standards
and the measures to be taken, if any, to control access to unclassified information.
For the longer term, however, the vulnerabilities to misuse of information systems will
depend on the development and widespread
use of technical, administrative, and related
safeguards. The availability of high-quality information safeguards worldwide, especially
cryptographic-based systems, on the other
hand, will make intelligence gathering more
difficult for the United States.

'NationalPolicyon Protectionof Sensitive,hut Unclassified
Inforation in PederalGoernment Telecommunications
asd
Automated Infeomnation
Systems, National Security Council,
Oct.
29.1986.
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BUSINESS INTERESTS IN INFORMATION SECURITY
The question of the extent to which information systems should be protected depends
on the various perceptions of threats to those
systems. Simply put, U.S. defense and intelligence agencies are concerned about unauthorized access to commercial communications and
computer systems by the intelligence organizations of foreign countries, particularly the
Soviet Union. However, U.S. businesses or civilian agencies generally do not consider their
main risk to be from such sophisticated adversaries.
The range of threats to business information
systems is not as broad as that faced by defense and intelligence agencies. Business' concerns for misuses are mainly by insiders, competitors, and, to a limited extent, hackers.
Companies that safeguard their communications seem either to have business interests
at risk (e.g., banking and oil exploration firms
concerned about unauthorized interception) or
are required by the Government to use prescribed safeguards (e.g., Federal Reserve banks
and defense contractors). A number of businesses are finding additional reasons to provide some safeguards for information in computers and communications systems. These
reasons include prudent management of resources and methods of improving efficiency,
as well as preventing the loss of proprietary
information or theft of funds. Private businesses, in addition, often are more concerned
with information integrity rather than confidentiality.

pair normal business operations; that is, in or-

der to be useful, security measures must be
practical and efficient. U.S. firms engaged in
international commerce and banking, to be able
to use these systems, also must be able to
export them to their subsidiaries in other
countries.
Concern for cost is an area in which contrasts
between defense and intelligence agencies and
business interests are even more apparent. Private businesses must remain profitable and
competitive, and, therefore, they resist safeguards unless they are cost-effective. Defense
and intelligence agencies, because of their missions, are more tolerant of higher costs or of
operational impediments that might result
from adopting security measures. One of their
most important goals is to prevent valuable
information from falling into the wrong hands,
even if significant trade-offs are involved.
Nevertheless, there are many similarities between the various defense and nondefense, as
well as between Government and private sector, requirements for information security, although their requirements vary widely. Both
need to control access to databases, restrict
unauthorized activities, provide audit capabilities, safeguard sensitive data and transactions, and, generally, maintain the integrity
of data and continuity of service. Thus, Federal policies that affect the longstanding NBS
and NSA roles in developing technology to
safeguard information systems will also affect
private sector security programs.

For their part, businesses need safeguards
that do not unduly slow down or otherwise im-

CONCLUSIONS
The need for information security has existed
for a long time. The particular attributes of
security perceived to be important tend to
change emphasis with time and technology,
often in ways that are difficult to predict with
confidence. Society's ability to satisfy its

changing needs for improved security depends
on its ability to adapt existing technologies
and techniques as well as to innovate (see ch.
4). Government policy can bean important determinant of how, when, and by whom these
needs are satisfied.
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These conclusions imply that policies predicated solely on solving current security problems are not likely to endure because needs for
information security are not static. Further,
those based on controlling or restricting private sector actions are likely to damage other
societal needs. in other words, flexibility and
balance are important objectives of any policy intended to accommodate a wide range of
users' needs on a continuing basis. Moreover.
it seems apparent that U.S. policies that cannot effectively be enforced internationally risk
being overcome by events in other countries.
Further, information security policy has a
significance that is colored by different interests. One view sees its significance as relating
mainly to the potential for foreign government
intelligence via U.S. communications and computer databases and other threats to national
security. From a different viewpoint, however,
the significance of information security involves even more diverse interests. These include basic democratic principles and civil liberties, as well as commercial business interests.
In addition to these interests, each of which
has its advocates, there is at least one other
that has no clear advocate-the evolving needs
of society for information security. Society's
needs for information security has a long his-

tory that is continually evolving. Federal policy also has an influence on advances in the
technology underlying information security applications, especially when the technology itself is controlled for national security purposes.
Regardless of the viewpoint taken, information technology poses a challenge to Government, industry, and society. Modern information systems and the data within them are
vulnerable-they can easily be misused. The
challenge is to find ways to reduce the risks
to acceptable levels while preserving traditional democratic values and remaining flexible to accommodate diverse and changing
needs.
The remainder of this report examines some
of the technological foundations for information security and the main policy issues that
are now evolving. In order to focus attention
on the issues facing Congress, many topics
have been treated in a limited way. The report
is not about potential disruptions to or recovery from disasters, for example, nor is it about
physical security or safeguarding classified information or constitutional rights. Its purpose,
instead, is to describe the conflicting national
interests that are shaping U.S. information
security policies, the special role of cryptography and NSA's intelligence mission, and the
potential courses of action.
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The Vulnerabilities of Electronic
Information Systems

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 23 2002

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 24 2002

CONTENTS
Page
Findings ........................................................ 23
Introduction ......................................................
23
Vulnerabilities of Communications Systems ..........................
24
Background ...................................................
24
Spectrum of Adversaries' Resource Requirements ....................
27
N etworks ..................................................... 28
Transmission Systems ...........................................
29
Other System Components .......................................
37
Commercial Availability of Interception Equipment ..................
3$
Vulnerabilities of Computer Systems ................................
39
Background ................................................... 39
Large-Scale Computers ..........................................
39
M icrocom puters ................................................
41
Software .......................................................
42
The Extent of Computer Misuse ...................................
44
Typical Vulnerabilities of information Systems ........................
44
Boxes
Box
A. Examples of Historical Concerns for Misuses of
Telecommunications Systems ....................................

Page
25

Figures
Figure No.
Page
1. Spectrum of Adversaries' Resource Requirements v. Technologies ....
28
Z. The Communications Network ...................................
30
3. Example of Antenna Directivity Pattern ..........................
32
4. Examples of Commercial Equipment for Interception of
Microwave Radio Signals .......................................
33
5.Typical Fiber Optic System .....................................
35
6. Mainframe Computers in Federal Agencies ........................
40
7. Computer Terminals in Federal Agencies .......................
41
8. Trends in Component Density, Silicon Production,
and Gallium Arsenide Announcements, 1960 to 1990 ...............
42
9. Microcomputers in Federal Agencies ..............................
43
10. Typical Vulnerabilities of Computer Systems ......................
45
11. Technical Safeguards for Computer Systems .......................
47
Tables
Table No.
1. Bell System Circuit Miles of Carrier Systems Using Different
Transm ission M edia ............................................
2. Telephone Company Fiber Applications ............................
3. Sales of Large-Scale Host Computers in the United States ...........
4. Sales of Personal Computers in the United States ....................

Page
29
34
40
42

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 25 2002

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 26 2002

Chapter 3

The Vulnerabilities of Electronic
Information Systems
FINDINGS
- Today's public communication network is, for the most part, at least as easy
to exploit as at any time in the history of telecommunications. The design
of the public switched network is such that some parts of it are vulnerable
to relatively easy exploitation (wiretaps on copper cable, over-the-air interception), while others (e.g., fiber optic cable) present greater inherent barriers to exploitation.
* There are, and will likely remain, opportunities for casual, generally untargeted eavesdropping of communications. However, targeted and consistently successful unauthorized access requires greater resources. For systems with
sophisticated safeguards, the resource requirements may frustrate even the
efforts of national intelligence agencies. However, adversaries with sufficient
resources can eventually defeat all barriers except, perhaps, those based on
high-quality encryption.
* Users of communications systems face a spectrum of vulnerabilities ranging
from those that can be exploited by unsophisticated, low-budget adversaries
to those that can be exploited only by adversaries with exceptionally large
resources.
* Technological advances may increase the capabilities of adversaries to misuse computer and communications systems, but these same advances can
also be used to enhance security.
* Increases in computing power and decentralization of functions have increased
exposure to some threats. Two types are important: abuse by intruders who
are not authorized to use or access the system, and misuse by authorized users.
For many organizations, the latter problem is of most concern.

INTRODUCTION
Unauthorized disclosure, alteration, or destruction of information in computer and communications systems can result from technical failure, human error, or penetration. While
each of these is important to users, this chapter focuses on malicious or deliberate unauthorized access and alteration, principally because
it is in these areas that the impact of Federal
policies is greatest.
Widely different levels of time, money, and
technical sophistication are needed to gain

unauthorized access to different parts of communications and computer networks. Some
forms of covert access-placing wiretaps, intercepting mobile telephone calls, hacking into
poorly safeguarded computers-require few resources. Others, such as targeted and consistently successful unauthorized access, require
greater resources because of the inherent barriers posed by the complex designs of these
systems. For systems with sophisticated safeguards, the resource requirements may frustrate even the efforts of national intelligence
agencies.
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Today's communications networks make use
of diverse technology. This diversity is accompanied by an uneven ease of unauthorized access to different parts of the system. Although
security has not been a consideration in network design, today's systems provide some inherent barriers to easy exploitation. However,
adversaries with sufficient resources can eventually defeat all barriers, except perhaps highquality encryption.1 Information in computers also has been vulnerable to malicious disclosure or alteration by various methods of
penetration, including misuse by both authorized and unauthorized users. However, significant advances are being made in the technology available for safeguarding computer and
communications systems, as discussed in chapter 4.
Many users of communications and computer systems remain unaware or unconvinced
of significant threats due to such vulnerabilities. Most users are not now adding safeguards, despite the growing volume and value
of information being stored in or transmitted
across these systems.
For thporps of this report, high-quality encryption
techniques,
forwhichthereare noknownand significant
weaknessesor deciphering
shortcuts, are consideredto be fullysecure,in spite of the fact that trial-and-errorattackswillyield
the onencipheredtext (plaintext) with a sufficientnumber of
trials.

t.,
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Computer and communications systems are
becoming increasingly closely intertwined.
Consequently, information security is affected
by the operation of all segments of these systems. Communication networks pose one set
of vulnerabilities to misuse that centers around
unauthorized disclosure of information and to
modification of data, When computers are
linked by coumunications networks and are
remotely accessible, the potential for misuse
increases.
This chapter focuses primarily on the vulnerabilities to misuse of communications systems and methods to safeguard against them.
It is intended to raise awareness and understanding of some of the technical vulnerabilities of these systems without providing a cookbook for prospective exploiters. ' Because
communications and computer designs and applications vary widely, their vulnerabilities are
described in general ways in the sections that
follow.

'Altouh ot the subject of this report, it shouldbe noted
that simplerand oftenlessexpensive
waysthan electronic
eavesdroppingcan be used to gain accessto sensitiveinformation;
i.e.,byhribingemployees
or byusingspies.Thus,users considering adopting electronicsecurity measures most weighal
sourcesofpotentiallosses,including
thosefromhumarand other
errors, as wellas fromdishonest employees.

VULNERABILITIES OF COMMUNICATIONS
Background
The developed world has become increasingly dependent on communications systems
to operate businesses and governments at all
levels. This can be seen in the revenue growth
of communications services. The operating revenues from the domestic services of common
carriers, for example, grew from $8.4 billion
in 1960 to $166.5 billion in 1985. Similarly, revenues for domestic satellite services rose from
near zero in 1975 to $17 billion in 1985. And
Intelsat's revenues from international services
went from near zero to $475 million in the past
two decades.

SYSTEMS

The growth in revenues reflects the fact that
communications networks have become vital
for many purposes, ranging from making interbank and government fund transfers to running national electric power grids and the
world's airlines. There is every indication that
this dependence will increase with continued
advances and new applications. Both the volume of information communicated and its importance will continue to grow.
There have been occasional concerns about
the vulnerability of telecommunications systems to misuse. Illustrations of some historical concerns and examples of misuse during
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the past century are shown in box A. Although
today's systems are likewise vulnerable to misuse, commercial demand for improved security
(e.g., message confidentiality and integrity) has
been slow to materialize. Nevertheless, message authentication and digital signature capabilities are becoming important for a number of industries (see ch. 5).
Little has been done to improve the security
of public communications systems themselves.
Generally, commercial systems have been designed for efficiency and reliability rather than
security. Also, their inherent barriers to misuse adequately serve most users' needs for con-

fidentiality. Where additional safeguards are
deemed necessary, "add-on" measures are
taken either by the user directly (adding encryption or message authentication capabilities), through the special service options
offered by some communications carriers (see
chs. 4 and 5), or by a combination of administrative procedures and the use of a protected
private communications network.
The regulatory climate has also influenced
the confidentiality of systems. The communications industry now faces an increasingly
deregulated environment created, in part, by
the divestiture of the American Telephone &

Box A.-Examples of Historical Concerns for Misuses of Telecommunications Systems
.In 1845, only one year after Samuel F. B.
.During the 1920s, pervasive Government and
Morse's famous telegraph message "What
criminal use of telephone wiretaps triggered
hath God wrought, " a commercial encryption,
congressional hearings and antiwiretap legor encipherment, code was published as a
islation.
means of ensuring secrecy. '
.Interception of telecommunications signals
.The first voice scrambler patent application
played a key role in the course of World War
11. It continues to be a source of foreign inwas dated within 5 years ofthe first demonstration of the telephone in 1881.
telligence gathering by major governments.
.During the Civil War, "the first concerted ef .In recent years, there has been concern about
forts at codebreaking and communications
the ease of misuse of a variety of telecommusystem penetration, or telegraph linetapping
nications signals, ranging from the pirating
were undertaken.
l
a
and even malicious jamming of subscription
.Soon after radio communications came into
television signals transmitted over satellite
use in 1895,they were used for intercepting
communications systems to the ease of interothers' messages, particularly before and durception of cellular radio and mobile radioteleing World War L.'In the 1920s, the British
phone signals.surreptitiously eavesdropped on international
cable traffic."
.The diversion of an undertaker's business by
an eavesdropping switchboard operator resulted in a patent grant for design of the first
automatic switch in 1891,eventually eliminating the need for switchboard operators. '

'DaidKahn,TheCodelrnaker: TheStory of Secret Wring
Se York. NY MacMille,. 1967),
p. 189.
'OSetpf':L:. Repot on lst,
Actnlivowitie.
Btok V I.Fi.
nalReprtof theSelectcomttete to Stody G-e;
Op.er
orenith
respet
to Inlli.eeootie..S. Sente. Apr.23.

90.. 51
Kahn.op.
cit..pp.298-299.
'Jomoncortr'd7 e

' oe PA elNe- Yok. NY. Peeguin

Booto, 19.31 pp.00-'
-JohnBoes,. Tlephon.:
TheFistHundMdYaiN,
,wYork.
NY:Hrper& Ro.,1976).

CKaho.op.d,:iot
York.N':Vkig Pengin.

.i:
P.i ,
rt.: .pt 0.-test
1Nne
. i9nalto
M7
tee ln).,1tte t (ed.).

"Brnaklngthe Enotmy's
Code. ' IFFESpectrm., -F'
pp.47.0)
".no Piny nidet
Tt.- Apr 29. ls.6.

St-s oter Satellte U-r.

,,

?1977.

.e Iork
A1 hee..

C17:-Lk Up 1. the Sky!'
P., Apr 09.100
9.
p. t.; iplys Broadoast oerpowers 1 iThe V
! .17"-7.. 10No.10
.
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lhgh~iek. Sateln Are the HookeoNto Frontier.
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Telegraph Co. (AT&T) in January 1984. As a
result, cost competitiveness has become an important consideration for communications carriers. It discourages them from providing costincurring safeguards for which there is no significant demand. A 1980 survey found that,
with few exceptions, the Nation's 10 largest
common-carrier systems were not designed for
securing messages against interception. On the
other hand, at least one carrier did offer an addon encryption service. A 1986 OTA review
of six carrier systems indicates that a combination of protective services are becoming
available, including encrypting radio signals
or routing selected calls over cable transmission facilities.,
Technology plays an important but uneven
role in the security of communications systerns. The rapid proliferation of ground-based
or terrestrial microwave radio since the 1940s
and satellite communications since the 1960s
have made interception easier by making signals available over wide geographic areas.
Other technical designs have also made interception easier. Private lines (dedicated channels) and cordless telephones, for example, can
be intercepted because of the former's fixed
position in the electromagnetic spectrum and
the latter's complete dependence on radio
waves.' Telephone lines can also be tapped
relatively easily from wire closets on a user's
premises.
"US. Department of Commerce.NationalTelecommunications and InformationAdministration,
'Identification
of Events
Impacting Future Carrier System Protections Againstvurersbitiies to PassiveInterfi,'an, 1980.
c..,sr"b-ea-econty,."
L.tdi:it of Public Tele"
communications Systems, OTAcontract report, 1986.
'For a description of the vulnerabiities of commercialtaleuse, see the M TIRE
communications
system to unauthorized
Corp., Study sr.st
a eearesr Casurokr=Syn
ters to ElectronicInterception.vos. I and 2, January 1977;
and the MITRECorp., Selected Examples of Possible ApOpe.rescas.
proaches toEtaecnaofeC-reosstl Insterception
January 1977. Also,Ross Engnering Associates,'Telephone
Taps, OTAcontract report, November1986.
'Trmboo coursematerialfrom a seminaron communication
and information security, conducted regularly by Ross Egi
n MD,and other firms ForadneeringAssociates, Adnoraml
dita information
on iretaps,surveillance,
and relatedtopics,
see: ElectronicEavesdropping
Techniqoessod Equipmeot,Ie Enforcement Assistance Administralion, NationalInstitute of LarcEnforcement
and CriminalJustice, republishedby

Local area networks (LANs), which already
have wide use in the United States and abroad
for linking computer-based systems, represent
another area of information technology in
which security has received little attention.
The same technologies that make possible continued improvements in computer and communications systems can also provide the means
for sorting rapidly through a multitude of signals in search of specific telephone numbers,
spoken words, or even voices.'
At the same time, technology and engineering can complicate the interceptor's work. Fiber optics, which is rapidly being installed in
the United States to carry telephone and other
communicationsgrequires far more sophistication for successful interception because of
the physical medium that carries the message.
However, most customers will continue to have
copper wires linking their offices and residences with the local telephone company's office for the long term.
AT&T's modern electronic switching network, on the other hand, encrypts signaling
information (the numbers of the called and calling parties) prior to transmission, thus denying potential interceptors the opportunity
to target specific users' messages. Many other
engineering design features, such as signal
compression, spread-spectrum techniques,
channel demand assignment techniques, and
packet switching also complicate any interceptor's work. They do so typically as a byproduct
of other objectives. And, within the next few
years, as end-to-end digital networks become
more commonplace, encryption services are
likely to become available if demand is adequate. Of course, adversaries with significant
Ross Engineering Associates. Also,RobertL. Barnard, ineu.
sti Detection
Systems:
Principlesof Operationand Application(Stoneham, MA:Burterworth Publishers, 1081).
f:ilrEd Diffie,'Communications Security and National
of
Security: Business, Technology,
and Politics,' P"roceedings
Foram,Chicago, IL, 1986, sot.
the National Communications
40, Book2, pp. 733-751.
'BOdclre."Evolving Technologies: Impact on Information
Security,"OTAcontractreprt, Apr.18, 1986.Also,see U.S.
rech.
Congress, Officeof TechnologyAssessment, Infiomation
notogy R&D Critical Trendsand Issues, Case Study 2; Fiber

Opticamunications (Springrid, VA:NTISaPB85-245600/AS,
February1985, pp. 67-75.
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resources, such as a national intelligence organization, can be expected to readily surmount
most of these obstacles!
A number of recent developments may also
be making it more difficult to intercept, alter,
or misuse signals. These include the advent of
commercial encryption services and products,
the emergence of new technical standards for
safeguarding communicated and stored messages, recent Federal Government policies that
influence the safeguarding of sensitive information, and congressional legislation concerning unauthorized access to information in some
systems (see chs. 4 through 6).
Still another barrier exists to the misuse of
data obtained from passively monitoring or intercepting automated information systemsthe problem of obtaining unambiguously the
information of direct interest. This is readily
illustrated with an example of data in the form
of passively intercepted communications signals.Even if an adversary is reasonably assured that the intercepted signals contain useful data among them, the adversary must
select from what may be a wealth of transmitted data in the hope of finding the target
information in a timely, complete, and understandable context. Although these barriers are
not likely to prove overwhelming to a determined, sophisticated adversary, they do not
exist for an adversary who has the cooperation of a knowledgeable inside employee with
the ability to select exactly the information
of direct interest and with a full understanding of its context and limitations.
Spectrum of Adversaries'
Resource Requirements
Telecommunication systems are vulnerable
to unauthorized access in many ways, but the
ease of such access varies widely depending

on the resources available to potential adversaries. Targeted, unauthorized access to a specific user's communications over the public
switched network, with a few exceptions, considerably increases the need for technical expertise, sophisticated equipment, and money.
The complexity of these systems can prevent
unsophisticated adversaries who lack the necessary resources from gaining access to information, but would not stop those who have
adequate resources from readily surmounting
the barriers.
Figure 1 illustrates the spectrum of vulnerabilities and adversaries' resource requirements, On one extreme are readily exploitable services (cordless telephones) and facilities
(copper wire in local loops and wire closets) that
require very limited resources for successful,
targeted exploitation. Some cordless telephone
conversations can be monitored using ordinary
FM radios. Cellular radiotelephone conversations can be monitored using tunable ultra high
frequency (UHF) television receivers. Further,
wiretapping equipment can be purchased for
as little as $12. At the other end of the spectrum are applications and facilities, such as
fiber optic communications and technologies,
particularly those using high-quality encryption and other safeguards (see ch. 4), that make
unauthorized access much more difficult.
On the other hand, technology may simplify
targeted interception through such means as
computer-based data matching, word recognition, and voice identification. For most users,
concern about unauthorized access is more
likely to focus not on potential high- or lowresource adversaries, such as wiretappers or
Government intelligence agencies, but on those
in between.

The situation is far from a static one. The
spectrum of vulnerabilities shifts as technological advances change the nature of commu"David
Kahn, Thetare-"evo'e.-ATheStory
ofSecret Wotnications systems and the resources available
ing
IN- York,NY:MacMillan, 1967);
James Bamford, The
to potential adversaries. Technological adPuobe
Palace
(NewYork,NY:Penguin
Books,1983):
"Soviets
Takethe High
Ground.
NewEmbassy
onMountAltois a Prime
vances, other than those associated with in'-ir
a
g and'.-rlng Post.
" Washig ton
Pot,
June16.1985, formation security, tend to increase the capap.B 1;and TieSoviet-Cuban
Connection
inCeonraAmerica
bilities of adversaries, especially those of highandtheCaibbean,
released by theDepartments
of State
and
and middle-level resources. Perhaps the most
Defense,
March 1985,
Washington,
DC, pp.3-5.
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Figure 1.-Spectrum of Adversaries' Resource Requirements v. Technologies
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visible illustration of this is that of increasingly powerful personal computers, which
make unauthorized access to communications
and data easier.
But the question remains: Should a business
that communicates valuable, sensitive, personal, or proprietary information be concerned
about unauthorized access to messages transmitted over the public switched network? If
history serves as a guide, we can expect few
immediate changes in the confidentiality of private communications over public networks except where user demand is adequate to justify
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investment in safeguards. However, some corporate and Government users who face considerable risk in the event of such accesses (e.g.,
for communications deemed sensitive for national security purposes or for electronic fund
transfers) are taking steps to improve the confidentiality and integrity of their communications (see ch. 5).
Networks
Early communications networks began as
relatively simple point-to-point transmission
systems. At first, telegraph and later voice-
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modulated electronic signals, were transmitted
exclusively over copper wires, and switching
was accomplished manually. Such networks
were vulnerable to eavesdropping by wiretapping. Today's networks, by contrast, consist
of cables (copper wire, coaxial, and fiber optic), radio links (terrestrial and satellite), and
other equipment providing a complex mix of
services (voice, data, graphics, text, and video)
through a variety of specialized interconnected
networks. Figure 2 illustrates the complexity
of modern networks. In spite of the added complexity, however, vulnerabilities remain.
Communication networks have also vastly
expanded the ability of users, whether from
an office building or home personal computer,
to gain access to computers nationwide and
even worldwide. The current movement toward
a worldwide digital network is aimed precisely
at increasing the accessibility of network capabilities, enhancing the variety of services
available, and lowering the costs of services.
Transmission

Systems

Communications systems use two types of
media to transmit signals: over-the-air systems, such as radio transmissions: and conductors, such as copper wire and coaxial or fiber
optic cables. In general, over-the-air systems
(e.g., cordless telephones) can be intercepted
and systems that use conductors can be tapped.
Some conductor-based transmission systems
(e.g., fiber optic cable) require sophisticated resources to tap, while others require minimal
resources (taps of copper wires from wire
closets). Whatever the form of transmission,
it is not necessarily easy to render intercepted
or monitored signals intelligible.
Microwave Radio Systems
Microwave radio systems, totaling 740 million circuit miles, carry most of the long-distance communications messages transmitted
within the United States (table 1). Systems
operating at frequencies mostly between 2 and
11 GHz (gigahertz or billion cycles per second),

for example, provide high-capacity circuits
that carry about two-thirds of all telephone toll
calls today. They often use highly directional
antennas to transmit signals between stations,
typically spaced from 10 to 35 miles apart.
Microwave systems are designed for a wide
range of capacities, from as few as 24 voice
grade circuits to as many as 2,400 circuits per
radio channel. In addition, there are multiple
radio channels in each of the many frequency
bands that these systems operate in. For example, in the 6 GHz common carrier band,
there are eight radiofrequency channels, each
capable of carrying 2,400 voice grade circuits.
Interception of point-to-point microwave
transmissions is relatively easy if the interceptor has technical information about the
transmitter. Most such information is made
available to the public by the Federal Communications Commission (FCC). Interception of
signals, however, is only part of an eavesdropper's job. The signals must be demodulated
and demultiplexed, which can be done using
the same type of equipment as used by common carriers. But then an eavesdropper must
also be able to sort through individual messages and select those of interest.

Table 1 .Bell System Circuit Miles of Carrier Systems
Using Different Transmission Media
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Point-to-point systems are vulnerable to interception wherever there is sufficient radiated
signal strength. The geographic area in which
adequate signals can be received is generally
very large. It can cover dozens of square miles
in the paths of the antennas radiation and in
the vicinity of either the transmitter or receiver
(figure 3). Custom-built receivers may be designed with greater sensitivity than those used
by the common carriers in order to broaden
the area of reception.
Modern digital systems complicate interceptionby unsophisticated adversaries, but they
simplify the work of those that are more sophisticated. Signals aretransmitted as virtually indistinguishable series of ones and zeroes,
typically mixed together (multiplexed) with
many other signals and encoded prior to transmission to reduce the total number of bits
transmitted and thereby reduce bandwidth re
quirements. Many systems also route different segments of the same transmitted signal
over different paths. For adversaries with few
resources, these conditions alone would represent significant obstacles, particularly for
targeted interception." Other obstacles include the need to record a large volume of data
and process it to extract the message content.
For adversaries with considerable resources,
such as very powerful computer processing capabilities and the equivalent of the switching
and transmission facilities used by common
carriers, targeted interception would not represent a severe challenge. Indeed, these adversaries can sort messages to select those of interest and undo the various types of signal
processing to recover the message content. To
consistently intercept preselected targets in
switched systems, potential adversaries must
be able to carry out functions equivalent to
those performed by the carriers' equipment.
In addition, they need the ability to select those
messages of interest and to operate covertly.
This level of sophistication and investment is
assumed to be beyond the means of any ad-

versaries except those with considerable resources and motivation, principally because of
the cost of such an operation.
At the other extreme, there is inexpensive
commercial equipment that can be used to intercept radio signals." Figure 4 illustrates
the types of equipment needed and current
prices, based on catalog advertisements. The
equipment includes an antenna that can be
pointed, low-noise amplifier, receiver, and
equipment to extract audio (and video) signals
(i.e., demultiplex and demodulate them). Depending on the particular equipment selected,
the total price would range from $1,000 to
$50,000. People skilled in the design of communications equipment could undoubtedly
build their own units for less, however.
Specialized Microwave Systems
The Multipoint Distribution Service (MDS),
authorized by the FCC in the early 1970s, uses
broadcast microwaves to distribute video and
other one-way communications locally. MDS
transmitters use omnidirectional antennas to
broadcast signals that are received by small
parabolic (directional) antennas. MDS systems
are typically used as a radio version of cable
television and, infrequently, to provide oneway business or educational communications.
A Digital Termination System (DTS) is
another specialized microwave radio service
that is similar to MDS in terms of its broadcast of microwave signals. However, unlike
MDS, DTS is designed for full two-way communications between stations. The mechanics
of intercepting DTS transmissions are similar to those involved with MDS or point-topoint microwave systems. Interception might
be considered easier with DTS because of the
clearer identification of the user's dedicated
communications channel.
Dedicated Lines
Users who need to communicate extensively
between two points often use dedicated orpri-

1TheM ITRECorp..
Study of t" wlkok.of B
vect.'co,
-~[~'le~ste okr
it. nc, "Vulnerabilities
of PublicTeleCommunication
Systems toZ.ocfmdcinterception,vol . Jan..y 1977,p. 96.
communicationsSystems."OTAcontractor report, 1986.
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Figure 3.-ExaMple of Antenna Directivity Pattern
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Figure 4.-Examples of Commercial Equipment for Interception of Microwave Radio Signals
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amplifier, motordrive
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Digital
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Scanner
VHF/UHF

Scanner
VHF/UHF

Commercial equipment

Approximate price

RAYDX 10.5 antenna,
LUX or 990Creceiver

$2,200
Good quality reception

ALCOA 6.0 antenna,
Uniden 2000 receiver

$695
Minimum quality reception

HF-AM/SSB ICOMR7000
HF-AMISSBBEARCAT DX1O0C
VHF-UHF Scanner Regency MX000

$969
$285
$330

Total system cost: Between $1.000 and $3,200
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vate line services. These are fixed circuit paths
through some combination of terrestrial or satellite microwave radio or wire transmission facilities. Dedicated lines are commonly used to
link corporations' main switching centers with
one another, to link interactive computer systems, and to link computer systems with remote terminals. Whereas ordinary dial-up calls
might be routed along any of a number of paths
depending on traffic loading conditions, dedicated circuits remain in place on the same
transmission path. This simplifies the interceptor's burden considerably, since the location of the user's dedicated line need be found
just once. As an example of a part of a dedicated circuit, the local loop connecting the subscriber's premise with the local telephone company's nearest office also provides a fixed path
that is relatively easy to identify.

nd SCNR wo-

USAn-

1986

Fiber Optic Conmunications
Fiber optic cable is being installed rapidly
by communications carriers in the United
States, primarily for heavy traffic, longdistance routes, but also for many local uses.
Local telephone companies installed more than
62,500 milesof fiber in 1984 and 100,000 miles
in 1985 for their local loops (connecting telephone offices with subscriber's premises).
Another 285,000 miles of fiber were installed
by the same companies during those years for
interoffice trunking (table 2).
Fiber optics is attractive, in part, because
much higher data rates can be transmittedabout 1 gigabit per second currently-than
using copper wire. One small cable containing
two glass fibers can carry more than 15,000
two-way voice telephone conversations, or the
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Table 2.-Telephone Company Fiber Applications
(fiber miles in thousands)
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Long
distance Loop distance Loop
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.
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Pacific Telephone
5
. .10 10
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145
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Total...............
00RCE:AnnRr
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equivalent in data signals, for up to 25 miles
without requiring repeaters (amplifiers). Conventional telephone cables composed of 24
gauge copper wires, in contrast, would require
1,250 pairs of wires and repeaters spaced about
1 mile apart in order to carry the same traffic.
Further advances in fiber technology are
widely expected. Fiber optics also is less expensive than conventional cable, does not radiate energy under normal operating conditions,
and is not as readily subject to passive or active interception as are radio signals or signals
on copper wire. Figure 5 illustrates a typical
fiber optic system.
Satellite Communications Systems
Satellites were first used for commercial
telecommunications in the mid-1970s. Today,
there are more than 110 satellites worldwide,
with some two dozen providing domestic services for the United States. Still, satellites account for only a small portion of domestic
transmission capacity. In terms of domestic
nonbroadcast channel capacity, they are being outpaced rapidly by fiber optic cable. International communications services have, for
the past decade, been provided about equally

by satellite and cable facilities. This balance
is likely to shift sharply with the planned use
of fiber optic cable for trans-Atlantic service
beginning in 1988 and for trans-Pacific service in 1989.
Satellite communications systems operate
in much the same manner as microwave relay
systems, except that the repeater or amplifier
is in geostationary orbit 22,300 miles above
the equator. Satellites accept signals from
transmitting earth stations (the uplink), translate the signal to a different frequency band,
and retransmit it at suitable power levels to
receiving earth stations (the downlink).
Some satellite networks are widely used for
one-way distribution services, including cable
and network television, and a variety of data
services, such as financial information and
weather reports. Two-way distribution services include point-of-sale transactions, database inquiries, and inventory control. Most of
these applications use digital transmission and
various techniques to share the satellite bandwidth among the users.
The satellite "footprint," defined by the
beamwidth of the spacecraft antenna, maybe
contoured to the shape of the intended coverage area, but is nevertheless likely to be thousands of miles across. The satellite channel is
"visible' to all points within the coverage area
and, therefore, readily interceptable within
that area. The signals from many satellites
may be received from locations beyond the
borders of the contiguous United States. The
key to targeted interception, consequently, is
determining which satellite and transponder
channel frequencies are of interest.
One of the simplest methods for intercepting subscription satellite signals was advertised until recently in an amateur radio publication and sold for less than $100. The device
used a short piece of wire, cut to the proper
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length for reception at the selected broadcasting frequency, and mounted in an ordinary
metal coffee can. This apparatus was connected, through the printed circuit card provided, to the lead-in wires of a television set.
All that remained was to point the coffee can
at the desired satellite, adjusting by trial and
error until an adequate signal was received.
These characteristics make communications
satellites vulnerable to several different types
of misuse. The uplinks can be overpowered by
unauthorized users, whether intentionally or
not, who transmit stronger signals than those
used on the authorized uplink. This was the
case in both of the April 1986 takeovers of the
Home Box Office (HBO) channel in which a
part-time satellite uplink operator and retailer
of home receiving dishes overpowered the HBO
uplink transmitter signal with an unauthorized
one and put his own message on the screens
of some 8 million viewers. In addition, the
downlinks can be jammed by bogus earth
transmitters.
Other vulnerable parts of communications
satellites include the transponders, whose lifetimes can be severely shortened by excessive
received signal strength and unprotected
telemetry systems, which might be manipulated to move the satellite out of its intended
orbit." Broadcasters and communications
carriers are especially concerned about jamming since the former could lose millions of
dollars if advertisements are interfered with
and the latter could lose many tens of millions
of dollars if a satellites lifetime is prematurely
shortened. Both groups, therefore, want to
shift to a less vulnerable transmission system,
such as fiber optic cable, if capacity expands
sufficiently. " There are also concerns about

see Donald Goldberg. "Captain Mid"For a detailed review.
October 1986,
night, HBO.andWorld War 3,* MotherJones,
p so
"The rongeof --dcwo--UicE of commercial --mrurl:eteon
satellites werediscussed insome detail by representatives from
HB0. CBSTechnology Centec, and tAcost, lot., at a semi. 1c
sac at the Massachssetts Insttte o Technology on
sthO
nar Also
1986.
discussed werea number of satrguares that arebeinbconsidered forcurrent and, especially. future
satellites.
'Ibid.

the survivability of satellite communications
systems in times of national emergency."
Mobile Radio and Cordless Telephone Systems
Land mobile telephone service typically provides two-way, voice-grade communications
between abase station and mobile units or between two mobile units. The mobile unit is
most commonly a car phone, although some
"briefcase phones" have recently appeared on
the market. The use of these systems is growing by about 20 percent annually. In addition,
one-way paging services have become very
popular recently.
The antennas for these units transmit omnidirectionally. Cellular mobile systems use a
base station in each cell to communicate with
all mobile units within that cell. A relatively
small number of frequencies are needed for
each cell.
Inexpensive scanners can be used to
monitor for mobile call signals and to tune in
to the next call made. Each call transmitted
from the base station is addressed to a particular mobile unit within the cell, making targeted, passive eavesdropping simple as long
as the eavesdropper knows the telephone number of interest and the cell the target is in.
Cordless telephones substitute a duplex
(two-way), low-power radio link for what otherwise would be a very long extension cord. Their
growing popularity and the relatively small
number of channels available have created
problems for some users. A cordless phone always uses the same channel in the same small
area; thus, these phones are much easier to target by eavesdroppers. Nearby users with the
same frequency channel pair can listen to their
neighbors' calls simply by listening with their
own cordless units. In addition, some people
teliae CommunicationsSurvivability
_ ee
uS
Security Telecommunica"prepared forthe National
Report,
tionAdvisory CommitteeNSTAC. May 20,1983. This report
notesthat:
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have intentionally used their remote units to
initiate callsby triggering other parties' base
units, thus avoiding having to pay for the call
since the related bill (usually for along-distance
call) is sent to the base unit owner. This "theft
of dial tone" is possible when the base unit does
not have appropriate security features.
Mobile and cordless radio have much in common, but two main differences involve signal
range and the ease with which an adversary
may target on particular users. Although cordless phones are easy to target, their range is
typically no more than 1,000 feet, while conventional mobile radio signals may be received
at a distance of 20 to 30 miles. Newer cellular
mobile phones have a smaller range and use
a variety of channels and base stations as they
move from cell to cell, making them slightly
harder to pinpoint.

Other

System Components

Switching Systems
In addition to the transmission paths that
connect end users and network nodes, and the
network nodes to each other, switching systems located at the network nodes provide opportunities for misuse. Thousands of communications lines are concentrated at these nodes.
With the use of telephone company records,
individual circuits assigned to particular customers can be identified. In order to reduce opportunities for potential misuse of these records, the operating companies must carefully
limit both physical and remote access to these
nodes. The necessary precautions are the same
as those described below in connection with
the security of computer systems.
Most electromechanical switching systems
require frequent maintenance, particularly
those that serve large numbers of customers.
On the other hand, stored, program-controlled
switching systems of comparable size require
less frequent onsite maintenance since many
of their functions can be controlled electroni-

cally from remote, centrally located maintenance sites. From these sites, however, access
can be gained to an even greater number of
communications channels. This is an important reason for controlling both physical and
remote access to these nodes. A special concernis electronic access to the processor used
to control these switching systems: A knowledgeable individual, for example, could sabotage or manipulate the switching system (e.g.,
by rerouting calls destined for one person to
another) without physical access to the switching systems.
Switching systems are equipped with circuitry designed to permit operators to verify
that busy lines are actually in use and, in an
emergency, to interrupt ongoing conversations. By the very nature of the circuitry's design, it would permit monitoring of conversations if protections were not incorporated. In
fact, current versions of this circuitry have
scramblers built in and, if interruption is required, periodic audible tone bursts are used
to alert the users that a third party has joined
their conversation.
Signaling Elements
Signaling is another element of communications systems that may provide opportunities
for abuse. Signaling is normally used to send
the destination address data between switching network nodes. There are signaling methods that use either slowly pulsed direct current
or voice band tones that are in predominant
use between customers' premises and the local telephone office.' These are used for voice
and a substantial number of data communications. Both of these signaling methods can
be monitored, using methods described above
for monitoring communications, allowing an
eavesdropper to intercept not only message
content but also its destination.
Carriers use pen registers and modern dialed
number recorders to monitor destination address signals. A new type of digitally coded
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address signaling is now used in connection
with some data communications networks,
such as packet networks. This type of signaling is also used for internode signaling in
AT&T's common channel interoffice signaling
system (CCIS) and some other networks. Separation of signaling information from message
content increases the confidentiality of messages provided the eavesdropper does not have
access to the signaling data. The CCIS encrypts the signaling information sent between
nodes.
Operational Support Systems
In addition to the transmission, switching,
and signaling components, communications
systems include supporting equipment for testing, repairing, and maintaining customer
records. The information stored in these systems could be valuable to a person seeking to
intercept communications. Access to this information can be limited by time of day, terminal location or function, physical access, logon identification passwords, authorization verification, and audit trail records.
A testing system is another type of operational support system. Testing systems can
gain access to specific trunk and line circuits,
and thus provide an opportunity to either monitor communications or obtain information regarding communication links. These systems
are often protected by many of the same techniques described above.

of the HBO satellite broadcast in April 1986
shows that some of these systems are no better protected against such attacks than against
passive interception. This may be changing as
a result of the HBO experience. The satellite
transponder cannot distinguish between the
legitimate signal and a bogus one-it simply
selects the stronger signal."In the HBO case
noted earlier, the "adversary' or hacker was
sophisticated technically and had access to
commercially available and relatively inexpensive transmitter equipment, as well as information in the public domain concerning the satellite's location and transponder frequency.
In a completely different part of the network,
wiretapping of telephone lines remains one of
the simplest forms of eavesdropping, as long
as physical access to wire closets and other inpoints are generally accessiterconnection
0
ble. Certain types of wiretaps cannot be detected by electronic means, and some wiretaps
using equipment costing as
can be performed
1
little as $12." A wiretap is sufficiently easy
to install that even a 9-year-old can do it."
Rooftop terminaljunction boxes and residential junction boxes are often readily accessible to potential wiretappers. In contrast, when
fiber optic cable is used to connect the user's
premises to the carrier's facility (the local loop),
tapping the fiber cable requires more sophisticated and expensive equipment and skill.
'(Mystery Broadcast
Overpowers
HBO,"InstituteforEleci'o cnl.
vHef10,
No.10, October 1986,p 1.
inwhich telephone
'In
oneofthe relativelyfewexamples
equipment
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ofthe governor
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Post,Jan.
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Commercial Availability of
Interception Equipment
The very technologies that make possible
continued improvements in communications
and computer processing also lend themselves
to illicit purposes. The successful disruption
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VULNERABILITIES OF COMPUTER SYSTEMS'
Background
In a simplified form, computer security is
the ability of ensuring that people use information systems only as they are supposed to.
This involves protecting:
2 the system itself against failures, whether
caused by deliberate misuse, human error,
or technical problems: and
Z the information in the system to ensure
that it is seen and used only by those who
are authorized to do so and that it is not
accidentally or maliciously disclosed or
modified.
Computer "hackers" aside, it is even more
important to recognize that information security is much broader than just protection
against those who would penetrate information systems from the outside. People within
organizations are perhaps even more likely to
misuse information systems, including un-

'Batoae thisreport emphasizes telecommunications secu-

rity,shetreatment of computer security is brief. For in-nin
tormation on computer security, see U.S.Congress, Otficeof
Te hoLe. Assessment, Federal n,,rmna'"Inmaton
sight,
OTA-CI T-2t5 (Washington.Dne u S..
irg Office, Ferryr

19861.

rr

Print-

authorized actions by those who are authorized to use the system. In addition, technical
failures can be caused by natural disasters.
The rapid evolution of computer technology,
and society's growing dependence on it, have
important implications for information security. Three distinct kinds of technical trends
can be identified that have security implications-the growth of large-scale computers, the
evolution of microcomputers, and changes in
computer software.
Large-Scale

Computers

Advances in large-scale computing have dramatically lowered the cost of computation. "
The power of machines relative to their cost
and size has been increasing during the last
30 years by more than a factor of 10 per decade and is likely to continue increasing for the
foreseeable future. These changes have been
complemented by magnetic (and more recently

computer gtera&Lmeans
2 lothis 1,anaxka "large-scale"
users performing
toonvemultiple
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different tasks at the same time, that is generallynotconsidcomputer,
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Table 3.-Sales of Large-Scale Host Computers
in the United States

optical) disks that can hold greater and greater
amounts of information on each disk. Communication between computers has also become
considerably more pervasive and efficientline speeds are higher, protocols and technical standards have been established, and communications systems are generally evolving
from analog links to digital technology.

Year
1965..............................
1976 .......
1977 ............................
1978 ..............................
1979 ..............................
1980 ..............................
1981 ........................
1982 ..............................
1983 ..............................
1984 .................
1985..........................
1986 (eslimated) .
1987 (estimated) .
1988 (estimated) .
1989 (estimated)
1990 (estimated)

These increasingly powerful machines have
also become much more pervasive in society.
Figure 6 shows that the number of mainframe
computers operated by the Federal Government has increased from about 11,000 in 1980
to 27,000 in 1985, with most of the increase
coming in the Department of Defense. Perhaps
more important, figure 7 shows that the points
of access to Federal computers have increased
geometrically in recent years, from roughly
36,000 terminals in 1980 to 173,000 terminals
in 1985. Table 3 indicates similar trends in sales
of large-scale host computers in the United
States from 36 units in 1965 to more than 1,600
in 1985.

N05TEse

Units Value
36 $200 million
514 S 2.2 billion
611 $ 2.4 bllicon
1,009 S 3.9 billion
1,461 S 5.3 billon
1,328 $ 4.8 billon
.
887 $ 3.9 billion
1,448 $ 6.8 billion
1.836 $ 8.1 billion
.
2,420 $ 9.0 bilion
1.617 $ 9.3 billion
............... 1.800 S 9.7 billion
................. 2,090 $10.2 billion
.................. 2,070 $10.6 billion
.............. 2.200 $11.5 billion
_2,300 912.1 billion
......

nr
sala hnait pnsit at

tosta=

atoneg
ant

thanrat

SOURCE
IatmaboaiuaiaCoo

tion technology generally. That means that virtually all Government agencies and private
organizations are more susceptible to technical sabotage or failure of their computers. But
it also means that there is more information
stored in computers, that this information is
often accessible to more people, and that this
information is accessible at a distance via
telecommunications linkages.

These trends-increased power and use of
large-scale computers-have strong implicadons for security. First of all, the changes have
resulted in increased dependence on informaFigure 6.-

,

Mainframe Computers in Federal Agencies
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Figure 7.-Computer Terminals in Federal Agencies
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On the other hand, the increased power and
sophistication of large-scale computers also
means that more sophisticated safeguards are
more practical than they were with smaller
computers. These safeguards include "audit
programs that log the actions of each user and
more powerful access controls. These and other
safeguards are discussed in chapter 4.

gressed to a point where their speed and power
nearly equal that of mainframe computers a
decade ago. These improvements are largely
due to the increasing number of circuits that
manufacturers can put on a single microprocessor chip. Figure 8 shows the geometric increases in the complexity of these chips, which
has led to a declining cost per unit of computing power.

Microcomputers

Microcomputers have also changed from an
obscure hobbyist item to a standard and necessary piece of equipment in many homes, businesses, and Government offices. Figure 9
shows that the number of microcomputers in
the Federal Government rose from only a few
thousand in 1980 to about 10,000 in 1985. Ta-

Changes in smaller desk-top or personal computers have been even more striking and rapid
than those in large-scale machines. Since the
first microcomputer was commercially produced in the mid- 1970s, these devices have pro
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Figure 8.-Trends in Component Density, Silicon
Production. and Gallium Arsenide Announcements,
1960to 1990
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Table 4.-Sales of Personal Computers
in the United States

1960

1970

SOURC:
ATT B =T~lph.L

1990

Year
Ior

ble4 shows comparable trends in the Nation
as a whole, with sales of personal computers
rising from 380,000 in 1980 to almost 6 million in 1985.
Microcomputers are computers in their own
right and thus require appropriate administrative and technical security measures to safe
guard the information they process. Also.
microcomputers can be networked and/or function as "smart" terminals to larger computer
systems. Thus, the rapid proliferation of microcomputers cannot only place computing power
in the hands of an increasing number of computer-literate individuals, but also can decentralize data processing capabilities. For example,employees of many firms or Government
agencies are able to collect and manipulate information on their own desk-top microcomputers. Additionally, they are to able use these
microcomputers to copy or "download" large
amounts of information from the organization's central computer and also to "upload"
information they have collected or manipulated
into the central computer files.
The expanding use of microcomputers can
have an adverse effect on security if the appropriate security policies, procedures, and practices are not in effect. For instance, in a computer system that is not organized so as to
control and monitor users' access to data files

Value
(billions of
dolars)
1.1
1.9
4.2
8.7
13.0
13.3
14.6
15.9
17,7
19.8
21.6

and constrain the data transactions that authorized users are permitted to perform, users
can copy or manipulate data in an essentially
uncontrolled fashion. There is a growing array of add-on microcomputer security products
that address security problems of this sort, as
well as an increasing awareness of the importance of using these safeguards. Also, the capability (at the mainframe computer) to control the downloading/uploading of data files
is well within current technology. However, actual practice often falls short of the ideal, particularly in firms that do not recognize the
value of electronic information in microcomputers and the importance of safeguarding it.
Using microcomputers instead of "dumb"
terminals, on the other hand, can help if good
security practices control the downloading and
uploading of data files and if the system is configured properly. For example, data integrity
can be improved by procedures requiring authorized users to make additions, corrections,
or other modifications to large data files on
a microcomputer. If the modified data are
checked, and only then uploaded to the main
computer files, then the probability of accidental or malicious deletions of main files, for instance, can be reduced.
Software
Technical sophistication in software and in
databases has progressed more slowly than
hardware advances. In fact, many people now
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recognize that software is the bottleneck for
many prospective applications of information
technology. Nevertheless, the past two decades
have seen significant increases in the size of
databases that can be reasonably accommodated by software and in the sophistication of
the software itself. This means, for example,
that software can link disparate pieces of information in a database more readily and that
users can make inquiries of databases using
more natural commands.
These changes give more people direct access to computerized data and the databases

contain far more information that is subject
to both authorized and unauthorized use. Further, although not a subject of significant concern to many users, some security experts consider that the inferential ability to link pieces
of information in a database or from different
databases can have subtle but important implications for security. To date, most attention
to this type of problem has been on the part
of the defense and intelligence communities,
but the problem can be more general. Even
when the most sensitive information is unavailable, an adversary can infer critical data by
combining pieces of apparently innocuous in-

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 47 2002

44 *Defending Secrets, Sharing Data: New Locks and Keys for Electronic information

formation (e.g., determining information about
the design of a company's product from its
orders for raw materials).
The Extent of Computer Misuse
A variety of recent studies have indicated
substantial increases in computer misuse.
However, information available about the extent of computer misuse is spotty. Moreover,
these studies suffer from serious shortcomings
that make generalizations difficult (large successful frauds are often not reported, let alone
prosecuted).
The most significant studies and findings
include:
The American Bar Association's 1984
"Report on Computer Crime. " In a survey of 283 public and private sector organizations, ABA found that 25 percent of
the respondents reported "known and verifiable losses due to computer crime during the last 12 months. "
The American Institute of Certified Public Accountants 1984 "Report on the
Study of EDP-Related Fraud in the Banking and Insurance Industries. " AICPA
surveyed 5,127 banks and 1,232 insurance
companies. Two percent of the banks and
3 percent of the insurance companies said
they had experienced at least one case of
fraud related to electronic data processing. Sixteen percent of the frauds were reported to involve more than $10,000, although that figure does not reflect funds
that were recovered.
The President's Council on Integrity and
Efficiency issued "Computer-Related
Fraud in Government Agencies: Perpetrator Interviews, " in May 1985. The Coun-

cil surveyed Federal agencies and found
a total of 172 relevant cases of computer
fraud or abuse. The losses in fraud cases
ranged from zero to $177,383, with the
highest proportion in the $10,000 to
$100,000 range.
The Department of Justice's Bureau of
Justice Statistics 1986 report "Electronic
Fund Transfer System Fraud. " This reported a study of fraud related to the
transfer of electronic funds in key banks.
The study estimated that banks nationwide lost $70 million to $100 million annually from automatic teller fraud. It also
examined losses from wire transfers, although there were insufficient data to estimate national loss levels. Twelve banks
reported 139 wire transfer fraud incidents
within the preceding 5 years, with an average net loss (after recovery efforts) per incident of $18,861. However, the loss exposure or the potential loss per wire transfer
incident averaged nearly $1 million.
Security magazine and the Information
Systems Security Association surveyed
their subscribers and members in 1985
and 1986. Eighteen percent of the 1986
respondents reported that their company
had detected a computer crime in the last
5 years, compared with 13 percent reported by the 1985 respondents. The respondents rated the threats to computers,
in descending order: unauthorized use by
employees, routine errors and omissions,
carelessness with printouts, theft of computers, fire damage, use/misuse by outsiders, and vandalism.
While these studies are far from conclusive,
it is apparent that deliberate misuse of computers is a significant and growing problem.

TYPICAL VULNERABILITIES OF INFORMATION SYSTEMS
The combined advances in communications
and computer technologies have resulted in information systems that are an order of magnitude more complex than those of 10 or 20

years ago. Not only is computing power greatly
increased, but it is also more decentralizedand communication between computers and
interconnected devices has become far more
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pervasive. In some ways, this has improved
security in that, for example, information is
no longer stored in just one large computer,
which could result in chaos if it ailed. On the
other hand, information systems are much
more extensively linked and interdependent,
and the number of points from which technical failure, deliberate misuse, or accidental errors could cause serious problems has increased
geometrically.
To illustrate the numerous vulnerabilities of
computer systems, figure 10 presents a schematic diagram of a typical information system.
The circled letters in the figure correspond to
certain types of vulnerabilities (discussed below) that encompass the vast majority of potential problems caused by deliberate misuse
of computer systems. Some problems are more
important in some systems than in others and
potential adversaries may be more or less sophisticated. As will be seen in chapter 4, good
security practices would require security officials to perform an analysis of each system to
determine which vulnerabilities and threats are
most significant and what protective measures
would be most appropriate and cost-effective.
The first two kinds of vulnerabilities do not
require direct on-line access to data and, generally, an adversary needs relatively few resources to exploit them. The first (a) is theft
of storage media that contains valuable data.
Theft (or copying) of personal computer diskettes, for example, can be particularly easy
because personal computer users often do not
lock up their diskettes. Similarly, theft of printouts (b), especially discarded ones, is typically
quite easy and has been the source of a significant amount of computer abuse. The printouts
may contain valuable competitive information
or account and password information that allows an unauthorized person to later gain electronic access to the system.
The next type of vulnerability is misuse of
computer systems by those who are authorized to use them (c). The misuse can consist,
for example, of stealing corporate secrets,
changing personnel information, causing falsified checks to be written, or damaging databases. This type of misuse typically requires
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only a moderate level of sophistication on the
part of the perpetrator, although in some cases
(e.g., falsified disbursements) it requires collusion between two or more workers.
Moving up one step further in level of adversary, outsiders who gain unauthorized access to a computer system can perpetrate the
same kinds of misuse. This usually requires
covertly obtaining an account name and password by, for example, looking over the shoulder of an authorized user, finding a discarded
computer printout, using codes written on
cards or pieces of paper taped to the terminal,
or simply guessing. Such an outsider could either seek to gain access to an authorized user's
local terminal or personal computer (c)or could
try to access the system from a remote location via phone lines (d), Access via phone lines
is inherently less risky for the perpetrator since
it is often less protected by security measures
than local access. The dangers of hobbyists
prowling in computers via phone lines are often
overstated compared with misuse by those authorized to use computer systems. However,
it is likely that long-distance computer abuse
will continue to grow and more serious adversaries (e.g., technically adept criminals, including organized crime) will be involved.
Computer system operators (e), such as
programmers and managers, sometimes have
access to user passwords. Although this is becoming less common, they still generally have
access to stored files unavailable to other users.
In particular, programmers have the technical expertise to perpetrate sophisticated sabotage and misuse, including such exotic attacks as "logic bombs" that render a system
unusable after a specified period of time or at
a specific time (often after the disgruntled
programmer is no longer employed at the site).
The last two vulnerabilities, eavesdropping
on computer transmissions through either tele
communications links (i) or local connections
(g), are discussed in previous sections of this
chapter. Chapter 4 describes some of the safeguards that have been developed to address
these vulnerabilities and prevent such crimes
in the future. Figure 11 shows how these safeguards can be used in computer networks.
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Chapter 4

Security Safeguards and Practices
FINDINGS
* Technical safeguards for computer and communications systems are still evolving, as are users' understanding of their needs for them. Products and systems
are available for controlling access and auditing use and for encrypting data.
* Technical safeguards alone cannot protect information systems completely. Effective information security requires an integrated set of safeguard technologies, management policies, and administrative procedures.
* Information security hinges on the security of each segment of the increasingly
intertwined computer and communications network.
* A number of important techniques are emerging to verify the identities of the
senders of messages, authenticate their accuracy, and ensure confidentiality.
Mathematical techniques using cryptography cannot only provide improved
information security, but also broaden the applicability of electronic transactions
in commerce.
The Federal Government has played an important role in promoting technical
standards for selected information safeguards, particularly for cryptography.
Yet, the public position of the Government in general and the National Security
Agency, in particular, has been inconsistent. This inconsistency is especially
apparent in providing Federal leadership for the development of information
security standards; e.g., in NSA's reversal of endorsements of an open encryption algorithm and of dependence on consensus agreement in developing encryption-based security standards.
Questions are being raised about the efficacy of the NSA's developing unified
sets of standards and guidelines for government-wide and private nondefense use.

INTRODUCTION
Technology that can help promote information security can be divided into administrative, physical, and technical measures. Figure
12, which shows examples of each of these categories, demonstrates the diversity of safeguard applications and the range of approaches
to improved safeguards.'

This section examines safeguards for both computers and
communications
since manyof the measures discussedapply
to both.

Like the range of threats and vulnerabilities
that afflict different information systems,
there is a wide range of safeguards that can
help protect them. Although administrative
and procedural measures are also fundamentally important to good overall security, this
chapter concentrates primarily on technical
safeguards. These include the following:
Encryption,which can be used to encode
data prior to transmission or while stored
in computers, to provide an electronic
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Figure 12--Common Administrative, Physical, and
Technical Information Security Measures
Administrative security measurs:
*Background checks for key computer employees.
.Requiring authonty of two employees for disbursements.
.Requiring that employees change passwords every few
months, do not use the names of relatives or friends, and
do not post their passwordsin their offices.
.Removing the passwordsof terminated employees quickly.
* Providing security training and awareness programs.
ZEstablishing backup and contingency plans for disasters,
loss of telecemmunications support. etc.
SStoring copies of critical data off-site.
.Designating security officers for information systems.
.Developing a security policy, including critea for sensitcty of data.
.Providing visible upper management supportfor security.
Physical ecurtity measures,
Locking up diskettesandfor the mom in which microcomL
puters are located.
* Key locks for microcomputers,especially those with hard
disk drves.
* Requiring special badges for entry to computer room.
SProtecting computer rooms from fire, water leakage, power
outages.
* Not locating major computer systems near airpods, loadingdocks, floodor earthquakezones.
Technical security measures:
* 'tyudt progrms that log acvity on computer systems.
* Access control systems that allow different layers of access for different sensitivities of data.
* Encrypting data when it is stored or transmitted,or using
an encryption code to authenticateelectronic transactions.
* Techniques for user identifcation, ranging from simple
ones such as magnetic slpe cards to more esotedc 'biometnc techniques, which rey on hand or eye scanners
justbeginning to be used).
'Kernel' '-based operating systems, which have a central
core of softwarethat is tamperproof and controls access
within the system. *
'Tempest' shielding that prevents eavesdroppers from
picking up and deciphering the signals given off by elcIronic eo yilment .
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"signature, " and to verify that a message
has not been tampered with.
Personalidentificationand user verification techniques, which can help ensure
that the person using a communications
or computer system is the one authorized
to do so and, in conjunction with access
control systems and other security procedures, that authorized users can be held
accountable for their actions.

* Access control software and audit trails,
which protect information systems from
unauthorized access and keep track of
each user's activities.
* Computer architectures that have been
specifically designed to enhance security.
* Communications linkage safeguards,
which hamper unauthorized access to
computers through phone lines.
The systems of safeguards that are being developed fall into categories that control access
to data or monitor user activities and others
that protect the integrity of data, e.g., verify
its accuracy. Technology is paving the way for
further improvements in these and still other
categories. Systems that will combine improving message integrity with preventing unauthorized activity are beginning to set the
stage for major new applications with broad
commercial applications.
Security is neverjust a "black box" of technical safeguards that can be purchased and
added to computer or communications systems. Moreover, technical measures would be
fruitless unless accompanied by suitable policies and administrative procedures. For security measures to be effective, they must be
planned for and managed throughout the design and operation of computer and communications systems. This chapter, however,
mainly discusses the technology of safeguarding information systems.
In addition, for many types of users, the combination of reasonable effectiveness and convenience are more important than extremely
high security. Determining which safeguards
are appropriate for a particular computer or
communications system requires an analysis
of such factors as the value of the information
at risk, the value of the system's reliability,
and the cost of particular safeguards. Security
experts disagree about how this "risk analysis" ought to be conducted and about the problems with, and validity of, risk analyses. But,
some form of risk analysis-whether formal or
informal, quantitative or qualitative-remains
the chief means by which managers can assess
their needs and evaluate the costs and benefits of various security measures.
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The National Bureau of Standards (NBS) has
played an important role in developing computer security standards. This role has become
complicated by the recent entry of the NSA
into the standards arena and by NSA efforts
to develop comprehensive standards suitable
for all users' needs.
There are four driving forces behind the
emergence of the new safeguard technologies:
1. developments in microelectronics and information processing, such as smart cards
and other hardware implementing encryption algorithms;
z. developments in cryptography, such as
asymmetric and public-key ciphers;
3. developments in the mathematics underlying signal processing and cryptography;
and
4. developments in software, particularly for
processing biometric personal identification data.
A number of technologies exist that can verify that individual users are who they claim
to be. Similarly, technologies exist to authenticate the integrity of a message and to ensure
its confidentiality. These developments are being applied mainly to solve some of today's
problems concerning information security.
Technologies for user verification, often intended for use in conjunction with other access control systems, include: hand-held password generators, "smart" key cards with
embedded microprocessors, and a number of
personal identification systems based either
on biometric measurements or other individual characteristics. Message authentication
techniques rely on combinations of encrypting and/or "hashing" schemes to create a code
authenticating the accuracy of a message's
content. A variation of this technique can provide a "digital signature" that not only authenticates the message, but also establishes the
identity of its sender. Encryption methods are
widely available to protect against unauthorized disclosure of messages.
What is becoming increasingly apparent,
however, is that some of this same technology
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has far greater potential uses. One of the centralobservations of this chapter is that measures, particularly technical measures, are beginning to be developed that provide some of
the tools likely to prove important in the long
term for more secure operation of electronic
information systems in uncontrolled, even hostile environments. These include environments, such as the public switched telephone
network for example, where sensitive data is
unavoidably exposed to risks of being improperly accessed, modified, or substituted, or
where errors can be introduced by the system
itself, as from normal electronic noise in communications systems. Information security
technology shows promise for greatly expanding the range of applications of computer and
communications systems for commerce and society. It will accomplish this by reducing the
cost of many of today's paper-based business
transactions, by providing legally binding contracts executed electronically, and by protecting intellectual property and the privacy of personal data stored in electronic form. (See ch. 5.)
To achieve most of the above, cryptography
is critically important. There are no close substitutes for cryptography available today.
Cryptography, however, is a technology in
which the Government has acted somewhat
inconsistently by controlling private sector
activity in some ways, while occasionally stimulating it in others. Thus, the technology that
is important to future applications of information security is coupled to Federal policies that
can encourage or inhibit its advancement. Options for the future role of Federal policies in
influencing technological developments are discussed in chapter 7.
There are two principal uncertainties in the
future development of safeguards. The first is
the extent to which users of computer and communications systems will, in fact, buy and use
the safeguards that are available. Some of the
key factors that will influence users' actions
include their evolving awareness of threats and
vulnerabilities, the practices of their insurance
companies, the evolution of "standards of due
care' related to security practices, the Federal
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role as a leader and shaper of the field, and news
media attention to incidents of misuse. Information and communication system risk analyses, based on historical threat and vulnerability profiles, will influence the marketplace
for safeguards. If the demand for safeguards
increases, then the market will no doubt respond with more products and techniques. On
the other hand, if many users' interest in security levels off, there may be a shakeout in the
market for safeguard devices, perhaps leaving
mainly those products developed for Government agencies,
The second major uncertainty is the extent
to which vendors of these safeguards, in collaboration with users, will be able to develop
systems that use multiple safeguards in a simple, integrated fashion. If demand for safeguards becomes a significant fraction of the

overall computer and communications system
market, the resulting products are more likely
to be well integrated, easy to use, and low cost.
For someone who needs to gain access to his
or her company's mainframe computer from
home, for example, appropriate safeguards
might include the functions of a hand-held personal identification device, encryption of the
telecommunications link, passwords, dial-back
modems, and audit logs at both the microcomputer and the host computer. Using such a
combination would be tremendously cumbersome at present, requiring multiple pieces of
hardware, software, and passwords. Thus, a
major challenge for the industry is to develop
systems that allow the various safeguards to
work together and to become virtually invisible to the user, as well as cost-effective.

ENCRYPTION
Encryption is the most important technique
for improving communications security. It is
also one of several key tools for improving computer security. Good-quality encryption is the
only relatively sure way to prevent many kinds
of deliberate misuse in increasingly complex
communications and computer systems with
many access points. Of course, encryption is
not a panacea for information security problems. It must be used in concert with other
technical and administrative measures, as described below. In particular, effective key management is crucial.

Encryption

Algorithms

The various techniques for encrypting messages, based on mathematical algorithms, vary
widely in their degree of security. The choice of
algorithms and the method of their development
have, in fact, been among the most controversial issues in communications and computer
security. (See ch. 6.) The various algorithms
currently available differ along the following
dimensions:

* The mathematicalsophisticationand computational complexity of the algorithm itself.-More complex algorithms may be
(though not necessarily) harder for an adversary to decrypt or break.
* Whether the algorithm is for a symmetric
cipher or an asymmetric one. -Symmetric
ciphers use the same key for encryption
and decryption, while asymmetric ciphers
use different but related keys.
* The length of the key used to encrypt and
decrypt the message.-Each algorithm
uses a series of numbers known as a key
that can change with each message, with
each user, or according to a fixed schedule. Generally, for an algorithm of a given
complexity, longer keys are more secure.
One of the important factors in selecting
keys is to make sure that they cannot be
easily guessed (e.g., using a phone number) and that they are as random as possible (so that an adversary cannot determine a pattern linking all the keys if one
is discovered).
* Whether the algorithm is implemented in
soft ware (programming)or hardware (built
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into an integrated circuit chip).-Hardware tends to be much faster than software, although less versatile and portable
from one machine to another.
Whether the algorithm is opento public
scrutiny. -Some nongovernment experts
argue that users have more confidence in
an algorithm if it is publicly known and
subject to testing. NSA and ethers, on the
other hand, assert that the algorithm is
one of three essential pieces of information an adversary must have to decrypt
a message (along with the key and access
aland that secret
to the message itself)
2
gorithms are thus more secure. A related argument is that if an algorithm is
publicly known, standardized, and widely
used, it becomes a more attractive target
for cracking than algorithms that are seldom used. The Data Encryption Standard (DES, see below) is one of the few
working algorithms that is open to public scrutiny. Most of the other privately
developed and all of the NSA-developed
algorithms currently in use have been kept
secret.
DES is probably the most widely known
modem encryption algorithm. (See app. C for
background on its development.) Based on an
algorithm developed by IBM, DES was issued
as a Federal standard in 1977. Although publicly known and subject to scrutiny for more
than 10 years, most experts are confident that
it is secure from virtually any adversary except a foreign government. The level of security is gradually weakening, however, because
of the decreasing cost of computer power and
the possibility of using many computing devices in parallel to crack the algorithm.

(See app. C.) The CBC and CFB modes can be
used for message authentication. The ECB
mode, the simplest to understand, is illustrated
in figure 13 and box B. One property of this
mode, however, is that the same plaintext will
always produce identical ciphertext for a given
encryption key- This characteristic makes the
ECB mode less desirable, especially for repetitive messages or messages with common
content (e.g., routing headers or logon identifications) because a known plaintext cryptographic attack is more easily mounted, i.e.,
where both the encrypted and unencrypted
text are available to the cryptanalyst.
DES is a "private key" cryptographic algorithm, which means that the confidentialityof the message, under normal conditions,
is based on keeping the key secret between the
sender and receiver of the message. (See the
section on key distribution, below.) The other
principal form of algorithm is called a public
key" system, which uses two keys that are
mathematically related-one that each user
publishes and one that he keeps secret. Using
a public key system, many people can encrypt
messages sent to a particular correspondent
(using his or her public key), but only that correspondent can decrypt messages because the
decryption key is (in principle) kept secret.
These algorithms ore discussed in more detail
below, and also in appendixes C and D.

DES has four approved modes of operation,
specified in FIPS Publication 81 ("DES Modes
of Operation, " Dec. 2, 1980).The modes vary
in their characteristics and properties. The four
modes are the electronic codebook (ECB), cipher block chaining (CBC), cipher feedback
(CFB), and the output feedback (OFB) modes.

The development of encryption algorithms
has been a rather idiosyncratic, scattered process, and is likely to continue to be. The academic community of cryptographic researchers is a growing and active one, although its
numbers are relatively small compared to some
3
other scientific fields. Only a handful of people in the United States outside NSA have
attempted seriously to create, validate, and
implement new high-quality encryption algorithms. Most algorithms currently in use can
be traced to the work of a few individuals. Cryptographic research requires a high level of ability in specialized areas of mathematics and/or
computer science. Different skills are required
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Figure 13.-DES Encryption in Electronic Codebook Mode
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to develop operational safeguards than for the
oretical research.
Despite the relatively small size of the scientific community, cryptography has been a
controversial science. For example, there have
been controversies concerning attempts by
NSA to control Federal research funding as
well as the publication and patenting of private sector and academic results in cryptographic research during the past decade for reasons of national security.' NSA does not at
present have the legislated authority to require
prepublication review of independent, nongovernment research.
However, following the controversy sparked
in part by secrecy orders imposed in 1978 on
two patent applications for cryptographic inventions, NSA, in concert with some academic
researchers, instituted a voluntary review for

'Tom erono, 'Private Locks, Public Keys, and Stats
Secrets:New Problemsin Guarding Information ith tryptagraph, ' Harvard University CenterforInforation PoltcySo
searc Programon InformationResourcesPolicy,April18Z.

cryptography manuscripts.'Through this
process, researchers may submit manuscripts
to NSA prior to their publication, giving NSA
the opportunity to request suppression of sensitive material. Although many researchers
and research institutions take part in this
voluntary process, others do not, considering
it a threat to the free exchange of scientific
ideas.'
The voluntary review service is similarto
the one proposed by the Public Cryptography
Study Group of the American Council un Education (ACE), which was assembled in 1980 at
the request of NSA. The group accepted the
premise that "some information contained in
cryptology manuscripts could be inimical to
the national security of the United States. "
It recommended a voluntary rather than statutory solution to this problem.'However,
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Box B.-An Example of DES Encryption
The Electronic Codebook (ECB) mode is a basic, block, cryptographic method which transforms
64 bits of input to 64 bits of output as specified in FIPS PUB 46. The analogy to a codebook arises
because the same plaintext block always produces the same ciphertext block for a given cryptographic key. Thus a list (or codebook) of plaintext blocks and corresponding ciphertext blocks theoretically could be constructed for any given key. In electronic implementation the codebook entries
are calculated each time for the plaintext to be encrypted and, inversely, for the ciphertext to be
decrypted.
Since each bit of an ECB output block is a complex function of all 64 bits of the input block
and all 56 independent (non-parity) bits of the cryptographic key, a single bit error in either a ciphertext block or the non-parity key bits used for decryption will cause the decrypted plaintext block
to have an average error rate of 50 percent. However, an error in one ECB ciphertext block will
not affect the decryption of other blocks, i.e., there is no error extension between ECB blocks.
If block boundaries are lost between encryption and decryption (e.g., a bit slip), then synchronization between the encryption and decryption operations will be lost until correct block boundaries
are reestablished. The results of all decryption operations will be incorrect until this occurs.
Since the ECB mode is a 64-bit block cipher, an ECB device must encrypt data in integral multiples of 64 bits. If a user has less than 64 to encrypt, then the least significant bits of the unused
portion of the input data block must be padded, e.g., filled with random or pseudo-random bits,
prior to ECB encryption. The corresponding decrypting device must then discard these padding
bits after decryption of the chapter text block.
The same input block always produces the same output block under a fixed key in ECB mode.
If this is undesirable in a particular application, the CBC, CFB or OFB modes should be used. An
example of the ECB mode is given in table BI.
Table BI . An Example of the Electronic Codebook (ECBIMode
The ECB mde in the encryptstate has been selected.
=

Cryptographic
key = 0123.,
ArF-iOtu-Theplainteetis theASCIIcodefor "Nowis the time for all. " Theseseven-bit
charucler are
writteninhexadecimal
notation
(0, b7, b6,..,,bl).
Time
Plaintext
DES input block DES output block
Ciphertext
1
4VOItX9;3ZOtt , .ab. lf.l
20'3fae40e8a984d4815
3fa40eSa984d4815
2
68652074696065206862074696 d6520 6a271787ab883f9
6.271787ab8883M
5
ho93 iu51,8935 .,tm,..55-'6_612
666o-Clo:
6661221r.
3
TheECB modein the decryptstatehas beenselected.
Cipierteox
DES input block
DES output block
"5T t2:-4
I
3fa40e~a984d4815 3fs4Oeua984d4815 4e54:7V
68652074696d525
2
a271707ub0003f9 0u27t787ab8883f9
0
2
h ac1
bi .?- 5r obe 4t ,3
666122ooo"n
whose

Time

Sl 'a-t

4ef772069732074
68652074696d6520
666f7220616c~c20

SOURCE:NBS,FIPSPublication81. Dec. 2.1980. pp 12-13.

some researchers, including one member of the
ACE group, felt that even voluntary restraints
would affect the quality and direction of basic
research in computer science, engineering, and
mathematics.!
'The Case Against Restraints on Nongovernmental Research in Cryptograph: A ioodtyReporthoProfessorCeorge
1. Da ica,.cad,.e December 1. pp 379-382.

Currently, although some researchers feel
that tensions between NSA and the research
community have eased, others still consider
that the prospect of NSA controls may discourage researchers, particularly academics,
from pursuing problems related to cryptography. The issue continues to simmer, particularly because cryptography presents some
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interesting mathematical problems. For example, a controversy recently arose when the U.S.
Patent and Trademarks Office, at the request
of the U.S. Army, placed a secrecy orderwhich the Army later requested be rescindedon a patent application filed by Israel's Weizmann institute. The patent application dealt
with an area of "mathematics called "zeroknowledge proof, pioneered by Silvio Micali
and colleagues at the Massachusetts Institute
of Technology, that is considered to hold great
promise for identification procedures ranging
from credit card verification to military "friend
or foe" recognition signals.
Another controversy concerns NSA's decision not to recertify DES when it comes up
for its 5-year review in 1987. NSA announced
in 1986 that it will continue to endorse cryptographic products using DES until January
1, 1988, but not certify the DES algorithm or
new DES products after that date, except for
electronic funds transfer applications. However, DES equipment and products endorsed
prior to January 1,1988, maybe sold and used
after that date. In justifying this decision,
NSA argues that DES has become too popular and widespread in use, and thus too attractive a target for adversaries seeking to crack
it. Some observers have expressed concern that
NSA decision implies that DES is no longer
secure. However, NSA has stated that there
are no known security problems or risks inthe continued use of DES
volved with
"
equipment.
Instead of recertifying DES, NSA plans to
provide and certify three classified algorithms.
The new algorithms will use tamper-protected,
integrated circuit modules directly in the products of qualified vendors. This decision officially affects only U.S. Government agencies
and contractors, but it may discourage others
Mheinvention was made by AdiShamir. Amos Fiat, and
According
to press accounts,the researchhad pretold Fe1oe.
viouslybesn cleatedby NSA'svoluntary reviewprocess, and
NSAinterarned to have the secrecy order recesed. TheNew
York 71es,Feb. 17. 1987: "ANewApproach to Protecting
Secrets Is Discovered,"pCI; and "BriefU.S. Suppression of
ProofStirs An c, " CD3.
"Harld ;. eons. Jr., National Security Agene'. letter
N/2338to DatPre ResearchCorp..Dec. 23, 1985.

from using DES except for electronic financial transactions. " The NSA plans affect
safeguard vendors in two major ways: first,
only selected U.S. vendors will be allowed to
purchase the modules for incorporation into
their products, and second, classified information (and the need to handle and protect such
information) will be introduced into the product design process.'Also, some industry
sources have expressed concern that the new
secret algorithms are of uncertain reliability
and will likely allow NSA itself to eavesdrop
on their communications. "
In any case, industry has certain needs, most
notably for easily exportable encryption devices and software-based encryption, that the
new algorithms are unlikely to meet. Many experts consider software-based encryption less
secure than hardware-based encryption, in part
because the key might be exposed during encryption. Also, encryption using software is
much slower than that using hardware or firmware devices. Nevertheless, some private sector users prefer software because it is inexpensive and compatible with their existing
equipment and operations. For instance, reader
surveys conducted by Security magazine in
1985 and 1986 found that about half of the respondents" stated that they used encryption
software.
To date, there are no Federal software encryption standards and NSA has stated that
it will not endorse software encryption products. Also, the new encryption modules are not
plan
reasuty Deueas-: has embarked on a major
-the
using DESto authenticate electronicfunds transfers, Forthese
applications. Treasury will certify the DES and DES-based
equipment. See ch.5.
S.Liper. DigitalEquipment Carp., personal communication with OTAstaff, Dec.24. 1986.lee ch. 5 fora description
of vendor eligibilityrequirements.
:IEEE Subcommittee on Privacy,meeting at OTA,July 8,
1986.
4
Thesedata were reported in: KerriganLyndon,"protectn thc C orate Computer, OecityWoeld. Oct. 1985.Jop.
3556 aed Susan A.Whltehurst, litw BusinessBattles Computer Crime, " seeriy. October1986 pp 54-60.Ofthe 1985
surey respondents,
48 percentreportedusingdat encryption
sotnwarecomparedto only 19percentreportinguse ofdata en47 percentreported
ctyplionhardare. Of the 1186respondents.
hardsingencrypionsoftware;the percentge usingencryption
ware was not reported.
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exportable. NSA has not yet announced
whether it will provide exportable modules for
use by the private sector. Thus, the NSA decision not to recertify DES has cast doubt on
the reliability of the algorithm without providing a replacement that can meet the full range
of users' needs, Chapter 6 discusses Federal
policy in more detail.
OTAs analysis suggests that there are certain kinds of algorithms not widely available
that would substantially increase the range of
applications for which encryption would be useful. These include algorithms that are very fast
(require little processing time), secure enough
to ensure confidentiality for relatively short
periods (e.g., days or months forfinancial transactions, as opposed to years or decades for
defense and intelligence information), and easily implemented in software, especially software for microcomputers. In addition, because
of the widespread acceptance of DES for unclassified information, some experts argue that
it would be fruitful to develop an improved version of that algorithm that would lengthen the
key while using the same essential scheme.
However, the commercial market for cryptographic safeguards is still new and small, and
it has thus far been dominated by DES. Although a number of firms-mostiy NSA contractors or spinoffs of these-are reportedly
working on new encryption algorithms and
products for the commercial market, " as of
early 1987 public-key systems are the only area
of encryption algorithm development in which
substantial nongovernment research and development is evident. Developing a new algorithm
may take anywhere from 5 to 20 person-years,
so many firms-except, perhaps, large firms
that ordinarily devote such substantial resources to long-term research and development-may hesitate to invest in a new cryptographic product for a market that, so far,
"
has been shaky.

Message

Authentication

An "authentic" message is one that it is not
a replay of a previous message, has arrived exactly as it was sent (without errors or alterations), and comes from the stated source (not
forged or falsified by an imposter or fraudulently altered by the recipient). '7 Encryption
in itself does not automatically authenticate
a message. It protects against passive eavesdropping automatically, but does not protect
against some forms of active attack. "Encryption can be used to authenticate messages,
however, and the DES algorithm is the most
widely used cryptographic basis for message
authentication.
As the use of electronic media for financial
and business transactions has proliferated,
message authentication techniques have
evolved from simple pencil-and-paper calculations to sophisticated, dedicated hardware
processors capable of handling hundreds of
messages a minute. In general, the various
techniques can be grouped together according
to whether they are based on public or, at least
in part, on secret knowledge.
Public techniques share a common weakness:
they check against errors, but not against malicious modifications. Therefore, fraudulent
messages might be accepted as genuine ones
because they are accompanied by "proper"
authentication parameters, based on information that is not secret. Using secret parameters, however, message authentication cannot
be forged unless the secret parameters are compromised. A different secret parameter is usu"Para thorough discussion of message authentication and
aa. messages, see Dathe vaious techniques usedto
vies & Price, Secai-y for Computer Net works: An fntroduc.
Funds
aon to Data Securiy in Teleprocessingand ).:i,.

Transfers, Ch.5, (NewYork, NY:J. Wiev. 9s.. The descriptions ofauthentication techniquesin this sectionfollow a-s
iPuce closely.
Paiue attack" is described as eu-"dr-jlocng and "octve attack" as the falsification
of data and transactionsthrough
such mae as: I) alteration,deletion,oraddition;2)changing
theapparent oigin of the message:3) changingthe auualdestination ofthe message;4)alteong the sequence of blocksof
, 'S. Lipner,
DigitalEquipmentCorp.,personalcommunica- dataor itemsin the message:5) replaying
previously
tansmitted
or storeddata tocreate a newfalsemessage; or i) falsifying
tion
with OTAstaff. Den.24, 1986.
"Peter Schweitzer and V.taioeldDifiie,personal communi- ane-ss -. a-, for a genuine message. See Davies&Price
cations with OTAstaff, June2, 1986.
pp. 19-120,
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ally required for each sender-receiver pair. The
logistics for distributing this secret information to the correct parties is analogous to key
distribution for encryption (see below).
If privacy as well as authentication is required, one scheme for encrypting and authenticating a message involves sequential use of
DES with two different secret keys: one to calculate the authenticator (called the message
authentication code or MAC) and one to encrypt the message. Even the use of a message

authentication code and encryption do not safe
guard against replay of messages or malice on
the part of one of the corresponding parties,
so various message sequence numbers, date
and time stamps, and other features are usually incorporated into the text of the message.
Box C discusses the use of message authentication in financial transactions. Figure 14
shows a data authentication code (synonymous
with message authentication code) based on
the DES algorithm.

Box C.--Application of Message Authentication to Electronic Funds Transfer
Developments in the banking industry provide a good example of how important information
should be safeguarded, both because of the large amounts of money involved and because of the
early use of new safeguard technology by segments of this industry.'Roughly $668 billion per day
was transferred over the FedWire and Clearing House Interbank Payment System (CHIPS) networks alone in 1984, representing a 48 percent increase over 1980. 'The fully-automated, online,
FedWire system handled 49.5 million domestic transactions in 1986, with an average value of $2.5
million each, for a total of $124.4 trillion. In the same
3 year, CHIPS handled $125 trilion in domestic
and international payments for its member banks.
During recent decades, the financial community has made increasing use of computer and communications systems to automate these fund transfers and other transactions. Typically, the computer systems of these financial institutions are interconnected with local and long distance public
and private communications networks, over which the bankers have only limited control over potential fraud, theft, unauthorized monitoring, and other misuse. Their customers have an expectation
of privacy and banks have the obligation to restrict details of financial transactions to those who
need to know.
Wholesale and retail banking systems have somewhat different requirements for safeguards
for funds transferred electronically. Wholesale bankers' requirements include message authentication and verification, as well as confidentiality of some communications; retail banking requirements
additionally include authentication of individual automatic teller machines, confidentiality of customers' personal identification numbers, and communications security between the automatic tellers
and the host computer. These needs are in sharp contrast with those of the defense-intelligence
establishment, where confidentiality is the primary concern.
During the past decades, various technical methods have been adopted to reduce errors and
to prevent criminal abuse relating to electronic fund transfers. Among these are parity checks, checksums, testwords, and pattern checks.' Some of these methods are widely used in various banking
networks to verify that user inputs are correct and detect errors rather than protect against criminal activity.
wtholesale banking
to
oootiahaoracsted bylar
,Mdolar amot-er
aveo
1rage
-o (,,g..abot $3 l1iom)nd ily oleo
0
of tonoaction that numbr in hthouador tens of thosand,. Retil banking tanations aounot mightaere
a50
-d nmber
itthe hondreds
ortho ands.
Otroo
Funds T-for
SystFraud, -U.S.D.
O n
.rOea,
upooteof Justce Stadsts, NCJ-100461, April1986.
"InformationonFewtae and CHIPS fromF. Yong. Diion of Foder.IRse,,e Bank Opeaioo. pooonal comoun tion ith OTA
steff. rob. 12, 1987.
"Fora brief desciption f Loootnn(or est key in bnking -nrso tio- se N. 11ke Greenleo. Re'quiment forKey Maagement
Poocols in to Wholoalo Fi.naniol Soioco Indostoy. " IEEECo-m-nocaoons Mlagaie. vol. 23. No. 9. Soptmeor 1985.
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One of the major, traditional drawbacks of encryption systems is that of key distribution. Each
pair of communicating locations generally requires a matched, unique setof keys orcodes, which
have to be delivered in some way-usually by a trusted courier-to these users each time the keys
are changed. (An alternative isto use a prearranged code book, which can be compromised, as has
been well publicized in recent spy trials.) The key distribution problem rapidly becomes onerous
as the number of communicators increases. ' The discovery of the public-key algorithm, noted
earlier, may alleviate some of the key distribution problems-for example, to distribute the secret
keys to large networks of users.
In the late 1970s, the financial community was quick to realize the potential of the new
cryptographic-based message authentication codes as a replacement for testwords. These codes allow major improvements in safeguards against both errors and intentional abuse, and facilitate
the potential of future transaction growth. Thus, this community has pioneered industrywide technical standards both in the United States and worldwide.
The message authentication code is a cryptographically derived check sum based on processing
(called the Data Encryption Algorithm
the electronic fund transfer message with the DES algorithm
5
in the financial services community) and a secret key. The sender calculates the code and appends
algorithm,
it to the message. The receiver calculates a codeindependently based on the same message,
and secret key. Most new bank authentication systems in use or in planning utilize DES to calculate
the codes. If the code calculated by the receiver is identical to that sent with the message, then
there is a high level of assurance that the originator is authentic and that the content of the received
message is identical to that transmitted by the sender, with no alterations of any kind. Also, some
banks authenticate and encrypt theirwholesale electronic fund transfers whenever practical and
in countries where encryption islegally permissible.
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Public-Key

Ciphers

A symmetric cipher is an encryption method
using one key, known to both the sender and
receiver of a message, that is used both to encrypt and decrypt the message. Obviously, the
strength of a symmetric cipher depends on
both parties keeping the key secret from
others. With DES, for example, the algorithm
is known, so revealing the encryption key permitscte message to be rea 0y any hird pat y.

An asymmetric cipher is an encryption

scheme using a pair of keys, one to encrypt
5
and a second to decrypt a message. " A spe8. for a morecompletediscussion
l"See Datios
&Price,ch.
oftheunderciphers.A discussion
andpublic-key
of asymmetric
of the
examples
lying
principlesofpublic-keyciphers,including
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satcas.aud
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cial class of asymmetric ciphers are public-key
ciphers, in which the encrypting key need not
be kept secret to ensure a private communication.Rather, Party A can publicly announce
his or her encrypting key, PKA, allowing anyone who wishes to communicate privately with
him or her to use it to encrypt a message. Party
A's decrypting key (SKA) is kept secret, so
that only A or someone else who has obtained
SAandknapsack
alorithms, is giuen
inMartin
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Figure 14.-Federal Standard for Authentication
The DAA Authentication
Process
A cryptsgrapht Data Authentication Algorithm (DAA)
can protect against both accidental and intentional, but unauthorized, data modification.
A Data AuthenticationCode (DAC) is generated by applying the DAA to data as described in the following section.
The DAC, which is a mathematicalfunction of both the data
and a cryptographickey. may then be stored or transmited
with the data. When the integnty of the data is to be verfed,
the DAC is generated on the current data and compared with
the previously generated DAC. If the two values are equal,
the integrity (i.e., authenticity) of the data i. verified.
The DAA detects data modifications
which occur between the initial generation of the DAC and the validation
of the reoad DAC. It does not detect eors which occur
before the DAC is originally generated.
Generatton of the DAC
The Data Authentication Algodthm (DAA) makes use of
the Data Encrypien Standard (DES) cryptographic algodthm
specifiod in FIPS PUB 46. The DES algorithm transforms (or
encrypts) 64-bt nput vectos to 64-bit output vectors using
a cryptographickey. Let D be any 64-b input vector and ansume a key has been selected. The 64-bit vector, 0, which
is the output of the DES atgoithm when DES is applied to
D, using the encpherng operaton, is represented as follows.
=
O e(D)
The data (eg.. record, file, message, or program) to be
authenticated is grouped into contiguous 04-hit blocks: Dl,
D2 ..., Don.If the number of data bits is not a multipte of 64,
then the gnal input block will be a partial block of data, left
justified, with zerosappendedto form a full 64-bgt block.The
calcutaien of the DAC is given by the fol ogin equations
where .+ represents the Exclusive-ORof two Vect? os.
01 - e(DI)
02 - e(D2 n01)
63 e(D3 . 02)
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The DAC is selected from On. Deviceswhich implementthe
DAA shall be capable of selected the leftmost M bits of On
SOURCE:NSS FIPS Publir ton 113. May30, 1985, pp.3-6.
Ifthe encrypting key is publiclyknown, howhis or her decrypting key can easily convert
messages encrypted with PKA back into
plaintext." Knowing the public encrypting
key, even when the encrypted message is also
available, does not make computing the secret
decrypting key easy, so that in practice only
the authorized holder of the secret key can read
the encrypted message.
rpForA and B to have private two-way communiention, two
pairs of keys are required: the "public" encyption keys
PKAerd PK , and the secret decryption keys SKand SK.

ever, a properly encrypted message can come
from any source. There is no guarantee of its
authenticity. It is thus crucial that the public
encrypting key be authentic. An imposter
could publish his or her own public key, PKI

and pretend it came from A in order to read
messages intended for A, which he or she could
intercept and then read using his or her own
SKI. Therefore, the strength of the public-key
cipher rests on the authenticity of the public
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key. A variant of the system allows a sender
to authenticate messages by "signing" them
using an encrypting key, which (supposedly)
is known only to him or her. This very strong
means of authentication is discussed further
in the section on digital signatures below.
The RSA public key is one patented system
available for licensing from RSA Data Security, Inc. It permits the use of digital signatures to resolve disputes between a sender and
receiver. The RSA system is based on the relative difficult y of finding two large prime numbers, given their product. The recipient of the
message (and originator of the key pair) first
randomly selects two large prime numbers,
called p and q, which are kept secret. The recipient then chooses another (odd) integer e,
which must pass a special mathematical test
based on the values of p and q. The product,
n, of p times q and the value of e are announced
as the public encryption key. Even though
their product is announced publicly, the prime
factors p and q are not readily obtained from
n. Therefore, revealing the product of p and
q does not compromise the secret key, which
is computed from the individual values of p
and q./Current implementations of the cipher use keys with 200 or more decimal digits
in the published number N. A more complete
description of the RSA system, including a discussion of its computational security, is given
in appendix D.
Figure 15 shows a simple illustrative example of a public-key cipher based on the RSA
algorithm. This simplified example is based on
small prime numbers and decimal representations of the alphabet. It is important to bear
in mind, however, that operational RSA systems use much larger primes.
The RSA system was invented at the Massachusetts Institute of Technology (MIT) in
1978 by Ronald Rivest, Adi Shamir, and
Leonard Adelman. The three inventors formed

RSA Data Security, Inc. in 1982 and obtained
an exclusive license for their invention from
MIT, which owns the patent. The firm has developed proprietary software packages implementing the RSA cipher on personal computer
networks. These packages, being sold commerdally, provide software-based communication
safeguards, including message authentication,
digital signatures, key management, and encryption. The firm also sells safeguards for
data files and spread sheets transmitted between work stations, electronic mail networks,
and locally stored files. The software will encrypt American Standard Code for Information Interchange (ASCII), binary, or other files
on an IBM personal computers or compatible
machines, and runs on an IBM PC/AT at an
encryption rate of 3,500 bytes per second.
A number of public-key ciphers have been
devised by other industry and academic researchers. Stanford University, for instance,
holds four cryptographic patents, potentially
covering a broad range of cryptographic and
digital signature applications. Some of these
patents have been licensed to various companies for use in their products.'
Digital Signatures
Encryption or message authentication alone
can only safeguard a communication or transaction against the actions of third parties. They
cannot fully protect one of the communicating parties from fraudulent actions by the
other, such as forgery or repudiation of a message or transaction. Nor can they resolve contractual disputes between the two parties.
Paper-based systems have long depended on
letters of introduction for identification of the
parties, signatures for authenticating a letter
or contract, and sealed envelopes for privacy.
The contractual value of paper documents
hinges on the recognized legal validity of the
signature and the laws against forgery.

' Certainpecial value of Ipqlrnbe factored ests--Tree

p and q are nearlyequal,forinstance. Thesespecialcasesneed
tobe avoided
in selectingsuitable keys.Furthermore,it is impurtant
is rememberthat this ciphersystemis no moresecure
than the secrecy if the private key.

-' e companiesincludethe HarrisCorp.,NorthernTelecom,
VISA,Public KeySystems, and Cyink, Lisa Kroeita StanfordOfficeofTechnologyLicensing.personal communication
with OTAstaff, Sept. 9, 190.
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Beforea messagecan be encrypted bythe public-keymethod,itmust be blocked
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B. Creating user A's keys.
ablic end a privatekey,
1, Each user h
endeach key has twoparts To createuser
A's keys,.two peme eumber, cetnmaely
by an
designated P and0, are generated
oyeralor at a centralcomputeror key gener.ttee center(To qualify,a prame number
must pass a special athematical test
Here. P ,7, Q a17.
2 In this simplifiedexample,the w
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w t be theIlet pan of bnth keys. N slns
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Figure 16.-Digital Signatures Using a Public-Key Cipher
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Equivalent functions for electronic documents can be provided by using an asymmetric cipher, such as the RSA cipher,0 to create
a digital signature for a document. This can
both authenticate their contents and also prove
who sent them because only one party is presumed to know the secret information used to
create the signature. If privacy is required, encryption can be used in addition to the digital
signature. However, the "proof" of the signature hinges on the presumption that only one
party knows the secret signing key. If this
secret information is compromised, then the
proof fails.

nature system by substituting his or her own
public key and signature for the real author 's.
This letter of introduction could be accomplished by several means. The system offered
by RSA Data Security, Inc., provides "signed
key server certificates" by attaching the corporation's own digital signature to its customers' public keys. Thus, customers can attach
their certified public keys to the messages they
sign. Note that although a public-key cipher
system is used to set up the digital signature
system, the actual text of the message can be
sent in plaintext, if desired, or it can be encrypted using DES or the public-key cipher.'

The equivalent of a letter of introduction is
still necessary to verify that the correct public key was used to check the digital signature-an adversary might try to spoof the sig-

Figure 16 continues the simplified example
in figure 15 to illustrate the digital signature
technique.

"'Othcrpublic-keyciphersusing differenton-way functions
could providethe mechanism fcc fora ofdigita signature;
however,none arecommercidally
availableat present. Also.it
is possibleto we a symmetricciphersuch as DESin an asymmetric fashion-at least ewosignaturefunctions ofthis type
have beendescribed-butthesefunctionsare moreinconvenient
to use thanthe RSAmethod and require moreadministrative
effort.SeeDavies& Price,oh.9. fora general
treatment
of digital signatures
and alternative methods,

:'Forexample, if theauthor wishes to keep the textofthe
message private, so that only the intended recipient can read
it, he or she can encryptthe signedmessage,usingthe recipient's public key.Then, the recipient first uses his or her own
secret key to decrypt the signed message
andthen uses the
sender's publickey to checkthe signature.In practice,the RSA
digitalsignature system
is used to transmit a DEShey foruse
in enrypting the textofa messagebecauseDEScanbe implemente in hardware andis much faster than using the RSA
algorithm to encrypt text insoftware.

NEW TECHNOLOGIES FOR PRIVATE AND
SECURE TRANSACTIONS
The public-key and digital signature systems
described above have important uses for key
exchange and management, for authenticating messages and transactions, and for permitting enforceable "electronic contracts" to be
made, including electronic purchase orders and
other routine business transactions. Digital
signatures might also be used in equally secure transaction systems that preserve the
privacy of individuals. This would be accomplished by permitting transactions to be made
pseudonymously (using digital signatures,

which would correspond to digital pseudonyms
that could differ for each type of transaction) .2' That is, transactions could be made
without revealing the identity of the individual, yet at the same time making certain that
each transaction is completed accurately and
properly.
'CSee for example David Chaim"Secs&"
Withasttdetd -Atiowc
Transactions systems To Make Big"rother 'bsolete, " Communications
othe
ACM,cl 28,
No.10, October
1985.
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Digital signatures could prevent authorities
from cross-matching data from different types
of transactions or using computer profiling to
identify individuals who have a particular pattern of transactions. Database matching is a
technique that uses a computer to compare two
or more databases to identify individuals in
common (e.g., Federal employees who have
defaulted on student loans). Computer profiling uses inductive logic to determine indicators of characteristics and/or behavior patterns
that are related to the occurrence of certain
behavior (e.g., developing a set of personal and
transactional criteria that make up a profile
of a drug courier). "
Public-key systems make it possible to establish a new type of transaction system that protects individual privacy while maintaining the
security of transactions made by individuals
and organizations. This new system would cre
ate a security relationship between individuals
and organizations in which an organization and
the individuals it serves cooperatively provide
mutual protection, allowing the parties to protect their own interests.
For example, instead of individuals using the
same identification (e.g., Social Security numbers, which are now commonly used on drivers'
licenses, insurance forms, employment records,
tax and banking records, etc.), they would use
a different account number or digital pseudonym with each organization they do business
with. Individuals could create their pseudonyms, rather than have them issued by a central authority. A one-time pseudonym might
even be created for certain types of trans-Por a further discussion of the inplications of computer
database matchingand profiling,see the Officeof Technology
Assessment, Federal Gnement information Technology:
ElectronicR
systems and Individual Priaoy,OTA-CITSd
296 6Vashington,
DC: U.S. GovernmentPoting Office,June
1986).

actions, such as retail purchases. Although
individuals would be able to authenticate
ownership of their pseudonyms and would be
accountable for their use, the pseudonyms
could not be traced by computer database
matching. " On the other hand, the use of numerous digital pseudonyms might make it
more complicated for individuals to check or
review all their records. "
A second difference is the ownership of the
"tokens" used to make transactions. Currently, individuals are issued credentials, such
as paper documents or magnetic stripe cards,
to use in transactions with organizations.
Moreover, the information contained on the
electronic credentials is usually not directly
reviewable or modifiable by the individual who
uses it. In the scheme described above, individuals would own the transaction token and
would control the information on it.
This system illustrates how technological de
velopments and organizational changes can be
used to mitigate potential erosions of privacy
that could result from the widespread use of
multi-purpose smart cards and computer
profiling. However, while the technology and
organizational infrastructures for the latter,
at least, are already fairly well developed, the
practical development of privacy systems is
just beginning.c
a79forceddescription of a -- 5-4: mechanism for pseudonymsis givenin Davidtheumand Jan-HendrikEvertse,"A
Secure an Privacy-Protecting
ProtocolforTransmitting Personal Information BetweenOrganizations, Advancesin Ctp.
togy: Proceedings of Crypta 86, A.M.Odtlyko
(cd.),Sisger.
sumVerlagLectureNotesin ComputerScience,forthcoming,
mer 1987.
e-Chatmeamests ushnpa card computer to manage this
coeplloity lff maintaininga convenientuser interface.Persosnacommnicaion with OTAstae, ebr arv 197.
risetester fr Mathematics and tomputer Sciencein Ama paymentsystemand is
sterdam has recentlydemonstrated
op trialsystems,
David
workingwith Europeangroupsto deve
with 0TAstall, February197.
Chtm.personalcommunication

KEY MANAGEMENT
Key management is fundamental and crucial to encryption-based communication and
information safeguards. As an analogy, one
might say that:

The safety of valuables in a locked box depends as much or more on the care with which
the keys are treated than on the quality of the
lock. It is useless to lock up valuables if the
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key is left lying around. The key may be stolen, or worse, it may be secretly duplicated and
used at the thiefs pleasure.
Key management encompasses the generation of encrypting and decrypting keys as well
as their storage, distribution, cataloging, and
eventual destruction. These functions may be
handled centrally, distributed among users, or
by some combination of central and local key
management. Also, key distribution can be
handled through various techniques: by using
couriers to distribute data-encrypting keys or
master (key-encrypting) keys, for instance, or
by distributing keys electronically using a
public-key cipher. The relative merits of each
mode of key management are subject to some
debate.
For example, some technical experts, including those at NSA, argue that centralized key
generation and distribution, perhaps performed electronically, efficiently ensures interoperability among different users and that
relatively unsophisticated users do not inadvertently use any weak keys that may exist.
NSA has stated that, for reasons of security
and interoperability, it plans to control key
generation for the new STU-III secure telephones (see ch. 5), including those purchased
by private sector users. It is also likely that
NSA will control key generation for equipment
using its new encryption modules.
Some critics of this plan are concerned that
NSA might be required-by secret court order, perhaps-to selectively retain certain
users' keys in order to monitor their communications. Others express concerns that keying material may be exposed to potentially unreliable employees of NSA contractors. At the
very least, the prospect of centralized NSA key
generation has generated some public controversy.

-7Tri oot
is from Lee Noir-.n:
"A Comparison ol Four
"
Key Distribuion Methods,
Telecommunications (Technical
Noei Jnly 1000. pp. 110-1 t5. For a detailed discussion of key
distribution and key management schemes, also see oh 6 of Davies & Price.

On the other hand, the National Bureau of
Standards (NBS) operates on the assumption
that each user organization should generate
its own keys and manage its own key distribution center. In the United States, Federal
standards for protecting unclassified information in Government computer systems have
3
been developed by NBS" which has also
worked cooperatively with private organizations such as the American Bankers Association (ABA) and the American National Standards Institute (ANSfl. Additionally, ABA and
ANSI have developed voluntary standards related to cryptography for data privacy and integrity, including key management. The International Organization for Standardization
(ISO) has been developing international standards, often based on those of NBS and/or
ANSI.' Standards of these types are intended to specify performance requirements
(accountability for keys, assignment of liability) and interoperability requirements for communications among users.
According to some experts, it is technically
possible to handle centralized key distribution
so that the key-generating center cannot read
users messages. If this were done, it would
provide efficient and authenticated key distribution without the potential for misuse by a
centralized authority. However, whether NSA
plans to use these techniques has not been
made public.
In any event, a key distribution center of
some sort is the most prominent feature of key
management for multi-user applications. Such
a center is needed to establish users' identities and supply them with the keys to be used
for communications-usually, with "seed"
keys used to establish individual session keys.
'See, for example,Federal Information ProcessingStandards lWIPSIPublicaions rips PUB 81, 74,and113published
by NBS.
D.Braooad. institute for Computer Science aod Technology, National Bureau of Standards. Information about NBS
and standards development from personal communication with
OTAstaff. Aug 6. i86. For a general discussion of security
standards based on cryptographty see: Deonis K. Oreroaand
Miles E. Said, Integity andSecurity Standards Based on
Cryptooraphy, ' Compoers aod Security, vol. 1, 1982, pp.
255-26 .
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Even in a public-key system, the initial secret
keys must be computed or distributed. NBS
has developed a key notarization system that
provides for authenticated distributed3 keys
and other key management functions. 'NBS
had initiated a process for developing standards for public-key systemsbut is no longer
pursuing this activity.
The traditional means of key distributionthrough couriers-is a time-consuming and expensive process that places the integrity of the
keys, hence the security of the cipher system,
in the hands of the courier(s). Courier-based
key distribution is especially awkward when
keys need to be changed frequently. Recently,
public-key systems for key distribution have
been made available allowing encryption keys
(e.g., DES keys) to be securely transmitted
over public networks-between personal computers over the public-switched telephone network, for example. There continue to be new
developments in public-key cryptography research.'
"1art-.i

ard Stid. op. cir. p. 25,.

Ibid., p. 059.

"S C-ld-mu.s. Mic mid R. 'imL."A Dieial Sign.
tu- Schme Securs
- Agast Adoptive Chosen Message Attack,
MIT I.tob:-Cl. for Computer Science, Rev. Apr. 23.1986.

VOICE AND

To date, the best-known commercial offering of a public-key system to secure key distribution (or other electronic mail or data transfers) is by RSA Data Security, Inc. Other
public-key systems have been developed, some
earlier than RSA, but to date none have yet
gained wide commercial acceptance. Although
RSA initially attempted to implement its algorithm in hardware, their first successful commercial offerings, introduced in 1986, use software encryption. The Lotus Development
Corp., one of the largest independent software
companies, has licensed the RSA patent for
use in future products. RSA Data Security has
also licensed the patent to numerous large and
small firms and to universities engaged in research, as well as to some Federal agencies,
including the U.S. Navy and the Department
of Labor."A new hardware implementation
of several public-key ciphers (including RSA
and the SEEK cipher) was offered commercially in 1986. The chip, developed by Cylink,
Inc., will be used in Cylink's own data encryption products and is available to other vendors
who wish to use it."
cz.
Ie er to OTA staff from JimB!E

DATA COMMUNICATIONS

A number of commercial products, in the
form of hardware devices or software packages,
are available to encrypt voice and data communications. Software-based encryption is
slower than hardware encryption and many
security experts consider it to be relatively
insecure (because, among other reasons, the
encryption keys may be 'exposed' in the computer operations). Still, some commercial users
prefer software encryption because it is relatively inexpensive, does not require additional
hardware to be integrated into their operations,
and is compatible with their existing equipment and operations. However, this section
will deal only with hardware products, in large
part because only hardware products have
been certified for Government use.

oISA Data Secur:ty.

Inc., Feb. 19, too.
"Se' CypheeChipMakesKeyDistribution A Snap. " ie,.
Aug.7, t986, pp. 30-31.
Cr-nks

ENCRYPTION

DEVICES

Since 1977, NBS has validated 28 different
hardware implementations of the DES algorithm (in semiconductor chips or firmware),
but NBS does not validate vendors' software
implementations of the algorithm. In 1982, the
General Services Administration (GSA) issued
Federal Standard 1027, "Telecommunications:
Interoperability and Security Requirements
for Use of the DES. in the Physical Layer of
Data Communications. " At present, equipment purchased by Federal agencies to protect unclassified information must meet FS
1027 specifications; vendors may submit products built using validated DES chips or firmware to NSA for FS 1027 certification. NSA
has a DES endorsement program to certify
products for government use, but plans to dis-
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continue this program on January 1, 1988. As
stated earlier in this chapter, DES products
endorsed prior to this date can be used indefinitely .39
Hardware encryption products use special
semiconductor or firmware devices to implement one or more encryption algorithms. Online encryption (in which data is encrypted as
it is transmitted and decrypted as it is received,
as opposed to off-line encryption in which plaintext is first encrypted and then stored for later
transmission) can be implemented in two ways.
In the first method, called end-to-end encryption, synchronized encryption/decryption devices at the source and destination operate so
that the transmitted information is encrypted
and remains in its encrypted form throughout
the entire communications path. In the second
method, called link encryption, the transmitted
information is also encrypted at the source, and

"rHarold E. Daeizet.Jr., Deputy Director for Information
Security,NSA,enclosure3. page4 in letter S-0033-87to OTA,
Feb. 12.1987.

decrypted and then reencrypted at each intermediate communications node between the
source and the ultimate destination. Thus, the
information is encrypted, decrypted, and reencrypted as it traverses each link along its communications path.
By late 1986, the market research firm
DataPro listed about 30 vendors that were
marketing commercial encryption equipment,
using the DES and/or proprietary algorithms,
and operating at low or high data rates (depending on the product and vendor, encryption data rates can range from about 100 bits
per second up to 7 million bits per second).
These vendors offer 40 or more commercial
products or families of products, mostly for
data encryption, although a few vendors offer
products for voice encryption. Some vendors
specialize in encryption-only products, while
others are data communications service (turnkey) providers offering encryption products
complementing the rest of their product line.
Published prices range from $500 to several
thousand dollars per unit, depending on data
rate and other features.

PERSONAL IDENTIFICATION AND USER VERIFICATION
Background
User verification measures aim to ensure
that those who gain access to a computer or
network are authorized to use that computer
or network. Personal identification techniques
are used to strengthen user verification by increasing the assurance the person is actually
the authorized user.
User verification techniques typically employ a combination of (usually two) criteria,
such as something an individual has, knows,
or is. Until recently, the "has" has tended to
be a coded card or token, which could be lost,
stolen, or given away and used by an unauthorized individual; the "knows" a memorized pass0

Pnti.ts wil notethat the 'peso] identification' systems
in common use donot actually identifya person, rather they
recogoie user basedon pm-enrolled
characteristcs. Theterm
"denktion"is commonly used in the industry, homever.

word or personal identification number, which
could be forgotten, stolen, or divulged to
another; and the "is" a photo badge or signature, which could be forged. Cards and tokens
also face the problem of counterfeiting.
Now, new technologies and microelectronics,
which are harder to counterfeit, are emerging
to overcome the shortcomings of the earlier
user verification methods. At the same time,
these new techniques are merging the has,
knows, or is criteria, so that one, two, or all
three of these can be used as the situation dictates. Microelectronics can make the new user
verification methods compact and portable.
Electronic smart cards, for example, now carry
prerecorded, usually encrypted, access control
information that must be compared with data
that the proper authorized user is required to
provide, such as a memorized personal identification number or biometric data like a fingerprint or retinal scan.
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Merging the criteria serves to authenticate
the individual to his or her card or token and
only then to the protected computer or network. This can increase security since, for example, one's biometric characteristics cannot
easily be given away, lost, or stolen. Moreover,
biometrics permit automation of the personal
identification/user verification process.

cial needs. In the area of biometrics, vendors
have formed an industry association. The International Biometrics Association is beginning to address industry issues including performance and interface standards and testing
and has a standing committee on standards
and technical support.

While false acceptances and false rejections
can occur with any identification method, each
technique has its own range of capabilities and
attributes: accuracy, reliability, throughput
rate, user acceptance, and cost. As with other
security technologies, selecting an appropriate system often involves trade-offs. For one
thing, elaborate, very accurate technical safeguards are ineffective if users resist them or
if they impede business functions. The cost and
perceived intrusiveness of a retina scanner
might be acceptable in a high-security defense
facility, for example, but a relatively lowsecurity site like a college cafeteria might sacrifice high reliability for the lower cost, higher
throughput rate, and higher user acceptance
of a hand geometry reader. In banking, where
user acceptance is extremely important, signature dynamics might be the technology of

In short, the new access control technologies
are moving toward the ideal of absolute personal accountability for users by irrefutably
tying access and transactions to a particular
individual. Some enthusiasts and industry experts foresee great and pervasive applications
for some of the access control technologies,
even to their evolution into nonsecurity applications, such as multiple-application smart
cards (see above). However, a given set of access control technologies cannot, in themselves, fix security problems "once and for all. "
Changes in information and communication
system infrastructures can eventually undermine previously effective safeguards. Therefore, safeguards have a life cycle. It is the combination of attributes, of the safeguard
technique, and of the system it seeks to protect that determines the useful life of a
safeguard.

c o ce . nSre aUil saIes, a h g US
h ou gh puLtate
is extremely important and slower devices
would not be acceptable.

Conventional Access Controls
Password-Based Access Controls

Access control technologies will evolve for
niche markets. Successful commercial products for the defense and civilian niches will look
very different. As of early 1987, there were no
specific performance standards for most of
these user verification technologies, but it is
likely that these will be developed. One incentive for the development of access control
standards, at least for the Government market, is the access control objectives specified
in the so-called "Orange Book. "4'The development of user verification technologies, hewever, is being driven significantly by commer-

The earliest and most common forms of user
verification are the password or passwordbased access controls. The problem is that
passwords can be stolen, compromised, or intentionally disclosed to unauthorized parties.
In addition, trivial passwords can easily be
guessed and even nontrivial ones can be broken by repeated attack." Once stolen or com'Commonpasswordmisusesncludesharing one's assvord
wdnt dos
with otherusers (inelding friendsor co-workers),
the 'secret series ofletters or numbers forrefernce 5ni storin it i. . unsecureplace (examplesof this abound,indcudiP
wrtin passwords or identilcation numbers on the terminlsa
thocselves or on deskblotters,calendars,etc.,or storingthem
in wallets or desk draers), and permittin others to see the
lg-odauthorizatien codebeingkeyedin at Ihe terminal. ome
pasord schemes allow users Is s let the,,own passwords:
whiletis increases the secrecyof the passwords ecausethey
are knownonly by the users trivial passwordchoicescan redue secorityIt the passwors are easy to gues (examplesof
trivial passwords wouldbe a pet name,a birthdate, or lcense
plate number).

Dpartment ofDefenseTrusted Computer System Evaluain Criteria.DepartmentofDefenseStandard DOD5200.28STD,December1985.Section7.4 ofthe OrangeBookspecifies
that individual
accountabilitymust be ensured wheneverelassifed or sensite informationis processed.This objectiseon
compassesthe use ofuser verification,
accesscontrolsoftware,
and audit trails.
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promised, passwords can be disclosed widely
or even posted on electronic bulletin boards,
resulting in broad exposure of a system to unauthorized access. If operating system security is poor, one user who unilaterally compromises his or her own password can
compromise the whole system. An even more
serious weakness is that, because there may
be no tangible evidence of a security breach,
a compromised password can be misused over
and over until either the password is routinely
changed, its compromise is discovered, or other
events occur (e.g., data are lost or fraudulently
changed). To avoid some of these problems,
many modern systems use special procedures
to frustrate repeated incorrect attempts to log
on.
Until the last decade or so all access points
to computer systems could be physically identified, which simplified the system administrator's job of controlling access from them. In
addition, users could be easily defined and their
terminals had limited capabilities. A network
of this type is shown in figure 17.
Now, new network configurations have
emerged, characterized by personal computers

linked to local area networks and connected
by fixed and/or public switched telephone lines,
as shown in figure 18.Users can readily extend the network by connecting modems to
personal computers for pass-through access.
As a result, it is no longer possible to identify all access points. Communication nodes
are no longer controlled exclusively by the
organization when, for example, authorized
users need to gain access from remote locations. While pass-through techniques facilitate
access by authorized users, they can also be
misused. For example, under some circumstances they can be used to defeat even such
security techniques as call-back modems. With
the increased number of network access points,
the intrinsic weaknesses of the password further exacerbate the system's vulnerabilities.
Token-Based Access Controls
Network evolution, therefore, has made user
identification and authentication even more
critical. Some of the new access-control technologies can see through the communications
network to the end user to authenticate him
or her-at least as the "holder' of the proper

Figure 17.-A Description of the Past Network Environment

-SCOPE OF MISCONTROL
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In the past network environment,control of all network resources resided with systems professionals. Typically. fixed-function terminals were direct-connectedto the mainframe or a terminal controller. The communications parameters were specifiedthrough tables in the network
Control program (NCP), also under the direction of the systems group. As a result,the network
was totally under the custodianship of systems professionals.
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In the crrnUfutur, network environment,systems professionalsstill control direct connection to the maintrame. Through
the necctr vtl
progrs (NP), they maintaintho Communications parameters that Control the access through the devices
directly Connected to the mainframe. However,the nature of these devices is changing dramatically.Instead of ixed-function
terminals, they now consist of depadmental minicomputers,local area network (LAN) gateways, and personalcomputers. All
of these devices have the capabily to expandthe network beyond the scope of mainframe ontrol. This environment ini
dates manyof the premises upon which conventional access control mechanisms, such as passwords and call-back modems,
wre based.
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token-regardless of his or her physical location. Within the limitations of current technology, token-based systems are best used in
combination with a memorized password or
personal identification number identifying the
user to the token.
In contrast to the password, token-based
systems offer significantly greater resistance
to a number of threats against the password
system. Many token-based systems are commercially available. By December 1986, two

of these had been evaluated by NSA's National
Computer Security Center (NCSC) and approved for use with the access control software
packages on NCSC's Evaluated Products List.
(See ch. 5 for a discussion of NSA's programs.)
Token-based systems do much to eliminate
the threat of external hackers. Under the tokenbased system, the password has become a onetime numeric response to a random challenge.
The individual's memorized personal identification number or password to the token itself
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may be trivial, but the external hacker will ordinarily not have physical access to the device,
which is usually designed to be tamperresistant and difficult to counterfeit.
Hackers also have been known to make
repeated tries at guessing passwords, or make
use of overseen, stolen, or borrowed passwords.
Repeated attack of the password to the host
is also thwarted because this password is a random number and/or an encryption-based, onetime response from the token. The onetime nature of the host password also eliminates its
compromise through observation, open display, or any form of electronic monitoring. As
soon as a response is used, it becomes invalid.
A subsequent access request will result in a
different challenge from the host and a different required response from the token. An individual user can still unilaterally compromise

the authentication process by giving away his
or her token and memorized identification number. However, in this case, that individual no
longer has access. In this way, the loss of a
token serves as a warning that authentication
may be compromised.
The see-through token (figure 19), used with
a password, is an active device requiring complementary user action. Systems of this type
currently on the market do not physically connect to a terminal, but instead provide a onetime user password for each access session.
Tamper-proof electronics safeguard against reverse engineering or lost or stolen tokens. Some
versions of these devices can challenge the
host, effectively countering attempts at
spoofing.
Two types of see-through tokens are currently available from several vendors: auto-

Figure 19.-The Mechanics of See-Through Security
AUTHENTICATION
DEVICE

oun

Typical flow of events in a see-through security authentication session
1. User requests access to host through terminal or PC; enters user ID.
2. Host catculates random number (challenge) and transmits it to terminal.
3. User identifies himself to authentication device by entering Personal Identification Number (PIN), or through biometdc identification.
4. User enters challenge from host into authenticationdevice. Device uses the security algorithm and the user seed (both in
device memory and inaccessible to the user) to calculate a numeric response.
5. User sends numeric response to host via the terminal.
6. Host calculates a response using the same challenge number, the security algorithm, and the users seed from the secudty
database. Host compares its response to user response. and grants or denies acess.
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matic password generators, synchronized with
the host, and challengelresponse devices, using
numerical key pads or optical character
readers. According to some security consultants, these see-through techniques will be
commonplace by the 1990s."
Incorporating biometrics into these techniques will produce powerful safeguards, but
there are associated risks. If biometric templates or data streams containing biometric
information are compromised, the implications
can be quite serious for the affected individuals because the particular measurements become invalid as identifiers. These risks can be
minimized by properly designing the system
so that biometric data are not stored in a central file or transmitted during the user verification procedure (as they would be in a hostbased lookup mode). For many, therefore, the
preferred operation for biometrics would be in
a stand-alone mode, with the user carrying a
biometric template in a token (like a smart
card). However, tokens can be lost or stolen,
and placing the biometric template on the token removes it from direct control by system
security personnel. For these reasons, some installations, especially very high-security facilities using secure computer operating systems,
may prefer host-based modes of operation. Figure 20 illustrates the differences between hostbased and stand-alone modes for biometrics.
Biometric and Behavioral
Identification Systems
There are three major classes of biometricbased identification systems that are commercially available for user verification and access
control. Since each of these systems is based
on a different biometric principle, they vary
widely in their technologies, operation, accuracy, and potential range of applications.
The three classes are based on scans of retinal
blood vessels in the eye," hand geometry,
''lobe: G.Anderson,DavidC. Clark, andDavidR. Wilson,
SecurJ. - MISWeek,Apr. 7, 1986
"See-Through
197.
tA._1rdg

Idantifzcatto News. Feb.l-

a patenthas been issuedforanothertypeofeye systembased
and Ares
on measurements
ofthe iris and pupil (LconerdFlom
Sai, U.S. Patent4.641,349.Feb. 3. 1987).

and fingerprint identification. In addition,
there are currently three classes of physiological-behavioral identification systems based
on voice identification, keystroke rhythm, and
signature dynamics. Most systems incorporate
adaptive algorithms to track slow variations
in users physical or behavioral characteristics.
Although these adaptive features reduce the
rate of false rejections, some can be exploited
by imposters. Most systems also allow the preset factory threshold levels for acceptance and
rejection to be adjusted by the user. Tables
5 and 6 illustrate some of the characteristics
of biometric and behavioral technologies.
Biometrics is currently in a state of flux:
technologies are advancing rapidly, firms are
entering and leaving the marketplace, and new
products are being tested and introduced.
These technologies are being developed and
marketed by a relatively large group of firms28 at the end of 1986-some are backed by venture capital, and some are divisions of large
multinational corporations. Many other companies were doing preliminary work in biometric or behavioral techniques. Therefore, these
tables and the following discussions of biometric identification systems represent only a
snapshot of the field.
There is evidence of growing interest in biometrics on the part of some Federal agencies.
According to Personal Identification News, defense and intelligence agencies conducted more
than 10 biometric product evaluations in
1986.r
Retina Blood Vessels
Retina-scanning technology for personal
identification is based on the fact that the pattern of blood vessels in the retina is unique for
each individual. No two people, not even identical twins, have exactly the same retinal vascular patterns. These patterns are very stable
personal characteristics, altered only by serious physical injury or a small number of diseases, and are thus quite reliable for biometric identification. Factors such as dust, grease,
"PersonalldentifleationNewn.January 1987, p. 25
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with terminals instead of users. An organization may require fewer devices i n this' mode, and the deuices do not need to be
portable.
Cons:
The biometru
coformation can be compromised in transmission or storage. Encrypted informaion can be diverted and attacked -pOIIEg:alle.

STAND-ALONE BIOMETRICS
f~l

BIOMETRIC
DEVICE
HOST
TERMINAL

DAML

tHS

PATH OF BIOMETRIC INFORMATION
Descripion of authentication session
The user requests host access through the terminal, and enters his user 1D. The host calculates a random challenge and
sends the challenge to the user terminal. The user identifies himself to the biometc see-throughdevice through biomebic
input. The user then notors the random challenge into the devioe. The device calculates a response based on the algorithm
and the user's algorithm seed. The user enters the response into (he terminal for transmissionto the host. The host performs
the same calculations, obtaining the user's algorithm seed from the algorithm seed data file, and compares the responses.
Access is granted or denied.
Pros:
No Iransmission or remote storage of the biometrde information is required; the intformanonis only maintained locallyin
the devise itsel. Also. the device does not need to be designed for connection to any particular terminal.
Cons:
Individual bometri devices am needed for each user, and the devices must be portable. This could resultin an expensive
implementation.Also, administrative issues may be more diffcult to resolve in the stand-alone configuration. For example,
a device malfunctionmay result in access denied to a user; in the host-based configuration, the user would gain access through
an alternate device0U000 -1
- -- . -uIdC
riou Is 000 omirr- row
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Table 6.-Configurations and Applications of Biometric Devices
Configurations
Applications
Off-lineOn-line:
Law
Financial
host
Physical Computer
reference templates stored
In device On mag stripe On tC. card data base security security enforcement transaction
8
B
u
u
B
............... U
Eyrtefina
u
D
u
u
u
.
D
Fingerprint........
ua
aB
Hand geometry .........
D
D
o
B
Voi .................
B
B
B
Keystroke dynamics ......
B
B
u
U
u
D
U
Signatur...............
noront
UInienlar ue by indstyn
IcBela lostassbyindusy or soenmet
D = In Deovolomont
as of April1987,
Benjamin
Miller,prepared
undercontract
to OTA,October1986.Dataupdated
SOURCE:

and perspiration that can make fingerprint
techniques difficult do not affect retinal scanning, and injuries to the hand or fingers are
more common than severe eye injuries.
At present, only one firm produces a retinascanning identification device. One of its current models, mainly used for physical access
control, was introduced in September 1984.
Subjects Iook into an eyepiece, focus on a visual
alignment target, and push a button to initiate the scan (done using low-intensity infrared
light). The retinal pattern scanned is compared
with a stored template and identification is
based on a score that can range from _1 to
+1, depending on the degree of match. A new,
low-cost version introduced at the end of 1986,
uses a hand-held unit (the size of a large paperback book). It is intended for controlling access to computer terminals.
Potential applications are varied, but early
purchasers are using the system for a range
of uses, from physical access control to employee time-and-attendance reporting. Installations for physical access control have included a national laboratory, banks, a state
prison, office buildings, and hospital pharmacy
centers. According to the trade press, 300 units
of the system had been shipped to end-users,
original equipment manufacturers, and dealers
by early 1986.'" Some overseas users are also
beginning to order the systems.

N-d

iden

atficaion
Ne-, April 1986.

While retina scanning is fast, accurate, and
easy to use, anecdotal reports suggest that the
technique is perceived as being personally more
intrusive than other biometric methods. Nevertheless, at the end of 1986, retinal technology
accounted for the largest installed base of biometric units."
Hand Geometry
Several techniques for personal identification using aspects of hand geometry were under
development or in production as of early 1986.
First developed in the 1970s, more than 200
hand geometry devices are in use nationwide.
The oldest hand geometry technique was
based on the length of fingers and the thickness and curvature of the webbing between
them. Other techniques use the size and proportions of the hand or the distances between the
joints of the fingers, infrared hand topography, palm print and crease geometry, or transverse hand geometry (viewing the sides of the
fingers to measure hand thickness as well as
shape). Some of these techniques combine the
biometric measurement with a personal identification number. The biggest measurement
problems with these devices involve people
who wear rings on their fingers or whose
fingers are stubbed or swollen.
The use of hand geometry systems was
limited initially to high-security installations
because of the cost and physical size of the
7PV-d cdenuimsa, News, January1987,P.3.
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equipment. However, technological advances
have lowered equipment costand size,
thus extending the market to medium-security facilities, such as banks, private vaults, university
food services, and military paycheck disbursing. According to vendors, users include insurance companies, a jai alai facility, engineering
firms, and corporate offices. At the same time,
more sophisticated systems being developed
for high-security areas, such as military and
weapons facilities, use a television camera to
scan the top and side of the hand.
Fingerprints
Fingerprints have been used to identify individuals since the mid-18OOs." Manual fingerprint identification systems were based on
classifying prints according to general characteristics, such as predominant patterns of
loops, whorls, or arches in the tiny fingerprint
ridges, plus patterns of branches and terminations of the ridges (called minutiae). Fingerprint file data were obtained by using special
ink and a ten-print card; fingerprint crosschecking with local and national records was
done manually. The cross-checking process began to be automated in the late 1960s and by
1983 the Federal Bureau of Investigation (FBI)
had converted all criminal fingerprint searches
from manual to automated operations. 'g
Some State and local law enforcement agencies are also beginning to automate their fingerprint records at the point of booking.
Several firmssell fingerprint-based systems
for physical access control or for use in electronic transactions. The systems generally
operate by reading the fingerprint ridges and
generating an electronic record, either of location of minutia points or as a three-dimensional, terrain-like image. The scanned live
print is compared with a template of the user's
'IFe a omptete dluronon ot fineprint
identnifiatio
teehniques
ee.:"Fingerprint
Identtfntln, " U.S.Depaement of

1nttce. Federal Bu,,,n of nventigation
rid);
andThe Science

ot Fingerproms.
U.S. Department ofJustice,
Federal Bureau
ofInvestigation, (Washington,
DC:U.S.
Government
Printing
Office, Rev,. t 12r84
{'arle" D.Neudofer.
"Fingerprint_ _-c-5tuo:
Progress
inthe FB l's Identification Division.
FBiLaw Enforcement
Riiein. March 1986.

prerecorded print. The user is verified if the
recorded and live print match within a predetermined tolerance. Alternative modes of operation use an individual password, identification number, or a smart card carrying the
template fingerprint data. Costs vary according to the system configuration, but they are
expected to fall rapidly as more systems are
sold and as very large scale integrated (VLSI)
technology is used.
By mid-1986, about 100 fingerprint-based
systems had been installed, mostly in highsecurity facilities where physical access or sensitive databases must be reliably controlled.
Some units, however, have been installed in
health clubs, banks, and securities firms, either to control access or for attendance reporting. Also, firms are beginning to find overseas
markets receptive. Potential applications will
be wider as the price and size of the systems
decrease. The bulk of near-term applications
are expected to be mainly for physical access
control, but work station devices are
progressing.
Voice Identification
Subjective techniques of voice identification
-listening to speakers and identifying them
through familiarity with their voices-have
been admissible evidence in courts of law for
hundreds of years.'" More recently, technical
developments in electronics, speech processing, and computer technology are making
possible objective, automatic voice identification, with several potential security applicat
tions and important legal implications. The
sound produced by the vocal tract is an acous' .tircr and theoretical discussion of voiceidentification
and its legal applications ean be found in: Oscar Tor Voice
identification: Theory and Legal A*-ra,.ea. I Baltimo, ht D:
Uniet ity Park Press, 1979).

'*Althoughcourts in several jurisdictions have ruled that
socepints
are scientifically
unreliable,courts in some States.
includinoMaine,Massachosetts, and RhodeIsland, consider
them to ho reliableevidence.A recentrulingbYthe Rhodeisland SupremeCourtalloweda jury to considerevidenceofvoiceprint comparisons and to decideitself on the reliabiity ofthat
evidence,noting that, "Thebasic scientifictheoy involvedis
that ereryhumanvoiceis uniqueand that the qualitiesofuniqueness can be electronically reduced . .. ' ISte V. Wheeler,
84,
86-C, A,. JrIy 29. i519 Soor Fn'su'.:-tr

August

1985.

p.2.
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tic signal with a phonetic and linguistic pattern that varies not only with the speaker's
language and dialect, but also with personal
features that can be used to identify a particular speaker.

ance of another person's signature-raises substantial barriers to the use of static signatures
(i.e., recognizing the appearance of the signed
name) as a secure means of personal identification.

Voice recognition technology has been
around for some time, but personal identification systems using it are just beginning to
reach the market, mainly because of the formerly high cost and relatively high error
rates. 'Some large electronics and communications firms have experimented with voice
recognition systems for many years, but are
just now developing systems to market."

Newer signature-based techniques use dynamic signature data that capture the way the
signature is written, rather than (or, in addition to) its static appearance, as the basis for
verification. The dynamics include the timing,
pressure, and speed with which various segments of the signature are written, the points
at which the pen is raised and lowered from
the writing surface, and the sequence in which
actions like dotting an "i" or crossing a Y
are performed. These actions are very idiosyncratic and relatively constant for each individual, and are very difficult to forget

An important distinction should be made
here between technologies to understand
words as spoken by different individuals
(speech recognition) and technologies to understand words only as they are spoken by a single individual (speech verification). Voice identification systems are based on speech
verification. They operate by comparing a
user's live speech pattern for a preselected
word or words with a pre-enrolled template.
If the live pattern and template match within
a set limit, the identity of the speaker is verified. Personal identification numbers are used
to limit searching in the matching process.
According to manufacturers and industry
analysts, potential applications include access
control for computer terminals, computer and
data-processing facilities, bank vaults, security systems for buildings, credit card authorization, and automatic teller machines.
Signature Dynamics
A person's signature is a familiar, almost
universally accepted personal verifier with
well-established legal standing. However, the
problem of forgery-duplicating the appear"'Thebasics of most voicesystems can be traced to work
over the past 20 years at AT&TBellLaboratories. Pesonal
Identfication News, October 1985.
SeeTosi,"Fingerprint Identification. " U.S. Department of
lustice, Federal Bureau of Investigation (rid; and TheScience
o Figearprints,U.S. Department of Justice, Federal Bureau
of Investigation 5Vashington, DC:U.S. Government Printing
Office,Rev.12/84),ch. 2.
'Personal Identification News, January 1986.

A number of companies have researched signature dynamics over the past 10 years and
several have produced systems for the market. The systems consist of a specially instrumented pen and/or a sensitive writing surface. Data are captured electronically and
processed using proprietary mathematical algorithms to produce a profile that is compared
with the user's enrolled reference profile or template. The systems work with an identification
number or smart card identifying the profile
and template to be matched.
Prices for these systems are relatively low
compared with some other identification technologies. Combined with the general user
acceptability of signatures (as opposed, say,
to fingerprinting or retinal scans), this is expected to make signature dynamics suitable
for a wide range of applications.' Potential
financial applications include credit card transactions at the point of sale, banking, automatic
teller machines, and electronic fund transfers.
Systems are currently being tested in bank"Several signature dynamics systems have adaptie features that cao alce apecoe's sigeature to vary sowly over
rime;enrolleent procedures require severalsignatures to set
the reference signature profle and users are perotited more
than one (usually two)signature attempts for identifcation.
6StGorgeWarfel, 'Signature Dynamics: The Coming ID
Method, Data ProcessingandCommunications&-esrik., vol.
8, No.1. tn.d.)
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ing (check cashing) and credit card applications, where they might eventually replace dialup customer verification systems. "Systems
connected to a host computer could also provide access control as well as accountability
and/or authorization for financial transactions
and controlled materials, among other uses.
Keyboard Rhythm
Early work, beginning in the 1970s, an user
verification through typing dynamics was done
by SRI International and, with National Science Foundation (NSF) funding, the Rand
Corp."In 1986, two firms were developing
commercial personal identification systems
based on keyboard rhythms for use in controlling access to computer terminals or microcomputers, including large mainframe computers
and computer networks, One of the firms acquired the keystroke dynamics technology
from SRI International in 1984 and contracted
with SRI to develop a product line. In 1986,
the firm reported that it was developing 11
products configured on plug-in printed circuit
boards and that it planned to test these products in several large corporations and Government agencies in 1987. By mid-1987, the firm
had contracts with over a dozen Fortune 500
corporations and five Government agencies to
test its products."" A researcher in the second
1bd.
'it. Stoklon c-ainn-.w'.t'snoeLsowski. S. Jam P-s. nd
Noonen Shapiro. Anthenticato-n by Keystroke Timung: Some
Preliminey ResnltsR-2526 'N SF. The RANDCorp.. Sante

tor.. CA. May 1980.
"'Re
s.n.
-o
internmtional

naoIrss Syoten Cor,
sonat nnmnunitatno with OTA rtaff, Aug. 4. 1987.

p-
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firm, who had received an NSF grant in 1982"
to investigate typists' "electronic signatures,
formed a venture corporation in 1983 to commercialize an access control device based on
the technique. He was awarded a patent in late
1986.
Keyboard-rhythm devices for user verification and access control are based on the premise that the speed and timing with which a person types on a keyboard contains elements of
a neurophysiological pattern or signature that
can be used for personal identification.YThe
stored "user signature" could be developed explicitly or so that it would be transparent to
the user-perhaps based on between 50 and
100 recorded log-on accesses or 15 to 45 minutes of typing samples if done openly and
explicitly, or based on several days of normal
keyboard work if done transparently (or surreptitiously). The stored signature could be updated periodically to account for normal drifts
in keyboard rhythms. These types of devices
might be used only at log-on, to control access
to selected critical functions, or to prevent
shared sessions from occurring under one user
log-on. The prices of these systems depend on
their configuration: current estimates range
from $1,000 for a card insert for a host computer capable of supporting several work stations to $10,000 for a base system that could
store 2,000 user signature patterns and support four channels that communicate simultaneously.
nonDorspeculate that this method wouldonly be effective
for experienced typists, rather than erratic 'hunt and peck"
novices,but at least one ofthe inms claims that the method
can be implemented
for use by slowor erratictypistsas well.

ACCESS CONTROL SOFTWARE AND AUDIT TRAILS
Once the identity of a user has been verified,
it is still necessary to ensure that he or she has
access only to the resources and data that he
or she is authorized to access. For host computers, these functions are performed by access control software. Records of users' accesses and online activities are maintained as
audit trails by audit software.

Host Access Control Software
To provide security for computer systems,
networks, and databases, user identifications
and passwords are commonly employed with
any of a number of commercially available addon software packages for host access control,
Some have been available since the mid-to-late
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Box D.-Host Access Control Software
A number of host access control software packages are commercially available that work with
a computer's operating system to secure data and the computing resources themselves. Access control software is designed to offer an orderly method of verifying the access authority of users. As
such, it can protect the system, its data, and terminals from unauthorized users and can also protect
the system and its resources from unauthorized access to sensitive data and from errors or abuses
that could harm data integrity.
Access control software intercepts and checks requests for system or database access; the various commercial packages vary in the ways they check requirements for authorized access. Most
require both user identification and a password to allow access; the user's identification determines
his or her level of access to the system hardware and files. Passwords may be changed from time
to time, or even (in some systems) encrypted. To prevent unauthorized users from guessing passwords, most of these systems limit the number of incorrect access attempts before lagging the user
off and sending a security alert message (including the user's identification number). Some packages generate their own passwords; these tend to be more difficult for intruders to guess, but also
are more difficult for authorized users to remember. The data files containing user identification
numbers and passwords are critical to system security because knowledge of correct identification
number and password combinations would allow anyone access to the system and its most sensitive
files. Therefore, some access control packages do not allow even security administrators to know
user passwords-users set up their own, or the system generates the passwords, which may change
frequently. The structure of system-generated passwords is being studied to make them easier to
remember.
Access control software packages allow for audit features that record unauthorized access attempts, send violation warning messages to security, and/or log the violator off the system. Other
audit features include keeping a log of users' work activities on a daily basis, printing reports of
use and violation attempts, and allowing security officers to monitor users' screens. These packages
can also be used in conjunction with special facility-specific security access controls implementing
other restrictions (time-of-day, database, file, read-only, and location/terminal) written in custom
code to fit the application environment. Versions of access control software packages are currently
available to protect a variety of manufacturers' mainframe operating systems and minicomputers.
Development of software for commercial host access control began in the early 1970s. Currently,
there are more than 24 software packages from different vendors. These packages are designed to
work with a variety of host configurations (CPU, operating system, storage space, interfaces to
other system software).
SOURC: DaPrs Resrh

Corp.,-AllAboutHst A-s-,, C-1sel sssnare., - IS5-00n, J..e1985.

1970s. (See box D.) As of 1986, three access
control software packages were market leaders: RACF, with some 1,500 installations since
1976; ACF2, developed by SKK, Inc., and marketed by the Cambridge Systems Group, with
more than 2,000 installations since 1978; and
Top Secret, marketed by the CGA Software
Products Group, with more than 1,000 packages installed since 1981.'
"DataPro, reported in GoernentComputerNews,Dec. 5.
1986,p.40.

In all, more than two dozen software packages are being marketed, some for classified
applications. These packages vary widely in
their range of capabilities and applications, and
are usually either licensed with a one-time fee
or leased on a monthly or yearly basis. Fees
and maintenance can range from several hundred dollars up to $50,000 per year.
Instead of the "add-on" software packages
mentioned above, the operating systems of
many computers include some level of access
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control built into the basic system software.
Most of the built-in systems offer features comparable to the add-on systems designed for
commercial use." The number of new computer operating systems incorporating access
control and other security features is expected
to increase.
Commercial access control software packages commonly rely on users memorizing their
identification numbers or passwords keyed
into the terminal. Thus, they tend to rely on
the "something known" criterion for security.
They also tend to permit a single individual-in
principle, the security officer-access to the
central files containing users' authorization
levels and, although less prevalent in newer
systems, their users' passwords. A characteristic of the higher security packages is that
they are designed for applications in which
users with varying levels of authorization are
using a system containing information with
varying degrees of sensitivity. An example is
a system containing classified information,
where some is classified "confidential" and
some "secret."
NSA's National Computer Security Center
(NCSC) has provided Federal agencies with criteria to evaluate the security capabilities of
trusted computer systems. According to the
NCSC definition, a trusted computer system
is one that employs sufficient hardware and
software integrity measures to allow its use
for processing simultaneously a range of sensitive or classified information. The trusted
system criteria contained in the so-called
"Orange Book, " developed by NSA, define
four classes of security protection. These range

"S. LIpner,personal communication with OTAstaff, Dec.
24 198.
O_.itnent of Defense Trusted Computer sytm Foals'
ationCriteria. Department of DefenseStandard DuD 5200.2&STD,December1985.TwocompanionDoD documentsr'YellowBooks)summarizethe technicalrationalebehindthe comand offerguidancein applyingthe
puter securityrequirements
standard to specfic Federalapplcations: CompnterSerorirr
Requirements-Guidance for Applying the Departnatof De-

fense Trusted ConputerSystem Evaluation Criteriain Specific
June 25, 1985;and Telnircal
Envienments, CSC-SD-003-85,
Rationale Bebind C-C'ST'tx-r5"CompoterSeuarrRequire
aeats, C .-"f:tIc June 25, 1985.

from Division D (minimal protection) up
through Class Al of Division A (verified protection). NCSC also evaluates access control
software products submitted by vendors and
rates them according to the Orange Book categories. The evaluations are published in the
Evaluated Products List, which is made available by NCSC to civilian agencies and the public. As of May 1987, eight products had received NCSC ratings and more than 20 others
were being evaluated.
Despite their importance to host computer
security, particularly for classified applications, a detailed look at trusted operating systems is beyond the scope of this OTA assessment. A number of computer security experts,
including those at NSA, consider trusted operating systems to be crucial to securing unclassified, as well as classified, information. They
consider access controls to be of limited value
without secure operating systems and the
NCSC criteria, at least at the B and C levels,
to be of significant value in both classified and
commercial applications." However, other
computer security experts have questioned
whether design criteria appropriate for classified applications can or should be applied to
commercial applications or even to many unclassified Government applications. (See ch.5.)
The recent debate over the applicability of
what some term the 'military' model to commercial computer security"had progressed
to the point where plans were made for an invitational workshop on this topic to be held
in the fall, 1987."This specific area of concern illustrates the issue of whether or not it
"HaroldE.Deks, Jr., NSAS-0022-87,
Jan.
21. 1987.Safeguards
currendy
usedby the private
and civilsectorshave reratings.
ceined -and C-level
andD,%idR.Wilson.
"A
"Se, for example, David D.Clark
PolComparison
ofCommercial
andMilitaryComputerSecurity
icies, " Ra-aedogs 1987IEEE Symposium onSereiy and
forElectricaland Electronic
Privacy
(Oakland, CA:Institute
9
4rergsr27-29, 19B7).
no
ah[s~op
on Integrity PolicfOrsampuctvoer'be held at SestleyCollete, ' aa. MA
MA
tins Systems will
I t is being organizedby Ernst & whfuev.
in the fall, 1987.
forCompting
Machinand isco-sponsoredby the Assocation
ety. the Institute for ElectricalandElectronicEngineers, the
Naional
BueauofStandards,and the NationalComputerSecocityCenter.
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is in the Nation's best interests to assign to
one agency-namely, NSA-the task of meeting all the needs of the Government civilian
agencies and the private sector while continuing to carry out its other missions. These concerns will be raised again and explored in chapters 5 and 7.
Audit Trails
Another major component of computer security, usually part of a host access control system, is the ability to maintain an ongoing record of who is using the system and what major
actions are performed. The system's operators
can then review this "audit trail" to determine
unusual patterns of activity (e.g., someone consistently using the system after office hours)
or to reconstruct the events leading to a major error or system failure.
In the past few years, software has begun
to combine auditing with personal identification. An audit log can record each time a user
seeks access to a new set of data. Figure 21
shows a sample audit log. Audit trail software
is routinely recorded on most mainframe computers that have many users. Such software
is available but seldom used on similar
minicomputers, in part because it slows down
the performance of the system and is only
rarely available for microcomputers.
Audit trails are among the most straightforward and potentially most effective forms
of computer security for larger computers and

multi-user minicomputers. However, the fact
that they are easily available for these machines does not mean that they are effectively
used. Many system managers either do not use
the audit trails or rarely if ever review the logs
once generated. For example, OTA found that
only 58 percent of 142 Federal agencies surveyed use audit software for computers containing unclassified, but sensitive information.
Only 22 percent use audit software for all of
their unclassified, but sensitive systems."
Similarly, a 1985 General Accounting Office
(GAO) study that examined 25 major computer
installations found that only 10 of them met
GAO's criteria for use of audit trails."
Part of the reason why audit trails are not
more widely and effectively used is that they
tend to create voluminous information that is
tedious to examine and difficult to use. Technical developments can ease this problem by
providing tools to analyze the audit trail information and call specified types or patterns
of activities to the attention of system security officers. Thus, it would not be necessary,
except in case of a disaster, to review the entire system log.
.:incwr,,,a"

Security, Inc.. "','ee:ilitib_ of Public

Telecommunications
SystemsTo UnauthorizedAccess,- OTA
contractor resor, November1986.
woldsm. Frankin, GeneralAccountingOffice,staement
on Automated Information Syte Securiy in FedesalCivilian Agencies,beforeHouse Commitee onScience and Technology.Subcornittee on Transporastion, Aviation,and Materials, 99th Cong..Ist. sess., Oct. 29. 1985.

ADMINISTRATIVE AND PROCEDURAL MEASURES
Important as technical safeguard measures
like the ones that have been described above
can be, administrative and procedural measures can be even more important to overall
security. For example, encryption-based communications safeguards can be rendered use-

less by improper management of"secret" encryption or decryption keys (see below). In the
field of computer security, technical measures
of the types mentioned above are almost useless if they are not administered effectively.
While they can only be raised briefly here, some
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of the most important aspects of computer
security administration include:
Maintaining a Written Security Policy
and Assigning Responsibilities for Security. Many organizations simply do not
have a policy regarding computer security,
or the policy is unavailable to computer
users, or the policy is not followed. Computer security experts report that one of
the most important factors in encouraging good computer security is for users
to know that management is indeed committed to it. Also, it is important that each
individual in the organization be aware
that protecting information assets is part
of his or her responsibility.
PasswordManagement.Password-based
access control systems are much less effective if computer users write their passwords on the wall next to their terminal,
if they choose their birthday or spouse's
name as their password, or if passwords
are never changed. Thus, policies to encourage reasonable practices in password
systems are not only essential, but are
proce"Fr a more completediscussion of administrative
Offce ofTechduresfor computersecurity,see U.S.Congress,
nology Assessment. Federal Government InformationTee/Oversight,
ogy: Management, Security, and Congressional
OTA.CIT297
(Washington, DC:U.S. Government Printing Ofthe GeneralAccountingOffice, February1986).Additionally,
idenhas issuedmany reportsoverthe lastdecade
fice(GAO)
tiing major information security problems and surveying
in ormation security prctces in Federal agencies (see tables
list ofsome
reportfora selected
4-5 in theFebruary186 OTA
of theseGAOreports).

*

*

*

*

*

probably one of the simplest and most neglected ways to enhance security.
Reviewing Audit Trails. Similarly, audit
software is of little value unless the logs
created by its use are reviewed.
Trainingand Awareness. Relatively simple programs can help users understand
what kind of security problems the organization faces and their role in enhancing
security.
PeriodicRisk Analyses. Such an analysis
involves examining each computer system, the sensitivity of the data it handles,
and the measures that are in use or should
be considered to protect the system.
Personnel Checks. Organizations may
wish to avoid putting employees with certain kinds of criminal records or financial
problems in jobs with access to sensitive
information. It maybe difficult, however,
to perform such checks without raising
concerns about employee privacy.
MaintainingBackup Plans and Facilities.
Many organizations do not have any policy or plans for what to do in the event
of a major disaster involving an essential
computer system. For example, in 1985
only 57 percent of Federal agencies had
(or were in the process of developing)
backup plans for their mainframe com0
puter systems.

-DTA'rtifimOTA'sFederalAgencyRequest given in ch. 4
of FederalGovernmentlnformation Technology. Management
Oversight,
OTA-CIT-507 eshSecurity, and Congressional
PrintingOfce, February1986).
ington,DO U.S. Government

COMPUTER ARCMITECTURES
The computer itself has to be designed to
facilitate good security, particularly for advanced security needs. For example, it should
monitor its own activities in a reliable way, prevent users from gaining access to data they
are not authorized to see, and be secure from
sophisticated tampering or sabotage. The national security community, especially NSA,
has actively encouraged computer manufacturers to design more secure systems. In par-

ticular, NCSC has provided guidelines for secure systems and has begun to test and
evaluate products submitted by manufacturers, rating them according to the four security divisions discussed above. A more thorough discussion of secure computing bases is
beyond the scope of this assessment.
While changes in computer architecture will
gradually improve security, particularly for
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larger computer users, more sophisticated architecture is not the primary need of the vast
majority of current users outside of the national security community. Good user verifl-

COMMUNICATIONS

LINKAGE SAFEGUARDS

In the past few years it has become increasingly clear that computers are vulnerable to
misuse through the ports that link them to
telecommunications lines, as well as through
taps on the lines themselves. Although taps
and dial-up misuses by hackers may not be as
big a problem as commonly perceived, such
problems may grow in severity as computers
are increasingly linked through telecommunications systems. Similarly, computer and other
communications using satellite transmissions
motivate users to protect these links.
Port-Protection

cation coupled with effective access controls,
including controls on database management
systems, are the more urgent needs for most
users.

Devices

For some computer applications, misuse via
dial-up lines can be dramatically reduced by
the use of dial-back port protection devices
used as a buffer between telecommunications
lines and the computer. The market for these
is fairly new, but maturing. Some products are
stand-alone, dial-back units, used for singleline protection; others are rackmounted, multiline protection units that can be hooked up to
modems, telephones, or computer terminals.
Some 40 different models of commercial dialback systems were being sold in 1986, with
prices ranging from several hundred to several thousand dollars (on the order of $500 per
incoming line), depending on the configuration,
features, and number of lines protected. Some,
but not all, models offer data encryption as a
feature, using DES and/or proprietary algorithms.
In addition to these dial-back systems, security modems can be used to protect data communications ports. These security modems are
microprocessor-based devices that combine
features of a modem with network security features, such as passwords, dial-back, and/or encryption. Security modems featuring encryp-

ion must be used in pairs, one at each end with
the correct encryption key and algorithm to
encrypt and decrypt communicated data and
instructions. About 20 different models of commercial security modems were available in
1986, with various combinations of features,
such as password protection, auditing, dial
back, and/or encryption. Security modems
featuring encryption offer the DES and/or proprietary encryption algorithms.
According to DataPro Research Corp., the
market for security modems has been in a period
ofrapid change since the early 1980s-new and
advanced products have been introduced, more
users have adopted remotely accessible data
operations, and prices have continued to fall.
Prices for security modems range from less
than $500 to almost $2,000, depending on the
features included.
An example of the use of this type of port
protection follows: When a remote user wants
to logon to the machine, the security modem
is programmed to answer the call, ask for his
or her log-on identification and password, and
then (ifthe identification and password are
proper) call back the computer user at the location at which he or she is authorized to have
a terminal. There may be some inconvenience
in using the device, however, if authorized computer users frequently callfrom different phone
numbers. In addition, there are ways to thwart
dial-back modems, such as using "callforwarding" at the authorized user's phone to
route the computer transmission elsewhere to
an unauthorized phone or user.
Dial-back devices are generally considered
too inconvenient to use for one very important
application: large-scale database applications,
such as commercial credit reporting services.
These services can receive thousands of calls
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a day from terminals in banks and credit bureaus seeking to verify a person's credit worthiness, often prior to a loan or establishment
of a line of credit. The use of dial-back devices
for such an application are time-consuming and
costly, and are difficult to administer given the
number of terminals that would have to be connected to the devices. Thus, those who illegally
obtain passwords to access these systems can
now use them relatively easily.
Other technical measures may be useful for
large public database systems, however. For
example, remote terminals in retail stores could
be equipped to perform a coded "handshake"
with the host computer before they can gain
access to the database. Or, as the telecommunications network evolves toward wider use
of digital signaling equipment, it will increasingly be possible for host computers to know
the phone number of the person trying to gain
access and thus to check that phone number
against its list of authorized customers.

addressed, providing selective access to the
programming. Scrambling techniques are also
being used by some providers of point-tomultipoint satellite data networks. Since these
transmissions are typically digital, more effective encryption systems can be used. In some
cases, a device using the Data Encryption
Standard is provided in the subscribers' receiver equipment and key distribution is accomplished in real time to selected end users
(i.e., to those who have paid to receive the
broadcast) .7'
The Department of Defense has had continuing concerns for the vulnerability of satellites to interception and other misuse. The Senate Committee on Appropriations approved
funds in 1986for the first year of a 5-year plan
developed by NSA that would enable DoD to
reimburse satellite carriers for installing encryption equipment to protect their transmissions.
Fiber

Satellite

Safeguards

In the military, highly directional antennas,
spread-spectrum modulation, and laser communication are among the measures used or
contemplated to protect satellite signals from
unauthorized reception. Other methods range
from analog scrambling to full digital encryption. For encryption, equipment costs and operational complexity tend to inhibit the widespread deployment of elaborate encryption
techniques. This is particularly true for pointto-multipoint networks, where the expense of
providing a large number of end users with
decryption equipment may not be worth the
cost.
The current trend is toward the implementation of security by some service providers.
For example, the video industry, one of the
largest users of satellite capacity, has begun
to use analog scrambling techniques to discourage casual theft of service. Methods for
encrypting video signals range in complexity
from line-by-line intensity reversal to individual pixel scrambling. Decryption keys may be
broadcast in the vertical blanking interval. In
some systems, individual subscribers can be

Optic Communications

Fiber optic communications links provide an
important barrier to misuse, because more sophisticated means are required to eavesdrop.
Further, means are available to detect some
forms of misuse.
Common Carrier Protected Services
Several common carriers encrypt their microwave links in selected geographic areas as well
as their satellite links that carry sensitive Goveminent communications. These protected
services are largely the result of NSA and GSA
procurements beginning in the 1970s. Much
of the following discussion is excerpted from
the OTA contractor report, "Vulnerabilities
of Public Telecommunications Systems to Unauthorized Access, prepared by Information
Security Incorporated, November 10, 1986.
7'NotethatheElectronic Commuications Privacy
Act of
1986(Public
Law99-508)
madethe private
useof'backyard"
earthstations
legalforthe purpose
ofreceiving
certain
satellite transmissions, unless
itis orthe purpose
ofdirector indirectcommercial
advantage
or for privategain.
,8e U.S. Senate, Committee
onArmedServices,
National
Defense
Authorization
Actfor FiscalYear 1987.
Report
99-33
toaccompany
S.2638.99th
tCng..2dess., July
8,1986,
p.295.
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The latest transmission technology using fiber optics is difficult to intercept because the
information signal is a modulated light beam
confined within a glass cable. NSA judges both
cable and fiber media to provide adequate protection for unclassified national securityrelated information.
American Telephone & Telegraph Co. (AT&T)
protects its microwave links in Washington,
D. C., New York, and San Francisco. Major
routes are being expanded with fiber optics.
Protected service is available in areas designated by NSA and private line service can be
offered over selected fiber and cable routes. In
addition, customized encryption can be installed on selected microwave and satellite circuits for particular customers."
MCI offers protected terrestrial microwave
services in those areas specified by NSA. In
addition, MCI offers customers the option of
protected service in many other major metropolitan areas. These customers can order protected communications throughout the MCI
portion of the circuit, using MCI fiber optic
system, encrypted terrestrial microwave,
and
t
the MCI-encrypted satellite network.
U.S. Sprint, which reached 2.5 million customers or about 4 percent of all long-distance
customers in 1986, intends to create an all-fiber
network by the end of 1987 that the company
expects will carry more than 95 percent of its
voice and data traffic." This means any call
or circuit carried via the Sprint network would
be harder to intercept than unprotected microwave transmissions. Currently, Sprint has protected microwave radio in the NSA-designated
areas. "
International Telephone & Telegraph Co.
(ITT) offers protected service in the NSA-designated zones, consisting of protected microwave circuits. The service is available now on
'AT&TCommunications Security, marketing literature,
196.
bICI
Communication
ProtectionCapabilities,marketing
literature,
198.
U.SSprint, "Clr e. vol 2 Issue 5. KansasCiy. M,
151.
spring
'"Mhy U.S. Spnrit to Boilding the First Crott roast Fher Optic-N-tto-kandWht
keting literature, 1986.

i. It fur Yo.

U.S. Sprnt mar

a private-line basis to commercial or business
customers. "
The American Satellite Co. offers two types
of protected carrier services. One uses an encrypted satellite service that has been approved
by NSA for protecting unclassified, but sensitive information. The second service uses protected terrestrial microwave in the NSA-designated areas. This also is available
on a private
'
line basis in the service areas.
Pacific Bell plans to have a complete fiber
and cable network between all its central
offices within 10 years. These plans include
most of San Francisco, Los Angeles, and San
Diego; at present, two fiber rings in San Francisco are routed past all major office buildings.
Pacific Bell can offer customers in the San
Francisco area fiber optic routes throughout
most of their operating region. In Los Angeles,
the company has 27 locations used in the 1984
Olympics linked by fiber optic facilities and
is extending its network. These offerings can
be augmented with new fiber spurs to a customers location. All of these services are filed
with the California Public Utility Commission
as special service engineering and are not
7
tariffed by the FCC.
Bell Communications Research (Bellcore) is
developing a service that would be implemented by the Bell Operating Companies. The
service would provide special handling and
routing over protected or less-interceptable
(i.e., fiber or cable) lines. The initial goal is to
use as much as possible the inherent security
features of the existing network. This service
is being designed to meet NSA requirements
for protecting unclassified government information so that costs (for Government contractors) will be reimbursable under National
COMSEC Instruction 6002 and Department
of Defense Instruction 5210.74. Bellcore anticipates that this service will also be available
to other commercial customers,")
7;lT P1ate

Li

ne

a.

marketingiteratore.

1986.
itorature.
'o-lte communicationsStro-es. mrarketno
1986.
"OTA Federal Agency Dt Request,. p. cit.
Ibid.. oaf.27.
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Chapter 5

Improving Information Security
FINDINGS
"

*

*

"

"
*

The needs of institutional users are changing, expanding gradually and incrementally, as technology makes practical a broader range of applications
of information safeguards. The current trend in user activities is toward controlling access to systems, linking transactions with particular individuals
and authorizations, and verifying message accuracy.
Users in civil agencies and the private sector have diverse needs to safeguard
their computer and communications systems, even within any one Federal
agency or industry. Organizations differ in their needs, perceptions, and attitudes towards information security, and see different incentives or mandates
to secure information systems. Differences in their concerns for vulnerabilities, risks, and adversaries are probably greatest between Government intelligence agencies and other users.
It is unclear whether anyone agency can specify and design one or a few safeguards for a wide range of users, and particularly questionable for the National Security Agency due to its propensity for secretiveness and its focus
on protecting against foreign intelligence adversaries.
Cryptography underlies some powerful safeguards that have broad application, not just for national security needs, but also for an expanding number
of commercial needs, such as to ensure the integrity of electronic information
and reduce the costs of routine business transactions. Advances in cryptography have stimulated new nondefense applications of the technology.
Federal standards and guidelines have a leveraging effect on the private sector, especially in areas related to cryptography.
It is not clear how motivated the nondefense private sector will be to use some
safeguards, such as secure telephones or trusted computers, particularly if
these are not easy to use and cost-effective in business applications.

INTRODUCTION
The preceding chapters illustrate the various vulnerabilities of computer and communications systems and the range of technologies that are becoming available to safeguard
information in these systems. They also introduce the notion of a spectrum of adversaries,
differing widely in available resources (time,
money, equipment, and specialized knowledge),
against whom these systems may need to be
protected, This chapter examines the perceived

needs of various users-defense and civilian
agencies of the Federal Government, financial
and other private sector users-as indicated
by the actions they are taking to safeguard
their domestic and international operations.
It also points out some of the diversity in theirperceived needs for safeguards, both among
users in the private sector and, particularly,
between users in intelligence agencies and
others.
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The level of users' activity toward safeguarding electronic information is growing. Various
factors are contributing to this interest. These
factors range from wanting to improve business operations, including the reduction of potential theft and human errors, to streamlining
business transactions and adhering to industry standards of due care and, in some cases,
to requirements imposed by emerging Federal
policies. Federal policies, for example, will influence the actions of some banks and defense
contractors. No individual factor is recognized
as singularly prominent in driving the use of
safeguards.
Instead, business uses of electronic safeguards are in a transition phase as users continue to define their needs and as technical
standards are developed, and as Federal policies and agency roles stabilize further. A number of factors have complicated the situation,
however. Among these is the question of the
influence of the National Bureau of Standards
or the National Security Agency in setting
standards for information security safeguards,
and users' perceptions of the prospective reach
of Federal policies requiring safeguards for unclassified information. (See ch. 6.)
One important turning point appears to have
been reached in that users are now better able
to distinguish between the protections provided, or not provided, by different forms of
safeguards and their alignment with specific
needs. Users tend to be concerned with one or
more of three main objectives in seeking information safeguards: preventing unauthorized
disclosure; maintaining the integrity of electronic information; and ensuring continuity of
service. The needs of different communities of
users vary widely and these needs are often
critical for one of these objectives and less important, or nonexistent, for others. For some
users there is concern for all three objectives.
In spite of the difficulty in distinguishing
between users according to their objectives for
information security, some cautious observations can be made. One of these is that a critical need for some users, such as intelligence
agencies, is to prevent unauthorized disclosure.

Most businesses and civilian agencies are particularly dependent on the integrity of certain
of their electronic information, and many of
these are also concerned about unauthorized
disclosure. And, for some users, such as those
responsible for public safety (air traffic control) and many financial services, there is an
important, if not critical, need for continuity
of service. Observations concerning users' objectives are important because Federal policy
that is misaligned with users' needs can create
significant tensions.
Government agencies' and private sector
needs for information security include capabilities for authenticating the origin and integrity of messages, and for verifying the idencities and authorizations of system users. The
Department of the Treasury and the Federal
Reserve System, for example, electronically
transfer huge amounts of money every working day and, with commercial banks, are providing leadership in developing and using safeguards with these types of capabilities.
Users' needs for safeguards are by no means
confined to the financial community. The use
of safeguards for securing electronic information is being adopted by users in industries
ranging from automobile manufacturing to
grocery businesses. However, private sector
needs and Government national security concerns are not identical. They differ in their
perceptions of the levels of adversaries, the consequences of exploitation, and their organizational motivations and decision rules for protecting information and investing in safeguard
technology.'
In addition, private sector demand for safeguards is growing, as is its ability to produce
them, as noted in chapter 4. Users tend to make
selected use of a broader range of new technologies for safeguarding information that
prove cost-effective or are otherwise important
for business reasons. Interestingly, many of
the emerging commercial uses of message integrity (authentication) techniques, e.g., for
'Administrative and technical safeguards, as well as organizational policiesforinformaion safeguards, are also imas notedin aL4.
portantfor safeguarding
electronic
information,
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cost-reduction purposes, make use of the same
cryptographic techniques used to improve the
confidentiality of electronic information. Often,
however, the commercial motivations for employing these techniques are unconcerned with
preventing unauthorized information disclosure or protecting national security.
What emerges is a sense that although generalizations of aggregate users' needs are useful, individual users tend to have significant
diversity among them. Even within one user
community, such as the banking industry,
there can be considerable diversity of needs,
depending on size, location, operations, clients,
and numbers of branches and correspondents.
This diversity of needs raises questions with
regard to the proper role of the Federal Government in meeting private sector needs and
the extent to which any one Federal agency
can reasonably be expected to meet the safeguard needs of all users. Such a task would
require an agency to interact openly and continually with a diverse public. The intensity
and openness of interaction would require significant adaptation in the operations of an
agency such as DaD's National Security Agency
(NSA).iWithout a full appreciation of users'
needs, there is significant risk of premature
or "off-target technology standardization or
imposing DOD restrictions that are unacceptable to users. At the same time, safeguards
that do not meet users' needs-even those that
are federally imposed-are not likely to be applied widely and may distort market forces.
The users themselves are also likely to be
important in shaping information safeguards.
The influence of major international business
users on information security standards is only
beginning to be felt, but is likely to be significant in the long term. These users can be expected to demand safeguards that integrate
well into their business operations in terms,
for example, of being inexpensive, exportable,
interoperable, and politically acceptable in the
Sre. for example," 'AdviceMostNeeded... 'The Assessmentand AddceEffort," Deborah . tAlton. DoD.Presented
at the Ninth NationalComputerSecurityConference,
Gtbrs
burg,
M, Sept. 18.1986.

many countries in which the firms do business.
Their influence is already beginning to be felt
through communities of industry users, such
as international banking, transportation, and
manufacturing.
OTA analyzed survey data to gain insights
into the influence of Federal policies and standards on users' and vendors' actions. Although
the effects of National Security Decision Directive 145 (NSDD-145), issued in 1984, were still
evolving, there were indications, as of late
1986, that the impact of this policy had not
been widely felt on nongovernment users' actions. For example, about three-fourths of the
nongovernment respondents to an OTA survey question, and 46 percentof the nongovernment respondents to a separate Ernst & Whinney survey, indicated that this policy had no
impact on their organizations' actions toward
safeguarding unclassified information.'
Moreover, OTA's research has found that
some large firms feel that, in general, Federal
guidelines and assistance programs have not
significantly or directly contributed to their
information security efforts! Moreover, data
from Ernst & Whinney's computer security
survey in 1986 shows that, of 474 respondents,
two-thirds said that none of their organization's information and computer security expertise came directly from Government-sponsored assistance programs, conferences, or
training programs. On average, according to
estimates by both government and nongovernment respondents, only 7 percent oftheir orga'Of26computer
audit
directors
romFortune
100firms
surveyed
for OTA inOctober 1986,
Ernst & Whitnes
found
that
17 individuals (74percent ofthe 23answering
this
question)
said that \ODLt-o hadhad"no'
impact ontheir
firms'
safefoursaidNSDD-I45
had
esarding of unclassifiedinformation.
ad "very
little" impact, and twosaid the directivehad had
'some" impact.
Results
are reported inOTAcontractor report, 'OTACompaler Security
Survey,"
Ernst&
Whinney,Nov.
7, 1986.
Ernst
& WhIassey
included
manyquestions fromthe OTA sure in
a survey
it conducted
at the ComputerSecurity
Institute
onference
inNovember
1986.
Theraw data fromthis Ernest &
'Ahiae. survey
indicated
that. of 3t4no
'erLr,
emNades, 46% sid thatNSDD-145had had'neimpst.Z"7%'very
ittleo
epaet, 21% 'tome' impact. and 6% 'great' ipact stc
table 9).Ernest & Wh.ee
has peeitted OTA to.sether
data fromthisserey.
OTA servey. Octobte 1986,op.cit.
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nizations' information and computer security
expertise came directly from government
programs.

tronic information, ranging from national security to economic self-interest and the need to
comply with established business practices.

Vendors of information security products are
especially, and understandably, sensitive to
Government policies and standards that influence the use and choice of safeguards among
Government agencies and businesses. The relatively small markets for many types of safeguards make any influences on consumption
of these products particularly important.

For the purposes of this report, user objectives and actions are grouped into two categories:

The following sections examine the range of
users' motivations for using safeguard technologies to protect unclassified information
and spotlight what users are doing to meet
their objectives. They illustrate some of the
main objectives of users for safeguarding elec-

1. those related to national security, which
include a number of Federal agency actions; and
2. other Govemment and private sector actions not directly related to national
security.

The latter category includes Federal agency
actions to protect financial transactions. Attention often focuses on cryptography because
it is central to many powerful safeguard techniques and because the course of technological development in cryptography-based saferhis
datais fromErnst
& Whimsy's survey administered
guards has been so tightly meshed with Federal
at theComputerSecurity
Institute
Conference
on Nov.17-20.
1986.
policies.

NATIONAL SECURITY OBJECTIVES AND PROGRAMS
Background
Traditionally, national security objectives
have guided the development and use of effective information security techniques. DoD has
been responsible for safeguarding classified information transmitted, stored, or processed in
communications and computer systems. Recently, through NSDD-145, DoD's authority
has been expanded to include protecting systems containing certain unclassified information in civilian agencies and the private sector. (See ch. 6.) This includes Government and
Goverment-derived economic, human, financial, technological, and law enforcement information, as well as personal or proprietary information provided to the Federal Government.
Federal Telecommunications
Programs

Protection

Most Federal agencies have adopted some
policy to protect the security of the informa-

tion they collect. Issues relating to the security of Federal information systems were examined in an earlier OTA report, Federal
Government Information Technology Management,
Security, and Congressional Over5
sight. This section describes selected programs to protect information systems.
Commercial Carrier Protection Program.This program, begun prior to the issuance of
Presidential Directive/National Security Cooncil 24 (PD/NSC-24), involves the Nation's major telecommunications carriers. In late 1977,
The New York Times, among other newspapers,
reported that President Carter had approved
a broad protection program that included rout-

s.'cIT-.Sn1.e6rY 19e6.Chapter 4 of this report surveysthe security of unclassified information systems within
the Federal Goceronent.
Panto this section is based on material taken fromchaptee IVof OTAcontractor report, "Vulnerabiities of Public
Telecommuncations
Systemsto Unauthorized
Access," Information Security, Inc., November1986.
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ing nearly all Government telephone messages
in three cities (Washington, D. C.,New York,

and San Francisco) through underground cable rather than over more vulnerable radio circuitsAt the same time, research was accelerated to improve telephone security with
the long-haul, terrestrial commercial carriers.

As a result, entire radio channels are now protectedbetween switching stations in the three
cities. After the technology was developed to
protect the microwave radio systems, the Gov-

ernment began to require protected service in
civil and defense agencies' communications
procurements. (See ch. 6 for a description of
the evolution of these communications security programs.)
Currently, 450 microwave radio channels car-

rying more than I million voice and data circuits are protected. More than 1 million sensiare protected each day and
tive telephone calls
NSA expects that almost 2 million circuits will
be protected in 1988. Although this program
was prompted by defense concerns for safe-

guarding DoD contractor communications, defense and non-defense protection requirements
were aggregated for efficient bulk or networklevel protection!
Secure Voice Programs. -As reported by The
New York Times in late 1977, the Executive
Secure Voice Network program was initiated

to provide 100selected Government executives
and surveillance targets°with a total of 250
secure voice terminals at a cost of $35,000 each.
The equipment, intended to secure classified

information up to Top Secret Compartmented,
used narrowband, dial-up telephone lines. It

had a mode for automatic keying based on
secure distribution of the classified cryptographic key from a secure (electronic) key dis-

tribution center, NSA funded deployment of
the network. 'I

"'Care Approves Plan toCombat Phones by Other Nap. 34.
tions,
' New York
Times,
Nov.
20, 1977,
Feb.
12, 1987.
p. 2 ofEn'HaroldE.Daiel.
NSAS-0033,
closure
3.
Tele* :.oumenSecurity, Inc., "'V'd-irnmil of Public
communications Systems to Unauthorized
Access,OTAcootractor
report, reference12,November1986.
3.
NSA S-0533,
op.cit.,p.2 of Enclosure

A successor, the Secure Telephone Unit II
(STU-II), was developed by NSA in the early
1980s for protecting classified information up
to Top Secret Compartmented, depending on
the classification of the cryptographic key. The
STU-II program also implemented a secure key
distribution center. STU-II phones, which
cost about $12,000 each, operate over ordinary
telephone circuits and could be purchased until December 1986. The General Services Administration (GSA) was made system manager
to support the purchase, operation, and maintenance of more than 3,000 STU-II phones by
civilian agencies, according to NSA."
The new STU-III program was announced
by NSA in March 1985, subsequent to NSDD145. STU-III units will be produced for use by
Federal agencies, Government contractors,
and certain other private sector firms. NSA,
which will manage the cryptographic keys,
plans to produce 500,000 phones at $2,000
each. As of late 1986, orders for 49,640 units
(to be delivered in late 1987) had been placed,
with options for additional units. The average
unit price was $3,827. As of January 1987,
37,116 of the initial orders were for defense
agencies and 9,675 for nondefense agencies.
About 200 STU-III phones had been ordered
by Government contractors.]' The STU-III
program is discussed in more detail later in this
chapter.

,2tntiSTU-t1 Frogram. key distribution for the civil agencies is handled byGSAKeyDistribution Centers. GSAIs the
Telephone
overallGovernmentmanagerforthe Federal
Secure
System ISIC-tiphones). servingsome 65 to 70 agencies and
systemmanmanagingtheir STU-lI installations.maintenance,
agement,and procurementIn the surressor SMI-IIt Program,
the NISA
willdo al keyingthrough the NSAKeyNianagement
Center. Source: Discussion betweenOTAstaff und GSASpecial Programs Divisionand Electronic ServicesDivisionstaff,
Oct.8,1986.The SMt-ItIphoneswil]be procuredcommercially;
plans for maintenance and servicing cavenot yet been announced.
Under the FSTeSystems Managercharter from NSA.GSA
supports FSS operations govemmentwide, including operating the FSTSKeyDistribution Centers iKDtsiIt serves users
in the defenseand civilagencies,as wel as some privateconsultants o the Government.
Source:HaroldE. DaUd,Jr., NSA
S-0033-87.Fb. 122 987 .. 3 ofIncopsre 3.
e cost to sustain
INSAutrj-e " proviiea portiono
GSA's
syst in
agertit esponsibilities.
-,M~A'S-6033-87,o.
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Government Procurements
GSA issued the first public competitive
procurement for private line protected service between Washington, D.C. and San Francisco in 1980, This set the precedent for numerous subsequent procurements, particularly
in having the carriers provide protection. A
turnkey system was provided by RCA American with integrated protection for about a 5percent costpremium over the unprotected
service. The 5-year contract cost about $15 million to protect 312 circuits.
More recently, the Defense Communications
Agency (DCA) awarded a major contract to
AT&T for a nationwide, all-digital service
called the Defense Commercial Telecommuni-

cations Network (DCTN). The 10-year, $1billion program provides optional encrypted
service among 161 locations, with link encryptors integrated into the carrier's earth stations.
DCTN is designed to be flexible enough to allow for changes in technology and in customer
requirements over the 10-year period. It also
permits the use of video teleconferencing,
switched voice, Autovon, and a wide range of
data modes. DCA has also awarded a $100million contract to Hawaii Telephone for a secure turnkey network called the OAHU Telephone System.
The largest program to date is for GSA's
Federal Telecommunications Service-2000
(FTS-2000), a commercial communications
service for Federal agencies. FTS-00 will
eventually replace GSA's current long-distance
telephone system, which has some 1.3 million
subscribers who total 1.5 billion call-minutes
per year.

first-year cost of $350 million. FTS-2000 is intended to be compatible with the evolving alldigital systems, generally referred to as the
Integrated Services Digital Network (ISDN).
In its draft request for proposal, GSA required four specific security features for FTS2000. The system has to:"
1 protect terrestrial radio systems in certain
geographic areas and the communications
links of any satellite system used to provide services;
2. provide protection from loss, degradation,
or alteration by intrusion for the portion
of those databases and information processing systems that are critical for continued reliable operation;
3. protect common channel signaling paths
by NSA-endorsed encryption equipment
or by other approved, nonencrypted forms
of protection (e.g., fiber, cable); and
4. provide the capability to encrypt the command and control link of any-spacecraft
launched after June 17, 1990.
FTS-2000 is expected to significantly affect
communications security in the private sector,
according to National Security Agency officials. It is expected to stimulate the development of link encryptors, protected services,
signaling channel protection, and commandand-control encryption for satellites, thereby
making these features more readily available
to the private sector and at lower prices.
Carrier

Protection Services

Microwave radio systems began to be used
to augment the existing AT&T cable infrastructure in the 1950s. By the 1960s they had
FTS-2000 differs from the current system
become the dominant long-distance transmisin that it will procure telecommunications servsion medium. New companies providing comices rather than leased facilities. FTS-2000 inmunications services in the 1970s typically
cludes contractor-provided security features.
installed microwave circuits or used new comGSA expects to award a contract by late 1987,
munication satellite technology. In the 1980s,
with services to begin in 1988 at an expected
optic fiber has become the favored medium for
new point-to-point circuits, while satellite is
s:r&s-ckn
S.ihes. Inc.,
0TA contractor
report,
'Vul- still preferred for many broadcast applications.
"Information
Securities,
Inc., OTA contrctor
arobdbtkeof Publc Telecommunications
Systems
toUnauthor- rgiitiw
'SV
of Public
Telecommunications
SystemsIsreport,
Unaothorized
Access,"November
1986,
andOTAstaff discussionswith
GSAofficialsAugust
1986.
ized
Access,- November
1o8e,
reference
19.
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(See ch. 3 for a discussion of the vulnerabilities of these systems.)
The protected services offered by the communications common carriers stem in large
part from Government efforts in the 1970s to
develop and install safeguards for microwave
circuits. Satellite carriers also developed various means of encrypting transmissions relayed
by their geostationary satellites. These efforts
were sparked by Government encryption requirements and, in one instance, by anticipated
commercial demand. Several major carriers are
developing various additional services, including protected private-line services, microwave
and satellite link encryption, and all-fiber
net works.
At present, the interexchange carriers have
announced no plans to directly protect the proposed Integrated Services Digital Network.
Standards for this future network have not
been decided. Nor has it been determined
whether U.S. or European designs will be used.
A large number of switch and PBX manufacturers are committed to providing ISDN-compatible interfaces to their customers. Users
wishing to secure ISDN service can follow one
of two strategies: demand protection from each
carrier for the portion of the circuit provided
by that carrier (link protection) or encrypt their
own communications from end to end." Endto-end encryption would be under the user's
control, with the encryption taking place in the
user's PBX, in the carrier's Centrex service,
or at the ISDN interface.
DoD Programs Under NSDD-145
DoD Outreach Programs. -According to National Security Decision Directive 145 (NSDD145), the Secretary of Defense is the executive
agent for telecommunications and information
systems security, with the national manager
being the Director of the National Security

Agency (NSA), as discussed in chapter 6.
Therefore, most programs initiated under
NSDD- 145 are under the auspices of the National Telecommunications and Information
Systems Security Committee (NTISSC), which
is chaired by an assistant secretary of defense.
According to NSA, the approach being taken
is to focus on the national interest in addressing information security, and to develop integrated and coordinated safeguards for classified and unclassified information rather than
to segregate information security concerns into
defense and civilian needs. By developing integrated standards for defense and civilian
agencies and for private sector use. NSA hopes
to lower the cost of safeguard products and,
thereby, increase their use."OTA was unable
to obtain an unclassified summary of all programs initiated by DoD under NSDD-145.
The following summarizes selected DoD programs under NSDD-145 that affect civil agencies and the private sector. It is based on materials provided by NTISSC."
" Civil Agency Customer Support.A branch
within the National Computer Security
Center (NCSC) was organized in 1986 to
provide services to civil agencies and departments, including:
-onsite security enhancement reviews to
identify threats and vulnerabilities, and
provide recommendations for improvements;
-technical consultations andlor one-time
review visits (less detailed reviews);
-assistance in preparing proposals for
trusted computer system procurements;
-assistance in drafting security policies;
and
-briefings on computer security, NCSC,
and other related topics.
" Trusted Computer System Training:. NSA
issued the Department of Defense Trusted
Computer Systems Evaluation Criteria,
also known as the "Orange Book, " to all
Federal agencies and departments in No-

Jr., NSAS-0040-87, Feb. 20.1987,Ena nkencryp- I"Hard E.Danielo.
"Asorlate 1986,
DoDappearedto befaoring
over
closureA.
donstrategy.Commercial
users. whodo nothavecontrol
ered
thecircuitinfrastructure,
may be morelikelyto choose
a C Lachae tOOTA,
N 7,1t986Sth
tem
Ntar. 7, 1000.
end encryption.
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vember 1985 for consideration as a national standard. To aid this review, NCSC
presented briefings and tutorials to more
than 70 Federal agencies,
" Special Assistant for Civil and Private
Sector Programs:To fulfill its obligations
under NSDD-145, NCSC, in the summer
of 1986, created a senior-level position for
a person to help define future directions
and strategies for NCSC interactions with
the civilian agencies and the private sector.
" Computer Security Training for Civil
Agencies: NCSC has organized and is giving courses in computer security to Federal employees of the civilian agencies. The
one-week courses are given twice a year
and are open to all Federal agencies. Also,
NCSC has initiated an annual computer
security training seminar to allow computer security trainers throughout the
Federal Government to exchange information on effective methods.
Data Encryption Standard (DES) Endorsement Program. -Launched by NSA in October
1982 (before NSDD-145), this program is designed to test and endorse equipment using
DES to protect national security-related telecommunications in compliance with Federal
Standard 1027.' Under the program, vendors
wishing to supply endorsed cryptographic
products for unclassified use by Government
agencies and contractors submit their DES
components (electronic devices) to the National
Bureau of Standards (NBS), which validates
the component correct implementation of the
DES algorithm. NSA then determines whether
the product meets all other Federal requirements for endorsement and certification.
By October 1986, 32 families of equipment
(17 voice, 14 data, and 1 file encryptor), totaling
some 400 models, had been formally endorsed."

for
-" Telecommunications:
General
Secuity Requirements
Equipment Using the Data Encryption Standard, " Apr. 14,
1002.
InformationSecurity,Inc., "Vtrr itc of Public Telecommunicatons Systemsto Unuthorized Access." OTAcontractor report, November1986,ref 14.

anrnation

These products are available to protect unclassified Government information and alllevels
of sensitive private sector information.
NSA announced in 1986 that it would terminate the DES Endorsement Program in
1988 in favor of the Commercial Communications Security Endorsement Program (see below)." According to NSA, the change was a
result of several factors, including the fact that
DES has been a widely applied public algorithm for 15 years and, as such, a worthwhile
target for adversaries. Therefore, NSA considers it prudent for DES to be phased out over
time..
The announcement has led some users to infer that DES is now unsound and, reportedly,
to delay adopting safeguards because of confusion over the longevity of DES and the roles
of NSA and NBS in setting standards for cryptographic algorithms.'" In particular, the
American Bankers Association, which says
that the U.S. banking industry had already invested years of work and several million dollars in DES-based equipment, spent 16 months
(from October 1985 to February 1987) educating NSA about their business needs. ABA
spokesmen have said that, "Our industry has
lost momentum in adopting improved security
technology, and it remains to be seen if we can
overcome the damage that has been done to
the perceived security of DES-based techniques. ,
Commercial Communications Security (COMSEC) Development Programs.-One of NSA's
stated goals is to "make high-quality, low-cost
cryptography available to qualified communications manufacturers for embedding in their

'Aorc-ieg toNSA,DES products
endorsed prior
to Jan.
1,1988canbe used indefinitely. Harold. E.Daniets.NSA
S-0033-87. Feb. 12,187, p.4ofEnclosure 3.
4
p. of
HaroldE.D-els.
NSAS-0033-87, Feb. 12,1987,
3.
Enclosure
- Peter
DES Draws Criti" Hager: "NSA Plan to Replace
cism, Government
Computer
News,
May 9.1986.
Cheryl
W.
Helmg,
Testimony on Behalf
of theAmericanBankers ssoand Techciloton
beforethe HouseCommittee
onSciece,
Space
nology,Feb. 26,1987,
"lbid..
Cheryl W. IHetsing.
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products. "' According to NSA, "qualified'
manufacturers of such products must meet
four basic criteria. These are:

nerships arranged through memoranda of understanding." The first CCEP secure system
was available in 1986. '

i. The firm must not be under foreign ownership, control, or influence, as prescribed
by the Defense Investigative Service
(DIS).
2. The firm must have or obtain a DIS facility clearance because the cryptographic
design information is classified even
though the resultant products are not.
3. The product host in which the firm proposes to embed cryptography must, in
NSA's estimation, make obvious market
sense.
4. The company must demonstrate that it
can produce products that meet or exceed
NSA's minimum standards of quality and
reliability y.

The second program is anotherjoint NSA/industry venture calledthe Development Center for Embedded COMSEC Products
(DCECP). Eleven large U.S. corporationsHarris, Motorola, RCA, Rockwell International, Hughes Aircraft, GTE, AT&T Technologies, IBM, Xerox, Intel, and Honeywellhave joined with NSA to produce modules for
use in products to be developed for the commercial COMSEC program. According to
NSA, these corporations were chosen based
on their expertise in making selected telecommunication products. Each firm will manufacture one or more types of the NSA modules
after NSA has evaluated and approved them.
Each manufacturer may embed its modules
within its own host equipment, a personal computer or a secure telephone, for example, and/or
sell the modules to other "qualified" host
equipment manufacturers. Commercial divisions in each corporation are assisting in the
design and review of the standard modules to
ensure that they can be used in a wide variety
of commercial equipment."

NSA has established two programs to
achieve its goal: one to develop the host products and the other to develop the embeddable
cryptographic modules. The first, called the
Commercial Communications Security Endorsement Program (CCEP), is a "business
method" partnership between NSA and U.S.
firms to develop a variety of secure products,
such as personal computers, radios, and local
area networks. The approach pairs NSA's cryptographic expertise, as embodied in embeddable modules that implement secret NSA cryptographic algorithms, with vendors' investments
to develop host products that incorporate the
modules. According to NSA, the industry partner then sells a "value-added" product. As of
November 1986, NSA had about 40 such part-

o'SA Press Releasefor Development
Center forEmbedded
CN5! SECProducts,Jan. 10, 96 (enclosurein letterfromD.
).atha to OTA,Nov.7, 1986).
"Letter from Harry Doe.elto OTA.Feb. 12, 1987. p. 5of
Er,'icun.3. Accordingto NSA.ttheecriteria ae prudent and
not overlyburdensome topotential participants. However,the
requirements forsecurity clearances fromthe DefenseIr,-es
Eigatitrits might be seen as burdensome by some firms,
especiallysmaller ims that do not o:dieen.yneed them for
their personnel.

In addition to the list of endorsed DES products mentioned above, NSA also maintains
lists of endorsed information security products
and potential products. The information security products on these lists have been evaluated and endorsed by NSA as having met
standards or requirements for use by the Government and its contractors to protect classifiedor unclassified, but sensitive information.
The endorsement certifies cryptographic systems as having met NSA security specifications for a specified level of security. Items on
their potential list are under development. As
of December 1, 1986, 14 firms and some 30

"Commercal COYS-CEndorsement Program,"enclosure
interterto OTAfromDonald
La:lm, Nov f,1986.
-le'
"in .r:',:,'Security.
Inc..'5'oi'erot'lio-of Publi
communications Systems to Unauthorized
Access,OTA c
tractor report, November 1500p. 38
Iod., andNSA S-0033-87. p.ofEnclosure 3.
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cryptographic products were on the endorsed
list; about 30 firms and products were on the
potential list.
Further, NSA lists computer systems, software, or components that have been evaluated
according to DoD's evaluation criteria for
trusted computer systems. NSA also lists companies that provide communications encryption services and equipment evaluated according to the National TEMPEST Standard
(NACSIM 5100A).
Standard NSA Product Line of Cryptographic
Modules.-The "modules" being developed under the DCECP are sets of integrated circuits
or printed wiring boards incorporating these
"chip sets. " According to NSA, each module
is a general-purpose cryptographic device for
digital data. The standard modules are designed
to be transparent to the user, with a flexible,
microprocessor-compatible interface and control
structure.The standard module approach is
intended by NSA to foster development of interoperable secure systems, using well-defined
interfaces and common design features throughout the family of standard modules.
In its announcement for the standard Type
I product line intended for classified digital
information, NSA noted such additional features as tamper resistance, electronic and/or
over-the-air re-keying, and enhanced transmission-error detection. There are four Type 1
modules, for classified applications in three
general bandwidths. There also will be three
Type 2 modules, intended for unclassified, but
sensitive applications,
Names, specifications, and applications of
the Type 1 modules are as follows:
WINDSTER: Data rate up to 200 kb/s;
9 cryptographic modes; suitable for handheld radios, pocket pagers, and telephones.
(Note: A lower performance module called
INDICTOR is also available.)
Security Products: A Familyof
3"O0the Shelf information
Usec-riendly Modules
forEmbedding Withina WideRange
to letter from
of Telecommueication Systems, NSA:enclosure
D.Latham toOTA,Nov.7. 1986.

* TEPACHE: Data rate up to 10 Mb/s; 6
cryptographic modes; suitable for minicomputers, modems, local area networks,
and word processors.
* FORESEE: Data rate up to 20 Mb/s; 7
cryptographic modes; suitable for satellite links, microwave links, fiber optic
links, and mainframe computers.
Type 2 modules, which will be available at
an unspecified future date, have been given
the names EDGE SHOT (same data rate as
WINDSTER), BULLETPROOF (same data
rate as TEPACHE), and BRUSHSTROKE
(same data rate as FORESEE). Types 1 and
2 modules are intended to be interoperable
within each bandwidth."NSA plans to key
Type 1 modules through a secure key management system. It is not clear whether private
firms that choose to use Type 2 modules will
be able to control key generation independently
of NSA.
NSA notes that the modules are designed
to perform more system security functions
than if they contained just a "naked" key
generator chip and to leave fewer security functions for the host vendor to add on. However,
to accommodate a wider range of commercial
host products, NSA has an alternative commercial Type 2 "naked" key generator chip
available to potential host vendors. Type 2
modules will be made available to qualified
firms that have a memorandum of understanding with NSA, to firms under contract with
NSA or other Government agencies to develop
a cryptographic product, to Government agencies doing cryptographic development, and to
certain other firms approved on a case-by-case
basis.'
Some users have expressed concerns that the
embedded cryptography will not be readily
compatible with their existing equipment and
operations, and others note that the change
is damaging to manufacturers of DES equipterrrwcnonTisn 1 and Type2 modules are provided
by NSAat a meetingofthe IEEESubcommittee on Privacy,
June 10.1986
"Hareld
E.DanieL.Jr., NSAS-0033-87, Feb. 12,1987.PP
8-9of Enclosure3.
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ment.To ease the transition, NSA had offered
to work with manufacturers of the Data Encryption Standard (DES) components and develop pin-for-pin replaceable circuits using the
new NSA algorithms, so that equipment manufacturers' investments in product designs
would not be lost. According to NSA, none of
the DES component manufacturers expressed
interest in this plan. '
STU-III Program.-NSA initiated the Secure
Telephone Unit III (STU-III) program in 1984
to develop a new generation of secure telephone
equipment using classified NSA algorithms
(but not the standard modules being developed
under the DCECP program). NSA intends that
the STU-III program serve all Government
agencies and private companies that require
telephone security. NSA-sponsored studies
have estimated a market for 2 million units,
with DoD being the largest single buyer. Market studies by vendors also indicate potential
salesof 1 million to 2 million units to the private sector,' although these conclusions are
admitted to be soft. According to NSA, the
STU-III program will feature the capability
for multilevel security, availability of Type 2
units tothe private sector, and interoperability among all STU-III users. This will make
the units attractive to a broad range of Government and private sector users.
The first production contracts were awarded
in July 1986 to three vendors-AT&T, RCA,
and Motorola. They are authorized to market
their Type 2 product directory to the private
sector. The 2-year, fixed-price contracts totaled
about $190 million for 49,640 units. (See section above on Secure Voice Programs.)
NSA reports that the STU-III vendors still
consider the government-contractor and other
segments of the private sector market to be
"embryonic, in that customers have expressed interest but are waiting to seethe product. Sample Type 2 units will be available in
1987, at which time vendors are expected to

begin more active marketing efforts. According to NSA, Type 2 units could be delivered
to private sector customers beginning in January 1988. The production contracts contain
an add-on option allowing additional STU-IIIs
(see above) to be produced at a reduced unit
cost, in the $2,400 to $2,600 range. '
Almost all of the current order was for Type
1 units intended for classified uses, but 300
Type 2 units for unclassified, but sensitive information were also included in the initial contract. NSA will be the source of all cryptographic keys for the STU-III phones, including
those purchased by private sector users. For
the Type 2 phones, users will be able to establish their own internal procedures for key management, except key generation. Type 2 users
within the Government will obtain their keys
directly from NSA; private sector users will
order keys
from NSA via their STU-III
'
vendors.
The Secure Data Network System.-The Secure Data Network System (SDNS) project
seeks to design an architecture for secure computer networks. The project will provide a security architecture design for networks that
transmit digital data between computers. The
project, certain aspects of which are currently
classified, is sponsored by NSA and includes
participation by NBS, the Defense Communications Agency, and about a dozen computer
and communications vendors.
SDNS is intended to support both classified
and unclassified applications. The system will
provide confidentiality, data integrity, message authentication, and access control services. The services and standards for them are
being designed to be compatible with those being developed by the International Organization for Standardization (ISO). Currently, the
project is in the prototype development stage.
Hardware is being developed and tested for
performance, interoperability, and conformance with ISO standards.

p.4,f
Hurold
I'Daniels.
NSA S-0033-87, Feb. 12,19s7,
En=onre 3.
-"STU-lI IProrsm sotus. - encose in letter from D.

Lahso to OTA,Non.7,1986

-'SA

-np.ose to OTAquestionson STU-[ If: NSA S-0033-

87,Enose 1,Fb. 12,19B7.
'Ibid.
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Encryption capabilities will be provided with
two different NSA-supplied algorithms, both
of which will remain classified. A Type 1 algorithm will be used for encrypting classified
information and a Type 2 will be used for unclassified but sensitive information.
Raising Private Sector Awareness.- The Federal Communications Commission (FCC) is taking steps to alert the private sector to the vulnerabilities of communications systems. The
FCC recently issued for NSA a public notice
advising licensees and users that "the Nation's
telecommunications systems, particularly
those involving terrestrial microwave transmission media and satellites, are extremely vulnerable to unauthorized access. "This notice, which also applies to telecommunications
services or equipment that bypass publicswitched services, encourages concerned users
to seek assistance from NSA in "identifying
approved devices for the protection of sensitive, but unclassified, national security-related
communications (Government or nongovernment).
Implications of Merging Defense,
Civilian Agency, and Private Sector
Requirements
Advocates of combining security standards
for unclassified information and guidelines for
Government agencies with those for the private sector argue that aggregating markets
will permit manufacturers to enjoy production
economies and result in lower prices for safeguard products. Moreover, some feel that the
current markets for computer and communications safeguards, particularly for tmsted
operating systems and cryptographic products, are "fragile. They argue that one coordinated set of Federal standards is needed to encourage and strengthen these markets. Critics
of the present approach of National Security
Agency (NSA) standards development and
product certification see these as not fully re'.Federal Counssications Comission, Seurity and Privacyof Telecommunications,
PublicNotice6970,Sept.17, 1986.
"FCC
Public
Notice6970,
Sept. 17, 1986.

sponsive to current and evolving defense, civilian, and business needs.
There is some early evidence that NSA has
already begun to encounter difficulty in satisfying the diverse needs of the private sector,
beginning with the banking industry. (See ch.
6.) Moreover, NSA's controlling role may raise
barriers to market entry by new vendors. At
a more fundamental level, NSA's national security and signals intelligence interests in controlling encryption technology appear in tension
with its new role in developing and disseminating safeguard technologies and products.
(See below and ch. 7.)
Possible Barriers to Market Entry .- Only
.qualified" manufacturers meeting the NSA
criteria noted earlier will have access to NSA
designed and endorsed standard cryptographic
modules. Moreover, there will be accountability requirements for all modules and, even
though the hardware modules themselves will
be both unclassified and tamperproof to prevent reverse engineering, NSA may place restrictions on their export. (See below. )
The embeddable modules are being produced
by the 11 large electronics firms mentioned
above, NSA's "industry partners. " Because
of the limited number of these firms and because they will most likely also produce host
products incorporating the modules (for the
Commercial Communications Security Endorsement program), some prospective entrants into the host product market have expressed concern that competition in this
potentially lucrative market will be essentially
limited to firms already participating in the
module program. Faced with the prospect of
purchasing the embeddable modules from
large, vertically integrated competitors, some
prospective entrants fear that NSA's tight controls on its commercial programs will limit
competition.
NSA, on the other hand, does not consider
the qualification criteria particularly burdensome, but, rather, reasonable. For instance,
NSA notes that there are over 13,000 Defense
Investigative Service cleared facilities in the
United States and that cryptographic design
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information is classified with access limited to
U.S. entities in accordance with prudent overall security considerations. Similarly, NSA
considers that decisions about the quality and
market criteria will be fairly executed, with ample opportunity for vendors and potential vendors to present their cases. According to NSA,
host vendor participation in the CCEP program has already exceeded participation in the
DES Endorsement Program.'"
As to competition in the host product market, NSA's stated intent is to make the Development Center for Embedded Communications Security Products (DCECP) modules
competitively available to host manufacturers.
All 11 of the DCECP module vendors have access to both Types 1 and 2 design documentation and, according to NSA, it is a vendor decision as to which module(s) to fabricate and
produce. The Government owns the designs
and NSA has stated that, should a particular
module not be chosen by any of the 11 manufacturers for fabrication and production, or
should there not be competitive sources for a
given module, then the agency will seek additional sources for the modules. NSA also notes
that, in order to achieve scale economies, competitors may sell to each other-a practice that
is common in the electronics industry.
DoD Control of Encryption Technology.NSA sees its signals intelligence mission to
beat risk if effective cryptography were available worldwide, As a result, NSA faces tensions between its missions of encouraging domestic use of effective encryption and other
safeguards while controlling the transfer of encryption technology overseas. Thus, its strategies to improve the availability of safeguards
for use by U.S. nondefense Government agencies and businesses also include controls on the
dissemination of such products and technical
data, some of which have already begun to
cause new tensions with the private sector.

"'Harold E.DnMel.Jr..NSAS-t033-87, Feb. 12.197, pp
S-9of Enclosure 2; p, :, ofEnclosure 3.
IIbid.,PpX-10of Enclosure 2.

Cryptographic hardware and software are
controlled by bilateral agreements and by patent and export control legislation and regulations, including the Export Administration
Regulations, the Invention Secrecy Act (35
TrafU.S.C. 181 et. seq.), and the International
"
as disfic in Arms Regulations (ITAR),
cussed in chapter 6. All equipment and systems based on DES, including those for
automatic data processing file security and
message authentication for electronic fund
transfers, are included on the ITAR Munitions
List and fall under the jurisdiction of the Department of State's Office of Munitions Control (OMC). OMC licensing agreements are coordinated with NSA.
The exportability of cryptographic safeguards is an important consideration for many
businesses that have overseas correspondents
or subsidiaries. Prominent among these is the
banking industry, which has spent some years
developing techniques and standards for transaction authentication and confidentiality.
These are based on DES, which can be licensed
for export and use abroad. When NSA announced its planned replacement of DES with
secret (CCEP) algorithms, bankers and the
American Bankers Association (ABA) became
concerned that the CCEP algorithms and modules could not be used by the financial industry as a substitute forDES. For one thing, reliance on one or a few algorithms would be
unacceptable for use in some foreign countries
or banks, even if NSA would permit their use
abroad. Also, according to the initial NSA announcement, the (Type 2) modules may not be
used internationally or placed in equipment for
use by non-U. S. entities.
Finally, the bankers found the prospect of
NSA retaining control of the cryptographic
keys to be an unacceptable transfer of bank
responsibility to a Government agency. As of
mid-1987, NSA and ABA were still discussJ.
aortod
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ing whether NSA would provide an acceptable
exportable module for use overseas to authenticate financial transactions. In mid-February
1987, NSA and ABA reached agreement that
NSA would continue to support the financial
industry's use of DES-based technology until
an acceptable replacement is available."
NSA appears to be reconsidering the exportability issue for Type 2 modules. In February
1987, in response to a question from OTA,
NSA officials stated that:
The NSA desires that host products employing Type 2 modules be usable by U.S. entities
outside the U.S. For example, a U.S. firm operating in Europe should be able to purchase and
use a Type 2 product, or a foreign subsidiary
should be able to use a Type 2 product as long
as ownership was maintained by a U.S. entity.
Use by foreign firms or individuals, when it
is in the U.S. interests for interoperability is
possible, depending on the country involved
and inter-country agreements. "
The various NSA outreach and industry
partnership activities seem tailored to the
agency's dual missions of encouraging the use
of safeguards while controlling the spread of
cryptographic and cryptanalytic expertise. For
the former, NSA uses site visits, briefings, exchanges of personnel and information, and
product evaluation and endorsement in addition to written standards and guidelines. For
the latter, NSA makes cryptographic hardware
and interface specifications generally available
to host equipment vendors and users, without
broadly transferring expertise in cryptographic design and cryptanalysts. For instance, it is unclear whether even the 11 module manufacturers know all the cryptologic
criteria used by NSA in developing the algorithms, although NSA gives them the design information and expertise needed to manufacture the hardware that implements the
algorithms.
"'CherylW.Helsing.
Testlmonyon Behalf ofthe American
BankingAssociation
beforethe HouseCommitteeon Science,
Space,and Technology,
Feb. 26, 1987.
Op.cit.,HaroldE.tar-is. Jr., NSA
S-0033-87,
p. 10of Enclosure2.

In contrast, the DES standard as promulgated is public information, not limited to specific manufacturers and vendars, and provides
more visibility into the algorithm itself. The
fact that the algorithm was published made
possible independent evaluations of its robustness, as well as (unvalidated) software implementations, thereby contributing to private
sector capabilities in commercially useful cryptography.
On the other hand, NSA believes that assertions to the effect that current policies and the
DCECP and CCEP programs limit competition and stifle private sector innovations and
development are unsupported. According to
NSA officials, the agency is actively encouraging private sector innovation and the development of information safeguards for business
needs. For example, NSA cites the CCEP program, in which prospective host product vendors determine which products to produce
based on their assessments of market needs.
Moreover, part of the rationale for NSA's
approach is to use interfirm competition to
drive down the cost of information security
products like the STU-III phones. NSA and
the rest of DoD have been concerned that relatively high costs have limited their use within
DoD and elsewhere. The resulting small market was not attractive to producers. By making information security products more affordable, NSA hopes to increase their availability
and use. In achieving this, according to NSA,
"technological competitiveness is the goal in
driving costs down versus cryptographic competitiveness which does nothing for cost and
can have a deleterious effect on national
security. '
Technology Development and Dissemination.-After a number of DoD-sponsored
studies and demonstration projects during the
1970s to address technical problems associated
with controlling the flow of classified and other
information in multiuser computer systems,
the DoD Computer Security Initiative was
lberIdE.DnahIn.Jr., NSAS-0040-87, Feb. 20, 1987, Enclosures D and E.
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started in 1977. Concurrently, the National Bureau of Standards (NBS) began to define the
construction, evaluation, and auditing of secure computer systems. As an outgrowth of
recommendations from a 1978 NBS workshop
paper on criteria for evaluating technical computer security effectiveness, and in support of
the DoD Computer Security Initiative, the
MITRE Corp. began to develop a set of criteria for assessing the level of trust that could
be placed in a computer system to protect classified data.
In 1981, the DoD Computer Security Evaluation Center was established to continue the
work started under the DoD Computer Security Initiative. The center, located within NSA,
was renamed the National Computer Security
Center after its responsibilities were expanded
by National Security Decision Directive 145
(NSDD-145).
The National Computer Security Center
(NCSC) developed the "Orange Book" criteria
for evaluating multilevel security in commercial computer systems. The original criteria
were published as the Department of Defense
Trusted Computer System Evaluation Criteria
(CSC-STD-001-83, August 15, 1983). A derivative but slightly different document was later
published as DoD 5200.28-STD in December
1985. The Orange Book criteria evolved from
the earlier NBS and MITRE work." NCSC
has also released "Yellow Books" that help
users apply the comprehensive Orange Book
criteria to specific computer facilities."
The criteria specify four divisions, ranging
from Division D (minimal protection) up
through Divisions C (discretionary protection)

'Frominformation on the history of the Oraoge Book criteria contained in DoD5200.28 -STD,
which providesa more
detailedhistoryand rationaleforthe trusted computersystem
evaluation criteria.
"DoDComputer Security Center: "ComputerSecoeitReiremeoa:
Cuidancehr Apptylogthe DoDTrustedtompoter
SystemEcaluatia Critea in Speelic Esseonmeots (CSiD003-ti )," Jone 20, 1985;
and "Techntcal
Ratooale BehiodtSt
STD-003-85:
(CSC-STD-O04" ne ComputerSecurityRequirements
85), Ju 25,1985.

and B (mandatory protection), to the most comprehensive Division A (verified protection).
Each division represents an improvement in
the overall confidence that can be placed in the
system to protect information. Within divisions C and B, security classes such as Cl, C2
or Bl,B2, and B3 correspond to progressively
stronger security features.
NSA produces a number of computer security documents ranging from trusted operating
systems (the "Orange" and "Yellow Books'
toforthcoming criteria for trusted computer
networks and data bases." Some users apparentiy have reported difficulties in interpreting the Orange Book criteria at the higher protection levels; as one response to this, NSA
has developed a rules-based expert system
available to guide users through the Yellow
Books.
The Orange Book criteria have been adopted
as a DoD standard (DoD 5200.28 -STD,December 1985), and therefore these security requirements must be included in specifications for
new systems being developed by DoD. However, the question of whether the Orange Book
criteria and evaluated products program will
best serve the unclassified, but sensitive information security needs of civil agencies and
the private sector is being debated within the
computer-security community, especially outside NSA. (Seethe section below on differences
between military and commercial models of
security.) As of May 1987, the NCSC's Evaluated Products List reported security class ratings according to the Orange Book criteria for
8 products, and about 20 more products were
being evaluated.'

"Presentation by P. Galagher
of NSA,at anIEEESubcommittee
onPrivacymeettg at GeorgeWashington
Uniersity
to Washington,
D. t. Nov.13,198,
'(Some iormation on theevaluated
productsprogramwas
contained
ina letter fromHarold
E.D"ils, Jr., NSAS-0033. Seealso:National
Com87,Feb.12. 1987,p. 7 ofEnclosure
puter Security Center, E id
, Products Ltfor
TrustedCow.
pure Systems, Dec. 1, 1986(pdatedMay 31.1987).
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OBJECTIVES AND PROGRAMS UNRELATED TO
NATIONAL SECURITY
Background
As part of this study, OTA surveyed the
data and information security procedures, policies, and practices of large U.S. corporations.
The survey also tried to determine the extent
to which these firms are aware of Governmentsponsored assistance and whether they have
been affected by National Security Decision
Directive 145.
The survey was self-administered at an October 1986 meeting of Palmer Associates, a
group of computer audit directors of Fortune
100 companies. Questionnaires were completed
by all 26 people present, a sample that is far
too small to be representative of U.S. industry at large or for statistical generalizations.
Nevertheless, the results are of value for two
major reasons. First, they illustrate the perceptions of some knowledgeable corporate
leaders about security needs and practices. Second, the vast majority of the respondents were
from nondefense companies (92 percent, with
42 percent from banking alone), while most of
NSA's experience with the private sector has
been with defense contractors. The survey results may shed some welcome light on the
desirability and feasibility of NSA's plans to
meet aggregated users' needs with one set of
standards, guidelines, and technologies, and
can provide a context for the section below on
differences between military and commercial
models of information security.
Also, the consulting firm of Ernst & Whinney included some of the same questions in a
separate survey that was self-administered by
attendees of the Computer Security Institute's
13th Annual Conference held in November
1986 in Atlanta, Georgia. A total of 562 corn-

pleted questionnaires (a 12 percent response
rate) were returned on site or by mail; 141 responses (25 percent) were from Government
employees and the remainder came from a
broad spectrum of business and industry. Of
the respondents, another 18 percent were from
manufacturing, 15 percent from financial services, 9 percent from insurance, and 8 percent
from communications firms. Only 3 percent of
the respondents identified themselves as from
the defense industry. With Ernst & Whinney's
permission, some of their survey data are used
in this chapter, in addition to the OTA survey
data.
Private Sector Motivations
Private industry and civilian agencies want
information safeguards to:
* protect corporate proprietary or sensitive
information from unauthorized disclosure
or access and ensure the integrity of data
and its processing;
* reduce losses from fraud and errors in electronic funds transfers and other financial
transactions, limit associated increases in
insurance premiums, and limit exposure
to legal liabilities for preventable losses;
and
* take advantage of new opportunities to
reduce costs.
Box E provides several indicators of increased
private sector interest in electronic safeguards.
Protection of valuable corporate electronic
information from disclosure (confidentiality)
is important to many firms, but this need is
not necessarily a firm's major concern for information security. The OTA survey found
that the 26 respondents placed roughly equal
importance on integrity, confidentiality, and

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 118 2002

Ch. 5-Ireproving iformation Security . 11l

Box E.-Indicators of Private Sector Interest in Safeguards
Even though many industry spokesmen consider the market for many advanced safeguards
fragie and emerging, OTA has noted a number of indications of growing private sector interest
in improved safeguards, including:
" Rapid growth in the number of computer communications security conferences during recent
years and in theirattendance levels.-Attendance at the National Computer Security Conference, sponsored jointly by the National Security Agency (NSA) and the National Bureau of
Standards (NBS), increased three-fold in the last 7 years, from about 350 in 1980 to more
than 1,000 in 1986. Capacity constraints at NBS conference locations have forced sponsors
to limit attendance. Some other conferences, such as the Institute of Electrical and Electronics
Engineers (IEEE) Symposium on Security and Privacy are also limited by space constraints.
Attendance at the Computer Securit y Institute's annual Computer Security Conference/Exhibition doubled-from 600 to 1,200-between 1981 and 1985, and the American Society for
Industrial Security Seminar and Exhibition has expanded to include computer security, biometrics, and access control. In addition, many new conferences and workshops given by security consultants and user groups have sprung up over the past 3 years. Among the latter
are conferences and workshops for users of the Top Secret and RACF access control software
packages. Other annual conferences include CRYPTO in the United States and EUROCRYPT,
both sponsored by the International Association of Cryptologic Research.
* Increases in the level of sales of safeguardequipment and software. -According to market
reports, installations of two of the most popular commercial access control software packages, ACF2 and Top Secret, have grown by more than a factor of 10 over the past 6 or so
years.
" The rise in the number of computer and communications security consultants and in the number of organizationsfor securityprofessionals. The number of security consultants listed
in directories have increased, and new professional groups are forming, such as the Information Systems Security Association (ISSA). Consulting firms are expanding their information
security practices and new services organizations are being established, such as the International Information Integrity Institute (SRI International).
" The increasingnumber of technical articles being published on topics related to computer
and communicationssecurity.-OTA staff did a word search using the abstracts of articles
published in the ABI/INFORM journal set, a collection of more than 650 U.S. and foreign
business publications including such areas as accounting, banking, data processing, economics,
finance, insurance, and telecommunications. The 200-word abstracts for the years 1971, 1976,
1981, and 1985 were searched for 5 selected phrases (computer security, communications security, encryption, data integrity, and personal identification) in order to determine whether
the relative frequencies of these had increased. OTA found that the number of abstracts including these phrases had grown in real as well as nominal terms, in particular, the phrase
"computer security" occurred in only one out of 1,737 abstracts in 1971, but occurred in 268
out of 38,375 in 1985-a 10-fold increase in relative frequency (none of the other 4 phrases
occurred in any of the 1,737 abstracts in 1971). The phrases "data integrity" and "encryption" occurred in only two and eight out of 14,356 abstracts, respectively, in 1976. By 1985,
they occurred in 45 and 85 out of 38,375 abstracts, respectively-a three-fold and ten-fold
increase in relative frequency. The phrases "personal identification" and "communications
security" occurred infrequently and did not show significant increases in relative frequency.
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reliability/continuity of service as components
of their organization's information security,
with integrity being rated slightly more important overall. The larger Ernst & Whinney
survey found similar results, with both Govemnment and nongovernment respondents rating integrity slightly higher than confidentiality and reliability/continuity. Interestingly,
Government respondents rated confidentiality slightly higher than continuity of service,
while the opposite was the case for nongovernment respondents.
Encryption or access control technologies
can protect valuable proprietary information
from disclosure, but they can also preserve its
integrity and protect it from accidental or malicious modifications or deletions. This can be
particularly important where large databases
are a major revenue-producing asset. The regional Bell operating companies, for example,
safeguard their on-line database for their Yellow Pages to preserve the integrity of the data
and to prevent unauthorized use, not to prevent disclosure. In that sense, a recent news
story reported that a disgruntled employee had
attempted to rewrite parts of the 1988 edition
of the Encyclopedia Britannica. The sabotage
attempt failed, according to a company spokesman, because of safeguards that prevented unauthorized changes to the computer database.'
Most of the OTA survey respondents and
almost 90 percent of the Ernst& Whinney survey respondents judged information security
as being of 'fair' or 'extreme' importance to
their organizations. Of the Ernst & Whinney
respondents, Government respondents assigned slightly more importance overall to information security than did the nongovernment respondents.
All the OTA survey respondents noted an
increase in the importance of data and information security to their firms over the past
'-;dLazya Sabotage
Thwarted, " Washington Pant.Sept.
6,1086,
p. D3.

for Electronic Intfonation

2 years. About one-third reported "significant
information or data security problems" during the past 2 years, mostly in the form of unauthorized access and loss of integrity (in one
case, engineering data was destroyed). In only
one instance was loss of confidentiality cited,
resulting in invalid competitive bids-whirbl
may be an indication of the difficulty of detecting some misuses, rather than their absence. Only 2 percent of the information handled by these firms is classified for reasons of
national security, according to respondents to
the OTA survey.
The majority of Ernst & Whinney survey
respondents considered that the security risks
faced by their organizations have increased
over the past 5 years, and about one-third of
the business and one-fourth of the government
respondents considered that these risks were
not adequately met. Half of the respondents
reported financial losses as a result of security problems or downtime, mostly under
$50,000, although a few losses were reported
to be in excess of $1 million (note that this question included losses due to downtime, which
the OTA survey did not include). About onethird of the respondents reported non-financial
losses, mostly in the form of unauthorized access by employees and hackers. For Government respondents, about 31 percent of the information mix handled by their organizations
was classified for purposes of national security, versus only 4 percent for nongovernment
respondents.
Reducing EFT Fraud and Other Losses.-U.S.
banks transferred some $167 trillion in 60 million separate transactions in 1984. The actual
amount of wire transfer fraud experienced by
banks is unknown. One estimate by the Bureau of Justice Statistics suggests aggregated
electronic fund transfers (EFT) and automated
teller machine (ATM) losses of $70 million to
$100 million a year during the early 1980s, but
a large fraction of this figure is due to ATM
losses from fraud (by "con men, " etc.) against
the owners of the bank cards. Another Bureau
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of Justice Statistics report examined some 139
problem wire transfers. It found an average
potential lass per transaction of $800,000, although some potential losses were significantly
larger."
Similarly, an American Bar Association
(ABA) survey of private and public sector organizations found that one-quarter (72) of those
responding reported "known and verifiable
losses due to computer crime in the last 12
months. Losses reported by respondents
overall ranged from a few thousand dollars to
more than $100 million. Most losses reported
by the (anonymous) respondents were less than
$100,000.',"
A large survey by the American Institute
of Certified Public Accountants revealed that
2 percent (105) and 3 percent (40), respectively,
of the banks and insurance companies surveyed had experienced at least I caseof fraud
related to electronic data processing (EDP).
Most perpetrators were employees. More than
80 percentof the frauds involved amounts under $100,000."
The Department of Justice Bureau of Justice Statistics (BJS) recently examined the
scope of EFT fraud, based on extrapolations
from a limited sample of 16 banks. The BJS
study suggested annual losses nationwide in
the $70-$100million range for automatic teller
machine fraud. Twelve of the banks reported
139 wire transfer fraud incidents within the
preceding
five years, with an average exposure

Assessment, "Ch.
eeU.S. Congress, Officeof Technology
"Federu,i-.
a.
lefration
Tach5, ComputerCrime,
OTA-CIT-297
nology:
Muagement, Security eed Oversight,
Office,February
Printing
(Washington, DC:U.S. Government
crime
1986),
for
an overview
of the scope of computer-related
fund transfers
andautomateddata
and lossesfrom electronic
processing.
Rep on Couter Crime, Task Force on Computer
Crime,Sectiono Cr iual Justice, ABA,1984.
Accountants, EDP
'American
Institute
of CertifiedPubIic
Study of DF.e.xi"
Fraud Review
Task Force,
Report
onthe
Industries,
1984.
Fraudinthe Banking
andInsurance

to loss (before recovery efforts) of some
$880,000 per loss and an average net loss (after recovery efforts) of about $19,000 per incident."
Whatever the actual amount of the losses,
there is another indirect indicator that this is
a serious problem: insurance premiums are rising for protection against fraud and other
types of losses related to electronic transfers
of funds." During the past year, financial institutions' motivations to safeguard valuebearing transactions-EFTs, letters of credit,
and securities transfers-have been strengthened by actions of their insurers, some of which
are raising premiums and/or requiring the use
of message authentication methods approved
by the American National Standards Institute
(ANSI). As industry applies safeguards more
widely and as the use of certified safeguards
becomes more commonplace, expectations for
responsible corporate behavior will be raised.
A new standard, and perhaps a legal criterion,
appears to be evolving for gauging responsible corporate behavior, or "due care, in businesses where firms are expected to provide reasonable safeguards for information whose loss
could do significant harm.
The wholesale banking industry is leading
this trend, prompted by liability and "due
care' considerations, by the recommendations
of internal and external auditors, and by Treasury Department policies. Treasury has issued
policy directives requiring all Federal electronic fund transactions to be authenticated
by June 1988. Dated August 16,1984, TD-81.80

Statistics
ReportNCJ-100461, Elec"Bumau ofJustice
FundTransfer
Systoems
Fraud.April 1986.
trnic
experience ofa west coast bank illustrates the magni'Th,
by Insurers for
tudeofthe chanes incoveragebeingoffered
coverage
EFTloss claims.Unilrecently,the bank'sinsurance
S1millionannually. and provdedprotection of up
cost about
transfer claim,with a stmillion
tostOmillionper electronic
to ,5million,
deductible.ThepolIrypreium n mid-I986rose
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a it milliondeductiblT,
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specified that Federal EFT transactions be
authenticated using measures based on DES
and conforming to ANSI standards. This action is expected to have widespread effects
throughout the banking industry because of
the large number of systems and communications links that will use the system, and because some standards set by Treasury and the
Federal Reserve System (which serves as the
interface between Treasury and the wholesale
banks) become defacto industry standards. As
certified hardware for authentication becomes
more widely used, economies of scale will lower
prices for authentication hardware. As prices
fall, additional end users are likely to adopt
techniques and hardware to safeguard other
business functions, creating a ripple effect
throughout the private sector.
Thus, an early and important exception to
the non-recertification of DES was made by
NSA in the area of electronic fund transfers.
Through a memorandum of understanding, the
Treasury Department will certify commercial
data security devices for securing fund transfers, with technical guidance and support from
NSA and NBS. DES will remain the encryption algorithm for EFT transactions while
authentication measures will be specified by
ANSI standards adopted by the wholesale
banking community." More recently, NSA
agreed to support use of the DES for bank message authentication until an acceptable replacement became available. Widespread use
of DES to authenticate electronic fund transfers will increase demand for DES-based hardware. That could lower its price and encourage
its adoption for other applications in wholesale and retail banking and elsewhere. As an
example of a retail banking application, the
DES is used to encrypt customers' personal
identification numbers in interbank automatic
teller machine networks in the United States
and Canada."
Parts IV
'Memorandum of Understanding 'l.--.kl.
according
and V.Thismemorandum may be renewedin 1987,
to NBS staff.
'EddieZeiler, SecurityPacificNational Bank and Nancy
Floyd, Iik-dhaztr Personal communications with OTA
staff, Feb. 1. 1987.

A superseding Treasury Directive, TD-16.02
(dated October 2, 1986), extended the authentication requirement to securities transfers and
stated that equipment designed and used to
authenticate Federal EFTs must comply with
Federal Standard 1027, which specifies security requirements to be satisfied in implementing DES (FIPS Pub. 46). Keying material used
in DES authentication must be generated and
processed in accordance with ANSI Standard
X9.9. The broader requirement is expected to
speed the dissemination of authentication techniques throughout the private sector.
A number of private financial institutions
are taking aggressive steps to prevent certain
types of misuse. Citibank, for instance, now
has more than 4,000 encrypted links overseas.
Similarly, the private Clearing House Interbank Payments System (CHIPS), whose $240
billion in daily settlements is second in size only
to the Federal Reserve System, uses ANSIapproved standards to authenticate its transactions."Large U.S. banks have also been
among the most active participants in the development of technical standards through
ANSI (see below).
Reducing Costs.-Companies can also reduce
the costs of routine business transactions by
conducting them via computer-to-computer
communications that make use of cryptographic-based authentication techniques. These
inter-organization transactions use standardized formats for the electronic interchange of
business data between independently organized, owned, and/or operated computer and
communication systems. This is accomplished
by each corporate participant assembling its
transaction data in predefined sequences, called
"transaction sets. "

'Authentication in CHIPS,NewYorkClearing House, Jan.
17,1985.
transactions amountedto $125trillion,comIn 1986,CHIPS
paredwith $124.4trillionin domestictransactionshandledby
the F72W]0REsystem. Thexcaliss system handles a
of transactions than CHIPS,and has manymore
Svolume
on-tinecorresponden (7000deository institutions compared
to the 121 CHIPSmember banks). [Source:Florence Young,
Divisionof FederalBank Operations,FederalReseae System.
Personal communication with OTAstaff, Feb. 13, 1987.]
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Several industry-specific interchange standards have previously been developed, including transaction sets for air, motor, ocean, and
rail transportation, as well as for public warehousing, and for the grocery industry. Development of an American National Standard for
electronic data interchange is under way, intended to replace the many paper and specialpurpose business methods by 1988. One of the
long-term goals of this standard is the realization of paperless trade transactions and transportation arrangements. Standards for this
purpose are being developed by the ANSI X12
Committee, which was chartered in 1978. The
first set of X12 standards for electronic business data interchange was approved by ANSI
in 1983, and more were published in 1986.
The national standards are intended to be
broad enough to encompass all forms of business transactions amenable to standardization,
including inter-industry transactions. The electronic transactions, referred to as Electronic
Data Interchange (ED I) or Electronic Business
Data Interchange (EBDI), are intended to reduce business costs by speeding up the purchase order cycle, reducing the inventory
buffers firms must carry, and streamlining
cash flow. Dozens of common transactions will
be integrated using these standards, including purchase orders, invoices, shipping notices,
check payment vouchers, requests for quotations, and marketing information.' These
transactions amount to billions of dollars annually. An estimated $38 million worth of them
were handled electronically in 1985; by 1990,
electronic business transactions are expected
to amount to more than $1 billion,"
These standards, or some compatible form
of them, may also be adopted worldwide,
thereby facilitating international transactions
in different currencies. For this reason, any
message authentication product, such as that
Interchange:
ee:.ack Sna. "Electronic Business Data
"
SanA NewStrategy forTransacting Business, ,ISAUpdate,
"DetroitTries
agementScienceAmerica,Inc.,March'April19F5;

required for business data interchange will
have to be eligible for use in other countries.
The current ANSI authentication standard,
based on the DES, is exportable, but its
replacement may not be.
The original focus area for electronic data
interchange was in transportation, beginning
in 1968.'The Transportation Data Coordinating Committee (TDCC) worked with representatives of the rail, motor, ocean, and air
transport industries to develop EDI transaction sets for these modes. The first successful data interchange transmission occurred
with railway bills, in 1975. Around the same
time, TDCC organized a group of computer and
communications experts to develop specific
business applications of this type of electronic
transaction. Among the outcomes of this group
activity were the development of purchase order and invoice transaction sets and movement
toward generic transaction sets for industry.
In the early 1970s, large corporations, such as
Sears, JC Penney, and K-Mart had started
transmitting purchase orders electronically,
with specialized formats. This was feasible in
part because these retailers were often their
suppliers' sole or largest customer. However,
benefits due to improved transaction accuracy
and timeliness accrued to both parties, increasing interest in electronic transactions.
Movement toward further development of
generic transaction sets was formalized in
1978, when the ANSI X12 Committee was
formed. TDCC and the Credit Research Foundation provided technical support to the new
committee, and TDCC is the current X12 Secretariat. In 1979, the grocery industry began
its industry-specific Uniform Communication
Standard (UCS), which is compatible with the
EDI architecture developed by TDCC for the
transportation standards. Subsequently,
standards for public warehousing applications
(Warehouse Information Network Standards,

to [telc] ai
at-nof Paperwork, !11t.me-.wtek.Aug.26.
195.pp 94-96.
"'Management Ineormation Systems Week. Jan. 20. A:IJi.

Ifnrmeostn ontee r irtiera eletron c data ntaeechange
stdaedn ns providelby Pal I*mmE, Tan.pnrtatisn Data

theANSI
ASCX12me
Estimates provided by~fackfhawoa

cmCoo.dinating
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or WINS) were developed, also compatible with
the EDI architecture. These standards include
various security features.
The ANSI X12 Committee is developing
generic standards for electronic business data
interchange. In November 1986, industry representatives agreed on a common data dictionary for the ANSI X12 standards, the WINS
and UCS standards, and the TDCC ED I standard. The ANSI X12 Security Structures
Taskgroup is developing transaction security
standards under the auspices of the X12 Finance Project Team, and the X 12 Committee
has joined with the ANSI X9 Committee to
deal with encryption and encryption-related
business requirements. According to the X 12
Secretariat, the latter include: electronic signatures ("telex signature"); data integrity,
"hash controls" (digests); message authentication and sender verification; confidentiality
of business data error detection; end-to-end
security; and protection against replay, spoofing, modification, or impersonation.
Benefits from electronic transactions are expected to be substantial for diverse user
groups, and some are already being realized.
In 1980, a report prepared for the American
Grocery Industry projected $300 million in
profits for the industry as a result of implementing standardized electronic transactions.
The grocers' UCS standards were completed
in 1981, and the resulting industry gains have
reportedly exceeded the projections.' The
Automotive Industry Action Group, composed
of the the major U.S. automobile manufacturers and about 300 of their largest suppliers,
began their movement toward standardization
of electronic business transactions in 1981.
According to some estimates, General Motors
and Ford expect to realize a $200-per-car savings, or some $1 billion a year, on a typical pro-

rnesTsh iHorwitt,"Move to ED] Gathers Steam as
Dec. 15,
Standards Clear, Benefits Grow, 'C-pTe,-r:
1986,
p. 5.
"Paul temme, TDCC.Personal communication with OTA
staff, December1986.

duction volume of 5 million cars per year,
through use of electronic business data interchange." Caterpillar Tractor Co. has instituted an electronic transaction system linking
some 400 sites."
Because of the automobile industry's large
number of suppliers, contractors, and distributors, their use of the new data interchange
standards is expected to accelerate the spread
of these standards to other industries. These
include metals, plastics, and rubber, as well
as chemicals, transportation, electronics, aerospace, banking, and retail sales."The movement toward electronic business transactions
is giving rise to new, network-based "electronic
clearinghouses' with market entrants such as
IBM, GTE Telenet, GEISCO, Tymshare, and
GM's Electronic Data Systems.
Potential savings to the Federal Government from electronic purchasing alone have
been estimated to be $20 billion/year or more.
The DoD, for instance, has begun to use electronic data interchange to reduce the time required to get supplies to overseas commissaries, and expects to shorten immediately the
75-day purchase cycle by 5 or 6 days, thereby
reducing inventory requirements. Other commissary and procurement paperwork-reduction
projects have been under way within DoD for
a few years."

" Ford s es mnte is from GEtaCO Plans TOMove Rock"
villeJobs in Bid to Get Edgein GlobalMarkets, Washington
Post,Sept. 29,1986,Business Section,p. 4. The cost savings
for GMis from a presentation by Jack Shawat the ANSIX12
ASCmeeing.June 9, 1986.This estimatedoesnot includeother
potentialsavingsfromED I facilitatingjust-in-time manufatcturingwith reducedsupplyinventoriesonhaalsoreportedthat
implementation ofEDIenabled one large Eastern railroad to
halveits purchasing data processing staff and is expected to
cut aother railroad's
yurchase orderleadtimefrom10daysto 3.
"irwincc-tncit
Caterpillar Erects Paperless Network,
MISWeek,Jan. 20, 198.
'Soisa Week,op. cilt,Aug.26, 1985.
Post, op.cit., Sept. 29,
GEISCO
Plens. .," Washington
1986.
0
JadkShw. ANSIX12 meetng on June 9, 1986.
"Brad Bass, 'MovingData Eectronically Expedites SupplyDelivery," Govermuent
Computerres, Jan. 30, 1987,p. 22.

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 124 2002

Ch. 5-improving tformation Security . 117

Linkages in and Contrasts Between
Defense-Intelligence and Other Needs

some $3 billion, split evenly between communications security and computer security. "

Some Linkages Between Private Sector Activities and Federal Policy .- Private industry and
civilian Government agencies' interest in safeguarding their computer and communications
information are becoming intertwined with
Government policies even though these interests are increasingly independent of national
security. The linkages between private users
and the Government, and between the civil
agencies and NSA, tend to blur this independence. These linkages are especially influential
where NSA's technical expertise or Government certification is important, or where Government agencies, as major purchasers, tend
to drive commercial equipment designs.

Other important linkages between Government policies and the private sector, and between defense and civilian agencies, are in the
areas of security awareness, education, and
assistance. During the past few years, there
has been mounting confusion concerning the
distinction between the roles of NBS and NSA
in these areas. In addition to its Federal standards development, NBS, under its authority
in the Brooks Act, as amended, participates
in the voluntary activities of standards organizations and works with the private sector and
civilian agencies to develop computer and computer network safeguards techniques, including security components for the open system
interconnection (fSI) architecture. However,
NSA, under the auspices of NSDD-145, has
expanded its relationships with civil agencies,
providing threat assessments and awareness
briefings and advice in selecting cost-effective
and appropriate safeguards. NSA reports that
it has provided assistance to 36 different civil
agencies and departments, plus the U.S. Senate, for diverse application areas including
trade and finance, drug interdiction, law enforcement, health, agriculture, immigration,
and aviation and national security, 'as well
as to Government contractors and other
firms.'

Although NSA's technical knowledge in high
quality cryptography and cryptanalysts is acknowledged to be the cornerstone of U.S. capabilities, very little of it is unclassified. Because of this, private users depend on NSA's
willingness to provide information and advice,
which currently takes place, in part, in the form
of NSA-certified commercial products.
Understandably, private sector users place
a high value on certified, validated, and standardized safeguard products. This dependence
has required considerable involvement by NBS
and NSA in the absence of private sector institutions fully competent to independently develop standards and certification processes.
However, NSA's plans to replace DES in 1988
with hardware modules that use secret algorithms will tend to deepen and perpetuate
private sector users' dependency on NSA expertise as long as these users have no independent alternative for developing a certified, nonsecret, and exportable successor to DES.
Government agencies represent a large market for some information security products,
therefore their choice of standards has a significant influence on manufacturers. According to estimates from a study conducted by
the Electronic Industries Association (E IA)
in cooperation with NSA, Federal and private
sector budgets for information security totaled

"Otthe S1.5billion budgeted for communications security
in 1986.66 percentws budgetedby DoD,about7 percentby
other Federal agencies, and 27 percent by the privatesector
(including
defensegmrs}.Of the 51.5 billionforcomputersecu
rity, ho-ee, DoD andother Federalagenciesonly accounted
for 13 and tI percent,respectively
, wile the pr'ate sectoraccounted for aout 75 percent. Electronic Industries Association: 'Cc'.'bSEC
and OtJwJSEC Market Study, " Jan. 14,
198T
ii. .nel and dearnments that havebeenassisted by NSA
irtude the United States TradeRepresentative,
international
TradeAdministration,
Securitiesand ExchangeCommission.
Federal ReserveBoard, Department of Labor, 'adond Norcotics Border Interdiction System, Immigration andNatural!zaon Service.Drug Enforcement Administration, Center for
of
DiseaseControl,NationalInstitutesof Health, Department
Agriculture,and Federal AviationAdministration. HaraldE.
Danloe.Jr.. NSAS-0040-87, Feb. 20, 1987. Attachment S to
EnclosureD.
'bid., Attachment I to Enclosure D.
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Vendors of safeguard technologies and
private-sector defense contractors are also
closely linked to Federal information security
policies and programs, such as NSDD-145. Because the new, NSA-certified encryption modules are expected to have a large, stable market among Federal agencies, vendors are
unlikely to attempt development of riskier, uncertified, encryption-based safeguards. Private
sector users, therefore, may be faced with
limited new options if the supply of encryptionbased safeguards is determined by "technology push" (from NSA) rather than "demand
pull" (from unconstrained market forces).
Emerging Differences.-What is open to
question is the extent to which the concerns,
priorities, and needs of the defense- and national security-oriented user communities are
generalizable to civilian agencies and the bulk
of the private sector.
One interesting set offindings from the OTA
and Ernst & Whinney surveyse mentioned
earlier, is based on the respondents' perceptions of who their organizations' adversaries
are and illustrates an important difference between perceived Government and private sector information security needs: who the most
significant adversaries are, and what level of
resources they possess. Table 7 summarizes
responses to a question in each survey that
asked respondents to rank categories of adversaries according to how relatively important
it is to protect their organizations' significant
(unclassified) "company confidential" or pro
prietary information from them. For example,
the group of 26 nongovernment individuals

Table 7-Overall Ranking of Importance as
an Adversary (Highest = 7)
OTA surveyresponses'
Mean
Fraction of
ranking of responses ranking
Category of adversary
category category
#l or #2
Yourcompetition
........
6.7
920/,
Some of your internal
employees ........
4.8
31
Foreign governments..... 3,1
4
Yoursupplier ........... 4.1
15
Yourcustomers.......... 4.9
27
Publicinterest groups .... 4.0
19

Ernst & Whinney suney
non-government responses
Mean
Fraction of
ranking
of responses ranking
Categoryof adversary
category
category #1 or #2
Your competiion .......
6.5
89%,
Some of your internal
employees
..........
4.9
43
Foreign goverments. . ..
3.9
30
Your suppliers........... 4,1
11
Yourcustomers .........
4.7
35
Public interest
groups ,. .
3.9
15
s5E.,-esO"csnist'na1ao2i nragosean
raonaenesra
d
.,.
,a d=.orankthatsategor
y

earn
..

Ernst & Whinney sa-vey
Government responses
Mean
Froolion of
ranking
of responsesranking
Category of adversary category
category h1or 92
Your competition
........ 4.1
3570
Some of yourinternal
employees
.......... 5.3
53
Foreign
governments ....
6.
74
Yoursuppliers
....
.. .4.3
24
Yourcuslomers
.......
4.5
34
Publicinterest groups., . 5.0
48
attla
-1:
.6Iotc
141 govrnmnrepond.-l
-n-e.-

raieos afadero On resander
0,0nO enkOhar
aieasr

surveyed for OTA, predominantly nondefense
Fortune 100 executives, rated foreign govern'
ments as their least important adversary.

"lTheeTA computer
security
survey
wasconducted
inOcSimilarly, the larger sample of non-Govtober
1986,at
a meeting
of Palmer
Associates.
The26respondernment respondents surveyed by Ernst &
ents
to thequestionnaire weredata procssingaudit sec
presidents
anddataprocessing
audit
directorsof ortune
50
Whinney ranked foreign government advercompanies. Ernst
& Wtrne'.
'*OTA
Computer
Security
Sursaries lowest overall. Instead, both non-Govvey, - eTA contractor
report,
Nov.7, 1986.
Enst& Olinnsy
conducted
a separate
survey
inNovember
1986atthe/3th annual
conference
ofthe Computer
Security
Institute.
About
500attend'es
responded
tothis self-adin- 7 One of the /TA surveyrespondents notedthat hisfirm
with protecting
information
fromforeign
isteredsurvey,
most of whom hadresponsibility
for computer was most concerned
securityfunctions.The dataweremadeavailable
to eTA is
confidengovernmentsother was coocernedwith protecting
tiat custorrr information
from the U.S. Govornment.
February
t987.
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ernment groups considered their competition
as the most important single adversary, followed by customers and some internal employees, and then by suppliers, public interest
groups, and foreign governments. The Government respondents surveyed by Ernst& Whinney considered foreign governments (perhaps
analogous to "your competition' for businesses) to be the most important adversary,
followed by some internal employees, public
interest groups, and the other categories. An
important difference between business competitors and foreign government adversaries
is.obviously, the level of resources that each
type could deploy to gain access to information.
The Electronic Industries Association market study mentioned earlier also found "widely
different perceptions of the threat to information systems and this results in different and
often conflicting and competing security requirements . . ." The study notes a national
security perspective that focuses on external
threats while others' perceptions are of internal sources as the principal threat. It also
notes that businesses and civilian agencies attached considerable importance to the cost of
safeguards and their effect on operations.
Other differences (and similarities) between
current Government and private sector information security priorities are suggested by a
survey question asking respondents to list
their organizations' "top-priority" computersecurity and information-security concerns.
These responses are summarized in table 8.
Although the same types of concerns are mentioned by Government and private sector respondents, their relative priorities are different.
An important effect of these perceptions and
priorities is on the users' decisions concerning
the use and choice of safeguards.
Another interesting finding from both the
OTA and Ernst & Whinney surveys was the
'Electronic Industries Association, ' -',-t
c ANDcomPUSECNarke'Study,'(Jan.
14,1987.
This study
was based
on75interviews,
64ofwhich werewith Federalagencies, in.
dudng 39 ha ing defenseand intelligencemissions.

relatively low level of perceived impact (asof
Fall 1986) from NSDD-145 on non-Government organizations safeguarding of unclassified information. Table 9 summarizes responses
to a survey question about the impacts of
NSDD-145. Almost three-quarters of the respondents (all non-Governmeot) to the OTA
survey and almost half of the non-Government
Ernst & Whinney survey respondents felt that
NSDD-145 had had no impact on their organizations' safeguarding of unclassified information. Moreover, fewer than 10 percent of the
respondents to the OTA survey and fewer than
30 percent of the non-Government respondents
to the Ernst& Whinney survey considered that
the directive had impacted their firms' security practices for unclassified information
"somewhat" or "greatly. 'By contrast,the
Government respondents in the Ernst a Whincey survey reported much higher levels of impact overall, with only one-quarter reporting
no impact from NSDD-145 on unclassified Information security and almost 60 percent reporting that the directive had impacted their
organizations' unclassified information security at least somewhat.
More than two-thirds of both the OTA survey respondents and the non-Government respondents to the Ernst & Whinney survey felt
that their firms' information and data security measures were at least fairly adequate to
meet their needs. What is somewhat surprising is the relatively low percentages of these
firms' total information and computer security expertise attributed to Government-sponsored assistance programs, conferences, and
training programs. Only 2 of the 26 OTA survey respondents indicated that even a small
percentage of their firms' information and data
security expertise came directly from Governmeet assistance programs. This low percentage is likely due to the composition of the
Palmer Associates group surveyed and is in
marked contrast to what one might expect

'Tao fOe in theOTA ..ce"
indicated that they had ir
plwr,-d encryption
or scrambling toprotect sensitive
communications
in response to N SD I- 145, andone ofthese
firm
aIsoimplemented
access control
softwre.passwods, and at.
channels.
quired
special
communications
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Table 8.-Top-Priority Computer and Information Security Concerns Mentioned by Respondents
OTA survey group (non-govemment)
Data security/data integrity
Network security
Contingency planning; training
Quality security throughout firm;
telecommunications links; internal
hacking
SOURCE
Da

u
--

r

sduysby
.-

Ernst & Whinney
non-government group
Network security
Data/informaton classification and
security
Micro/PC security
Dial-up security/conmmninalins

Iro- & Wm-,y

n

crds

No

Ernst & Whinney
Government group
Contingency planning/disaster
recovery
Data/informaion classification and
security
Network security
Micro/PC security

Mo

Table 9.-Perceived Impacts From NSDD-145 (Fall 1986)
Question: "OnSeptember 17. 1984, PresidentReagan signed NationalSecudty DecisionDirective
145 (N SDD-145), the Nations] Policy on Telecommunicationsand Automated infmalion Systems Security. This policy has led to much mom active involvement by
the National Security Agency and the Naisnal Computer Security Center in prosiding advice to business and industry. How has NSDD-145 impacted your organization
in safeguarding inforneion that is not claesied for purposes of national securiy?"
Survey responses
OTA survey
responses Ernst& Whinney Ernst & Whinney Ernst & Whinney
total
non-government
government
total responses
to question
to question
respanses
responses
loll nnn-snsommont)
(364)
(122)
(23)
(486)
Response
46%
25%
1
O110
Not at all ....
74
27
18
17
25
Very little . ..
33
24
21
9
Somewhat...
24
11
6
0
Greatly ......
-unndnd by -E
n 5 Wrinnee
is Oober ar1rnemro 1r06
SOURCE
Data
.-

from an alternative group composed of defense
contractors, computer firms, or firms producing security products for the Government market. In fact, only two of the respondents to the
awareness of any speOTA survey indicated
cific Government-sponsored information and
assistance programs. Of the 22 individuals responding to a question concerning their perceptions of the helpfulness of Government
guidelines, 17 answered "not at all, " while 5
said these had been "somewhat" helpful to
their organizations. The respondents who did
find Government guidelines helpful cited the
NBS Federal Information Processing Standards (FIPS), including DES, as well as guidelines for protecting privacy-related and classified information.
Differences Between Military and Civilian
Computer Security Models.-The debate about
how well the NSA's Orange Book computer

security standards and evaluated products program will serve the needs of civilian agencies
and private businesses is receiving increased
attention within the computer security comaspects of the
munity. One of the most crucial
debate concerns the security policy underlying
the Orange Book criteria, the mechanisms
needed to enforce security policy, and how well
these match the security policies (and associated mechanisms) that are common in commercial practice. According to computer security
experts at NSA, for example, the National
Computer Security Center (NCSC) has worked
-and continues to work-"hand in glove" with
the civilian agencies to understand their needs
and provide appropriate computer security
solutionsToand, moreover, products that have
been evaluated by NSA and that have received
Feb.
12, 1987,p.
'Sa ond E.Dniels. Jr., NSA S-0033-87,
2.
7 ofEnclosure
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B- and C-level ratings are being used in the private sector (some of these, such as RACF,
ACF2, and Top Secret, were developed well before the Orange Book was published but have
been modified to meet Orange Book standards). Other experts disagree with this position, and argue that the security policy and
mechanisms specified in the Orange Book do
not meet important needs in commercial data
processing.
Among the latter group are David D. Clark
(MIT Laboratory for Computer Science) and
David R. Wilson (Ernst & Whinney). In their
paper, "A Comparison of Commercial and Military Computer Security Policies, "' they
present a security model based on commercial
data processing practices and compare the
mechanisms needed to enforce this model's
rules with those needed to enforce the (lattice)
model of security embodied in the NSA criteria.
Other experts have also offered criticisms of
the Orange Book's applicability to business
needs. However, a brief summary of the Clark
and Wilson paper, offered here as an example,
points out some of the main points of criticism.
According to Clark and Wilson, the "milltary" (NSA/DoD) security policy is really a set
of policies designed to control classified information from unauthorized disclosure or declassification. Mechanisms used to enforce this
security policy include mandatory labeling of
documents or data items, assigning of user access categories based on security clearances,
generating audit information, etc. The higherlevel security policies include mandatory
checks on all read and write transactions; these
mandatory controls constrain the user so that
any action taken is consistent with the security policy. In addition to these mandatory controls, discretionary controls can be used to further restrict data accessibility (e.g., "need to
know" controls), but, say Clark and Wilson,
these cannot increase the scope of security controls in a manner inconsistent with the underlying multi-level classification concept.
"Doid D. Clarkand DavidR. Wilson,"Commercial
Security Policies, " Proceedings, 19871EEE Symposium on SecurityandPr.vac. Oakland, CA, Apr. 27-Z9, 1987.

By contrast, Clark and Wilson assert that
what underlies commercial data processing
security practices is the prevention of fraud
and error and, therefore, that a "commercial"
security policy should address integrity rather
than disclosure. Some of the mechanisms to
enforce this type of policy are common with
those for the military model (for example, user
authentication), while others are very different. Among these others, Clark and Wilson
identify two principal mechanisms: the wellformed transaction (in which a user can
manipulate or record data in constrained ways
that preserve or ensure the integrity of the
data-analogous to a paper-and-ink accounts
book in which correction entries, rather than
erasures, are made); and separation of duty
among employees (in which the user permitted
to create or certify a well-formed transaction
may not be permitted to execute it-analogous
to double-entry bookkeeping in which a check
for payment must be balanced against a matching entry in the accounts-payable column). Separation of duty is a fundamental principle of
commercial data integrity control, and is considered effective except in the case of collusion
among employees.
In their paper, Clark and Wilson conclude
that the integrity mechanisms inherent in the
commercial security model differ from the mandatory controls in the military (nondisclosure)
security model in important ways, and controls
based on the military model are not sufficient
to enforce the commercial (integrity) model.
They then introduce a more formal model for
data integrity in computer systems, based on
the use of constrained data items and transformation procedures for enforcing an integrity
policy. Comparing this model with other integrity models, Clark and Wilson argue that
their model, unlike the Orange Book standard,
is applicable to a wide range of integrity
policies.
By early 1987, debate on the general applicability of the Orange Book criteria and development of alternative models of computer and
information security had developed to the extent that plans were made for an invitational
Workshop on Integrity Policy for Computer
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Information Systems, organized by Ernst &
Whinney and cosponsored by the Institute for
Electrical and Electronic Engineers, the Association for Computing Machinery, NBS, and
NSA's National Computer Security Center
(NCSC), to address military versus commercial security policy issues. The workshop is
scheduled to be held in late 1987. "0
Civilian Agency Actions.-In addition to the
NBS activities described earlier, related to
DES, FIPS publications, and voluntary standards development, there are other civilian
agency activities related to safeguarding electronic information. (An earlier OTA report surveys civilian agency programs for computer
security. )8I The Treasury Department, for example, requires the use of safeguards for information systems that handle sensitive, as
well as classified, informationY All Federal
electronic fund and securities transfer systems
must also have safeguards in place by June
1988. The requirement applies to all Federal
agencies (except DoD, which has its own policy) and to wholesale banks that do business
with Treasury and use the Federal Reserve
System as the interfaceY The Treasury Department Order (TO 106-09) requires that
authentication measures conform to the American National Standard Institute (ANSI) X9.9
standard "or equivalent authentication technique. "8According to Department of Treasury officials, the DES "is and will remain fundamental to the Department's security
strategy for the foreseeable future. ". Treas"Information on workshop from David Wilsonand Jene
SObroky
(Ernst&livooal. private communications with OTA
1987,
and Froman IEEEpressrelease(May1987).
stafOEf
May
A- -6,
ITO'q
nntit.
'nepar&o1o tOtn.
resory, Directives Manual.InformationSystems Secorat Ch.TD81, Section 40,.,r. 2, 1985.
nspotnro t.t Treasury, Directives noon . sar
ironic Funds and Transfer Policy-Messagn Authentication,
TD81, Section80, Aug.16, 1984.Supersededby:Department
of the Treasury. "ElectronicFunds and Securities Transfer"
Policy-Message Authentication and Endorsed Security.
T12163-, Oct. 3, 1986, TlIO&E.2
is authoried by Treasury
Order106-09Oct.2 1986
,_ptreroftFiTreasiry Order #106-09, "Electronic
.
Funds and Securities Transfer Policy-Message
Authentication and EnhancedSecurity," Oct.2, 196
'J. Martin Ferris, Secuty Programs, Department of the
Treasury,Washington,
DC,letterto OTAstaff, Dec.16, 1986.

ury has announced that technology to secure
Federal electronic fund transfers (EFTs) must
be compatible with systems used by the Federal Reserve System and the commercial banking community. Specifically:
" Treasury will continue to support and implement ANSI financial standards as the
common method for securing Federal
EFTs and will only transition from the
current (DES based) ANSI standards to
any new ANSI standard (not based on
DES) if the transition is based on "sound"
business decisions and security needs.
* Treasury will rely on NSA's commitment,
of November 12, 1985, that DES will be
supported indef'mitely for the financial
community.
* Treasury will rely on NBS to continue to
validate DES chips.
* Treasury will continue to certify equipment and techniques for Federal use to
provide authenticationlencryption and
automated key management for EFTs.
Treasury will continue to develop, in conjunction with NBS, automated test
beds/bulletin boards so that NBS can validate successful hardware and software imof ANSI financial
plementations
standards."
The Federal Reserve System publicly expressed its commitment to electronic data
security in early 1985, when it announced specific plans to enhance its electronic payment
services in order to increase their security. The
Federal Reserve is a highly-visible participant
in the Nation's electronic payments system,
both as an operator (performing electronic fund
and securities transactions, serving as an automated clearinghouse, etc.) and as a regulator.
In its role as an operator, the Federal Reserve
must protect its value transactions; as a regulator, the Federal Reserve intends that its security and reliability standards serve as models
for depository institutions to emulate in securing their own electronic payments operations.

'Ibid.
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The Federal Reserve's plans include encryption of depository-institution connections; as
of late 1986, over 60 percent of these were encrypted and the Federal Reserve plans to have
almost 100 percent of them encrypted by the
end of 1987. In addition, the Federal Reserve
is currently testing the use of message authentication within the Federal Reserve environment." The National Bureau of Standards is
providing technical support to the Federal
Reserve.
Technical

Standards

Development

Technical standards are important for a
number of reasons. Among other things, they
help to aggregate markets by improving the
uniformity, interoperability, and compatibility of vendors' products.
Federal Agency Participation.-NSA and
NBS activities in the development of standards have been noted earlier. Other agencies
involved in the development and promulgation
of regulations and standards include the Office of Management and Budget. the General
Services Administration (GSA) and DoD's National Communications System (NCS). GSA
promulgates Federal procurement regulations
generally, including telecommunications, and
has delegated its responsibilities for producing and coordinating communications standards to NCS, which has issued DES-related
standards for telecommunications security and
interoperability.
NBS has had considerable success during the
past decade in developing a variety of standards for information security, as well as by publishing dozens of guidelines. Known as Federal Information Processing Standards (FIPS),
NBS standards apply to civilian agencies. Several have also become the basis for standards
developed or adopted by NSA and by private
standards-setting organizations such as ANSI.
the ABA, and the International Organization
for Standardization (ISO).
"Jack Dernts, Anistant Diector ol Federal Retno'eoBank
....
r1co raton with
Operations. Washington. D.C. Personal
OTA staf, Aug. 26. 1986 and lester, Der. 17. 1987-

One of the earliest of these national standards, DES, (FIPS 46, released in 1977) is discussed in appendix C. DES, which is now produced in hardware and software both in the
United States and overseas,"* has been
adopted by ANSI in a number of its technical
standards, and was considered for use as an
international standard by an ISO technical
committee in 1986, as discussed later.
Private Sector Participation. -Active participation in the development of technical standards for information safeguards is another indication of the current and future needs of
business users. ANSI has had active participation from several dozen major corporations,
including banks, equipment vendors, and (more
recently) other manufacturers. For example,
several large U.S. banks and the American
Bankers Association (ABA), the Canadian
Bankers Association, and about 30 vendors are
among the participants in developing standards of interest to the banking community, in
addition to NBS, the Treasury Department,
and NSA. Suppliers and users of sophisticated
safeguards such as biometrics and other technologies not based on cryptography have acted
more independently of the Federal Government, sometimes in the absence of technical
standards. Defense agencies are major conGovsumers of these products, but the Federal
ernment does not enjoy the near monopoly in
technical expertise that it has in cryptography.
In the area of biometrics, the International Biometric Association was formed in 1986 to address industry issues, including establishing
a testing and standards program.
Most large corporations have developed or
are developing their own information safeguard policies. For example, the Chemical
Bank of New York, which has more than 250
branches, has developed its own policies and
a security training program for bank employees." The bank's policies, published in 1985,
applies only
to implemenFedaalGovernment
certification
tations ofDES inelectronicdesices.
-' Corporate Data Security Standards, " ChemicalBank
alsoPresentation
by Joan
New YorkCorp.), 1985;
(Chemical
andStandReynolds
(ChemicalBank),panelist
in"Guidelines
Security Conference,
ards Panel.
" Ninth
NationalComputer
Gaithersburg,
MD, Sept. 16,1986.
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define security and custodianship responsibilities in the bank's distributed operating environment and govern the transfer of information in hard copy and electronic forms to
protect the bank's information service and data
assets. The bank has developed a software
package that it uses to train branch officers
to perform risk assessments for their local
offices and to implement the corporate security standards. By late 1986, the software
package had been used in at least 30 Chemical
Bank locations."
The Small Business Computer Security and
Education Act (Public Law 98-362) provided
another mechanism for private sector participation in developing information security
standards and guidelines. Passed in July 1984,
the act set up a 10-member Small Business
Computer Security Advisory Council to advise
small businesses on the vulnerabilities to misuse of computer technologies (especially in distributed network environments) and on the effectiveness of technological and management
techniques to reduce these vulnerabiities. It
also develops guidelines and information to assist small businesses and plans to distribute
written materials, including a small business
guide to computer security (to be published by
NBS) in mid-1987.' A report to Congress will
be issued by December 1987.
The Applied Information Technologies Research Center (AITRC) represents yet another
private sector approach to meeting information safeguard needs. A consortium of scientific, technological, and business organizations
based in Columbus, Ohio, AITRC is part of
this State-supported program. It was supported by an initial State grant of $1.4 million. Its industrial members include leaders in
online information services, and one AITRC
P,,_W communication between OTA staff
sd Denise
Sept. 25, 1986.
Shne, Chemical Bank of New York,
The sottarm package, BitiPnc ", is also being marketed
commercially through Chemical Bank Infomaton Peoducts and
Profie Analysis Crporto.n i
efield, Coecticut. Personal
own, ._
coom
.nicatin
.etees tTA staff and Peter S.
Snl
lilt 8 al(is Cop. Ser. g5 t.
Oean.
2ortin E' t y
S.ro
Bte n, claic a,
M,
Business Computer Security Advisory Council. Sept. 25,1986.

project is developing techniques for secure access to private and subscription databases. In
the fall of 1986, AITRC was licensing a lowcost, credit card device for remote user identification. "
Technical Standards Bodies.-Another indication of the variety of users' needs and demands is provided by the activities of the technical standards-making bodies. Users and
vendors in the banking and information processing communities, and in civilian Government agencies, have been working with considerable success for the past decade to develop
standards to meet their needs for improved information safeguards. These groups recognize
that standards establish common levels of
cryptographic-based security and interoperability for communications and data storage
3
systems.
The leading information standards-making
organizations in the United States have been
the Institute for Computer Sciences and Technology at NBS, the American National Standards Institute (ANSI), and the American
Bankers Association (ABA), as noted earlier.
The International Organization for Standardization (ISO), develops voluntary standards for
international use. Through these bodies, users
and vendors are setting the stage for improving the integrity and security of computer
and communications systems world-wide.
The American National Standards Institute
(ANSI) serves as a national coordinator and
clearinghouse for information on U.S. and international standards. It is the central nongovernment institution in the United States
for developing computer, communications, and
other technical standards for industry. ANSI

'Sources: InfonaadonHotine,July-Auust 1986, pp. 6-7;
and personal communication betseen 0R5 staff and ichard
Bower AIT C
..
9
and Secriig Stand.
.- D r s
ards Based on Cryptography. " North Holland Publishing Co.,
Computers & Secadiy 1 1l82) CAS00043 [tt/. Als, see Organization for Economic and Co-operatve Development, Committee for Information, Computers. and Communications Policy.
'Standards and Standard-Setting in Information Tech.nel"
'all
Aes, Scrae ieoi. and International Implications, Sept1. .
1985.
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members represent a broad range of industries
and technical disciplines. NBS is a member of
many ANSI committees, including those dealing with message authentication and encryption; other Federal agencies including Treasury and NSA also have memberships. ANSI
serves as the U.S. representative to the International Organization for Standardization
(ISO).
These organizations are structured internally into committees, technical committees,
and working groups to accommodate the special interests of their members and to provide
a narrow focus, where needed, for developing
particular standards and guidelines. Among
the structures related to information security
are:
ANSI X3 (Information Processing Systems) Committee, which includes the encryption technical committee; and ANSI
X9 (Financial Services) Committee, which
includes the financial institution message
authentication working group, the financial institution key management committee, and the bank card security working
group (focusing on personal identification
number, management, and security);
ABA, which focuses on financial transactions safeguards, including encryption
and message authentication; and
ISO's Technical Committee 97 (TC-97) and
its various subcommittees and working
groups, which are responsible for developing standards for information processing systems; and Technical Comnittee 68,
which has similar responsibilities for the
financial community.
These bodies make extensive use of one
another's work, often adopting the other's
standard intact or with modifications. Table
10 shows the progress being made in the development of standards and guidelines, as well
as many of the contributions of different civilian institutions.
The interests of many developed countries
in establishing an international standard for
cryptography have recently culminated more
than 5 years of deliberation in the ISO. In De-

comber 1985, an ISO technical subcommittee
recommended that DES be adopted as an international standard.')" Any standard adopted
by the ISO would likely be used throughout
much of the developed world to safeguard communication and computer systems. Disagreements within the U.S. delegation (between
NSA and the business community members
of ANSI) led the U.S. delegation to abstain during the ISO vote on DES."ANSI, in mid1986,recommended to ISO that cryptographic
algorithms not be the subject of international
standardization. This change from ANSI's previous position probably came in response to
NSA suggestions." Several months later, the
ISO Technical Committee TC97 announced ie
withdrawal of the proposed DE A-l standard."
Some of the other nations involved in the
ISO deliberations have proposed their own algorithms as alternatives to DES.'This proposalmay give credence to what many believe,
i.e.. that not only can other nations offer encryption algorithms forinternational use. but
that future encryption services will be decided
based on international commercial needs. The

VincentMcClellan.
'The Pentagon
Couldn't
Defeat
1IM

inBattle
OverDES Standard,

informatioua
'eek.
b.24.1986,

pp.
24-27.

'Ibid, pp.24-27.

'During
a meeting withNSAofficialsin June1986,
DTA
staff
wereadvisedthat
since
most
pridaesector
foreign
representatives to theI SO have
close
teswith
theirovernments,
thefinal
ISOdecision onwhether
t adopt theDEScould
be
decidedprior
to I SO voting
through
priiatr negotiations
among
8ovemments.
Furthermore,
NSAofficials
have
stated
that
NSA
a notinfavor
ofDES(or anyonealgorithm)
being
medasan
international
encryption
standard.
Harold
E.Danides.
Jr.,
NSA
S-0033-87.
Feb. 12,1987,
p.2 ofEnclosue2.

Critics
of SA aresometimes
inconsistent.
Forexample.there

was speuation that thereal reason that SA opposesDES.
oranyother
algorithm,
asan international
standard is that It
would damage NSA's signals
intelligence
operations or benefit
criminal
elementsOn the other band,
others
speculate thatDES
is easy fora government
intelligence
agency to decipher.
However, according to oneNSAeecutive,
there isno evidencethatanyonehasyetfounda way to break the DES. But,

because DEShascomelnto
suchwidespreaduse, it
maybe-

come an attractive target forjustsuchattempts.
OtAstaff
meetingwithHarold E.Daaels.Jr.. NSA. Aug. 13. 1986.
"Vincent
McClellan,
'ThePentagonCouldnt Defeat IBM
inBattle
O
nrDES
Standard,
5,forwation
e. 04. 196.
oP. 24-27.
'lbid.
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Table 10-Selected Civilian Technical Standards for Safeguarding Information Systems
Standard/guideline
Data Encrypton Standard(DES) (FIPS PUB 46)

Developer/year
NBS(1977)

DES Modes of Operaton (F]PS PUB 81)

NBS (180)

Key Notarization System (U.S. patent
4,386,233)

NBS (1980)

Guidelines for Implemenng the DES (FIPS
PUB 74)
Computer Data Authentication (FIPS PUB 113)

NBS (1981)

Password Usage Standard
(FIPS-112)

NBS (1985)

NBS (1985)

t

General Secur y Requirements for
EquipmentUsing DES (FS-1027)
Interoperability and Security Requirements of
the DES in the Physical Layer of Data
Communicaicns (FS-1026)
Data Encrypion Algorithm(DEA)

GSA (1982)
GSA (1983)

ANSI X3.92 (1981)

Data Link Encryption Standard
DEA Modes of Operaton
Financial Institution Message Authentication
(wholesale)

ANSI X3.105 (1983)
ANSI X3.1065(1983)
ANSI X9.9 (1983)

Personal Identification Number (PIN)
Management and Securty
Financeia Institution Key Management

ANSI X9.1 (1982)

Financial Institution Message Authentication
(Retail)
Financial Institution Encryption of Wholesale
Financial Messages
Management and Use of PINS
Protection of PINs in Interchange
Key ManagementStandard Dec.43
DoE. Encryptie Algorithm(DEA-1)

ANSI X9.19 (1986)

Modes of Operation of DEA-1

ISO/DIS 8372

Data Link Enciphering Standard

ISOIDIS 9160

Message Authentication

iSOIDIS8730

Public Key Encryption Algorithm and
Systems
Banking: Key Management (wholesale)

ISO/DP 9307

SOUvRyr

-w VO
Orw1i

Ae.-%i

ANSI X9.17 (1985)

ANSI X9.23 (draft)
ABA (1979)
ABA (1979)
ABA (1980)
ISO (l6)

ISO/DIS 8732

Principal and other users/uses
U.S. Government (computer and
communication security); increasing use in
private sector
U.S. Government (key management,character
transmission, packet transmission, voice)
U.S. Government (notarized idenlifcation of
originator
and receiver of secure message
or data file); also used in banks
U.S. Government (general DES user
information)
U.S- Government (authentication code for
data integrity in ADP systems and
networks); some use in private sector
U.S. Government (idenities ten security
factors for a password system)
U.S. G overnment (physical and electrical
security of DES devices)
U.S. Government

U.S. industry (voluntary standard, DEA is
ANSI terminology for the DES)
U.S.industry
U.S industry
Whoesate banks (message authention):
industry (electronic procurement message
authentication)
Retail banks (DEA encryption of PINS;
retailers (computer access Control)
Wholesale banks and industry (cryptegraphic
keys for encryption and message
authentication)
Retail banks (message authenicaton using
DEA)
Wholesale banks and industry
Banks (general guidance)
guidance)
Banks (general
Banks (general guidance)
Proposed inlemational version of DES
(FIPS-46); withdrawn by ISO Technical
Committee TC97.
Draft international standard has been
approved (title may change due to
withdrawal of proposed DEA-1 standard)
Draft international standard, version of ANSI
X9.105
Draft intematicnal standard for message
authenication; Part 1 speciies the DEA-1
algorithm, Part 2 specifies the MAA
algorithm
Draft proposal for standards (may be
stricken)
Draft international standard for wholesale
hacks

rcoe
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trend toward the standardization of encryption-based safeguards, principally for improving message integrity (virtually all of which
are currently based on DES, often in conjunction with public-key cryptography) suggests
that within a few years major segments of the
world's businesses will have standardized information safeguards where needed.
Second, these trends indicate that the role
of the U.S. Government is shifting from that
of the principal developer of safeguard standards in the early 1970s to a more limited role
of one participant among many, although with
continuing and important responsibilities.
Inherent Diversity of User Needs
Decisions on arcane technical standards,
originally based on national security concerns,
have already begun to be influenced by various, growing nondefense interests in the
United States and worldwide. If safeguard
products meeting Federal standards for certification do not fully meet commercial needs,
then users are likely to seek greater independence from the Federal Government. Some
movement in this direction is already taking
place, as evidenced by: unpublicized plans in
1987 of the U.S. banking community to bypass NSA's secret algorithms; growing commercial interest in proprietary public-key algorithms, which have no Federal standard but
meet users needs for electronic key distribution and digital signatures; and, the workshop
on Integrity Policy for Computer Information
Systems, planned for late 1987, which will focus on military v. commercial security models.
The foregoing description of various users'
needs, and actions that Government and
private sector groups have undertaken to meet
them, serves to point out the inherent diversity and heterogeneity of users' needs for information safeguards. Within the Federal Government itself, for example, different
requirements exist among defense and civilian agencies, and even between classified and
unclassified applications (such as food service
or routine procurement) within DoD. The private sector is no more uniform in its needs, atti-

tudes, and perceptions. In order to understand
the differences in each user's requirements, priorities, and perceived risks and threats, information such as the following must be evaluated by each user:
* What are the user's major concerns? For
example, what is the relative priority for
various types of information for integrity
versus confidentiality, versus reliability
and continuity of service?
* What sensitive information may warrant
better safeguards than are now provided?
" Who are the adversaries that need to be
protected against (employees, competitors,
foreign governments) and the resources
they are likely to use?
* What are the likely consequences (financial, embarrassment, privacy) of different
types of losses? What has been the loss
experience to date?
" What are the decision criteria (costs and
benefits for bolstering safeguards, iequired by law, risk aversion)?
Responses to these and other questions help
to define the user's needs for safeguards and
are likely to be different from one user to
another, even when they are in the same general business. A defense contractor bound by
DoD policies and regulations for safeguarding
classified information from foreign adversaries,
for example, can recover the costs of safeguards from the Government. This is a very
different situation than that of a large retailer
who needs to authenticate thousands of transactions per day, with emphasis on service delivery, costs, data integrity, and protection
against dishonest employees and customers.
And, the retailer's needs bear little resemblance to the bank manager's requirement to
show that he has exercised due care in safeguarding the bank's assets.
Chapter 6 focuses on some of the major laws
and policy directives concerning information
security. In tracing the development of public policy, it seeks to provide insights into the
question: iHow did we get where we are
today?"
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Chapter 6

Major Trends in Policy Development
FINDINGS
* Federal policy limiting the disclosure of information has expanded over the
lastdecade to include growing concern for protecting unclassified, but sensitive information, such as that in commercial and Government databases. As
part of this process, the role of the defense and intelligence communities has
also expanded and "national security," as a criteria for non-disclosure, is being interpreted more broadly.
* Federal policies on information security are creating tensions with broad national interests and, in contrast with earlier times, can no longer be isolated
from them.
* Most recent Federal policies on information security are based principally
on national security concerns. Now that information security is becoming important to commerce, more broadly based policies will be more appropriate.
* The National Security Agency (NSA), in carrying out its role under National
Security Decision Directive (NSDD-145) to develop computer and communications security standards for use by Government and industry, is involved
in two policy conflicts. One conflict involves responsibilities for developing
security standards, with the National Bureau of Standards (NBS) charged
by the Brooks Act of 1965, as amended, and NSA having overlapping responsibilities under NSDD-145. The second is a continuing, inherent conflict between NSA's mission to perform signals intelligence and its efforts to develop
computer and communications safeguards for widespread nondefense use.

INTRODUCTION
Policy for the security of electronic information has developed in recent years in a setting
of diverse interests. These interests have included national security and the separation of
powers for governmental policymaking, as well
as civil liberties, including personal privacy,
and commercial needs for improved information safeguards. The current tensions in information security policy reflect all of these influences. To a large extent, these tensions have
their basis in different views within Government of overall national interests and the central historical role of the Government, particularly the Department of Defense (DoD). in
developing technology and setting policies for
safeguarding electronic information.

This chapter provides a brief review of two
of these influences:
e the context of Government controls on unclassified information that has evolved
during the past few decades, and;
• the progression of prior policies concerning the privacy and security of electronic
information that have led to today's
policies.
Policies designed to keep electronic information secure developed historically largely in the
context of protecting national security. One
of the important ways that has been used to
limit potential damage to the nation's security is through controls on the dissemination
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of information. Federal limitations, dating to
before the turn of the century, sought to prevent the disclosure and distribution of militarily sensitive, Government-owned or -controlled information. I
Traditionally, information protected for national security reasons has been limited to military and diplomatic categories. Since the
1940s, a number of laws have been passed and
presidential directives issued that have gradually expanded the range of information deemed
vital to U.S. national security. Controls have
been placed on data relating to, for example,
atomic energy, space programs, and a variety
of other technologies. (See table 11.) Similarly,
efforts have been made to keep intelligence
sources and methods secret and there have
been discussions on whether controls might
be warranted for satellite imagery gathered for
the news media.'
At the same time, the medium of information that is to be controlled-i.e., oral, print,
photographic, or electronic-has also expanded.
The setting for the transfer of controlled information has become irrelevant, whether through
the export of products or services, sales presentations, university laboratories and classrooms,
or scientific or trade conferences.
Against this backdrop, computer and communications systems are among the media for
controlling the transfer of such sensitive information. Concern for their vulnerability to
penetration, particularly by foreign intelligence entities, has resulted in pressure to increase the security of these systems.
A second context that affects Government
controls on information concerns the respective roles of and occasional conflicts between
the executive and legislative branches in set- The Evolution and Organizationof the Federal Intelligence

Function:A Brief Overview(1776-1975),"Supplementary
Reportson Inteligence Activities. Book6. Senate SelectCommitteeto StudyGovernment Operations. Report 94-755,Apr.
23,1976.
,U.S.Congresc, Office ofTechnologyAssessmen, Coxcecia)cle~_r-:
FromSpace-Tchnica Memorandum,
OTA.s-rISC-40(Washington,
DC: U.S. Government Printing
Office.May1987).

Table 11 -Selected Government Policies Related to
Controls on Information Flows: A Contextfor
Electronic Information Security

1940s:
*Atomis Energy Act"
Z ExportControl Act
.National Security Act'
-- stablislha-the Central intelligence
Agency
1950s:
* Invention
Secrecy Act'
1960s:
.ExportAdministration
Act of 1969e
1970s:
SArms ExportControl
Act of 1976f
PDINSC-24
-safeguard sensitive
Governmentinformation in
communications systems

1980s:

.DefenseAuthorization Act, 1984h
-controls, on military and space technical data
.NSDD 189'
-clarify controls on basicresearch
data
.NSDD 145'
-safeguardsensitive
information in computer and
communications systems
Recast r.pects:
.Air Force study of foreign
access to commercial
databases
*Soviet acquisition
of Western technology'
.Senate reporton counterintelligence
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1940s, the debate over the roles of the two
branches has included such topics as atomic
energy, satellite communications, and the
funding of research in fields such as electronics
and supercomputers and of the roles of the military v. civilian agencies.
The controversy over policymaking responsibilities within the Federal Government has
a direct bearing on Federal policy in information security primarily because it influences
the scope of national interests to be embraced
in such policies and, in that process, the piorities emphasized. For example, one view of
national interests places priority on military
advantage and defense capability, with national security often being promoted through
reliance on secrecy and Government controls.
Advocates of this view accept the idea of Government control of access to information in the
greater interest of national security. The other
viewpoint focuses on the United States as a
free and open society in which access to informotion, for realizing scientific, economic, and
intellectual achievement, should be subject to
only minimal Government control when there
is clear justification.
In addition, the process by which policy is
developed is becoming increasingly important
as the range of national interests affected expands beyond national security concerns and,
consequently, as tensions among competing
objectives are created. Policymaking in Congress tends to be an open process, in contrast
with the often closed process underlying past
executive branch policies concerning communications and computer security.
Federal policy on electronic information
security has also been shaped by concerns for
privacy and civil liberties. Laws have been
passed limiting warrantless Government wiretaps and prohibiting eavesdropping on others'
private communications or gaining unauthorized access to computer systems. This path of
Federal policymaking, which has its origins
with the Communications Act of 1934, has
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gained momentum during the past two decades independent of concerns for foreign intelligence gathering.
As a consequence of these various influences,
most of which have ramifications that extend
well beyond information security, policy formulation has followed at least two interdependent paths, at times initiated by Congress and
at other times by the executive branch. The
resulting policies, are highlighted in table 12.
In this process, however, there has been a growIng influence of defense and intelligence interests in shaping policy for the security of unclassified electronic information.
Until recently, Federal policies on electronic
information security, whatever their objectives, have not raised tensions. What is different about the policies of the
g80s, however,
is that some of these have begun to affect segments of the private sector more significantly.
In contrast with earlier policies, which had negligible influence on nondefense businesses or
private citizens, recent policies have tended to
impose added burdens on some businesses, to
raise concerns for new restrictions on private
sector access to unclassified, but sensitive information, and to interject an intelligence
agency in normal business operations. (See ch.
5.)
Some of the key questions that arise are:
where is policy for the security of electronic
information leading? can the current issues be
resolved? what new issues might arise? The
review of the evolution of policy in the remainder of this chapter provides limited insights into the answers to these questions. For
example, there is little indication that any permanent change is about to occur to reconcile
the different views of the national interest and
how these should be addressed in policy on the
security of electronic information. It is more
likely, given the complexity of the issues, that
the narrower ones will be addressed, such as
the extent of controls on information flows v.
the ease of public access to Federal information intended by the Freedom of Information

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 143 2002

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 144 2002

Document No. 168

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) [i] 2002

HeinOnline -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) [ii] 2002

