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Internet: An Overview of Key Technology Policy Issues
Affecting Its Use and Growth

Summary

The growth of the Internet may be affected by issues now being debated by Congress.
This report summarizes several key technology policy issues.

1. The long-running encryption debate concerns balancing the interests of personal
privacy, competitiveness of U.S. computer companies, and law enforcement and national
security requirements in setting limits on what encryption products can be exported.

2. Electronic signatures are of congressional interest both in terms of the respective
roles of federal versus state laws governing their use and requiring government use of
electronic signatures to enable electronic filing of information.

3. Concerns about computer security, particularly unauthorized access or "hacking,"
are prevalent both in government and the private sector. Issues also have been raised about
the vulnerability of the nation's critical infrastructure (e.g., electrical power grids and
telecommunications) to cyber attacks.

4. Individuals and businesses considering whether to use the Internet are increasingly
concerned about Internet privacy, particularly of personally identifiable information. While
Congress and theAdministrationboth hope industry self-regulation will solve theseproblems,
a law protecting children's privacy was passed last year and several bills are pending in the
106' Congress.

5. Protecting children from unsuitable material on the World Wide Web has been a
major focus ofconcern. A lawpassed by the 105' Congress (the Child Online Protection Act)
is currently being challenged in the courts. Congress is also debating whether certain schools
and libraries should be required to use filtering technology.

6. Unsolicited commercial electronic mail (UCE), also called "junk e-mal'or "spam,"
aggravates many computer users because it is a nuisance and the cost may be passed on to
consumers through higher charges from Internet service providers who must upgrade their
systems to handle the traffic. Proponents of UCE insist it is a legitimate marketing technique
and protected by the First Amendment.

7. The administration and governance of the Internet's domain name system (DNS)
is currently under transition. Issues for the 106' Congress include how domain name
trademark disputes will be resolved, and the progress of the federal government's efforts to
transfer control of the DNS to the private sector.

8. Broadband Internet access gives users the ability to send and receive data at speeds
far greater than current Internet access over traditional telephone lines. With deployment of
broadbandtechnologies beginning to accelerate, Congress is seekingto ensure fair competition
and timely broadband deployment to all sectors and geographical locations of American
society.
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Internet: An Overview of Key Technology Policy
Issues Affecting Its Use and Growth

The continued growth of the Internet for personal, government, and business
purposes may be affected by a number of issues being debated by Congress. Among
them are establishing "trustworthiness" by authenticating and verifying the origin and
content of messages, safeguarding system security, ensuring the privacy of
information collected by Web site operators, protecting children from unsuitable
material, limiting unsolicited commercial electronic mail, the administration and
governance of the Internet domain name system, and access to broadband services.
This report provides short overviews of each of these issues from a technology policy
perspective, referencing other CRS reports for more detail. Related legislation is
identified and a list of the bills introduced in the 106' Congress by topic is provided
at the end.

Summary of Legislation Passed by the 105' Congress

The 105
t
' Congress considered a wide variety of bills related to Internet issues,

but only a few finally passed both chambers and were sent to the President. Of the
issues covered in this report, legislation was enacted concerning protecting children,
identity theft, intellectual property, digital signatures, and Internet domain names.
(Legislation concerning Internet taxes also passed. That topic per se is not included
in this report. See: Internet TaxBills in the 105"' Congress, CRS Report 98-509 E,
by Nona Noto. However, the Act also included language relating to protecting
children, so is discussed in that context).'

Protecting Children: Child Online Protection Act, Children's Online
Privacy Protection Act, and Child Protection and Sexual Predator

Protection Act

In the FY1999 Omnibus Consolidated and Emergency Supplemental
Appropriations Act (P.L. 105-277), Congress included several provisions related to
protecting children on the Internet. Included is legislation making it a crime to send
material that is "harmful to minors" to children and protecting the privacy of
information provided by children under 13 over interactive computer services.
Separately, Congress passed a law (P.L. 105-314) that, inter alia, strengthens
penalties against sexual predators using the Internet.

'Internet gambling also was debated the 105 ' Congress and continues to be controversial in
the 106'. That issue is not addressed in this report. See CRS Report RS20485, Internet
Gambling: A Sketch ofLegislative Proposals, by Charles Doyle.
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The "harmful to minors" language is in the Child Online Protection Act, Title
XIV of Division C of the Omnibus Appropriations Act. Similar language was also
included in the Internet Tax Freedom Act (Title XI of Division C of the Omnibus
Appropriations Act). Called "CDA IF' by some in reference to the Communications
Decency Act that passed Congress in 1996 but was overturned by the Supreme Court,
the bill restricts access to commercial material that is "harmful to minors" distributed
on the World Wide Web to those 17 and older. The American Civil Liberties Union
(ACLU) and others filed suit against enforcement of the portion of the Act dealing
with the "harmful to minors" language. In February, 1999, a federal judge in
Philadelphia issued a preliminary injunction against enforcement of that section of the
Act. The Justice Department has filed an appeal (see CRS Report 98-670, Obscenity,
Child Pornography, and Indecency: Recent Developments and Pending Issues for
further information).

The Children's Online Privacy Protection Act, also part of the Omnibus
Appropriations Act (Title XIII of Division C), requires verifiable parental consent for
the collection, use, or dissemination of personally identifiable information from
children under 13.

The Omnibus Appropriation Act also includes a provision intended to make it
easier for the FBI to gain access to Internet service provider records of suspected
sexual predators (Section 102, General Provisions, Justice Department). It also sets
aside $2.4 million for the Customs Service to double the staffing and resources for the
child pornography cyber-smugghing initiative and provides $1 million in the Violent
Crime Reduction Trust Fund for technology support for that initiative.

The Protection of Children from Sexual Predators Act (P.L. 105-314) is a
broad law addressing concerns about sexual predators. Among its provisions are
increased penalties for anyone who uses a computer to persuade, entice, coerce, or
facilitate the transport of a child to engage in prohibited sexual activity, a requirement
that Internet service providers report to law enforcement if they become aware of
child pornography activities, a requirement that federal prisoners using the Internet
be supervised, and a requirement for a study by the National Academy of Sciences on
how to reduce the availability to children of pornography on the Internet.

Identity Theft and Assumption Deterrence Act

The Identity Theft and Assumption DeterrenceAct (P.L 105-3 18) sets penalties
for persons who knowingly, and with the intent to commit unlawful activities, possess,
transfer, or use one or more means of identification not legally issued for use to that
person.

Intellectual Property: Digital Millennium Copyright Act

Congress passed legislation (P.L. 105-304) implementing the World Intellectual
Property Organization (WIPO) treaties regarding protection of copyright on the
Internet. The law also limits copyright infringement liability for online service
providers that serve only as conduits ofinformation. Provisions relating to database
protection that were included by the House were not included in the enacted version
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and are being debated anew in the 106' Congress. Since database protection per se
is not an Internet issue, it is not included in this report (see CkIS Report 98-902,
Intellectual Property Protection for Noncreative Databases).

Digital Signatures: Government Paperwork Elimination Act

Congress passed the Government Paperwork Elimination Act (Title XVII of
Division C of the Omnibus Appropriations Act, P.L. 105-277) that directs the Office
of Management and Budget to develop procedures for the use and acceptance of
"electronic" signatures (of which digital signatures are one type) by executive branch
agencies.

Internet Domain Names: Next Generation Internet Research Act

The Next Generation Interet Research Act (P.L. 105-305) directs the National
Academy of Sciences to conduct a study of the short and long-term effects on
trademark rights of adding new generation top-level domains and related dispute
resolution procedures.

Table 1. Related Legislation Passed by the 1 0 5th Congress

STitle IPublic Law and Billitle_ 
Numbers

FY1999 Omnibus Consolidated and P.L 105-277
Emergency Supplemental Appropriations Act H.R. 4328

Division C, Title XI: Internet Tax Freedom Act H.R. 1054/S. 442

Division C, Title XM: Children's Online Privacy S. 2326
Protection Act

Division C, Title XIV: Child Online Protection Act H.R. 3783/S. 1482

Division C, Title XVII: Government Paperwork S. 2107
Elimination Act

Protection of Children from Sexual Predators P.L. 105-314
Act I H.R. 3494/S. 2491

Identity Theft and Assumption Deterrence Act P.L. 105-318
jH.R. 4151/S. 512

Digital Millennium Copyright Act P.L. 105-304
H.R. 2281/S. 2037

Next Generation Internet Research Act I P.L. 105-305
1H.R. 3332/S. 1609
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Encryption2

Encryption and decryption are methods of applying the science of cryptography
to ensure the privacy of data and communications. The long-running encryption
debate concerns balancing the interests of personal privacy, competitiveness of U.S.
computer companies, and law enforcement and national security requirements.

Cryptography traditionally has been the province of those seeking to protect
military secrets, and until the 1970s relied on "secret key" cryptography where the
sender and the recipient both had to have the same key. Thus a trusted courier or
some other method was required to get the key from the sender to the recipient. The
advent of "public key cryptography" in 1976 made it possible for encryption to be
used on a much broader scale. In this form of cryptography, each user has a pair of
keys: a public key available to anyone with which a message can be encrypted, and a
private key known only to that user with which messages are decrypted. The "key
pair" is electronically generated by whatever encryption product is used. In a
hypothetical example, if Bob wants to sent a private e-mail message to Carol and
ensure that no one else can read it, he obtains Carol's public key from Carol herself
or from a publicly available list. Using Carol's public key, Bob encrypts his message.
When Carol receives the message, she uses her private key to decrypt it. To reply to
Bob, Carol gets Bob's public key from Bob or from a publicly available list and uses
it to encrypt her response. When Bob receives the message, he uses his private key
to decrypt it.

Use of strong (difficult to break) encryption is considered vital to the growth in
use of the Internet, particularly for electronic commerce, because businesses and
consumers want to protect the privacy of information exchanged via computer
networks. When a message is encrypted, it is referred to as "ciphertext." That
message is called "plaintext" before it is encrypted and after it has been decrypted.
The Clinton Administration wants to ensure that authorized law enforcement officials
and government entities can access the plaintext of a message if undesirable activity
is suspected (terrorism, drug trafficking, and child pornography are often cited as
examples). If the message is encrypted, they either have to break the encryption by
"brute force" (trying all possible combinations until they get the right one), or get
access to the decryption key.

Export Restrictions and Domestic Use

The congressional debate over U.S. encryption policy has evolved from a time
when the competing interests diverged widely concerning individual rights to privacy,
the global competitiveness of U.S. companies selling encryption products, the
promotion of secure electronic commerce, and law enforcement and national security
needs to monitor undesirable behavior. The Clinton Administration originally
supported the wide use of strong encryption as long as it had a feature called "key
recovery" to allow authorized law enforcement agents to access the plaintext in a
timelymanner by getting access to the decryption key. This raised privacy issues. The

'See also CRS Issue Brief 1B96039, Encryption Technology: CongressionalIssues, which

is updated more frequently than this report.
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Administration also sought to influence what type of products are available
domestically by limiting exports, knowing that companies would not sell strong
encryption products domestically and weak ones for export. This raised industry
concerns about placing U.S. computer hardware and software companies at a
competitive disadvantage because they were subject to export restraints.

In December 1996, the Clinton Administration released temporary (two-year)
export regulations designed to encourage computer hardware and software
manufacturers to develop and implement key recovery technologies. Although there
are other factors that affect the strength of an encryption product, the number of
binary digits (bits) in the key has been used as the benchmark in this debate. The
larger the number of bits, the more difficult it is to break the encryption. Under the
interim regulations, companies were allowed to export 56 bit encryption products if
they agreed to incorporate key recovery features into the product within the two
years. If they already incorporated key recovery into the product, there was no limit
on the bit length that could be exported (with some exceptions for banking.)
Previously, only 40 bit encryption could be legally exported.

In September 1998, the Clinton Administration announced plans to permanently
reduce its restrictions on the use and export of encryption. The policy allowed the
export of 56-bit encryption products without requiring provisions for key recovery,
after a one-time review, to all users outside ofseven "terrorist countries." The policy
applied only to U.S. companies in the finance, health care, insurance, and electronic
commerce industries. Export of encryption products of any strength was permitted
to 42 designated countries if key recovery or access to plaintext was provided to an
approved third party. The Administration also supported the FBI's technical support
center to help law enforcement in keeping abreast of encryption technologies.

On September 16, 1999, the Administration again announced changes to its
encryption policy, making encryption products of any key length, after a technical
review, exportable without a license to users in any country except seven "terrorist
countries". Exporters must report to the government on where the encryption
product is exported, reflecting industry business models and distribution channels. In
addition, the President proposed legislation that would ensure that law enforcement
agencies maintain their ability to access decryption information stored with third
parties, and allow information on techniques used in decryption to be withheld in
court. The bill would also authorize $80 million over four years for the FBI Technical
Support Center, which will serve as a technical resource in responding to the use of
encryption by criminals. To date, no Member has introduced that legislation. (Other
pending legislation is discussed below.)

The regulations implementing theAdministration's new encryption export policy
were issued by the Department of Commerce's Bureau of Export Administration
(BXA) on January 14, 2000. According to the rules, retail encryption commodities
and software of any key length can be exported without a license to any non-
government end user in any country except the seven state supporters of terrorism,
and can be re-exported to anyone (including Internet and telecommunications service
providers). Exports previously allowed only for a company's internal use can now be
used for communication with other firms, supply chains, and customers. Exports to
most government end-users still require a license, but, on July 17, 2000, the

HeinOnline  -- 7 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 5 2002



CRS-6

Administration updated its policy to enable exports without a license to European
Union and certain other governments. Exporters must report to BXA where the
encryption product is exported, and BXA will determine whether products qualify as
retail by reviewing their functionality, sales volume, and distribution methods. The
Administration accepted public comments on the feasibility of the regulation for 120
days, and a final rule is pending.

While the computer industry is satisfied with these rules, some privacy rights
groups argue that there are still ambiguities in the rules, and the rules make encryption
technology overly cumbersome for individuals to use. Because the regulations could
be reversed by a future Administration, some still advocate the passage of legislation
to codify the changes in U.S. encryption policy. Based on the decrease in
congressional activity on the issue, the latest rules may have struck a balance among
competing interests regarding U.S. encryption policy.

Key Recovery

The term "key recovery" (formerly called key escrow) refers to a system
whereby a party external to the user holds a copy of the decryption key. (Other
mechanisms could also be employed to achieve the same result-e.g., the key could
be split among two or more key recovery agents for added security). Having access
to such a "spare key" through a key recovery agent could be desirable for a user if a
key is lost, stolen, or corrupted. Most parties to the encryption debate agree that
market forces will drive the development of key recovery-based encryption products
for stored computer data because businesses and individuals will want to be sure they
can get copies of keys in an emergency. The debate is on the role of the government
in "encouraging" the development of key recovery-based encryption, whether key
recovery agents should be required to provide keys to duly authorized law
enforcement officials, and the government's role in determining who can serve as key
recovery agents. Since 1998, key recovery business plans are no longer required, and
the regulatory requirements for key recovery agents have been reduced.

Another element needed for the widespread use of encryption is certificate
authorities to issue and manage electronic certificates (electronic records that identify
a user within a secure information system) and verify that a particular individual is
associated with a particular public key. This is especially important for the conduct
of electronic commerce, for example, where buyers and sellers want to be assured of
each other's identities. Privacy rights advocates argue that the ability to issue
certificates should be independent from the debate over key recovery, making
controversial any linkage between certificate authorities and key recovery. The
combination of public key encryption and certificate authorities (some would add key
recovery agents) is referred to as a "public key infrastructure" (PIM). The
establishment of one or more PKIs globally is expected to add the requisite element
of "trust" to the Internet needed for its use to expand, H.R. 2413 (Sensenbrenner),
introduced July 1, 1999, calls for a National Research Council study of PI0s.

The Clinton Administration has not changed its policy that allows any type of
encryption to be sold in or imported into the United States. However, on September
3, 1997, FBI Director Louis Freeh discussed domestic use restrictions at a hearing
before the Senate Judiciary Committee's Subcommittee on Technology, Terrorism
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and Government Information. He expressed the point of view that only encryption
products with key recovery be sold or imported for sale in the United States.
Apparently the FBI also had drafted legislation along those lines (reportedly for a
House committee) and the issue of domestic use restraints has become an integral part
of the encryption debate. The Administration never proposed domestic use restraints,
but it did not prevent the FBI Director from promoting that course of action. Civil
liberties groups in particular are opposed to domestic use controls.

105t" Congress

There were seven bills in the 105' Congress addressing these encryption issues,
none of which was enacted. Six of the bills addressed the export issue: H.R. 695
(Goodlatte, as introduced), S. 376 (Leahy), S. 377 (Bums), and S. 909 (McCain)
sought to relax export controls on encryption, although versions of H.R. 695 as
reported from various committees had substantially different provisions. (S. 909
provided that the 56 bit limit could increase as recommended by an Encryption Export
Advisory Board established by the Act unless the President determined it would harm
national security, and allowed the President to waive any provision, including the
export limits, in the interest of national security, or domestic safety and security.) S.
2067 (Ashcroft) allowed the removal of controls for encryption products generally
available in the international market, and allowed the Department of Justice to create
a National Electronic Technologies Center to assist law enforcement in gaining
efficient access to plaintext of communications and electronic information. The
section of H.R. 1903 (Sensenbrenner) that dealt with export issueswas deletedbefore
it passed the House, but the bill still called for export policy to be determined in light
of the "public availability of comparable technology."

106' Congress

Divisions remain between those who oppose a liberal encryption policy (national
security and law enforcement officials) and those who advocate it (computer industry
representatives and privacy rights advocates). The Security and Freedom Through
EncryptionAct (H.R. 850, Goodlatte), introduced Febrary25, 1999 (similar to H.R.
695 from the 105' Congress), would foster the widespread use of the strongest
encryption, with additional provisions to create criminal penalties for the use of
encryption to conceal criminal conduct, and direct the Attorney General to compile
examples in which encryption has interfered with law enforcement. The bill was
reported (without amendment) by the Judiciary Committee on April 27 (H.Rept.106-
117 part I), and was referred jointly and sequentially to the Committees on
International Relations, Commerce, Armed Services, and Permanent Select on
Intelligence. The bill was reported (amended) by the each of the other four
Committees (Parts II, III, IV, and V).

The five versions of H.R. 850 differ significantly, and provisions written into
some versions completely oppose other versions. The versions passed by the
Committees on theJudiciary, Commerce, and International Relations codify the policy
of unrestricted domestic use and sale of encryption, prohibit the government from
mandating key escrow practices for the public, and liberalize the controls governing
the export of strong encryption. The Armed Services and Intelligence Committee
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versions, in contrast, have minimal or no mention of domestic use of encryption, and
increase the authority of the President in restricting the controls governing the export
of strong encryption. All of the bills, except for the version by the Armed Services
Committee, establish criminal penalties for the use ofencryption in the furtherance of
a criminal act. The Intelligence Committee version, however, provides greater details
than the others for criminalizing the use of encryption in a criminal act.

In addition, each Committee added provisions for specific agencies and
circumstances. For example, the Commerce Committee established a National
Electronic Technologies (NET) Center in the Department of Commerce to promote
the exchange of information regarding data security techniques and technologies, and
the International Relations Committee directed the Secretary of Commerce to consult
with the Attorney General, the Federal Bureau of Investigation, and the Drug
Enforcement Administration before approving any license to export encryption
products to any country identified as being a major drug producer. The Intelligence
Committee authorizes appropriations for the Technical Support Center, at the FBI.

In the Senate, S. 798 (McCain) was introduced on April 14, 1999, containing
similar provisions as the original version of H.R. 850, except that it only allows the
export of encryption products with 64 bit key lengths or less, and establishes an
Encryption Export Advisory Board that could recommend allowing the export of
stronger products in the future. S. 798 also sets a deadline of January 1, 2002 for the
federal adoption of the Advanced Encryption Standard (which uses a 128 bit key
length) and allows the export of products employing AES at that date. S. 798 allows
the export of strong (greater than 64 bit) encryption products with key recovery
features, as well as the export of strong encryption products to "legitimate and
responsible entities," including publicly traded firms, U.S. corporate subsidiaries or
affiliates, firms required by law to maintain plaintext records, and others. S. 798 does
not contain criminal provisions for the use of encryption in the furtherance of a crime
(unlike H.R. 850), and prohibits domestic controls and mandatory plaintext access.

While some elements of this legislation might be resolved in conference, reaching
a compromise on some of the differences (such as key escrow and export policies)
maybe difficult. The prospects for enacting legislation are further complicated by the
possible veto by President Clinton if the final bill passed by Congress is not supported
by officials in the Defense and Justice Departments. On July 27, two more encryption
policy-related bills were introduced: H.R. 2616 (Goss), which reflects the House
Intelligence Committee's mark-up of H.R. 850, and H.R. 2617 (Goss), which
proposes a tax incentive for the nation's encryption software manufacturers to develop
products with recoverability features. After the Administration's relaxation of
encryption regulations, the pressure dissipated to bring H.R. 850 to the floor in the
House.
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Electronic Signatures/Digital Signatures

An electronic signature is a means of uniquely identifying (authenticating) the
user of a computer to control access or authorize a transaction. Electronic signatures
can use several technologies including personal identification numbers, smart cards,
biometrics (i.e., digital fingerprints, retinal scans, or voice recognition), or digital
signatures (an encrypted set of bits that identify the user). Electronic signatures can
be used for access or control of either stand-alone computers or of Internet-based
transactions. The most common electronic signature technology in use today is the
digital signature, which is unique to each individual and to each message, and can be
used in conjunction with certificate authorities to verify that the individuals on each
end of a communication are who they claim to be and to authenticate that nothing in
the message has been changed. Through the use of digital signatures, legally
recognized signatures can be produced for use in electronic commerce. A digital
signature is distinguished from an encryption product in that a digital signature does
not provide confidentiality (preventing transmitted data from being monitored by
unwanted parties).

Electronic signatures are of congressional interest both in terms of the respective
roles of federal, state, and international laws governing their use and requirements for
government use of electronic signatures to enable electronic filing of information.
While neither law enforcement nor national security organizations oppose the use of
electronic signatures, many question whether a standard for electronic signatures
should be established to enhance electronic commerce. With the exception of
Arkansas, South Carolina, and South Dakota, all states have considered or enacted
some form of electronic authentication law. Thirty-six states have introduced or are
considering 76 electronic signature initiatives. Twenty-six states have enacted one or
more of these initiatives into law. In the area of digital signatures or PKI technologies,
20 states have introduced or considered 36 different initiatives or regulations with 10
states adopting some form into law. Seven states are examining laws that address both
digital and electronic signatures. These laws are summarized in Survey of State
Electronic & Digital Signature Legislative Initiatives by Albert Gidari and John
Morgan of Perkins Cole. The article, and links to state laws, are provided by the
Internet Law and Policy Forum [http://www.ilpf.org/digsigIUPDATE.htm].

According to Gidari and Morgan, three models have developed at the state level:
the "Utah" or "prescriptive" model with a specific public key infrastructure scheme
including state-licensed certificate authorities; the "California" or "criteria-based"
model that requires digital or electronic signatures to satisfy certain criteria of
reliability and security; and the "Massachusetts" or "signature enabling" model that
adopts no specific technological approach or criteria, but recognizes electronic
signatures and documents in a manner parallel to traditional signatures. Some of the
proposed state laws are general, applying to a wide range of government or private
sector activities, while others are more narrowly cast. One controversial aspect of
the debate over electronic and digital signatures is whether there should be a single
federal law in place of the various state laws.
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Enacted Laws from Previous Congresses

In the 105' Congress, the Government Paperwork Elimination Act was enacted
as part of the Omnibus Appropriations Act (P.L. 105-277). This measure directs the
Office of Management and Budget (OMB) to establish procedures for executive
branch agencies to accept electronic submissions using electronic signatures, and
requires agencies to accept those electronic submissions except where found to be
impractical or inappropriate. By October 2003, executive branch agencies must
provide for the option of electronic maintenance, submission, or disclosure of
information as a substitute for paper. In April 2000, OMB released procedures to
permit private employers to electronically store and file with executive agencies forms
pertaining to their employees. In addition, OMB, together with the National
Telecommunications and Information Administration, is conducting a study of the use
of electronic signatures, including an analysis of its impact on paperwork reduction,
electronic commerce, individual privacy, and the security and authenticity of
electronic transactions, and will report to Congress on these issues. Electronic
records generated from this law will have full legal effect, and information collected
from an executive agency using electronic signature services may only be used or
disclosed by those using the information for business or government practices. These
provisions do not apply to the Department of Treasury if the provisions conflict with
internal revenue laws or codes. On March 5, 1999, OMB released proposed
procedures to implement the Act, outlining actions for specific federal agencies.
Some of those who commented on the OMB proposal were concerned about a
potential over-reliance on "identity-based" authentication techniques that could lead
to larger storehouses of information collected by the government and its contractors.

Another issue is whether the government should use commercial standards for
electronic or digital signatures. Since 1993, the federal government had adopted only
the federally developed Digital Signature Algorithm (DSA), which does not support
confidentiality. In December 1998, however, after the enactment of the National
Technology Transfer Act of 1995 (P.L 104-113) and with policies established in
OMB Circular A-119 (revised February 10, 1998), the National Institute of Standards
and Technology (NIST) announced approval of an interim Federal Information
Processing Standard (FIPS) to allow federal agencies to use the RSA digital signature
standard (the de facto commercial standard) in addition to the DSA standard.
Permanent adoption of the RSA standard could increase its use by firms that conduct
business with the federal government. NIST is also reviewing a third digital signature
standard, called Elliptic Curve Cryptography (FCC), which, if adopted, could result
in a more competitive market for digital signature software.

Legislation in the 106' Congress

In the 106' Congress, severalbills were been introduced regarding electronic and
digital signatures. The Millennium Digital Commerce Act (S. 761, Abraham and its
companion H.R. 1320, Eshoo), introduced March 25,1999, would regulate interstate
electronic commerce by permitting and encouraging its continued expansion through
the operation of free market forces, including the legal recognition of electronic
signatures. S. 761 was referred to the Senate Commerce Committee and was
reported by the Committee with an amendment on July 30 (S. Rept. 106-13 1). The
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bill passed the Senate (amended) on November 19. H.R. 1320 was referred to the
House Commerce and Government Reform Committees, and no further action was
taken on that bill. Another similar (but broader) bill, Electronic Signatures in Global
and National Commerce Act (H.R. 1714, Bliley), introduced May 6, 1999, would
facilitate the use of electronic signatures and records (i.e., a document created, stored,
generated, received, or communicated by electronic means) in interstate and foreign
commerce. Two different amended versions of H.R. 1714 were reported by the House
Commerce Committee (H. Rept. 106-341 part I, September 27) and the House
Judiciary Committee (H. Rept. 106-341 part II, October 15), and the bill passed the
House on November 9, 1999.

Businesses generally favored both House and Senate versions of this legislation,
but the Administration and some consumer and privacy advocates were concerned
that the language in the House bill may be overly broad or undefined, and could
create disadvantages for consumers who do not have access to computers or the
Internet. Furthermore, the National Conference of Commissioners on Uniform State
Laws expressed concern that the legislation could interfere with the efforts of some
states to adopt electronic signature laws. The conference report (H. Rept. 106-661)
passed the House June 14 and the Senate June 16, and was signed by the President
(P.L. 106-229) on June 30.

Other bills with electronic and digital signature provisions include: (1) the
Paperwork Elimination Act of 1999 (H.R. 439, Talent), introduced February 2,1999,
is intended to minimize the burden of federal paperwork demands upon small
businesses, educational and nonprofit institutions, federal contractors, state and local
governments, and other persons through the sponsorship and use of electronic
signatures and records, including over the Internet (passed House February 9, 1999,
received in the Senate February 11, referred to the Committee on Governmental
Affairs February 22); (2) the Digital Signature Act (H.R. 1572, Gordon), introduced
April 27, would require the adoption and utilization of digital signatures by federal
agencies and establish a national policy panel for digital signatures, with government,
academic, and industry representatives, to study the use of digital signatures in private
sector electronic transactions, such as over the Internet (referred to the Committee
on Science); (3) the Interuet Growth and Development Act of 1999 (H.R. 1685,
Boucher), introduced May 5, 1999, contains a provision to provide for the
recognition of electronic signatures for the conduct of interstate and foreign
commerce (referred to Committees on Commerce and Judiciary); (4) Computer
Security Enhancement Act of 1999 (H.R. 2413, Sensenbrenner), introduced July 1,
1999, contains a provision directing the National Institute of Standards and
Technology to develop electronic authentication (i.e., electronic signature)
infrastructure guidelines and standards for use by federal agencies to effectively utilize
electronic authentication technologies in a manner that is sufficiently secure and
interoperable to meet the needs of those agencies and their transaction partners
(referredto Committee on Science; marked-up byTechnology Subcommittee October
20); and (5) the Electronic Securities Transactions Act (S. 921, Abraham), introduced
April 29, 1999, would facilitate and promote electronic commerce in securities
transactions involving broker-dealers, transfer agents and investment advisers
(referred to Committee on Banking).
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Computer Security

Although unauthorized access to computer networks ("hacking") is by no means
a new problem, growing use of the Internet increases the threat and risk. Hacking or
"cracking"(hacking with the intent to do harm) is perceived to be a growing problem
both for the government and the private sector. The extent of the problem is difficult
to quantify because many institutions do not want the negative publicity associated
with public acknowledgment of hacking attempts (whether successful or not). Also,
many attempts to hack into a computer system may go undetected.

A 1996 report by the Senate Governmental Affairs Permanent Select
Subcommittee on Investigations, together with a related series of hearings and a
General Accounting Office report (GAO/AIMD-96-84) have provided some
estimates. The GAO study referenced an assessment by the Defense Information
Systems Agency that Department of Defense computers may have been attacked
250,000 times during 1995. The assessment added that the number may represent just
a small fraction of the attempts because only an estimated 1 in 150 attacks are
detected and reported. What constitutes an "attack" must be defined, however.
Some "attacks" may be someone "pinging" a system to get an idea of how a system
is structured or looking for weak access points (like walking down the hall in a hotel
and checking the doors to see if they are locked) and may never result in an intrusion
per se. Regarding the private sector, the subcommittee's report cited an estimate
from one private security company that the private sector had lost $800 million in
1995 due to computer intrusions. Most losses probably are not publicly
acknowledged, however.

In its most recent survey (1999) conducted in cooperation with the FBI, the
Computer Security Institute (CSI) reported that of the 521 responses from
commercial, government, and academic security practitioners, 62% reported security
breaches (a slight drop in percentage from the 1998 survey results). Breaches
included theft of proprietary information, sabotage, insider abuse of Internet access,
financial fraud, spoofing, denial of service, viruses, telecommunications fraud,
wiretapping, eavesdropping, and laptop theft Based on respondents' estimates, total
financial losses amounted to $124 million (also down from the 1998 survey results).
However, only 31% ofthose reporting losses were able to quantify them. Therefore,
the financial losses maybe much greater. Financial losses include not only direct costs
(theft of funds, costs to repair databases) but also indirect costs such as system
"down-time" and, if measurable, losses due to loss of confidence. Tables from the
CSI report and a press release are available at
[http://www.goesi.con/prelea990301.htm].

Computer security administrators lament that not enough attention and resources
are being paid to the security risks associated with networked systems. Even where

3
Reports of unauthorized access to credit card numbers stored on computers also have

attracted much interest. Not only is there the risk of direct financial loss from someone using
a credit card without authorization of the card owner, but increasingly people are concerned
about consumer identity theft that involves use of another's personally identiflableinformation
such as credit card numbers. That issue is addressed below.
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the problems are recognized, fixes needed to solve "Year 2000" (Y2K) problems
(see CRS Issue BriefIB97036) took precedent. Now that the Y2K has passed for the
most part, the market for computer security assessments and security products should
grow even more. And, because of the demand for knowledgeable personnel, many
former "hackers" are making legitimate moneyin the security business. Some security
specialists insist that this is not without its risks.

Rules and regulations governing the security of federal computer systems are
guided by the Computer Security Act of 1987 (P.L. 100-235), and OMB Circular A-
130, Annex III. The Act requires each agency to develop a security plan for those
computer systems containing sensitive information. The plans are to be reviewed by
experts within the National Institute of Standards and Technology (NIST) or the
National Security Agency (NSA). A summary of the plans are to be forwarded to the
Office of Management and Budget (OMB) along with their overall budget plans for
information technology. 0MB chairs an interagency committee of Chief Information
Officers (CIOs) in which a subcommittee is devoted to security issues. In addition,
the Act authorizes the National Institute of Standards and Technology (NIST) to set
security standards for all civilian unclassified government systems. The National
Security Agency (NSA) does the same for the federal government's classified
computer systems. NIST and NSA have formed a partnership, along with a few other
foreign countries, that is providing common criteria for certifying security products.
This partnership facilitates an international market in security products.

Various federal agencies also have groups that willperformvolnerability analyses
on federal systems, recommend fixes to problems identified, and to assist in
integrating those fixes into systems. A variety of agencies have also set up computer
emergency response teams (CERTs) that help system administrators deal with
intrusions and the problems that might arise. The CERT at Carnegie Mellon
University was established to provide such services to Internet users anywhere in the
country and has signed a contract with the General Services Administration to provide
similar services to government agencies that may not have their own capability.

Of growing concern is the risk hacking poses to America's basic infrastructures
(e.g., transportation systems, electric utilities), which increasingly rely on networked
computer systems. The President's Commission on Critical Infrastructure Protection
(PCCIP) issued a report in November 1997 regarding the "cyberthreat" to five of the
nation's basic infrastmctures-information and communications, banking and finance,
energy (including electric power, oil, and gas), physical distribution, and vital human
services. While not finding an immediate crisis, the PCCIP concluded that the
nation's infrastructures are vulnerable and the consequences threatening to the
security of the nation. The report, Critical Foundations: Protecting America's
Infrastructures, led to a Presidential Decision Directive (PDD-63) that was released
May 22,1998 (see CRS Report RL30153, Criticallnfrastructures: Background and
Early Implementation of PDD-63).

PDD-63 sets as a national goal the ability to protect critical infrastructures from
intentional attacks (both physical and cyber) by 2003. It sets up an organizational
structure for achieving this goal. Nineteen critical infrastructures (including four for
which the federal government has the primary responsibility) have been identified. A
lead agency has been assigned to each infrastructure. The lead agency is to work with
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the appropriate private sector actors, and state and local governments in developing
a national plan for their sector. Each plan is to include a vulnerability assessment, a
remedial action plan, appropriate warning procedures, response strategies,
reconstitution of services strategies, education and awareness program, research and
development needs, intelligence enhancements, international cooperation, and any
legislative and budgetary requirements.

A Critical Infrastructure Assurance Office has been set up in the Department of
Conmerce to help coordinate the development of these plans. A Critical
Infrastructure Coordination Group, an interagency group, addresses
interdependencies between agencies and sectors. The Group is chaired by a National
Coordinator for Security, Infrastructure Protection, and Counter-Terrorism, and
reports to the President through the Principal's Committee of the National Security
Council on progress in implementing the PDD and the development of the national
plans. The National Coordinator will also be the Executive Director of a National
Infrastructure Assurance Council which will act as a Presidential advisory panel and
include private, and state and local representatives.

PDD-63 also authorizes the Federal Bureau of Investigation to be the executive
agent for a National Infrastructure Protection Center (NIPC). According to PDD-63,
the NIPC is to act as the operational focal point for coordinating federal response to
"attacks." The Directive also makes the NIPC the central federal point of contact for
developing threat analyses, issuing warnings and sharing information regarding
intrusions, hacking methods and fixes. The NIPC draws upon expertise found
throughout the federal government. The PDD encourages the private sector to set up
a parallel center to interact with the NIPC.

One of the capabilities that the Directive wants established is the ability to detect
when an intrusion has occurred. An early concept for this envisioned intrusion
detection hardware and software placed throughout the federal government's systems
that would automatically feed network traffic data into a centralized location (such
as the NIPC) that would analyze the data for tell-tale signs of intrusions. Dubbed the
federal intrusion detection network (FIDNET), initial proposals raised privacy issues
both inside and outside the Administration. Since then the proposal has changed. The
networkwould be decentralized, each agencybeing responsible for installing intrusion
detection hardware and software on its systems, analyzing the data, and only
forwarding concerns if suspicious behavior has been detected. Those concerns and
any supporting analysis would be forwarded first to the General Services
Administration (GSA). The NIPC would only be contacted if it was determined that
criminal activity had occurred.

InJanuary 2000, the Administration released Version 1.0 of its National Plan for
Information Systems Protection as called for in PDD-63. According to the Plan,
agencies were to have completed initial vulnerability assessments of their most critical
systems and budgeted for remedial actions in their FY2001 budget requests. Overall,
the Administration states it is asking for $2.08 billion for protection of critical
information infrastructures. This includes $25 million to support scholarships for
service at accredited universities to help train a new generation of computer security
experts and to offer certification programs for existing federal computer security
experts to update and improve their skills.
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From a law enforcement point of view, the federal computer fraud and abuse
statute, 18 U.S.C. 1030, addresses protection of federal and bank computers, and
computers used in interstate and foreign commerce. CRS Report 97-1025, Computer
Fraud & Abuse: An Overview of 18 U.S.C. 1030 And Related Federal Criminal
Laws, provides more information on the statute. In general, it prohibits trespassing,
threats, damage, espionage, and using computers for committing fraud. While many
experts believe these statutes to be sufficient to fight computer intrusions, many also
believe that statues governing procedural issues (such pursuing hackers across
jurisdictional lines in "cyberspace") need modification.

In December 1997, acknowledging the growing problem of crime on the
Internet, the United States, Britain, Canada, France, Germany, Italy, Japan, and
Russia agreed on steps to fight computer crimes: insure that a sufficient number of
trained and equipped law enforcement personnel are allocated to fighting high-tech
crime; establish high-tech crime contacts available on a 24-hour basis; develop faster
ways to trace attacks coming through computer networks to allow for identification
of the responsible hacker or criminal; where extradition of a criminal is not possible,
devote the same commitment of time and resources to that prosecution that a victim
nationwould have devoted; preserve information on computer networks so computer
criminals cannot alter or destroy electronic evidence; review legal systems to ensure
they appropriately criminalize computer wrongdoing and facilitate investigation of
high-tech crimes; and work with industry to devise new solutions to make it easier to
detect, prevent and punish computer crimes.

The 106 Congress continues to be interested in the issue of computer security,
especially as it affects critical infrastructures and national security. Congressional
action in the first session consisted primarily of oversight hearings. A few bills were
introduced. H.R. 2162 would amend 18 USC 1030, making it a federal crime to
knowingly use without authorization someone else's domain name in sending email
if damages to computers, computer systems, or networks result. H.R. 2816 and S.
1314 would establish Department of Justice grants to state and local authorities to
help them investigate and prosecute computer crimes. H.R. 2413 would assign NIST
a number of tasks, some of which NIST is already doing under more general
authority, that would reinforce NIST's role in ensuring the security of the federal non-
classified computer systems. Also, S. 1993 would modify the Paperwork Reduction
Act and other relevant statutes concerning computer security ofgovernment systems,
putting into statute a number of agency responsibilities some of which are already
required by OMB Circular A-130, Appendix Ill. The bill was attached to the Senate
version of the FY2001 defense authorization bill (S. 2549) in the second session.

The opening weeks of the second session of the 10 6 ' Congress witnessed the
wide-spread denial-of-service attacks on major Web sites including Yahoo, Amazon,
CNN, and E-Trade. A few months later, the world experienced the LoveBug virus,
leading to the disruption of e-mail service around the world. A number of new bills
have since been introduced that address different aspects of Interet security. In the
House, H.R. 4210 would set up within the Office of the President an Office of
Terrorism Preparedness that would include cyberterrorism in its jurisdiction. H.R.
4246 would address issues related to exchange of computer security information
between firms and between the government and the private sector. The bill would
make information contained on a cybersecurity Web site available only at the
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