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105TH CONGRESS J REPr. 105-108
1st Session j HOUSE OF REPRESENTATIES I Part 1

SECURITY AND FREEDOM THROUGH ENCRYPTION (SAFE)
ACT

MAY 22, 1997.-Ordered to be printed

Mr. COBLE, from the Committee on the Judiciary,
submitted the following

REPORT

together with

ADDITIONAL VIEW

[To accompany H.R. 6951

[Including cost estimate of the Congressional Budget Office]

The Committee on the Judiciary, to whom was referred the bill
(H.R. 695) to amend title 18, United States Code, to affirm the
rights of United States persons to use and sell encryption and to

ra export controls on encryption, having considered the same, re-
port favorably thereon with an amendment and recommend that
the bill as amended do pass.
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The amendment is as follows:
Strike out all after the enacting clause and insert in lieu thereof

the following:
SECTION 1. SHORT TRIM.

This Act may be cited as the "Security and Freedom Through Encryption (SAFE)
Act".
SEC. 2. SALE AND USE OF ENCRYPTION.

(a) IN GENrRAL.-Part I of title 18, United States Code, is amended by inserting
after chapter 123 the following new chapter:

"CHAPTER 125-ENCRYPTED WIRE AND ELECTRONIC INFORMATION

"2801'. Definitions.
"2802. Freedom to use encryptiom
"2803. Freedom to sell encryption.
"2804. Prohibition on mandatory key esmow.
"2805. Unlowful use of encryption in furtherance eta criminal acL.

"§2801. Definitions
"As used in this chapter-

"(1) the terms 'person', 'State', 'wire communication', 'electronic communica-
tion', 'investigative or law enforcement officer', and Judge of competent jurisdic-
tion' have the meanings given those terms in section 2510 of this title;

"(2) the terms 'encrypt' and 'encryption' refer to the scrambling of wire com-
munications, electronic communications, or electronically stored information,
using mathematical formulas or algorithms in order to preserve the confiden-tiality, integrity, or authenticity of, and prevent unauthorized recipients from

accessing or altering, such communications or information;
0(3) the term 'ey' means the variable infomation used in a mathematical for-mula, code, or algorithm, or any component thereof, used to decrypt wire coin-

munications, electronic communications, or electronically stored information,that has been encrypted; and
"(4) the term aUnited States person' means-

"(A) any United States citizen;
"(B) any other person organized under the laws of any State, the District

of Columbia, or any commonwealth, territory, or possession of the United
Sates; and

"(C) any person organized under the laws of any foreign country who isowned or controlled by individuals or persons described in subparagraphs
(A) and (B).

"§ 2802. Freedom to use encryption
"Subject to section 2805, it shall be lawful for any person within any State, and

for any United States person in a foreign country, to use any encryption, regardless
oo the encryption algorithm selected, encryption key length chosen, or ihplementa-
tion technique or medium used.
"§2803. Freedom to sell encryption

"Subject to section 2805, it shall be lawful for any person within any State to sell
in interstate commerce any encryption, regardless of the encryption algorithm se-
lected, encryption key length chosen, or implementation technique or medium used.
"§2804. Proibition on mandatory key escrow

"(a) PROHIBrrioN.-No person in lawful possession of a key to encrypted commu-
nications or information may be required by Federal or State law to relinquish to
another person control of that key.
"(b) EXCEPTION FOR ACCESS FOR LAW ENFORCEMENT PuRPOSEs.--Subsection (a)

shall not affect the authority of any investigative or law enforcement officer, or any
member of the intelligence community as defined in section 3 of the National Secu-
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rity Act of 1947 (50 U.S.C. 401a), acting under any law in effect on the effective
date of this chapter, to gain access to encrypted communications or information.

" 2805. Unlawful use of encryption in furtherance of a criminal act
U= person who, in the commission of a felony under a criminal statute of the

kttes, knowingly and willfully encrypts incriminating communications or
information relating to that felony with the intent to conceal such communications
or information for the purpose of avoiding detection by law enforcement agencies or
prosecution-

"(1) in the case of a first offense under this section, shall be imprisoned for
not more than 5 years, or fined in the amount set forth in this title, or both;
and

"(2) in the case of a second or subsequent offense under this section, shall be
imprisoned for not more than 10 years, or fined in the amount set forth in this
title, or both.".

(b) CONFOmNG AMENDmENT.-The table of chapters for part I of title 18, United
States Code, is amended by inserting alter the item relating to chapter 123 the fol-
lowing new item:
"125. Encrypted wire and electronic information ............................................................................ 2801".

SEC. 3. EXPORTS OF ENCRYPTION.
(a) AMENDMENT TO EXPORT ADMINISTRATION ACT OF 1979.-Section 17 of the Ex-

port Administration Act of 1979 (50 U.S.C. App. 2416) is amended by adding at the
end thereof the following new subsection:

"(g) COMPUTERS AND RLATED EQuIPMENT.-
"(1) GENERAL RULE.-Subject to paragraphs (2), (3), and (4), the Secretary

shall have exclusive authority to control exports of all computer hardware, soft-
ware, and technology for information security (including encyption), except that
which is specifically designed or modified for military use, including command,control, and intelligence applications."(2) ITEMS NOT REQUIRING LICEnSES.-No validated license may be required,
exceptpuruant to the Trading With The Enemy Act or the International Emer-gency Economic Powers Act (but only to the extent the authority of such
Act is not exercised to extend controls imposed under this Act), for the exportor reexyort of-

"(A) any software, including software with encryption capabilities-
"(i) that is generally available, as is, and is designed for installationby the purchaser; or
"(ii) that is i the public domain fo r other protec-

dois ot available under tie. 17, United States Code, or that is avail-t e pubic becs it is generaly accessible to the interested
public in any form; or

"(B) any computing device solely because it incorporates or employs inany form software (including sofware with encryption capabilities) exempt-
ed from any requirement for a validated license under subparagraph (A).

"(3) SOrrWAax WITH ENCRYPION CAPAILITIES.-The Secretary shald author-ire the export or reexport of software with encryption capabilities for non-
military end uses in any country to which exports of software of similar capabil-
it ore permitted for use by financial institutions not controlled in fact by Unit-
ed tates persons, unless there is substantial evidence that such software will

be- "(A) diverted to a military end use or an end use supporting international
terrorism;

"(B) modified for military oraor terrorist end use; or
"(C) reexported without any authorization by the United States that may

be required under tis Act."(4) HoWthE WITH ENCRYPTION OAPABILeSra.-The Secretary shedi author-
ize the export or reexport of computer hardware with encryption capabilities if
the Secretary determines that a product offering comparable security is com-mercilly available outside the United States from a foreign supplier, without

effective restrictions.
"(5) DswmrNITOS.-As used in this subsection-"(A) the term 'encryption' means the scrambling of wire or electronic in-

formation using mathematical formulas or algorithms in order to preserve
the confidentialit, integrity, or authenticity of, and prevent unauthorized
recipients from accessing or altering, such information;

"(B) the term 'generally available' means, in the case of software (includ-
ing software with encryption capabilities), software that is offered for sale,
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license, or transfer to any person without restriction, whether or not for
consideration, including, but not limited to, over-the-counter retail sales,
mail order transactions, phone order transactions, electronic distribution, or
sale on approval;"(C) the term 'as is' means, in the case of software (including software
with encryption capabilities), a software program that is not designed, de-
veloped, or tailored by the software publisher for specific purchasers, eceptthat such purchasers may supply certain installation parameters needed by

the software program to function properly with the purchaser's system and
may customize the so tware program by choosing among options contained
in the software program'
"(D) the term 'is designed for installation by the purchaser' means, in the

case of sofware (including sofbtware with encryption capabilities) that-
"(i) the softr are publisher intends for the purchaser (including any

licensee or transferee), who may not be the actual program user, to in-
stall the software program on a computing device and has supplied the
necessary instructions to do so, except that the publisher may also pro-
vide telephone help line services for soflware installation, electronic
transmission, or basic operations; and

"Cii) the software program is designed for installation by the pur-
chaser without further substantial support by the supplier;

"CE) the term 'computing device' means a device which incorporates one
or more microprocessor-based central processing unita that can accept,
stree ss,ros or provide outpubt of data; and

"CF) the term 'computer hardware', when used in conjunction with infor-
msation security, includes, but is not limited to, computer systems, equip-

ment, appication-specific assemblies, modules, and integrated circuits.".
(b) CONTINUATION OF EXPORT ADMINISTRATION Act-For purposes of carrying out

the amendment made by subsection (a), the Export Administration Act of 1979 shall
be deemed to be in effect.
sac. 4. EFFPCT ON LAW ENFORCEMENT ACTIVITIES.
(a) COLLEsTION OF INFORMATION T ATrORY G tenRc.-The Attorney General

shall compile, and maintain in classified form, data on the instances in which
encryption Cas defined in section 2801 of title 18, United States Code) has interfered
with, impeded, or obstructd the ability of the Department of Justice to enforce the
criminallaws of the United States.(b) AVAILABILITY OF INFORMATION TO THlE CONsaaSS.--The information compiled
under subsection (a), includin en unclassified summary thereof, shall be made
available, upon request, to any rembar of Congress.

PURPOSE AID SUiMAR~Y

The widespread use of strong encryption to encode digital com-
munications will prevent crime, economic espionage, and informa-tion warfare. Unfortunately, our current encryption policy discour-

ages the use of encryption. H.R. 695, the "Security And Freedom
through Encryption (SAFE) Act" makes a series of changes to U.S.
encryption policy which will facilitate the use of encryption.

Current policy does not restrict the domestic use, sale, or import
of encryption. Section 2 of H.R. 695 generally codifies that policyby affirmatively prohibiting restrictions on the domestic use and
sale of encryption. It also prohibits any mandatory key escrow sys-
tem, allowing voluntary systems to develop in the market place, and

provides criminal penalties for the knowing and willful use of
encryption to avoid detection of other federal felonies.At the same time, however, the export of strong encryption prod-
ucts is tightly restricted under the export control laws. Section 3
of H.R. 695 significantly relaxes those export controls. In addition,
section 4 requires that the Attorney General compile statistics on
instances in which these new policies may interfere with the en-
forcement of federal criminal laws.
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BACKGROUND AND NEED FOR THE LEGISLATION

I. BACKGROUND

A What is encryption?

Encryption is the process of encoding data or communications in
a form that only the intended recipient can understand. Until fairly
recently, society generally considered encryption to be the exclusive
domain of national security and law enforcement agencies. How-
ever, with the advent of computers and digital electronic commu-
nications, encryption's importance to persons and companies in the
private sector has increased because they want to transmit data se-
curely. Many people feel that the Internet has not succeeded as a
commercial medium as well as it might because those who want to
use it do not feel the data transmitted is secure. For example, peo-
ple do not want to transmit their credit card numbers when hack-
ers may steal those numbers.

To understand the issues involved, one must understand some
basic terminology. In the digital world, data are communicated in
a string of ones and zeroes that computers understand, but the av-
erage person does not. An encryption scheme converts ones to ze-
roes and zeroes to ones according to an algorithm or mathematical
formula. The intended recipient knows the formula or "key" which
he uses to decode the encrypted data.

The complexity and quality of an encryption scheme determines
how difficult it is to break the code and therefore how well the
scheme protects the data. One factor determining the complexity of
the encryption scheme is the length of the key. The length of the
key is usually expressed as a number known as the "bit length."
A bit is one digit in the key. A bit length of 40 is considered rel-
atively weak, whereas a bit length of 128 is considered very strong.

However, a bit length of 40 is not 3.2 times weaker than a bit
length of 128 because this is an exponential scale, not an arith-
metic one. A bit length of 40 has 240 possible keys, whereas a bit
length of 128 has 2128 possible keys. To give some practical sense
of the difference, one researcher estimated that a relatively inex-
pensive computer attempting a "brute force" effort to decode-i.e.
simply trying all the mathematical possibilities-could on average
decode a 40-bit scheme in a few seconds, whereas a 128-bit scheme
would on average take millions of years. Although there is no as-
surance that this estimate is accurate, it does give a general sense
of the exponential differences in complexity that flow from an in-
crease in bit length.

B. Issues in the encryption debate
The encryption debate encompasses two main issues. The first

issue is whether the domestic use and sale of encryption products
should be restricted, and in particular, whether domestic users
should be required to place their keys in escrow with the govern-
ment or some other neutral third party, e.g. an existing computer
company or an entity created solely for the purpose of holding keys.
Current law does not have any such restrictions.

The second issue is whether the export of encryption products
should be restricted. As discussed in more detail below, current law
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regulates the export of encryption products under two statutes: (1)
the Arms Export Control Act ("AECA"), 22 U.S.C. §2751 et seq.,
and its accompanying International Trafficking in Arms Regula-
tions ("ITAR"), 22 C.F.R. § 120 et seq., and (2) the Export Adminis-
tration Act ('EAA"), 50 U.S.C. App. § 2401 et seq., and its accom-
panying Export Administration Regulations ('EAR"), 15 C.F.R.
§ 730 et seq. Although the EAA expired in 1994, President Clinton
kept its provisions in force by invoking his powers under the Inter-
national Emergency Economic Powers Act, 50 U.S.C. § 1701 et seq.
Executive Order 12924 (August 19, 1994); 59 Fed. Reg. 43437 (Au-
gust 23, 1994).

1. Arguments relating to the domestic use of encryption
Law enforcement and national security agencies believe that they

need some form of key escrow system to maintain their ability to
perform legitimate wiretaps and to read computer data seized
through lawful means. They argue that widespread use of strong
encryption without key escrow would end the use of wiretapping as
a tool for fighting crime. For example, they argue that instances
occur when law enforcement agencies learn in the course of a wire-
tap that someone is about to commit a serious crime. If strong
encryption prevented a contemporaneous understanding of this in-
formation, the agencies would not be able to prevent the crime.
Likewise, if strong encryption prevented the reading of lawfully
seized computer data, it could unreasonably delay criminal inves-
tigations. They further argue that a key escrow system would have
the salutary side effect of providing a backup for those users who
might lose their keys. Although they contend that they only favor
a voluntary key escrow system, many believe that the use of export
controls as leverage to encourage the use of a key escrow system
effectively amounts to making such a system mandatory.

The computer industry, the American business community, and
privacy groups vehemently oppose any mandatory key escrow sys-
tem. They argue that a mandatory system would unnecessarily in-
vade the privacy of users and that the market should develop any
voluntary key escrow system. They believe that law enforcement
can gain access to keys through traditional means for obtaining
evidence and that those with criminal intent will not use key es-
crow products, thus defeating the purpose of the Administration's
policy. They argue that our law and tradition do not require private
citizens to take positive action to assist the government in
surveilling them in any other instance.

Moreover, they contend that private citizens should not be re-
quired to give access to their most precious assets to anyone else
regardless of whether it is the government or a third party. In the
digital age, information is often the most valuable property that a
company owns. They further argue that the good that widespread
use of encryption can do in preventing crime far outweighs the
harm done by the relatively few instances in which the use of
encryption hampers law enforcement.

2. The administration's recent initiative
Until last fall, the Administration treated encryption products as

munitions for export purposes. The State Department has jurisdic-

HeinOnline  -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 6 2002



tion over the export of munitions under AECA and ITAR, and it
had, as a matter of practice, generally only allowed the export of
encryption products with bit lengths of 40 or less. The State De-
partment treated these relatively weak encryption products as non-
defense products subject to the jurisdiction of the Department of
Commerce under the Export Administration Act, 50 U.S.C. App.
§ 2401 et seq. Beyond that level, any export of encryption products
required a special license.

On October 1, 1996, Vice President Gore announced the Adminis-
tration's intention to develop a new policy on the export of
encryption products. The Vice President's announcement stated in
part:

Under this initiative, the export of 56-bit key length
encryption products will be permitted under a general li-
cense after one-time review, and contingent upon industry
commitments to build and market future products that
support key recovery. This policy will apply to hardware
and software products. The relaxation of controls will last
up to two years.

Exporters of 56-bit DES or equivalent encryption prod-
ucts would make commitments to develop and sell prod-
ucts that support the key recovery system that I an-
nounced in July. That vision presumes that a trusted
party (in some cases internal to the user's organization)
would recover the user's confidentiality key for the user or
for law enforcement officials acting under proper authority.
Access to keys would be provided in accordance with des-
tination country policies and bilateral understandings. No
key length limits or algorithm restrictions will apply to ex-
ported key recovery products.

Under the relaxation, six-month general export licenses
will be issued after one-time review, contingent on commit-
ments from exporters to explicit benchmarks and mile-
stones for developing and incorporating key recovery fea-
tures into their products and services, and for building the
supporting infrastructure internationally. Initial approval
wlbe contingent on firms providing a plan for imple-
menting key recovery. The plan will explain in detail the
steps the applicant will take to develop, produce, distrib-
ute, and/or market encryption products with key recovery
features. The specific commitments will depend on the ap-
plicant's line of business.

The government will renew the licenses for additional
six-month periods if milestones are met. Two years from
now, the export of 56-bit products that do not support key
recovery will no longer be permitted. Currently exportable
40-bit mass market software products will continue to be
exportable. We will continue to support financial institu-
tions in their efforts to assure the recovery of encrypted fi-
nancial information. Longer key lengths will continue to be
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approved for products dedicated to the support of financial
applications.

Statement of the Vice President dated October 1, 1996.
On November 15, 1996, President Clinton issued Executive

Order 13026, 61 Fed. Reg. 58767 (November 19, 1996), and an ac-
companying Presidential Memorandum which began the implemen-
tation of the policy outlined in the October 1 statement. Among
other things, the executive order and the memorandum transferred
all non-military encryption products to the Commerce Control List,
meaning that their licensing for export would be overseen by the
Department of Commerce under the EAA. The order and memoran-
dum also gave the Department of Justice a significant voice in such
licensing decisions.

On December 30, 1996, the Department of Commerce promul-
gated regulations that implemented the new policy. 61 Fed. Reg.
68572 (December 30, 1996). Although the policy has only been in
place for a few months, much of the computer industry, particu-
larly software companies, have criticized it.

3. Arguments relating to export controls on encryption prod-
ucts

The Administration has to date opposed any lifting of export con-
trols beyond that in its recent initiative. It argues that the controls
are still effective and that our allies would dislike the negative ef-
fect on law enforcement efforts if we lifted the controls. It also ar-
gues that the lifting of the controls might not help business be-
cause other countries would impose import controls. Finally, the
Administration argues that it is making efforts under its new pol-
icy to find ways to relax the controls on a case by case basis.

The computer industry and the privacy groups argue that the
Administration ought to substantially relax, if not eliminate the
controls. They argue that wrongdoers can easily evade them be-
cause many encryption products are available to anyone over the
Internet. At least one study estimated that at least 500 products
are available worldwide. They also argue that the controls are eas-
ily evaded because as a practical matter, anyone can come into the
United States, buy encryption products, and take them out of the
country with little risk of detection. Because the controls are so
easily evaded, they further argue that the controls serve only to
put American companies at a competitive disadvantage and to dis-
courage investment in the development of better encryption prod-
ucts. If the situation does not change, they believe that American
companies will no longer dominate this field.

In addition, they contend that the Administration's new policy is
a backdoor attempt to force the domestic use of encryption with key
escrow. Under the policy, a company that wants both to sell
encryption products here and abroad must either make two ver-
sions of its product or sell only a product that meets the export re-
strictions. They also question whether the carrot and stick ap-
proach the new policy takes is a legitimate and logical use of export
controls. Current encryption products of the 56-bit strength are ei-
ther safe to export or they are not-a company's compliance or non-
compliance with the Administration's directives regarding future
products will not change that.
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4. Recent litigation
Currently, at least two plaintiffs have ongoing lawsuits that chal-

lenge the Administration's policies regarding encryption. In one
case, the United States District Court for the District of Columbia
ruled that the government's decision to designate an encryption
product as a munition, and therefore restrict its export, was not
subject to judicial review. Karn v. Department of State, 925 F.Supp.
1 (D.D.C. 1996), remanded, 107 F.3d 923 (D.C. Cir. 1997). The
Court further held that the export restriction on the product was
content neutral and narrowly tailored, and therefore did not violate
the First Amendment. The United States Court of Appeals for the
District of Columbia Circuit recently remanded the case for further
consideration in light of the Administration's new policy, and the
Committee understands that the Court has not made a further de-
cision. The plaintiff in the case, Philip Karn, testified before the
Subcommittee on Courts and Intellectual Property at the March 20,
1997 hearing on H.R. 695.

In the other case, the United States District Court for the North-
ern District of California ruled that the export restrictions on
encryption products were unconstitutional prior restraints on free
speech because they did not have adequate procedural safeguards.
Bernstein v. Department of State, 945 F.Supp. 1279 (N.D. Cal.
1996). The Committee understands that this case is still before the
District Court for further consideration in light of the Administra-
tion's new policy.

II. NEED FOR THE LEGISLATION

A Sections 2 and 4-domestic use of encryption
The Committee believes that sections 2 and 4 of H.R. 695, as re-

ported by the Committee, will significantly aid the fight against
crime. Both sides of the debate agree that the use of strong
encryption will help users to prevent crimes before they happen. As
we increasingly depend on computers to control our national infra-
structure, the danger of information warfare and economic espio-
nage also increase. The use of strong encryption diminishes that
terrifying prospect.

The affirmative statements in new sections 2802 and 2803 that
it is legal for persons in the United States and for United States
persons abroad to use, and for persons in the United States to sell,
encryption will encourage the use of encryption to fight crime.
These sections only state what the Committee understands to be
existing law, and therefore they should not worsen any law enforce-
ment and national security concerns. By making these affirmative
statements of positive law, the bill will prevent any reduction of
the existing right to use or sell encryption domestically by adminis-
trative action, state law, or other means.

New section 2804 effectively prohibits the imposition of any man-
datory key escrow system. The Committee believes that Americans
should not be forced to surrender the keys to their data without
proper justification any more than they should be forced to surren-
der the keys to their homes. The limited circumstances under
which law enforcement and national security officers may obtain
access to the private spaces of Americans have stood the test of
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time. They exist for good reasons that are well understood by all.
The advent of a new technology is not a sufficient justification for
diminishing these historic protections.

At the same time, however, new section 2804 preserves existing
authorities for law enforcement and national security officers to ob-
tain keys for legitimate purposes. Just as new technology should
not take away the longstanding rights of citizens against govern-
ment, it also should not take away the traditional means for legiti-
mate law enforcement and national security investigations. How-
ever, the Committee does not believe that the advance of tech-
nology warrants a system of forcing people to deposit their keys
with any third party without proper justification. Thus, new section
2804 prohibits any such system.

Despite the Committee's opposition to any mandatory key escrow
system, nothing in section 2804 should be construed to prevent or
hinder the development of a voluntary key escrow system if the
market demands it. Such a system may have many benefits so long
as users are allowed to choose freely whether to join. If enough
users desire it, the Committee believes that the market will de-
velop it.

In addition to the preservation of existing law enforcement au-
thorities to obtain keys for legitimate purposes in new section 2804,
new section 2805 further aids law enforcement and national secu-
rity by making it a crime to avoid detection of another federal fel-
ony through the knowing and willful use of encryption. This section
gives the government another tool with which to fight the misuse
of encryption.

Section 4 requires the Attorney General to compile and make
available to Congress information on instances in which encryption
interferes with the enforcement of the federal criminal law. This
requirement will assist the Committee in determining whether to
make any further changes to encryption policy. It will also foster
a continuing dialogue between the Congress and the executive
branch on these matters. Through all of these means, the Commit-
tee believes that it has carefully balanced the needs of law abiding
citizens against those of the law enforcement and national security
agencies as to the matters within its jurisdiction.

B. Section 3--export controls

Section 3 of H.R. 695 significantly relaxes existing export con-
trols on encryption products. Because Section 3 amends the Export
Administration Act of 1979, it falls within the jurisdiction of the
House Committee on International Relations. The International
Relations Committee has been given a secondary referral of H.R.
695 for consideration of Section 3.

For that reason, the Committee on the Judiciary did not address
Section 3 during its consideration of H.R. 695. However, the Com-
mittee realizes that export controls must be addressed as part of
any comprehensive national encryption policy. The Committee be-
lieves that it has carefully balanced the interests involved in the
matters under its jurisdiction. It stands ready to work with the
Committee on International Relations, the Administration, and all
other interested parties in an effort to develop a similar, but more
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comprehensive, balancing of all the interests, including those relat-
ing to export controls, as this legislation moves forward.

HEARINGS

The Committee's Subcommittee on Courts and Intellectual Prop-
erty held one day of hearings on H.R. 695 on March 20, 1997. The
Subcommittee received testimony from the following twelve wit-
nesses: Hon. William Reinsch, Under Secretary, Bureau of Export
Administration, Department of Commerce, Washington, D.C.; Hon.
William Crowell, Deputy Director, National Security Agency, Fort
Meade, Maryland; Hon. Robert Litt, Deputy Assistant Attorney
General, Criminal Division, United States Department of Justice,
Washington, D.C.; Mrs. Phyllis Schlafly, President, Eagle Forum,
St. Louis, Missouri; Mr. Ira Rubinstein, Senior Corporate Attorney,
Microsoft Corporation, on behalf of the Business Software Alliance;
Ms. Roberta Katz, Senior Vice-President, General Counsel, and
Secretary, Netscape Communications Corporation, Mountain View,
California, on behalf of the Information Technology Association of
America and the Software Publishers Association; Mr. Jonathan
Seybold, Chairman of the Executive Committee and Director, Pret-
ty Good Privacy, Inc., San Mateo, California; Mr. Tom Morehouse,
President and Chief Executive Officer, SourceFile, Inc., Oakland,
California; Mr. Grover Norquist, President, Americans for Tax Re-
form, Washington, D.C.; Mr. Philip Karn, Staff Engineer,
Qualcomm, Inc., San Diego, California; Mr. Marc Rotenberg, Direc-
tor, Electronic Privacy Information Center, Washington, D.C.; and
Mr. Jerry Berman, Executive Director, Center for Democracy and
Technology, Washington, D.C. Two organizations submitted addi-
tional material for the record.

In addition, Congressman Goodlatte introduced identical legisla-
tion, H.R. 3011, in the 104th Congress. The full Committee held
one day of hearings on H.R. 3011 on September 25, 1996 (Serial
No. 100). The Committee received testimony from the following
eight witnesses: Hon. Bob Goodlatte, United States Representative,
6th District of Virginia; Hon. Jamie Gorelick, Deputy Attorney
General, United States Department of Justice, Washington, D.C.;
Hon. William Crowell, Deputy Director, National Security Agency,
Fort Meade, Maryland; Hon. William Reinsch, Under Secretary,
Bureau of Export Administration, Department of Commerce, Wash-
ington, D.C.; Ms. Melinda Brown, Vice-President and General
Counsel, Lotus Development Corporation, Cambridge, Massachu-
setts, on behalf of the Business Software Alliance; Ms. Roberta
Katz, Senior Vice-President, General Counsel, and Secretary,
Netscape Communications Corporation, Mountain View, California,
on behalf of the Information Technology Association of America and
the Software Publishers Association; Ms. Patricia Ripley, Managing
Director, Bear Stearns & Company, Inc., New York, New York; and
Dr. Charles Deneka, Senior Vice-President and Chief Technology
Officer, Coming, Inc., Coming, New York, on behalf of the National
Association of Manufacturers. Two organizations submitted addi-
tional material for the record.
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COMMITTEE CONSIDERATION

On April 30, 1997, the Subcommittee on Courts and Intellectual
Property met in open session and ordered reported the bill H.R.
695 without amendment, by a voice vote, a quorum being present.
On May 14, 1997, the Committee met in open session and ordered
reported favorably the bill H.R. 695 with a single amendment in
the nature of a substitute, by a voice vote, a quorum being present.

VOTE OF THE COMTTEE

During their consideration of H.R. 695, the Committee and the
Subcommittee took no roll call votes.

COMnITTEE OVERSIGHT FINDINGS

In compliance with clause 2(l)(3)(A) of rule XI of the Rules of the
House of Representatives, the Committee reports that the findings
and recommendations of the Committee, based on oversight activi-
ties under clause 2(b)(1) of rule X of the Rules of the House of Rep-
resentatives, are incorporated in the descriptive portions of this re-
port.

COMMITTEE ON GOVERNMENT RErORM AND OvERsIGHT FINDINGS

No findings or recommendations of the Committee on Govern-
ment Reform and Oversight were received as referred to in clause
2(l)(3)(D) of rule XI of the Rules of the House of Representatives.

NEw BUDGET AuTHORITY AND TAX EXPENDITURES

Clause 2(l)(3)(B) of House rule XI does not apply because this
legislation does not provide new budgetary authority or increased
tax expenditures.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

In compliance with clause 2(l)(3)(C) of rule XI of the Rules of the
House of Representatives, the Committee sets forth, with respect to
the bill, H.R. 695, the following estimate and comparison prepared
by the Director of the Congressional Budget Office under section
403 of the Congressional Budget Act of 1974:

U.S. CONGRESS,
CONGRESSIONAL BuDGET OFFICE,

Washington, DC, May 21, 1997.
Hon. HENRY J. HYDE,
Chairman, Committee on the Judiciary,
House of Representatives, Washington, DC.

DEAR MR. CHAmMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 695, the Security and
Freedom Through Encryption (SAFE) Act.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contacts are Rachel Forward (for
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federal costs); Stephanie Weiner (for revenues); and Leo Lex (for
the state and local impact).

Sincerely,
JAMEs L. BLUM

(For June E. O'Neill, Director).
Enclosure.

H.R. 695--Security and Freedom Through Encryption (SAFE) Act
Summary: H.R. 695 would allow individuals in the United States

to use and sell any form of encryption and would prohibit states
or the federal government from requiring individuals to relinquish
the key to encryption technologies to any third party. The bill also
would prevent the Bureau of Export Administration (BXA) in theDepartment of Commerce from restricting the export of most non-
military encryption products. H.R. 695 would establish criminal
penalties and fines for the use of encryption technologies to conceal
incriminating information relating to a felony from law enforce-ment officials. Finally, the bill would require the Attorney General
to maintain data on the instances in which encryption impedes or
obstructs the ability of the Department of Justice (DOJ) to enforce
the criminal laws.

Assuming appropriation of the necessary amounts, CEO esti-
mates that enacting this bill would result in additional discre-
tionary spending of between $1 million and $3 million over the
1998-2002 period of BXA and DOJ. Spending by BXA and JOJ for
activities required by H.R. 695 would total between $5 million and
$7 million over the next five years. By comparison, CBO estimates
that-under current policies-spending by BXA for reviewing the

export of nonmilitary encryption products would total about $4.5
million over the same period. (Spending related to encryption ex-
ports by DOJ is negligible under current law.) Enacting H.R. 695
also would affect direct spending and receipts beginning in fiscal
year 1998 through the imposition of criminal fines and the result-
ing spending from the Crime Victims Fund. Therefore, pay-as-you-
go procedures would apply. CBO estimates, however, that the
amounts of additional direct spending or receipts would not be sig-
nificant.

H.R. 695 contains no private-sector mandates as defined in the
Unfunded Mandates Reform Act of 1995 (UMRA). The bill would
prohibit states from requiring persons to make encryption keys
available to another person or entity. This prohibition would be an
intergovernmental mandate as defined in UMRA. However, states
would bear no costs as a result of the mandate because none cur-
rently require the registration or availability of such keys.

Estimated cost to the Federal Government: Under current policy,
BXA would likely spend about $900,000 a year reviewing exports
of encryption products. Assuming appropriation of the necessary
amounts, CBO estimates that enacting H.R. 695 would lower BXA's
encryption-related costs to about $500,000 a year. In November
1996, the Administration issued an executive order and memoran-
dum that authorized BXA to control the export of all nonmilitary
encryption products. If H.R. 695 were enacted, BXA would still be
required to review requests to export most computer hardware with
encryption capabilities but would not be required to review most
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requests to export computer software with encryption capabilities.
Thus, enacting H.R. 695 would reduce the costs to BXA to control
the exports of nonmilitary encryption products.

According to the DOJ, maintaining data on the instances in
which encryption impedes or obstructs the ability of the Depart-
ment of Justice to enforce the criminal laws could cost $1 million
or more per year. The cost of maintaining the data is difficult to
ascertain because DOJ believes that if H.R. 695 were enacted such
instances would be numerous. But the agency is uncertain as to
how much it would cost to track such classified information nation-
wide. For the purposes of this estimate, CBO projects that main-
taining the data would cost DOJ between $500,000 and $1 million
a year, assuming appropriation of the necessary amounts.

CBO estimates that the collections of criminal fines for the use
of encryption technologies to conceal incriminating information re-
lating to a felony from law enforcement officials would not be sig-
nificant.

The costs of this legislation fall within budget functions 370
(commerce and housing credit) and 750 (administration of justice).

Pay-as-you-go considerations: Section 25 of the Balanced Budget
and Deficit Control Act of 1985 sets up pay-as-you-go procedures
for legislation affecting direct spending or receipts through 1998.
Enacting H.R. 695 would affect direct spending and receipts
through the imposition of criminal fines for encrypting incriminat-
ing information related to a felony. Collections from such fines are
likely to be negligible, however, because the federal government
would probably not pursue many cases under the bill. Any such col-
lections would be recorded in the budget as governmental receipts,
or revenues. They would be deposited in the Crime Victims Fund
and spent the following year. Because the increase in direct spend-
ing would be the same amount as the amount of fines collected
with a one-year lag, the additional direct spending would also be
negligible.

Estimated impact on State, local, and tribal governments: H.R.
695 would prohibit states from requiring persons to make
encryption keys available to another person or entity. This prohibi-
tion would be an intergovernmental mandate as defined in UMRA.
However, states would bear no costs as the result of the mandate
because none currently require the registration or availability of
such keys.

Estimated impact on the private sector: The bill would impose no
new private-sector mandates as defined in UMRA.

Estimate prepared by: Federal Costs: Rachel Forward-Reve-
nues: Stephanie Weiner-Impact on State, Local, and Tribal Gov-
ernments: Leo Lex.

Estimate approved by: Robert A. Sunshine, Deputy Assistant Di-
rector for Budget Analysis.

CoNsTITUTrIoNAL ATHORrTY STATEMENT

Pursuant to rule XI, clause 2(1)(4) of the Rules of the House of
Representatives, the Committee finds the authority for this legisla-
tion in Article I, section 8 of the Constitution.
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SECTION-BY-SECTION ANALYsis

Section 1. Short Title. Section 1 provides that H.R. 695 may be
cited as the "Security And Freedom through Encryption (SAFE)
Act."

Section 2. Sale and Use of Encryption. Subsection 2(a) of H.R.
695 creates a new chapter 122 in Title 18 of the United States
Code. This chapter 122 would include new sections 2801-05.

New section 2801 provides for definitions of terms to be used in
the chapter. Many of the definitions used are explicitly taken from
the definitions in the existing federal wiretap statute, 18 U.S.C.
§ 2510 et seq. During the Committee markup, Mr. Delahunt offered
an amendment making technical changes to these definitions to
conform them more closely with the existing definitions. The
Delahunt amendment passed on a voice vote.

New section 2802 affirmatively states that it is legal for any per-
son in the United States, or any United States person in a foreign
country, to use any form of encryption regardless of the algorithm,
key length, or technique used in the encryption. New section 2803
affirmatively states that it is legal for any person in the United
States to sell in interstate commerce encryption products using any
form of encryption regardless of the algorithm, key length, or tech-
nique used. Some business groups have expressed concern that new
sections 2802 and 2803 might be construed to override their lawful
policies for employee use of their computer systems. The Commit-
tee does not intend for these sections to be so read. The Committee
intends that these sections should be read as limitations on govern-
ment power. They should not be read as overriding otherwise law-
ful employer policies concerning employee use of the employer's
computer systems, nor as limiting the employer's otherwise lawful
means for remedying violations of those policies.

Thus, even though employees cannot be prosecuted for an offense
of unlawful encryption under Section 2802, employees may be pros-
ecuted for failing to return business property, unlawful appropria-
tion, or conversion. Consider, for example, the case in which an em-
ployer's information management policy calls for company-wide de-
ployment of key recovery encryption, and a given employee refuses
to comply, encrypting instead without key recovery using some
other system. In that instance, the employer remains within his
rights, under state statutory or common law, to sue to obtain the
needed key to recover the business property-plans, designs, texts,
databases, and the like-contained in the computer or computers
under the employee's control.

New section 2804 specifically prohibits requiring any person in
lawful possession of an encryption key to turn that key over to an-
other person. This section effectively prevents any form of manda-
tory key escrow system. As introduced, this section provided an ex-
ception for law enforcement personnel acting under any law in ef-
fect on the date of enactment. At the Committee markup, Mr.
McCollum offered an amendment that expands the exception to in-
clude members of the intelligence community as defined in section
3 of the National Security Act of 1947 (50 U.S.C. §401a). The
McCollum amendment passed by a voice vote.
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Finally, new section 2805 makes it a crime to use encryption un-
lawfully in furtherance of some other crime. This new crime is pun-
ishable by a sentence of 5 years for the first offense and 10 years
for a subsequent offense. The Delahunt amendment that made
technical changes to the definitions also changed the language of
this section. The Delahunt amendment clarified two points relating
to this new crime: (1) it applies only to the use of encryption to
avoid detection of some other federal felony, and (2) it applies only
when the encryption is knowingly and willfully used to avoid detec-
tion. In other words, this crime cannot occur without the commis-
sion of some other federal felony, and the use of encryption must
be a deliberate attempt to avoid detection of that felony. It may not
be unknowing or accidental. As noted above, the Delahunt amend-
ment passed on a voice vote.

Subsection 2(b) of H.R. 695 provides for a conforming amend-
ment to the table of chapters in Title 18.

Section 3. Exports of Encryption. Subsection 3(a) of H.R. 695
amends the Export Administration Act by creating a new sub-
section (g) to 50 U.S.C. App. § 2416. New subsection (g)(1) would
place all encryption products, except those specifically designed or
modified for military use, under the jurisdiction of the Secretary of
Commerce. New subsection (g)(2) allows encryption software that is
generally available or in the public domain, like mass-market soft-
ware products, to be exported freely. New subsection (g)(3) requires
the Secretary to allow other encryption software to be exported un-
less there is substantial evidence that it will be put to military or
terrorist uses or that it will be reexported without U.S. authoriza-
tion.

New subsection (g)(4) requires the Secretary to allow the export
of hardware with encryption capabilities when the Commerce De-
partment finds that it is commercially available from foreign sup-
pliers without effective restrictions. New subsection (g)(5) provides
definitions.

The Committee would like to clarify that with the ever increas-
ing incorporation of computer-like intelligence (including hardware
and software) into consumer products for the protection of privacy,
information security, and intellectual property interests, it intends
this legislation to cover all' devices-whether traditional "comput-
ing" devices or "convergent" consumer products-that incorporate
encryption. Further, the applications covered by this legislation in-
clude video, audio, and data communications systems. Hardware
and software containing encryption, such as encoders, decoders,
and network terminals, which are essential to protect the video sig-
nal, are therefore included under section 3(a) of this Act. Video,
audio, and data communications systems containing encryption and
decryption capability are used by cable, satellite, and wireless de-
livery systems.

Subsection 3(b) of H.R. 695 provides that for purposes of carrying
out the amendment made by subsection 3(a), the Export Adminis-
tration Act shall be deemed to be in effect. This statement is nec-
essary because Congress allowed the Export Administration Act to
lapse in 1994. To date, it has not been renewed, and its policies
have been continued by executive order.

HeinOnline  -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 16 2002



Section 4. Effect on Law Enforcement Activities. Section 4 was
not part of the bill as introduced. An amendment offered by Mr.
Hutchinson added this language to the bill. Subsection 4(a) re-
quires the Attorney General to compile information on instances in
which encryption has interfered with, impeded, or obstructed the
ability of the Justice Department to enforce federal criminal law
and to maintain that information in classified form. The Committee
intends that information compiled by the Attorney General pursu-
ant to this section also include instances in which encryption has
prevented crimes from occurring, especially in protecting national
infrastructures and preventing economic espionage (although not
limited to those areas). Subsection 4(b) requires that the Attorney
General shall make the information compiled under subsection
4(a), including an unclassified summary, available to Members of
Congress upon request. The Hutchinson amendment passed on a
voice vote.

AGENCY ViEws

U.S. DEPARTMENT OF JUSTICE,
OFFICE OF LEGISLATIVE AFFAIRS,

Washington, DC, April 30, 1997.
Hon. HowARD COBLE,
Chairman, Subcommittee on Courts and Intellectual Property, Com-

mittee on the Judiciary, House of Representatives, Washington,
DC.

DEAR MR. CHAIRMAN: Your Subcommittee will soon begin mark-
up of H.R. 695, the "Security and Freedom Through Encryption
(SAFE) Act." Although the Department of Justice supports H.R.
695's overall goal of promoting the wide dissemination of strong
encryption, we believe that the bill would severely compromise law
enforcement's ability to protect the American people from the
threats posed by terrorists, organized crime, child pornographers,
drug cartels, financial predators, hostile foreign intelligence agents,
and other criminals. In addition, the bill would greatly impair the
government's ability to prosecute those crimes when they do occur.
We urge the Subcommittee to reject H.R. 695 in its present form.

There is widespread agreement that strong encryption is essen-
tial to the success of the emerging Global Information Infrastruc-
ture (Gil). Communications and data must be protected-both in
transit and in storage-if the Gil is to be used for personal commu-
nications, financial transactions, medical care, the development of
new intellectual property, and myriad other applications. Having
recognized the importance of encryption, we must ensure that its
application is consistent with the larger goals of society. One ap-
proach, that taken by H.R. 695 advocates the proliferation of un-
breakable encryption that would not only protect commerce and
privacy, but also unintentionally protect criminals. A better ap-
proach, advocated by the Administration, encourages the use of
data recovery products that fully protect commerce and privacy,
but without sacrificing public safety and national security.

Viewed in this light, the proposed legislation poses two major
problems for federal, state, and local law enforcement. First, it
would effectively eliminate all export controls on strong encryption,
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thereby undermining public safety and national security by encour-
aging the proliferation of unbreakable encryption. Second, the bill
discourages formation of a key management infrastructure that ad-
dresses the needs of public safety, economic security and privacy.

The elimination of export controls would adversely affect national
security and foreign policy interests and severely impair many law
enforcement efforts at the federal, state and local level. We have
heard, of course, the oft-repeated argument that the "genie is al-
ready out of the bottle"-that strong encryption is already widely
available overseas and over the Internet and that attempts to limit
its spread are futile, and serve only to handicap U.S. manufactur-
ers seeking to sell their encryption products overseas. In fact, this
is not the case.

Although strong encryption products can be found overseas, these
products are not ubiquitous, in part because the export of strong
encryption is controlled by both the U.S. and other countries. It is
worth noting in this regard that export of encryption over the
Internet, like any other means of export, is restricted under U.S.
law. Although it is difficult to prevent completely encryption prod-
ucts from being sent abroad over the Internet, we believe that the
legal restrictions will limit the use of the Internet as a means of
evading export controls.

In addition, the quality of encryption products offered abroad
varies greatly, with some encryption products not providing the lev-
els of protection advertised. Finally, the vast majority of businesses
with a serious need for strong encryption are not likely to rely on
encryption downloaded from the Internet from untested sources,
but will prefer instead to deal with known and reliable suppliers.
For these reasons, export controls continue to serve a critical func-
tion.

A few other factors are important to consider regarding export
controls. First, our allies strongly concur that unrestricted export
of encryption would severely hamper law enforcement objectives. It
would be a terrible irony if this government-which prides itself on
its leadership in fighting international crime-were to enact a law
that would jeopardize public safety and weaken law enforcement
agencies worldwide.

Second, critics of export controls have mistakenly assumed that
the lifting of export controls would result in unrestricted access to
markets abroad by U.S. companies. But this assumption ignores
the likely reaction of foreign governments to the elimination of U.S.
export controls. To date, most other countries have not needed to
restrict imports or domestic use of encryption, largely because ex-
port controls in the U.S.-the world leader in computer tech-
nology-and other countries have made such restrictions unneces-
sary. But given other countries' legitimate concerns about the po-
tential worldwide proliferation of unbreakable encryption products,
we believe that many of those countries would respond to any lift-
ing of U.S. export controls by imposing import controls, or by re-
stricting use of strong encryption by their citizens.

France, Russia and Israel, for example, have already established
domestic restrictions on the import, manufacture, sale and use of
encryption products. In addition, a number of European Union
countries are moving towards the adoption of a key-recovery-based
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key management infrastructure similar to that proposed by the Ad-
ministration. In the long run, then, U.S. companies might not be
any better off if U.S. export controls were lifted, but the would
have undermined our leadership role in fighting international
crime and damaged our own national security interests in the
meantime.

We also oppose H.R. 695 because it would impede or prevent the
development of a key management infrastructure. The bill could be
read as prohibiting the United States government from using ap-
propriate incentives to support a key management infrastructure
and key recovery. Without such an infrastructure supporting key
recovery, federal law enforcement investigations will become far
more difficult. The problems that enactment of H.R. 695 would
pose for state and local law enforcement, which lack access to
supercomputers, are even greater.

In law enforcement, quick action can save lives, reduce crime and
apprehend criminals. Criminals, therefore, rely on techniques that
help them slow or prevent law enforcement officers from detecting
and solving crimes and catching offenders. The passage of H.R. 695
could unintentionally add a powerful new technique-unbreakable
encryption-to the collection of methods that criminals use to
thwart law enforcement and prey upon the residents of the United
States. It is difficult enough to fight crime without making crimi-
nals' tasks any easier.

The Subcommittee should approve a bill that encourages the de-
velopment of a key management infrastructure and key recovery
system coupled with responsible export controls. We look forward
to working with you in developing an approach to encryption that
meets the dual goals of maintaining law enforcement's ability to
fight crime and protecting the right to privacy within the burgeon-
ing global information infrastructure. We are hopeful that by work-
ing together we can create a mutually acceptable national
encryption policy. The Office of Management and Budget has ad-
vised that there is no objection from the standpoint of the Adminis-
tration's program to the presentation of this report.

Sincerely,
ANDREw FoIs,

Assistant Attorney General.

CHANGES IN EXISTING LAW MADE BY THE BiLL, AS REPORTED

In compliance with clause 3 of rule XIII of the Rules of the House
of Representatives, changes in existing law made by the bill, as re-
ported, are shown as follows (new matter is printed in italic, and
existing law in which no change is proposed is shown in roman):

TITLE 18, UNITED STATES CODE
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PART I-CRIMES

Chap. Sec.
1. General provisions ................................................................................. 1

125. Encrypted wire and electronic information ...................................... 2801

CHAPTER 125-ENCRYPTED WIRE AMD ELECTRONIC
INFORMATION

2801. Definitions.
2802. Freedom to use encryption.
2803. Freedom to sell encryption.
2804. Prohibition on mandatory key escrow.
2805. Unlawful use of encryption in furtherance of a criminal act.

§28 01. Definitions
As used in this chapter-

(1) the terms "person' "State", "wire communication" "elec-
tronic communication", "investigative or law enforcement offi-
cer", and 'judge of competent jurisdiction" have the meanings
given those terms in section 2510 of this title;

(2) the terms "encrypt" and "encryption" refer to the scram-
bling of wire communications, electronic communications, or
electronically stored information, using mathematical formulas
or algorithms in order to preserve the confidentiality, integrity,
or authenticity of, and prevent unauthorized recipients from
accessing or altering, such communications or information;

(3) the term "key" means the variable information used in a
mathematical formula, code, or algorithm, or any component
thereof, used to decrypt wire communications, electronic com-
munications, or electronically stored information, that has been
encrypted; and

(4) the term "United States person" means-
(A) any United States citizen;
(B) any other person organized under the laws of any

State, the District of Columbia, or any commonwealth, ter-
ritory, or possession of the United States; and

(C) any person organized under the laws of any foreign
country who is owned or controlled by individuals or per-
sons described in subparagraphs (A) and (B).

§2 8 02 . Freedom to use encryption
Subject to section 2805, it shall be lawful for any person within

any State, and for any United States person in a foreign country,
to use any encryption, regardless of the encryption algorithm se-
lected, encryption key length chosen, or implementation technique or
medium used.

§2803. Freedom to sell encryption
Subject to section 2805, it shall be lawful for any person within

any State to sell in interstate commerce any encryption, regardless
of the encryption algorithm selected, encryption key length chosen,
or implementation technique or medium used.
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§ 2 8 04 . Prohibition on mandatory key escrow
(a) PROHIBITION.-No person in lawful possession of a key to

encrypted communications or information may be required by Fed-
eral or State law to relinquish to another person control of that key.

(b) EXCEPTION FOR ACCESS FOR LAW ENFORCEMENT PURPOSES.-
Subsection (a) shall not affect the authority of any investigative or
law enforcement officer, or any member of the intelligence commu-
nity as defined in section 3 of the National Security Act of 1947 (50
U.S.C. 401a), acting under any law in effect on the effective date of
this chapter, to gain access to encrypted communications or infor-
mation.

§2805. Unlawful use of encryption in furtherance of a crimi-
nal act

Any person who, in the commission of a felony under a criminal
statute of the United States, knowingly and willfully encrypts in-
criminating communications or information relating to that felony
with the intent to conceal such communications or information for
the purpose of avoiding detection by law enforcement agencies or
prosecution-

(1) in the case of a first offense under this section, shall be
imprisoned for not more than 5 years, or fined in the amount
set forth in this title, or both; and

(2) in the case of a second or subsequent offense under this
section, shall be imprisoned for not more than 10 years, or fined
in the amount set forth in this title, or both.

* * * * * * *

SECTION 17 OF THE EXPORT ADMINISTRATION ACT OF

1979

SEC. 17. (a) * * *

(g) COMPUTERS AND RELATED EQUIPMENT.-
(1) GENERAL RULE.-Subject to paragraphs (2), (3), and (4),

the Secretary shall have exclusive authority to control exports of
all computer hardware, software, and technology for informa-
tion security (including encryption), except that which is specifi-
cally designed or modified for military use, including com-
mand, control, and intelligence applications.

(2) ITEMS NOT REQUR1NG LICENSES.-No validated license
may be required, except pursuant to the Trading With The
Enemy Act or the International Emergency Economic Powers
Act (but only to the extent that the authority of such Act is not
exercised to extend controls imposed under this Act), for the ex-
port or reexport of-

(A) any software, including software with encryption ca-
pabilities-

(i) that is generally available, as is, and is designed
for installation by the purchaser; or

(ii) that is in the public domain for which copyright
or other protection is not available under title 17,
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United States Code, or that is available to the public
because it is generally accessible to the interested pub-
lic in any form; or

(B) any computing device solely because it incorporates or
employs in any form software (including software with
encryption capabilities) exempted from any requirement for
a validated license under subparagraph (A).

(3) SoFTWARE WITH ENCRYPTION CAPABILTIEs.-The See-
retary shall authorize the export or reexport of software with
encryption capabilities for nonmilitary end uses in any country
to which exports of software of similar capability are permitted
for use by financial institutions not controlled in fact by United
States persons, unless there is substantial evidence that such
software will be-

(A) diverted to a military end use or an end use support-
ing international terrorism;

(B) modified for military or terrorist end use; or
(C) reexported without any authorization by the United

States that may be required under this Act.
(4) HARDWARE WITH ENCRYPTION CAPABILITIES.-The Sec-

retary shall authorize the export or reexport of computer hard-
ware with encryption capabilities if the Secretary determines
that a product offering comparable security is commercially
available outside the United States from a foreign supplier,
without effective restrictions.

(5) DEFImToNs.-As used in this subsection-
(A) the term "encryption" means the scrambling of wire

or electronic information using mathematical formulas or
algorithms in order to preserve the confidentiality, integ-
rity, or authenticity of, and prevent unauthorized recipients
from accessing or altering, such information;

(B) the term "generally available" means, in the case of
software (including software with encryption capabilities),
software that is offered for sale, license, or transfer to any
person without restriction, whether or not for consideration,
including, but not limited to, over-the-counter retail sales,
mail order transactions, phone order transactions, elec-
tronic distribution, or sale on approval;

(C) the term "as is" means, in the case of software (in-
cluding software with encryption capabilities), a software
program that is not designed, developed, or tailored by the
software publisher for specific purchasers, except that such
purchasers may supply certain installation parameters
needed by the software program to function properly with
the purchaser's system and may customize the software pro-
gram by choosing among options contained in the software
program;
(D) the term "is designed for installation by the pur-

chaser" means, in the case of software (including software
with encryption capabilities) that-

(i) the software publisher intends for the purchaser
(including any licensee or transferee), who may not be
the actual program user, to install the software pro-
gram on a computing device and has supplied the nec-
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essary instructions to do so, except that the publisher
may also provide telephone help line services for soft-
ware installation, electronic transmission, or basic op-
erations; and

(ii) the software program is designed for installation
by the purchaser without further substantial support
by the supplier;

(E) the term "computing device" means a device which in-
corporates one or more microprocessor-based central proc-
essing units that can accept, store, process, or provide out-
put of data; and

(F) the term "computer hardware" when used in conjunc-
tion with information security, includes, but is not limited
to, computer systems, equipment, application-specific as-
semblies, modules, and integrated circuits.
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ADDITIONAL VIEWS OF HON. BOB GOODLATTE

H.R. 695, the Security And Freedom through Encryption (SAFE)
Act of 1997, accomplishes three critical goals: preventing economic
crime, promoting electronic commerce, and protecting the personal
privacy of all law-abiding Americans. I am pleased that both the
Courts and Intellectual Property Subcommittee and the ful Judici-
ary Committee have approved this bipartisan legislation by voice
vote. I would also like to thank the lead cosponsor of the SAFE Act,
Rep. Zoe Lofgren (D-CA), for her leadership. support, and dedica-
tion to this important issue.

The Administration's encryption policies are at odds with its stat-
ed goals. For example, the Administration has stated in testimony
before both the House and Senate that it supports the widespread
use of strong encryption. However, the Administration continues to
enforce antiquated Cold War export restrictions that prevent the
widespread use of strong encryption.

The Department of Justice has been particularly hostile to H.R.
695, even going so far as publicly stating that the bill would be
devastating to international law enforcement. As an example, just
hours prior to Subcommittee markup of H.R. 695 on April 30, 1997,
the Department of Justice circulated a letter to Judiciary Commit-
tee members opposing the legislation. This letter contained a series
of allegations which deserve a response.

DOJ Claim: The bill "discourages formation of a key
management infrastructure".

Response: The SAFE Act takes no position on the devel-
opment of a key management infrastructure.

The term "key management infrastructure" refers to a system,
yet to be fully developed, that would allow Internet users to know
with whom they are communicating, to verify document signatures,
and to identify whether documents are tampered with or altered in
transmission. Such a system could partly operate through "Certifi-
cate Authorities", or commercial entities that would certify, like
digital notary publics, that certain public keys are in fact the keys
of particular individuals or corporations.

Driven by user needs, the on-line world is developing such sys-
tems of assurance without government intervention. The security
and effectiveness of these systems will be tested by the market.
Consequently, it is impossible to know at this point which systems
will succeed and which will fail-the intensely competitive global
marketplace will decide that question. Government bureaucracy
and regulation is neither necessary nor desirable.

Perhaps the greatest impediment to the development of a wide-
spread global key management infrastructure to date has been the
Administration's restrictive export policies. By preventing Amer-
ican companies from exporting strong encryption, this Administra-

(24)
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tion has perpetuated a sense of uncertainty in the global market
that has discouraged these companies from developing commercial
infrastructures. Contrary to the Administration's claim, therefore,
H.R. 695 would actually promote development of Certificate Au-
thorities and key management infrastructures in the best way pos-
sible, by removing unwanted, unworkable, and unwise government
bureaucracy and regulation.

A recent report issued by nine of the world's top cryptographers,
entitled "The Risks of Key Recovery, Key Escrow, and Trusted
Third Party Encryption", offers further evidence that various key
escrow, key recovery, and key management systems that have been
proposed by the Administration are neither feasible nor advisable.
As stated In this report:

Government key recovery proposals call for one of the
most ambitious and far-reaching deployments of the infor-
mation age. The field of cryptography has no experience in
deploying secure systems of this scope and complex-
ity. * * * Attempts to force the widespread adoption of key
recovery encryption through export controls, import or do-
mestic use regulations, or international standards should
be considered in light of these factors. The public must
carefully consider the costs and benefits of embracing gov-
ernment-access key recovery before imposing the new secu-
rity risks and spending the huge investment required-po-
tentially many billions of dollars, in direct and indirect
costs-to deploy a global key recovery infrastructure.

The Administration has stated publicly that "only industry can
build a robust and scalable key management infrastructure". This
report shows quite clearly that proposals to establish global key
management systems, including incentives to use such systems, are
at best premature. As former British Prime Minister Margaret
Thatcher aptly put it, "Governments * * * are themselves 'blind
forces' blundering about in the dark, and obstructing the operations
of markets rather than improving them."

DOJ Claim: Strong encryption is not widely available
overseas, in part because of U.S. export controls.

Response: German, Dutch, Swedish, British, Russian
and other foreign manufacturers have created strong and
reliable encryption products that are available internation-
ally and on the Internet.

As evidence of this, the following excerpt is from a recent New
York Times article discussing the success of a German company,
Brokat Informationsysteme, which produces a 128-bit encryption
program:

Far from hindering the spread of powerful encryption
programs * * * American policy has created a bonanza for
alert entrepreneurs outside the United States. When
America Online wanted to offer on-line banking and shop-
ping services in Europe, it turned to Brokat for the soft-
ware that encodes transactions and protects them from
hackers and on-line bandits. When Netscape Communica-
tions and Microsoft wanted to sell Internet software to

HeinOnline  -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signatures in Global and National
Commerce Act, Public Law No. 106-229 (2000) 25 2002



Germany's biggest banks, they had to team up with Brokat
to deliver the security guarantees that the banks de-
manded. * * * Besides America Online, Brokat's customers
include more than 30 big banking and financial institu-
tions around Europe.

Perhaps a more vivid example of the folly of the Administration's
export restrictions is the recent announcement that Sun Microsys-
tems, one of the leading U.S. computer companies, will be entering
into a partnership with Elvis+, a Russian encryption manufacturer,
to distribute strong encryption worldwide. Since the U.S. has no
import or domestic controls on the use of non-key escrow
encryption, Sun can import the Russian product and distribute it
domestically, while the Russian company distributes the same
product overseas. Therefore, U.S. companies will now be able to se-
curely communicate with their overseas offices and subsidiaries
without violating the export control laws.

The Sun announcement demonstrates three critical facts that re-
veal the absurdity of arguments the Administration uses to defend
its current policies: (1) consumers are demanding strong encryption
products to protect their digital communications; (2) strong
encryption products are already available from foreign manufactur-
ers, and reputable U.S. firms are willing to stake their corporate
reputations on the quality of those products; and (3) the current ex-
port control scheme is taking jobs and revenue away from our econ-
omy.

Additionally, many individuals and small businesses rely on the
Pretty Good Privacy encryption program, which is available on the
Internet worldwide. PGP is equivalent to 128-bit encryption, and
has been tested again and again. It is based on a public algorithm,
so every hacker, graduate student, and computer scientist in the
world can try to break it. None have succeeded.

DOJ Claim: If the U.S. were to relax its current export
controls on strong encryption, foreign governments would
respond by creating import controls on U.S. products and
thus those markets would not open to U.S. companies.

Response: The United States should not set its export
policies on the basis of actions that other countries might
take.

The U.S. government should not stand in the way of our indus-
try's ability to compete in the global marketplace-in fact, it should
use any resources available to help American companies succeed in
global markets. When foreign governments raise import barriers to
keep out U.S. products, they do so to allow their own industries to
dominate the marketplace. We should not allow ourselves to be
fooled into believing otherwise.

DOJ Claim: H.R. 695 would "adversely affect national
security and foreign policy interests and severely impair
many law enforcement efforts at the federal, state, and
local level."

Response: Strong encryption prevents crime. Consider
the findings of the National Research Council on the use
of strong encryption:
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If cryptography can protect the trade secrets and
proprietary information of businesses and thereby
reduce economic espionage (which it can). it also
supports in a most important manner the job of
law enforcement. If cryptography can help protect
nationally critical information systems and net-
works against unauthorized penetration (which it
can), it also supports the national security of the
United States.

When criminals talk to other criminals, they will always be able
to use strong encryption, with no mechanism for law enforcement
access, to protect their communications. The Administration's pol-
icy will not prevent this, since it is not proposing direct domestic
or import controls on strong encryption, and cannot prevent foreign
companies from developing and distributing such products. How-
ever, when these criminals communicate with legitimate organiza-
tions, such as banks, law enforcement will always be able to obtain
evidence from such organizations via court order or grand jury sub-
poena. Therefore, allowing law-abiding people to use strong
encryption to protect themselves, and allowing U.S. companies to
fully compete in the global marketplace, will not prevent law en-
forcement from pursuing and stopping criminals.

It is truly ironic that law enforcement agencies would oppose leg-
islation that prevents crime. Unfortunately, it seems that the Ad-
ministration does not want to empower our citizens and our indus-
tries to protect themselves in the Information Age. Just as dead-
bolt locks and alarm systems help people protect their houses
against intruders, thereby assisting law enforcement in preventing
crime, strong encryption allows people to protect their digital com-
munications and computer systems against criminal hackers and
computer thieves.

The SAFE Act prevents crime, promotes commerce, and protects
privacy. Additionally, it allows the free market to design its own
standards and solutions for the development of global commerce,
free from unwanted and unworkable government regulation. This
bipartisan legislation ensures that all law-abiding Americans will
be able to communicate and conduct business securely in the Infor-
mation Age.

BOB GooDLATTE.
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ADDITIONAL MINORITY VIEWS

We offer these additional views not to foment dissent but to en-
courage dialogue with the Administration on the issues related to
encryption. We would like to work with federal law enforcement
and national security agencies to address their concerns.

We sympathize with the difficulties faced by investigative and se-
curity agencies in combating crime, terrorism, and espionage. We
believe it is quite legitimate for the Administration to be concerned
about the uncertain impact that strong and ubiquitous encryption
products may have on law enforcement and national security agen-
cies. We realize that it may ultimately become impossible for gov-
ernment agencies to decipher intercepted or retrieved data and
communications that have, by encryption, been transformed into a
seemingly unintelligible form.

We recognize the days of cracking strong codes are nearly gone.
Unbreakable codes (256-bit key algorithms can generate more pos-
sible solutions than there are particles in the known universe) are
already widely known. Private security experts and sophisticated
hackers have already realized this and are beginning to develop
ways of attacking the vulnerable points before and after the infor-
mation is encrypted (i.e., on the sender's hard drive or at a "good-
guy" recipient such as a bank). We suspect that law enforcement
and national security experts within the government are acquiring
similar capabilities. But these alternative (and more subtle) ap-
proaches are not reflected in the Administration's current public
policy toward encryption.

The Administration's current encryption policy, a policy that
runs back at least to the Bush Administration, creates more prob-
lems than it resolves. The policy is a combination of encryption ex-
port controls and a key escrow system by which the key to the code
encrypting the information is to be held by a third party (so it may
be made available to the government).

We need to be honest about this situation. We don't expect most
narcotics traffickers, terrorists, or criminals to respect export re-
strictions on encryption when they don't respect our underlying
drugs or weapons laws. And we don't generally expect anyone who
employs encryption in furtherance of a crime to readily give their
keys to some third party so they may be made available to the gov-
ernmient.

The Administration maintains that there is a commercial need
for key recovery. While that may be true to some extent, there ap-
pears to be little or no demand for the all-encompassing system
they want to mandate. Experts have uniformly concluded the gov-
ernment's proposed system is either excessively costly and complex
or insecure. In part, this is true because the government seeks ac-
cess to real-time communications and data transmissions, rather
than the ability to recover stored data.

(28)
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The Administration insists it doesn't want domestic restrictions
on encryption. We are concerned, however, that the Administration
policy does have this effect. Development of software programs, in-
cluding those utilizing encryption, occurs at an amazingly rapid
pace, so it is not feasible for computer software and hardware com-
panies to develop separate products for export and for domestic
use. As a result, as a practical matter, only products that are ex-
portable, with weaker encryption or with government-approved key
recovery-escrow, can be marketed at present.

We fear that current encryption policy, encouraging as it does
weaker encryption, makes every American more vulnerable to illicit
or surreptitious access to our computer files, our phone conversa-
tions, and personal information, and thus exposes our citizens to
hackers, terrorists, and thieves. It is ironic that what is trumpeted
as an aid to law enforcement may instead compromise individual
and corporate security.

What we have here is not only a combination of export controls
and a key recovery system that does not work, we have a system
that compromises the competitiveness and security of this nation's
software and hardware industry, as well as our privacy rights. As
conceded by Administration witnesses, the proposed key recovery
system can succeed only as long as there is no non-conforming
encryption software readily available in the market. But there is
already an abundance of such software, some of it freeware, that
is readily available over the Internet.

The proposed key recovery system can not work unless the Unit-
ed States persuades every other nation to adopt key recovery. We
can safely say we are unlikely to obtain the agreement of Libya,
Iran, Iraq, or North Korea. In addition, the efforts to date of David
Aaron, U.S. Ambassador to the Organization for Economic Coopera-
tion and Development (OECD), to obtain a consensus in support of
key recovery resulted instead in a consensus opposing it.

The Administration's policy has therefore been a strong market
incentive:

(a) for non-participants (in the Administration's key escrow
program) to make non-standard, secure encryption available,
and

(b) for U.S. companies to set up abroad in "encryption ha-
vens" so they may legally market strong, secure encryption
products to customers who decline to make their "international
key" available to diverse governments around the world.

There are already U.S. companies establishing ties with foreign
companies in Japan, Russia, and elsewhere.

Nor is this policy without its cost. It is estimated that, if the U.S.
persists in its current policy through the year 2000, we shall lose
200,000 jobs and $60 billion each year. This is what it will cost this
nation to lose the cryptography lead we enjoy and the competitive
expertise necessary to maintain our market position.

Unfortunately, our discussions to date with law enforcement and
intelligence agencies have not admitted of the possibility of any fur-
ther relaxation of export restrictions as part of the broader process
essential to resolving this complex question. Nor has the Adminis-
tration offered to consider alternatives to its key escrow or key re-
covery system.
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H.R. 695 need not be the end of the process but the beginning
of a real dialogue. This is what we would like to happen. We con-
tinue to remain hopeful that the Administration will acknowledge
the shortcomings of its current policy and sincerely hope that this
will happen soon lest more serious damage be done to our industry,
to our security and to our privacy.

JOHN CONYERS, Jr.
RICK BOUCHER.
ZoE LOFGREN.
MAXNE WAERS.
WiAm DELAHuNT.
MAxRN T. MEEHAN.
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