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10517H CONGRESS RErT. 105-551
2d Session HOUSE OF REPRESENTATIVES Part 2

DIGITAL MILLENNIUM COPYRIGHT ACT OF 1998

JuLy 22, 1998 —Committed to the Committee of the Whole House on the State of
the Union and ordered to be printed

Mr. BLILEY, from the Committee on Commerce,
submitted the following

REPORT
together with
ADDITIONAL VIEWS

[To accompany H.R. 2281]

[Including cost estimate of the Congressional Budget Officel

The Committee on Commerce, to whom was referred the bill
(H.R. 2281) to amend title 17, United States Code, to implement
the World Intellectual Property Organization Copyright Treaty and
Performances and Phonograms Treaty, having considered the
same, report favorably thereon with an amendment and rec-
ommend that the bill as amended do pass.

CONTENTS

Page

Amendment
Purpose and Summa.l('iy 20
Background and Need for Legislation 21
earings 28
Committee Consideration 28
Roll Call Votes 28
Committee Oversight Findings 32
Committee on Government Reform and Oversight 32
New Budget Authority, Entitlement Authority, and Tax Expenditures ............. 32
Committee Cost Estimate 32
Congressional Budget Office Estimate 32
Federal Mandates Statement 34
Advisory Committee Statement 35
Constitutional Authority Statement 35
Applicability to Legislative Branch 35
Section-by-Section Analysis of the Legislation 36
Changes in Existing Law Made by the Bill, as Reported 68

49-910

HeinOnline -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 1 2002



Additional Views 85

The amendment is as follows:
Strike out all after the enacting clause and insert in lieu thereof
the following:

SECTION 1. SHORT TITLE.
This Act may be cited as the “Digital Millennium Copyright Act of 1998”.
SEC. 2. TABLE OF CONTENTS.

Sec. 1. Short title.
Sec. 2. Table of contents.

TITLE I—-WIPO TREATIES IMPLEMENTATION

Sec. 101. Short title,
Sec. 102. Circumvention of copyright protection systems.
Sec. 103. I i igh information.

'y of copyrig]
Sec. 104. Civil remedies.
Sec. 105. Criminal offenses and penalties.
Sec. 106. Savings clause.
Sec. 107. Development and impl ion of technological pr
Sec. 108. Technical amendments.
Sec. 109. Effective date.

TITLE I—INTERNET COPYRIGHT INFRINGEMENT LIABILITY

Sec. 201. Short title.

Sec. 202, Limitations on liability for Internet copyright infringement.

Sec. 203, Limitations on exclusive rights; pr

Secc. 204. Liability of educational institutions for online infringement of copyright.

Sec. 205. Evaluation of impact of copyright law and d on el 1 ce and technological de-
velopment,

Sec. 206. Effective date.

TITLE 1IIl—EPHEMERAL RECORDINGS; DISTA%E EDUCATION; EXEMPTION FOR LIBRARIES AND

Sec. 301. Ephemeral recordings.

Sec. 302. Limitati on exclusi axnishts;“ t:

Sec. 303. Exemption for libraries archives.
TITLE IV—RELATED PROVISIONS

Sec. 401. Report by National Telecommunications and Information Administration.

TITLE I—WIPO TREATIES IMPLEMENTATION

SEC. 101. SHORT TITLE.
This title may be cited as the “WIPO Copyright Treaties Implementation Act”.

SEC. 102. CIRCUMVENTION OF COPYRIGHT PROTECTION SYSTEMS.

(a) VIOLATIONS REGARDING CIRCUMVENTION OF TECHNOLOGICAL PROTECTION
MEASURES.—(1)(A) The Secretary of Commerce shall issue regulations prohibiting
any person from circumventing a technological protection measure that effectively
controls access to a work protected under title 17, United States Code, to the extent
provided in this subsection, effective at the end of the 2-year period beginning on
the date of the enactment of this Act.

(B) During the 2-year period described in subparagraph (A), and in each succeed-
ing 2-year period, the Secretary of Commerce, in consultation with the Assistant
Secretary of Commerce for Communications and Information, the Commissioner of
Patents and Trademarks, and the Register of Copyrights, shall conduct a rule-
making on the record to determine whether users of copyrighted works have been,
or are likely to be in the succeeding 2-year period, adversely affected by the imple-
mentation of technological protection measures that effectively control access to
works protected under title 17, United States Code, in their ability to make lawful
uses under title 17, United States Code, of copyrighted works. In conducting such
rulemaking, the Secretary shall examine—

(1) the availability for use of copyrighted works;

(ii) the availability for use of works for archival, preservation, and educational
purposes;

(iii) the impact of the application of technological protection measures to copy-
rightecéh works on criticism, comment, news reporting, teaching, scholarship, or
research;

(iv) the effect of circumvention of technological protection measures on the
market for or value of copyrighted works; and
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(v) such other factors as the Secretary, in consultation with the Assistant Sec-
retary of Commerce for Communications and Information, the Commissioner of
Patents and Trademarks, and the Register of Copyrights, considers ?propriate.

(C) The Secretary, with respect to each particular class of copyrighted works for
which the Secretary has determined, pursuant to the rulemaking conducted under
subparagraph (B), that lawful uses have been, or are likely to be, adversely affected,
shall waive the applicability of the regulations issued under subparagraph (A) for
the ensuing 2-year period, The determinations made in the rulemaking shall not be
admissible in any action to enforce any provision of this Act other than this para-

graph.

(2) No person shall manufacture, import, offer to the public, provide, or otherwise
traffic in any technology, product, service, device, component, or part thereof, that—

(A) is primarily designed or produced for the purpose of circumventing a tech-
nological protection measure that effectively controls access to a work protected
under title 17, United States Code;

(B) has only limited commercially significant pur&ose or use other than to cir-
cumvent a technological protection measure that effectively controls access to a
work protected under title 17, United States Code; or

(C) is marketed by that person or another acting in concert with that person
with that person’s knowledge for use in circumventing a technological protection
measure that effectively controls access to a work protected under title 17,
United States Code.

(3) As used in this subsection—

(A) to “circumvent a technological protection measure” means to descramble
a scrambled work, to decrypt an encrypted work, or otherwise to avoid, bypass,
remove, deactivate, or impair a technological protection measure, without the
authority of the copyright owner; and

(B) a technological protection measure “effectively controls access to a work”
if the measure, 1n the ordinary course of its operation, requires the application
of information, or a process or a treatment, with the authority of the copyright
owner, to gain access to the work.

(b) ApDITIONAL VIOLATIONS.—(1) No person shall manufacture, import, offer to the
public, provide, or otherwise traffic in any technology, product, service, device, com-
ponent, or part thereof, that—

(A) is primarily designed or produced for the purpose of circumventing protec-
tion afforded by a technological protection measure that effectively protects a
right of a copyright owner under title 17, United States Code, in a work or a
portion thereof;

(B) has only limited commercially significant purpose or use other than to cir-
cumvent protection afforded by a technological protection measure that effec-
tively protects a right of a copyright owner under title 17, United States Code,
in a work or a portion thereof; or

(C) is marketed by that (Ferson or another acting in concert with that person
with that person’s knowledge for use in circumventing protection afforded by a
technological protection measure that effectively protects a right of a copyright
owner under title 17, United States Code, in a work or a portion thereof.

(2) As used in this subsection—

(A) to “circumvent protection afforded by a technological protection measure”
means_avoiding, bypassing, removing, deactivating, or otherwise impairing a
technological protection measure; and

(B) a technological protection measure “effectively protects a right of a copy-
right owner under title 17, United States Code” if the measure, in the ordinary
course of its operation, prevents, restricts, or otherwise limits the exercise of a
right of a copyright owner under title 17, United States Code.

(c) OTHER RiGHTS, ETC., NoT AFFECTED.~(1) Nothing in this section shall affect
rights, remedies, limitations, or defenses to copyright infringement, including fair
use, under title 17, United States Code.

(2) Nothing in this section shall enlarge or diminish vicarious or contributery li-
ability for copyright infringement in connection with any technology, product, serv-
ice, device, component, or part thereof.

(3) Nothing in this section shall require that the design of, or design and selection
of parts and components for, a consumer electronics, telecommunications, or comput-
ing product provide for a response to any particular technological protection meas-

ure,

(4) Nothing in this section shall enlarge or diminish any rights of free speech or
the press for activities using consumer electronics, telecommunications, or comput-
ing products.
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(d) EXEMPTION FOR NONPROFIT LIBRARIES, ARCHIVES, AND EDUCATIONAL INSTITU-
TIONS.—(1) A nonprofit library, archives, or educational institution which gains ac-
cess to a commercially exploited copyrighted work solely in order to make a good
faith determination of whether to acquire a copy of that work for the sole purpose
of engaging in conduct permitted under title 17, United States Code, shall not be
in violation of the regulations issued under subsection (a)(1XA). A copy of a work
to which access has been gained under this paragraph—

(A) may not be retained longer than necessary to make such good faith deter-
mination; and
(B) may not be used for any other purpose.

(2) The exemption made available under paragraph (1) shall only apply with re-
spect to a work when an identical copy of that work is not reasonably available in
another form.

(3) A nonprofit library, archives, or educational institution that willfully for the
purpose of commercial advantage or financial gain violates paragraph (1)—

(A) sI(]lall, for the first offense, be subject to the civil remedies under section
104; an

(B) shall, for repeated or subsequent offenses, in addition to the civil remedies
under section 104, forfeit the exemption provided under paragraph (1).

(4) This subsection may not be used as a defense to a claim under subsection
(a)(2) or (b), nor may this subsection permit a nonprofit library, archives, or edu-
cational institution to manufacture, import, offer to the public, provide, or otherwise
traffic in any technology, product, service, component, or part thereof, which cir-
cumvents a technological protection measure.

(5) In order for a library or archives to qualify for the exemption under this sub-
section, the collections of that library or archives shall be—

(A) open to the public; or

(B) available not only to researchers affiliated with the library or archives or
with the institution of which it is a part, but also to other persons doing re-
search in a specialized field.

(e) LaAW ENFORCEMENT AND INTELLIGENCE ACTIVITIES.—This section does not ?ro-
hibit any lawfully authorized investigative, protective, or intelligence activity of an
officer, agent, or employee of the United States, a State, or a political subdivision
of a State, or a person acting pursuant to a contract with the United States, a State,
or a political subdivision of a State.

() REVERSE ENGINEERING.—{(1) Notwithstanding the regulations issued under
subsection (a)(1)(A), a person who has lawfully obtained the right to use a copy of
a computer program may circumvent a technological protection measure that effec-
tively controls access to a particular portion of that program for the sole purpose
of identifying and analyzing those elements of the program that are necessary to
achieve interoperability of an independently created com{)uter program with other
programs, and that have not previously been readily available fo the person engag-
ing in the circumvention, to the extent any such acts of identification and analysis
do not constitute infringement under title 17, United States Code.

(2) Notwithstanding the provisions of subsections (a)(2) and (b), a person may de-
velop and employ technological means to circumvent a technological protection
measure, or to circumvent protection afforded by a technological protection measure,
in order to make the identification and analysis permitted under paragraph (1), or
for the limited purpose of achieving interoperability of an independently created
computer program with other programs, if such means are necessary to achieve
such interoperability, to the extent that doing so does not constitute infringement
under title 17, United States Code.

(3) The information acquired through the acts permitted under arag'nigh (1), and
the means permitted under paragraph (2), may be made available to others if the
person referred to in paragraph (1) or (2), as the case may be, provides such infor-
mation or means solely for the purpose of achieving interoperability of an independ-
ently created computer program with other programs, and to the extent that doing
so does not constitute infringement under title 17, United States Code, or violate
other applicable law.

(4) For purposes of this subsection, the term “interoFerability” means the ability
of computer programs to exchange information, and of such programs mutually to
use the information which has been exchanged.

(g) ENCRYPTION RESEARCH.—

(1) DEFINITIONS.—For purposes of this subsection—
(A) the term “encryption research” means activities necessary to identify
and analyze flaws and vulnerabilities of encryption technologies applied to
copyrighted works, if these activities are conducted to advance the state of
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knowledge in the field of encryption technology or to assist in the develop-
ment of encryption ‘products; and

(B) the term “encryption technology” means the scrambling and
descrambling of information using mathematical formulas or algorithms.

(2) PERMISSIBLE ACTS OF ENCRYPTION RESEARCH.—Notwithstanding the provi-
sions of subsection (a)(1)(A), it is not a violation of the regulations issued under
that subsection for a person to circumvent a technological protection measure
as applied to a copy, phonorecord, performance, or display of a published work
in the course of an act of good faith encryption research if-—

(4) the person lawfully obiained the encrypted copy, phonorecord, per-
formance, or display of the published work;

(B) such act is necessary to conduct such encryption research;

(C) the person made a good faith effort to obtain authorization before the
circumvention; and

(D) such act does not constitute infringement under title 17, United
States Code, or a violation of applicable law other than this section, includ-
ing section 1030 of title 18, United States Code, and those provisions of title
1i8"1 ;JB%ited States Code, amended by the Computer Fraud and Abuse Act
o .

(3) FACTORS IN DETERMINING EXEMPTION.—In determining whether a person
(glaliﬁes for the exemption under paragraph (2), the factors to be considered
shall include—

(A) whether the information derived from the encryption research was
disseminated, and if so, whether it was disseminated in a manner reason-
ably caleulated to advance the state of knowledge or development of
encxj?tion technology, versus whether it was disseminated in a manner
that facilitates infringement under title 17, United States Code, or a viola-
tion of applicable law other than this section, including a violation of pri-
vacy or breach of security;

g) whether the person is engaged in a legitimate course of study, is em-
ploigd, or is appropriately trained or experienced, in the field of encryption
technology; and

(C) whether the person provides the copyright owner of the work to which
the technological protection measure is applied with notice of the findings
a{:ﬂz&iocumentation of the research, and the time when such notice is pro-
vided.

(4) USE OF TECHNOLOGICAL MEANS FOR RESEARCH ACTIVITIES.—Notwithstand-
ing the provisions of subsection (a)(2), it is not a violation of that subsection for
a person to—

(A) develop and employ technological means to circumvent a technolo%ical
protection measure for the sole purpose of performing the acts of good faith
encryption research described in paragraph (2); and

(B) provide the technological means to another person with whom he or
she is working collaboratively for the purpose of conducting the acts of good
faith encryption research described in paragraph (2) or for the purpose of
having that other person verify his or her acts of good faith encryption re-
search described in paragraph (2).

(5) REPORT TO CONGRESS.—Not later than 1 year after the date of the enact-
ment of this Act, the Assistant Secretary of Commerce for Communications and
Information shall report to the Congress on the effect this subsection has had
on—

(A) encryption research and the development of encryption technology;

(B) the adequacy and effectiveness of technological protection for copy-
righted works; and

(C) protection of co yright owners against the unauthorized access to
their en ted copyrighted works.

The Assistant Secretary shall include in such report recommendations, if any,
on proposed amendments to this Act.

(h) COMPONENTS OR PARTS TO PREVENT ACCESS OF MINORS TO THE INTERNET.—
In applying subsection (a) and the regulations issued under subsection (a)(1)(A) to
a component or part, the court may consider the necessity for its intended and ac-
tual incorporation in a technology, product, service, or device, which—

(1) does not itself violate the provisions of title 17, United States Code; and
Ing) has the sole purpose to prevent the access of minors to material on the

rnet.

(i) PROTECTION OF PERSONALLY IDENTIFYING INFORMATION.—

(1) CIRCUMVENTION PERMITTED.—Notwithstanding the provisions of sub-
section (a)(1)(A), it is not a violation of the regulations issued under that sub-
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section for a person to circumvent a technological protection measure that effec-
}:fively controls access to a work protected under title 17, United States Code,

(A) the technological protection measure, or the work it protects, contains
the capability of collecting or disseminating personally identifying informa-
tion reflecting the online activities of a natural person who seeks to gain
access to the work protected;

(B) in the normal course of its operation, the technological protection
measure, or the work it protects, collects or disseminates personally identi-
fying information about the person who seeks to gain access to the work
protected, without providing conspicuous notice of such collection or dis-
semination to such person, and without providing such person with the ca-
pability to prevent or restrict such collection or dissemination;

(C) the act of circumvention has the sole effect of identifying and dis-
abling the capability described in subparagraph (A), and has no other effect
on the ability of any person to gain access to any work; and

(D) the act of circumvention is carried out solely for the purpose of pre-
venting the collection or dissemination of personally identifying information
about a natural person who seeks to gain access to the work protected, and
is not in violation of any other law.

(2) INAPPLICABILITY TO CERTAIN TECHNOLOGICAL PROTECTION MEASURES.—
This subsection does not apply to a technological protection measure, or a work
it protects, that does not collect or disseminate personally identi.fyinlfl informa-
tion and that is disclosed to a user as not having or using such capability.

SEC. 108. INTEGRITY OF COPYRIGHT MANAGEMENT INFORMATION.
(a) FALSE COPYRIGHT MANAGEMENT INFORMATION.—No person shall knowingly
and with the intent to induce, enable, facilitate, or conceal infringement—

(1) provide copyright management information that is false, or

(2) distribute or 1mport for distribution copyright management information
that is false.

(b) REMOVAL OR ALTERATION OF COPYRIGHT MANAGEMENT INFORMATION.—No per-
son shall, without the authority of the copyright owner or the law—

(1) intentionally remove or alter any copyright management information,

(2) distribute or import for distribution copyright management information
knowing that the copyright management information has been removed or al-
tered without authority of the copyright owner or the law, or

(3) distribute, import for distribution, or publicly perform works, copies of
works, or phonorecords, knowing that cop; '?ht management information has
been removed or altered without authority of the copyright owner or the law,

knowing, or, with respect to civil remedies under section 104, having reasonable
grounds to know, that it will induce, enable, facilitate, or conceal an infringement
of any right under title 17, United States Code.

(c) DEFINITIONS.—As used in this section—

(1) the terms “distribute”, “publicly perform”, “copies”, and “phonerecords”
have the meanings given those terms in title 17, United States Code; and

(2) the term “copyright management information” means any of the following
information conveyed In connection with copies or phonorecords of a work or
performances or displays of a work, including in ﬁgital form, except that such
term does not incluge any personally identifying information about a user of a
work or of a copy, phonorecord, performance, or display of a work:

(A) The title and other information identifying the work, including the in-
formation set forth on a notice of copyright.

®B) 1‘LThe name of, and other identifying information about, the author of
a wor:

(C) The name of, and other identifying information about, the copyright
owner of the work, including the information set forth in a notice of copy-

right.

(D) With the exception of public performances of works by radio and tele-
vision broadcast stations, the name of, and other identifying information
about, a performer whose performance is fixed in a work other than an
audiovisual work.

(E) With the exception of public performances of works by radio and tele-
vision broadcast stations, in the case of an audiovisual work, the name of,
and other identifying information about, a writer, performer, or director
who is credited in the audiovisual work.

(F) Terms and conditions for use of the work.
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(G) Identifying numbers or symbols referring to such information or links
to such information.

(H) Such other information as the Register of Copyrights may prescribe
by regulation, efgfefpt that the Register of Copyri%hts may not require the
provision of any information concerning the user of a copyrighted work.

(d) LAw ENFORCEMENT AND INTELLIGENCE ACTIVITIES.—This section does not pro-
hibit any lawfully authorized investigative, protective, or intelligence activifg of an
officer, agent, or employee of the United States, a State, or a political subdivision
of a State, or a person acting gursuant to a contract with the United States, a State,
or a political subdivision of a State.

(e) LIMITATIONS ON LIABILITY.—

(1) ANALOG TRANSMISSIONS.—In the case of an analog transmission, a person
who is making transmissions in its capacity as a broadcast station, or as a cable
system (as defined in section 602 of the Communications Act of 1934), or some-
one who provides programming to such station or system, shall not be liable for
a violation of subsection (b) if—

(A) avoiding the activity that constitutes such viglation is not technically
feasible or would create an undue financial hardship on such person; and

(B) such person did not intend, by engaging in such activity, to induce,
enable, facilitate, or conceal infringement of a right under title 17, United
States Code.

(2) DIGITAL TRANSMISSIONS.—

If a digital transmission standard for the placement of copyright man-
agement information for a category of works is set in a voluntary, consen-
sus standard-setting process involving a representative cross-section of
broadcast stations or cable systems and copyri%ht owners of a category of
works that are intended for public performance by such stations or systems,
a person identified in paragraph (1) shall not be Liable for a violation of sub-
section (b) with respect to the particular copyright management information
addressed by such standard if—

(i) the placement of such information by someone other than such

person is not in accordance with such standard; and

(ii) the activity that constitutes such violation is not intended to in-

duce, enable, facilitate, or conceal infringement of a right under title
17, United States Code.

(B) Until a digital transmission standard has been set pursuant to sub-
aragraph (A) with respect to the placement of copyright management in-
ormation for a category or works, a person identified in paragraph (1) shall

not be liable for a violation of subsection (b) with respect to such copyright
management information, if the activity that constifutes such violation is
not intended to induce, enable, facilitate, or conceal infringement of a right
under title 17, United States Code, and if—

(1) the transmission of such information by such person would result

in a perceptible visual or aural egéradation of the digital signal; or

(ii) the transmission of such information by such person would con-

flict with—

(I) an applicable g;)vemment regulation relating to transmission
of information in a digital signal;

(II) an applicable industry-wide standard relating to the trans-
mission of information in a digital signal that was adopted by a
voluntary consensus standards body prior to the effective date of
this title; or

(III) an a]aﬂglicable industry-wide standard relatinf to the trans-
mission of information in a digital signal that was adopted in a vol-
untary, consensus standards-sebtini process open to particif:ation
by a representative cross-section of broadcast stations or cable sys-
tems and copyright owners of a category of works that are intended
for public performance by such stations or systems.

(3) DEFINITIONS.—As used in this subsection—

(A) the term “broadcast station” has the meaning given that term in sec-
tion 3 of the Communications Act of 1934 (47 U.S.C. 153)); and

(B) the term “cable system” has the meaning given that term in section

602 of the Communications Act of 1934 (47 U.S.C. 522)).

SEC. 104. CIVIL REMEDIES.

(a) CiviL AcTiONS.—Any person injured by a violation of section 102 or 103, or
of any regulation issued under section 102(a)(1), may bring a civil action in an ap-
propriate United States district court for such violation.
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(b) PowERs oF THE CoURT.—In an action brought under subsection (a), the
court—

(1) may grant temporary and permanent injunctions on such terms as it
deems reasonable to prevent or restrain a violation, but in no event shall im-
pose a prior restraint on free speech or the press protected under the Ist
amendment to the Constitution;

(2) at any time while an action is pending, may order the impounding, on
such terms as it deems reasonable, of any device or product that is in the cus-
tody or control of the alleged violator and that the court has reasonable cause
to believe was involved in a violation;

(3) may award damages under subsection (c);

(4) in its discretion may allow the recovery of costs by or against any party
other than the United States or an officer thereof;

(5) in its discretion may award reasonable attorney’s fees to the prevailing
party; and

(6) may, as part of a final judgment or decree finding a violation, order the
remedial modification or the destruction of any device or product involved in the
violation that is in the custody or control of the violator or has been impounded
under paragraph (2).

(c) AWARD OF DAMAGES.—

(1) IN GENERAL.—Except as otherwise provided in this title, a person commit-
ting a violation of section 102 or 103, or of any regulation issued under section
102(a)(1), is liable for either—

(A) the actual damages and any additional profits of the violator, as pro-
vided in parag'rz‘aiph (2), or

(B) statutory damages, as provided in paragraph (3).

(2) AcTUAL DAMAGES.—The court shall award to the complaining party the ac-
tual damages suffered by the party as a result of the violation, ang any profits
of the violator that are attributable to the violation and are not taken into ac-
count in computing the actual damages, if the complaining party elects such
damages at any time before final judgment is entered.

(3) STATUTORY DAMAGES.—

(A) At any time before final judgment is entered, a complaining party
may elect to recover an award of statutory damages for each violation of
section 102, or of a regulation issued under section 102(a)}(1), in the sum
of not less than $200 or more than $2,500 per act of circumvention, device,
product, component, offer, or performance of service, as the court considers
Jjust.

(B) At any time before final judgment is entered, a complaining party
may elect to recover an award of statutory damages for each violation of
section 103 in the sum of not less than $2,500 or more than $25,000.

(4) REPEATED VIOLATIONS.—In any case in which the injured party sustains
the burden of proving, and the court finds, that a person has violated section
102 or 103, or any regulation issued under section 102(a)(1), within three years
after a final judgment was entered against the person for another such viola-
tion, the court may increase the award of damages up to triple the amount that
would otherwise be awarded, as the court considers just.

(5) INNOCENT VIOLATIONS.—

(A) IN GENERAL.—The court in its discretion may reduce or remit the
total award of damages in any case in which the violator sustains the bur-
den of proving, and the court finds, that the violator was not aware and
had no reason to believe that its acts constituted a violation.

(B) NONPROFIT LIBRARY, ARCHIVES, OR EDUCATIONAL INSTITUTIONS.—In
the case of a nonprofit library, archives, or educational institution, the court
shall remit damages in any case in which the library, archives, or edu-
cational institution sustains the burden of proving, and the court finds, that
the library, archives, or educational institution was not aware and had no
reason to believe that its acts constituted a violation.

SEC. 105, CRIMINAL OFFENSES AND PENALTIES.

(a) IN GENERAL.—Any person who violates section 102 or 103, or any regulation
issued under section 102(a)(1), willfully and for purposes of commercial advantage
or private financial gain—

(1) shall be fined not more than $500,000 or imprisoned for not more than
5 years, or both, for the first offense; and

(2) shall be fined not more than $1,000,000 or imprisoned for not more than
10 years, or both, for any subsequent offense.
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(b) LIMITATION FOR NONPROFIT LIBRARY, ARCHIVES, OR EDUCATIONAL INSTITU-
TION.—Subsection (a) shall not apply to a nonprofit library, archives, or educational
institution.

(¢) STATUTE OF LIMITATIONS.—No criminal proceeding shall be brought under this
section unless such proceeding is commenced within five years after the cause of ac-
tion arose.

SEC. 108. SAVINGS CLAUSE,

Nothing in this title abrogates, diminishes, or weakens the provisions of, nor pro-
vides any defense or element of mitigation in a criminal prosecution or civil action
under, any Federal or State law that prevents the violation of the privacy of an indi-
vidual in connection with the individual’s use of the Internet.

SEC. 107, DEVELOPMENT AND IMPLEMENTATION OF TECHNOLOGICAYL, PROTECTION MEAS-
URES.

(a) STATEMENT OF CONGRESSIONAL POLICY AND QBJECTIVE.—It is the sense of the
Congress that technological protection measures play a crucial role in safeguarding
the interests of both copyright owners and lawful users of copyrighted works in digi-
tal formats, by facilitating lawful uses of such works while &protectin the private
prolperg interests of holders of rights under title 17, United States Code. Accord-

gly, the editious implementation of such measures, developed by the &rivate
sector through volun mdustry-led processes, is a key factor in realizin e full
benefits of making available copyrighted works through digital networks, including
the benefits set forth in this section.

{b) TECHNOLOGICAL PROTECTION MEASURES.—The technological protection meas-
ures referred to in subsection (a) shall include, but not be limited to, those which—

(1) enable nonprofit libraries, for nonprofit %urposes, to continue to lend to
library users coples or phonorecords that such libraries have lawfully acquired,
including the lending of such copies or phonorecords in digital formats in a
manner that prevents infringement;

(2) effectively protect against the infringement of exclusive rights under title
17, United States Code, and facilitate the exercise of those exclusive rights; and

(3) promote the development and implementation of diverse methods, mecha-
nisms, and arrangements in the marketplace for making available copyrighted
works in digital formats which provide opportunities for individual members of
the public to make lawful uses of copyrighted works in digital formats.

(c) PROCEDURES FOR DEVELOPING AND IMPLEMENTING TECHNOLOGICAL PROTEC-
TION MEASURES.—The technological protection measures whose development and
implementation the Congress anticipates are those which—

(1) are developed pursuant to a broad consensus in an open, fair, voluntary,
and multi-industry process;

(2) are made available on reasonable and nondiscriminatory terms; and

(3) do not impose substantial costs or burdens on copyright owners or on man-
ufacturers of hardware or software used in conjunction with copyrighted works
in digital formats.

(d) OVERSIGHT AND REPORTING.—(1) The Secretary of Commerce, in consultation
with the Assistant Secretary of Commerce for Communications and Information and
the Register of Copyrights, shall review the impact of the enactment of section 102
of this Act on the access of individual users to copyrighted works in digital formats
and shall report annually thereon to the Committees on Commerce and on the Judi-
ciary of the House of Representatives and the Committees on Commerce, Science,
and Transportation and on the Judiciary of the Senate.

(2) Each report under paragraph (1) shall address the following issues:

(A) The status of the development and implementation of technological protec-
tion measures, including measures that advance the objectives of gis section,
and the effectiveness of technological protection measures in protecting the pri-
vate praperty interests of coglyri ht owners under title 17, United States Code.

(B) The degree to which individual lawful users of co;lag);ﬂghted works—

(i) have access to the Internet and digital networks generally;

(ii) are dependent upon such access for their use of copyrighted works;

(iii) have available to them other channels for obtaining and using copy-
righted works, other than the Internet and digital networks generally;

(iv) are required to pay copyright owners or intermediaries for each law-
fulduse of copyrighted works in digital formats to which they have access;

an
. (v) are able to utilize nonprofit libraries to obtain access, through borrow-
ing without payment by the user, to copyrighted works in digital formats.
(C) The degree to which infringement of copyrighted works in digital formats

is occurring.
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(D) Whether and the extent to which section 102, and the regulatlons issued
under section 102(a)(1), are asserted as a basis for liability in claims brought
against persons conductmg research and development, including reverse engi-
neering of copyrighted works, and the extent to which such claims_constitute
a serious impediment to the development and production of competitive goods
and services.

(E) The degree to which individual users of copyrighted materials in di tal
formats are able effectively to protect themselves against the use of tec
logical protection measures to carry out or facilitate the undisclosed collectlon
and dissemination of personally identifying information concerning the access to
and use of such materials by such users.

(F) Such other issues as the Secretary of Commeree, in consultation with the
Assistant Secretary of Commerce for Communications and Information and the
Register of Copyrights, identifies as relevant to the im 1g)aci: of the enactment of
sectlon 102 on the access of individual users to copyrighted works in digital for-

(3) The first report under this subsection shall be submitted not later than one
year after the date of the enactment of this Act, and the last such report shall be
submitted not later than three years after the date of the enactment of this Act.

(4) The reports under this subsection may include such recommendations for addi-
tional legislative action as the Secretary of Commerce and the Register of Copy-
rights consider advisable in order to further the objectives of this section.

SEC. 108. TECHNICAL AMENDMENTS.
(a) DEFINITIONS.—Section 101 of title 17, United States Code, is amended—
1) by striking the definition of “Berne Conventxon work”;

(2) in the definition of “The ‘country of ongm of a Berne Convention work”—

(A) by striking “The ‘country of ongm of a Berne Convention work, for
purposes of section 411, is the United States if” and inserting “For purposes
of section 411, a work is a ‘United States work’ only if”;

B)in paragraph 1)—

@ in subparagraph (B) by striking “nation or nations adhermg to the
Berne Convention” and inserting “treaty party or parties”;

(ii) in subparagraph (&) by striking “does not adhere to the Berne
Convention” and msertm% is not a trea party”; an

(iii) in subparagtaph ( ) by striking does not adhere to the Berne
Convention” and inserting “is not a treaty p:

(C) in the matter followmg parag'raph (3) by stmkmg “For the purposes
of section 411, the country of origin’ of any other Berne Convention work
is not the United States.”;

(3) by inserting after the definition of “fixed” the following:

“The ‘Geneva honograms Convention’ is the Convention for the Protection of
Producers of Phono, Against Unauthorized Duplication of Their
Phonograms, concluded at Geneva, Switzerland, on Qctober 29 1971

(4) by inserting after the definition of mcludmg” the followmg

“An ‘international agreement’ is—

“(1) the Universal Copyright Convention;

“(2) the Geneva Phonograms Convention;

“(8) the Berne Convention;

“(4) the WTO Agreement;

“(5) the WIPO Copyright Treaty;

“(6) the WIPO Performances and Phonograms Treaty; and

“(7) any, other co&ynght treaty to which the United States is a party.”;

(5) by inserting afte efinition of “transmit” the following:

“A ‘treaty party’ is a country or intergovernmental orgamzatlon other than
the Umbed States that is a party to an international agreement.”;

(6) by inserting after the definition of “widow” the following:

“The ‘WIPO C(:Fynght Treaty’ is the WIPO Copyright Treaty concluded at Ge-
neva, Switzerland, on December 20, 1996.”;
oD Db y inserting "after the definition of “The “WIPO Copyright Treaty’” the fol-

“The ‘WIPO Performances and Phonograms Treaty’ is the WIPO Perform-
ances and Phonograms Treaty concluded at Geneva, Switzerland, on December
20, 1996.”; and

(8) by msertl‘gv%‘%ﬁer the definition of “work made for hire” the following:

“The terms Agreement’ and ‘WTO member country’ have the meanings

given those terms in paragraphs (9) and (10), respectively, of section 2 of the
Uruguay Round Agreements Act
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(b) SUBJECT MATTER OF COPYRIGHT; NATIONAL ORIGIN.—Section 104 of title 17,
United States Code, is amended—
(€)) 11(1 As)ul:’sec’cion (b)—{( 'h “f @
in paragra 1) by striking “foreign nation that is a party to a copy-
right tre’aty to wg.ich the United States is also a party” and inserting “trea-

ty party”;
(%) in paragraph (2) by striking “party to the Universal Copyright Con-
vention” and inserting “treaty party”;
(C) by redesignating paragraph (5) as paragraph (6);
(D) by ie&e)signating paragraph (3) as paragraph (5) and inserting it after
paragraph (4);
(E) by inserting after paragraph (2) the following:
“(8) the wark is a sound recording that was first fixed in a treaty party; or”;
(F) in paragraph (4) by striking “Berne Convention work” and inserting
“pictorial, graphic, or sculptural work that is incorporated in a building or
other structure, or an architectural work that is embodied in a building and
the building or structure is located in the United States or a treaty party”;

and
(G) by inserting after paragraph (6), as so redesignated, the following:
“For purposes of aragrz‘ii];h (2), a work that is published in the United States or
a treaty party within 30 days after publication in a foreign nation that is not a trea-
ty party shall be considered to be first published in the United States or such treaty
, as the case may be.”; and
(2) by adding at the end the following new subsection:

“(d) EFFECT OF PHONOGRAMS TREATIES.—Notwithstanding the provisions of sub-
gection (b), no works other than sound recordings shall be eligible for protection
under this title solely by virtue of the adherence of the United States to the Geneva
Phonograms Convention or the WIPQO Performances and Phonograms Treaty.”.

(c) CoPYRIGHT IN RESTORED WoRKs.—Section 104A(h) of title 17, United States
Code, is amended—

o 1(11) in paragraph (1), by striking subparagraphs (A} and (B) and inserting the
ollowing:
“(A) a nation adhering to the Berne Convention;
“(B) a WTO member country;
*(C) a nation adhering to the WIPO Copyright Treaty;
“(D) a nation adhering to the WIPO Performances and Phonograms Trea-

ty; or
“(E) subject to a Presidential proclamation under subsection (g).”;
(2) by amending paragraph (3) to read as follows:
“(3) The term ‘eligible country’ means a nation, other than the United States,

that—
“(A) becomes a WTO member country after the date of the enactment of
the Uruguay Round Agreements Act;
“(B) on such date of enactment is, or after such date of enactment be-
comes, a nation adhering to the Berne Convention;
“(C) adheres to the WIPO Co;r)fyﬁght Treaty;
“(D) adheres to the WIPO Performances and Phonograms Treaty; or
“(E) after such date of enactment becomes subject to a proclamation
under subsection (g).”;
(3) in paragraph (6)—
(A) in subparagraph (C)(ii) by striking “and” after the semicolon;
(B)dat the end of subparagraph (D) by striking the period and inserting
“; an ”; an
(C) by adding after subparagraph (D) the following:
“(E) if the source counfry for the work is an eligible country solely by vir-
tue of its adherence to the WIPO Performances and Phonograms Treaty, is
a sound recording.”;
(4) in paragraph (8)(B){i)—
) by inserting “of which” before “the majority”; and
(B) by striking “of eligible countries”; and
(5) by striking paragraph (9).
(d) REGISTRATION AND INFRINGEMENT AcTIONS.—Section 411(a) of title 17, United
States Code, is amended in the first sentence—
(1) by striking “actions for infringement of copyright in Berne Convention
works whose country of origin is not the United States and”; and
(2) by inserting “United States” after “no action for infringement of the copy-
right in any”.
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(e} STATUTE OF LIMITATIONS.—Section 507(a) of title 17, United State Code, is
amended by striking “No” and inserting “Except as expressly provided otherwise in
this title, no”.

SEC. 109, EFFECTIVE DATE.

(a) IN GENERAL.—Subject to subsection (b), the amendments made by this title
shall take effect on the date of the enactment of this Act.

(b) AMENDMENTS RELATING TO CERTAIN INTERNATIONAL AGREEMENTS.—(1) The
following shall take effect upon the entry into force of the WIPO Copyright Treaty
with respect to the United States:

(A) Paragraph (5) of the definition of “international agreement” contained in
:ﬁcﬁzn 101 of title 17, United States Code, as amended by section 108(a)(4) of

is Act.

(B) The amendment made by section 108(a)(6) of this Act.

©) Subgaragraph (C) of section 104Ah)1) of title 17, United States Code, as
amended by section 108(c)(1) of this Act.

(D) Subgaragraph (C) of section 104A(h)83) of title 17, United States Code, as
amended by section 108(c)2) of this Act.

(2) The following shall take effect upon the entry into force of the WIPO Perform-
ances and Phonograms Treaty with respect to the United States:

(A) Paragraph (6) of the definition of “international agreement” contained in
s}(:;:tizn 101 of title 17, United States Code, as amended by section 108(a)(4) of
this Act.

(B) The amendment made by section 108(a)(7) of this Act.

(C) The amendment made by section 108(b}(2) of this Act.

(1) Subgaragraph (D) of section 104A(h)(1) of title 17, United States Code, as
amended by section 108(c)(1) of this Act.

(E) Subparagraph (D) of section 104A(hX3) of title 17, United States Code, as
amended by section 108(c)(2) of this Act.

(F) The amendments made by section 108(c}(3) of this Act.

TITLE II—_INTERNET COPYRIGHT
INFRINGEMENT LIABILITY

SEC. 201. SHORT TITLE.
This title may be cited as the “Internet Copyright Infringement Liability Clarifica-
tion Act of 1958”.

SEC. 202. LIMITATIONS ON LIABILITY FOR INTERNET COPYRIGHT INFRINGEMENT.

(a) IN GENERAL.—Chapter 5 of title 17, United States Code, is amended by adding
after section 511 the following new section:

“§512, Liability of service providers for online infringement of copyright

“(a) DigITAL NETWORK COMMUNICATIONS.—A service provider shall not be liable
for monetary relief, or except as ‘pmvided in subsection (i) for injunctive or other
equitable relief, for infringement for the provider’s transmitting, routing, or provid-
ing connections for, material through a system or network controlled or operated by
or for the service provider, or the intermediate and transient storage of such mate-
rial in the course of such transmitting, routing or providing connections, if—

“(l')dit was initiated by or at the direction of a person other than the service
provider;

“(2) it is carried out through an automatic technical process without selection
of such material by the service provider;

“(3) the service provider does not select the recipients of such material except
as an automatic response to the request of another;

“(4) no such copy of such material made by the service provider is maintained
on the system or network in a manner ordinarily accessible to anyone other
than anticipated recipients, and no such copy is maintained on the system or
network in a manner ordinarily accessible to the anticipated recipients for a
longer period than is reasonably necessary for the communication; and

“(5) the material is transmitted without modification to its content.

“(b) SysTEM CACHING.—A service provider shall not be liable for monetary relief,
or except as provided in subsection (i) for injunctive or other equitable relief, for in-
fringement for the intermediate and temporary storage of material on the system
or network controlled or operated by or for the service provider: Provided, That—

“(1) such material is made available online by a person other than such serv-
ice provider,

HeinOnline -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 12 2002



13

(2) such material is transmitted from the person described in paragraph (1)
through such system or network to someone other than that person at the direc-
tion of such other person,

“(3) the storage is carried out through an automatic technical process for the
purpose of making such material available to users of such system or network
who subsequently request access to that material from the person described in
paragraph%l):

Provided further, That—

“(4) such material is transmitted to such subsequent users without modifica-
tion to its content from the manner in which the material otherwise was trans-
mitted from the person described in paragraph (1);

“(5) such service provider complies with rules concerning the refreshing, re-
loading or ather updating of such material when specified by the person makin
that material available online in accordance with an acce}issted industry standar
data communications protocol for the system or network through which that
person makes the material available: Provided further, That the rules are not
used by the person described in paragraph (1) to prevent or unreasonably im-
pair such intermediate storage;

“(6) such service provider does not interfere with the ability of technology as-
sociated with such material that returns to the f)erson described in paragraph
(1) the information that would have been available to such person if such mate-
rial had been cbtained by such subsequent users directly from such person: Pro-
vided further, That such technology—

“(A) does not significantly interfere with the performance of the aProvider’s
system or network or with the intermediate storage of the material;
;‘(B) ifl consistent with accepted industry standard communications proto-
cols; an
“(C) does not extract information from the provider’s system or network
other than the information that would have been available to such person
(7i§' S\.::(}:lh material had been accessed by such users directly from such person;

“(7) either—

“(A) the person described in paragraph (1) dees not currently condition
access to such material; or

“(B) if access to such material is so conditioned by such person, by a cur-
rent individual pre-condition, such as a pre-condition based on payment of
a fee, or provision of a password or other information, the service provider
permits access to the stored material in significant part only to users of its
system or network that have been so autherized and only in accordance
with those conditions; and

“(8) if the person described in paragraph (1) makes that material available
online without the authorization of the copyright owner, then the service pro-
vider responds expeditiously to remove, or disable access to, the material that
is cls.imeg0 to be infringing upon notification of claimed infringements described
in subsection (c}(3): Provided further, That the material has previously been re-
moved from the originating site, and the party giving the notification includes
in the notification a statement confirming that such material has been removed
011') 1a((icez-;s to it has been disabled or ordered to be removed or have access dis-
abled.

“{c) INFORMATION STORED ON SERVICE PROVIDERS.—

“(1) IN GENERAL.—A service provider shall not be liable for monetary relief,
or except as provided in subsection (i) for injunctive or other equitable relief,
for infringement for the storage at the direction of a user of material that re-
sides on a system or network controlled or operated by or for the service pro-
vider, if the service provider—

(A1) does not have actual knowledge that the material or activity is in-

ging,

“(i1) in the absence of such actual knowledge, is not aware of facts or cir-
cumstances from which mﬁ'mgl-nglg activity is apparent, or

“(iii) if upon obtaining such knowledge or awareness, the service provider
acts expeditiously to remove or disable access to, the material;

“(B) does not receive a financial benefit directly attributable to the in-
fringing activity, where the service provider has the right and ability to
control such activity; and
. “(C) in the instance of a notification of claimed infringement as described
in pa:aﬁr;lﬁ:h (3), responds expeditiously to remave, or disable access to, the
mzélg:e_ri at is claimed to be infringing or to be the subject of infringing
activity.
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“(2) DESIGNATED AGENT.—The limitations on liability established in this sub-
section apply only if the service provider has designated an agent to receive no-
tifications of claimed infringement described in paragraph (3), by substantiall
making the name, address, phone number, electronic mail ag’dress of su
agent, and other contact information deemed appropriate by the Register of
Copyrights, available through its service, including on its website, and by pro-
viding such information to the Coptyright Office, The Retgisber of Copyrights
shall maintain a current directory of agents available to the public for inspec-

tion, including through the Internet, in both electronic and hard copy formats.
“(3) ELEMENTS OF NOTIFICATION.—

“(A) To be effective under this subsection, a notification of claimed in-
fringement means any written communication provided to the service pro-
vider’s designated agent that includes substantially the following—

“(1) a physical or electronic signature of a person authorized to act
on behalf of the owner of an exclusive right that is allegedly infringed;

“(ii) identification of the copyrighted work claimed to have been in-
fringed, or, if multiple such works at a single online site are_covered
by a single notification, a representative list of such works at that site;

“(iii) identification of the material that is claimed to be infringing or
to be the subject of infringi ﬁ activity that is to be removed or access
to which is to be disabled, and information reasonably sufficient to per-
mit the service provider to locate the material;

“(iv) information reasonably sufficient to permit the service provider
to contact the comi)laim'n party, such as an address, telephone num-
ber, and, if available an electronic mail address at which the complain-
ing party may be contacted;

“(v) a statement that the complaining party has a good faith belief
that use of the material in the manner complained of is not authorized
by the copyright owner, or its agent, or the law; and

‘Evi) z:i statemazint t]f:!at the i t?lzma:]iaon in tlie notification }ils act%lrate,
and under penalty of perjury, that the complaining party has the au-
thority to enforce the owner’s rights that are claimed to be infringed.

“(B) A notification from the copyright owner or from a person authorized
to act on behalf of the copyright owner that fails substantially to conform
to the provisions of paragraph (3)(A) shall not be considered under para-
graph a)(A) in determining whether a service provider has actual knowl-
edge or is aware of facts or circumstances from which infringing activity is
apparent: Provided, That the provider promptly attempts to contact the
complaining party or takes other reasonable steps to assist in the receipt
of notice under pa.rai'raph (3)(A) when the notice is provided to the service
provider’s designated agent and substantially satisfies the provisions of
paragraphs (3)XA) (ii), (ii1), and (v).

“(d) INFORMATION LOCATION TooLS.—A service provider shall not be liable for
monetary relief, or except as fprovided in subsection (i) for injunctive or other equi-
table relief, for infringement for the provider referring or linking users to an online
location containing infringing material or activity by using information location
tqgls, including a directory, index, reference, pointer or hypertext link, if the pro-
vider—

“(1) does not have actual knowledge that the material or activity is infringing
or, in the absence of such actual knowledge, is not aware of facts or cir-
cumstances from which infringing activity is apparent;

(2) does not receive a financial benefit directly attributable to the infringing
activity, \ghere the service provider has the right and ability to control such ac-
tivity; an

“(3) responds expeditiously to remove or disable the reference or link upon no-
tification of claimed infringement as described in subsection (¢}(3): Provided,
That for the purposes of this paragraph, the element in subsection (c}(3)(A)(iii)
shall be identification of the reference or link, to material or activity claimed
to be infringing, that is to be removed or access to which is to be disabled, and
information reasonably sufficient to permit the service provider to locate such
reference or link.

“(e) MISREPRESENTATIONS.—Any person who knowingly materially misrepresents
under this section— )

“(1) that material or activity is infringing, or
“(2) that material or activity was removed or disabled by mistake or
misidentification,
shall be liable for any damages, including costs and attorneys’ fees, incurred by the
alleged infringer, by any copyright owner or copyright owner’s authorized licensee,
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or by the service provider, who is injured by such misrepresentation, as the result
of the service provider relying upon such misrepresentation in removing or disabling
access to the material or achivity claimed to be infringing, or in replacing the re-
moved material or ceasing to disable access to it.

“(f) REPLACEMENT OF REMOVED OR DISABLED MATERIAL AND LIMITATION ON
OTHER LIABILITY.—

“(1) Subject to paragraph (2) of this subsection, a service provider shall not
be liable to any person for any claim based on the service provider’s good faith
disabling of access to, or removal of, material or activity claimed to be infringing
or based on facts or circumstances from which infringing activity is apparent,
regardless of whether the material or activity is ultimately determined to be in-

frin 3

“(gj)ngaragraph (1) of this subsection shall not apply with respect to material
residing at the direction of a subscriber of the service provider on a system or
network controlled or operated by or for the service provider that is removed,
or to which access is disabled by the service provider pursuant to a notice pro-
vided under subsection (c)(1)XC), unless the service provider—

“(A) takes reasonable steps tgromptly to notify the subscriber that it has
removed or disabled access to the material;

“(B) upon receipt of a counter notice as described in paragraph (3),
romptly provides the person who provided the notice under subsection
c)(1)(C) with a copy of the counter notice, and informs such person that it

will replace the remaved material or cease disabling access to it in ten busi-
ness days; an

“(C) replaces the removed material and ceases disabling access to it not
less than 10, nor more than 14, business days following receipt of the
counter notice, unless its deﬁ%nabed agent first receives notice from the
person who submitted the notification under subsection (c)(1)(C) that such

erson has filed an action seeking a court order to restrain the subscriber
om engaging in infringiniactivity relating to the material on the service
provider’s ix?:tyst;em or networ.

“(3) To be eftective under this subsection, a counter notification means any
written communication provided to the service provider’s designated agent that
includes substantiacllJ the following:

“(A) A physical or electronic signature of the subscriber.

“(B) Identification of the material that has been removed or to which ac-
cess has been disabled and the location at which such material appeared
before it was removed or access was disabled.

“(C) A statement under penalty of perju? that the subscriber has a good
faith belief that the material was removed or disabled as a result of mis-
take or misidentification of the material to be removed or disabled.

D) The subscriber’s name, address and telephone number, and a state-
ment that the subscriber consents to the jurisdiction of Federal Court for
the judicial district in which the address is located, or if the subscriber’s
address is outside of the United States, for any judicial district in which
the service provider may be found, and that the subscriber will accept serv-
ice of process from the person who provided notice under subsection
(c)1XC) or agent of such person.

“(4) A service provider's compliance with paragraph (2) shall not subject the
service provider to liability for copyright infringement with respect to the mate-
rial identified in the notice provided under subsection (¢)(1XC).

“(g) IDENTIFICATION OF DIRECT INFRINGER.—The copyright owner or a person au-
thorized to act on the owner’s behalf may request an order for release of identifica-
tion of an alleged infringer by filing—

“(1) a copy of a notification described in subsection (c)(3)(A), including a pro-
posed order, an

“(2) a sworn declaration that the &urpose of the order is to obtain the identity
of an alleged infringer and that such information will only be used for the pur-
pose of this title, with the clerk of any United States district court.

The order shall authorize and order the service provider receiving the motification
to disclose expeditiously to the copyright owner or person authorized by the copy-
right owner information sufficient to identify the alleged direct infringer of the ma-
terial described in the notification to the extent such information is available to the
service provider. The order shall be expeditiously issued if the accompanying notifi-
cation satisfies the provisions of subsection (cX3)(A) and the accompanying geclara-
tion is properly executed. Upon receipt of the order, either accompanying or subse-
quent to the receipt of a notification described in subsection (c)(3)?A), a service pro-
vider shall expeditiously give to the copyright owner or person authorized by the
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copyright owner the information re%uired by the order, notwithstanding any other
gro‘gsion of law and regardless of whether the service provider responds to the noti-
cation.
“(h) CONDITIONS FOR ELIGIBILITY.—

“(1) ACCOMMODATION OF TECHNOLOGY.—The limitations on liability estab-
lished by this section shall apply only if the service provider—

“(}A) has adopted and reasonably implemented, and informs subscribers of
the service of, a policy for the termination of subscribers of the service who
are repeat infringers; and

“(B) accommodates and does not interfere with standard technical meas-
ures as defined in this subsection.

“(2) DEFINITION.—As used in this section, ‘standard technical measures’ are
technical measures, used by copyright owners to identify or protect copyrighted
works, that—

“(A) have been developed pursuant to a broad consensus of cppgright

u

owners and service providers in an open, fair, voluntary, multi-industry
standards process;

“(B) are available to any person on reasonable and nondiscriminatory
terms; and

“(C) do not impose substantial costs on service providers or substantial
burdens on their systems or networks,

“(1) InJuncTIONS.—The following rules shall apply in the case of any application
for an injunction under section 502 against a service provider that is not subject
to mone remedies by operation of this section.

“(1) SCOPE OF RELIEF.—

“(A) With respect to conduct other than that which qualifies for the limi-
tation on remedies as set forth in subsection (a), the court may only grant
injunctive relief with respect to a service provider in one or more of the fol-
lowing forms—

“(i) an order restraining it from providing access to infringing mate-
rial or activity residing at a particular online site on the provider’s sys-
tem or network;

“(ii) an order restraining it from providing access to an identified sub-
scriber of the service provider’s system or network who is engag;.ng in
i.nﬁ.'il;ugi.ng activity by terminating the specified accounts of such sub-
scriber; or

“(iii) such other injunctive remedies as the court may consider nec-
essary to prevent or restrain infringement of specified copyrighted ma-
terial at a particular online location: Provided, That such remedies are
the least burdensome to the service provider that are comparably effec-
tive for that purpose.

“(B) If the service provider qualifies for the limitation on remedies de-
scribed in subsection (a), the court may only grant injunctive relief in one
or both of the following forms—

“(i) an order restraining it from providing access to an identified sub-
scriber of the service provider’s system or network who is using the
provider’s service to engage in infringing activity by terminating the
specified accounts of such subscriber; or

“(ii) an order restraining it from providing access, by taking specified
i:easonable steps to block access, to a specific, identified, foreign online

ocation.
(2) CoNSIDERATIONS.—The court, in considering the relevant criteria for in-
junctive relief under applicable law, shall consider—

“(A) whether such an injunction, either alone or in combination with
other such injunctions issued against the same service dpmvider under this
subsection, would significantly burden either the provider or the operation
of the provider’s system or network;

“(B) the magnitude of the harm likely to be suffered by the copyright
owner in the digital network environment if steps are not taken to prevent
or restrain the infringement;

“(C) whether implementation of such an injunction would be technically
feasible and effective, and would not interfere with access to noninfringing
material at other online locations; and

“(D) whether other less burdensome and comparably effective means of
preventing or restraining access to the infringing material are available.

“(3) NOTICE AND EX PARTE ORDERS.—Injunctive relief under this subsection
shall not be available without notice to the service provider and an opportunity
for such provider to appear, except for orders ensuring the preservation of evi-
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dence or other orders having no material adverse effect on the operation of the
service provider’s communications network.

“(j) DEFINITIONS.—

“{1XA) As used in subsection (a), the term ‘service provider’ means an entity
offering the transmission, routing or providing of connections for digital online
communications, between or among points specified by a user, of material of the
user's ((:ihoosing, without modification to the content of the material as sent or
received.

*(B) As used in any other subsection of this section, the term ‘service provider’
means a provider of online services or network access, or the operator of facili-
ties therefor, and includes an entity described in the preceding paragraph of
this subsection.

*(2) As used in this section, the term ‘monetary relief” means damages, costs,
attorneys’ fees, and any other form of monetary payment.

“(k) OTHER DEFENSES NOT AFFECTED.—The failure of a service provider’s conduct
to qualify for limitation of liability under this section shall not bear adversely upon
the consideration of a defense by the service provider that the service provider’s con-
duct is not infringing under this title or any other defense.

“(1) PROTECTION OF PRIVACY.—Nothini in this section shall be construed to condi-
tion the applicability of subsections (a) through (d) on—

“(1) a service provider monitoring its service or affirmatively secking facts in-
dicating infringing activity except to the extent consistent with a standard tech-
nical measure complying with the provisions of subsection (h); or

“(2) a service provider accessing, removing, or disabling access to material
where such conduct is prohibited by law.

“(m) RULE OF CONSTRUCTION.—Subsections (a), (b), (c), and (d) are intended to de-
scribe separate and distinct functions for purposes of analysis under this section.
Whether a service provider qualifies for the limitation on liabilitg' in any one such
subsection shall be based snﬁely on the criteria in each such subsection and shall
not affect a determination of whether such service provider qualifies for the limita-
tions on liability under any other such subsection.”.

(b) CONFORMING AMENDMENT.—The table of sections for chapter 5 of title 17,
United States Code, is amended by adding at the end the following:

“512. Liability of service providers for online infri of ight”.
SEC. 203, LIMITATIONS ON EXCLUSIVE RIGHTS; COMPUTER PROGRAMS,

Section 117 of title 17, United States Code, is amended—

(1) by striking “Notwithstanding” and inserting the folowing:

“(mAKING OF ADDITIONAL COPY OR ADAPTATION BY OWNER oF Cory.—Notwith-
standing”;

(2) by striking “Any exact” and inserting the following:

“(b) LEASE, SALE, OR OTHER TRANSFER OF ADDITIONAL COPY OR ADAPTATION.—
Any exact”; and

(3) by adding at the end the following:

“(c) MACHINE MAINTENANCE OR REPAIR.~Notwithstanding the provisions of sec-
tion 106, it is not an infringement for the owner or lessee of a machine fo make
or authorize the making of a copy of a comtguter program if such copy is made solely
by virtue of the activation of a machine that la y contains an authorized copy
olf;i;he iti:_ompui:er program, for purposes only of maintenance or repair of that ma-
chine, if—

“(1) such new copy is used in no other manner and is destroyed immediately

r the maintenance or repair is completed; and

“(2) with respect to any computer program or part thereof that is not nec-
essary for that machine to be activated, such program or part thereof is not
accessed or used other than to make such new copy by virtue of the activation
of the machine.

“(d) DEFINITIONS.—For purposes of this section—

“(1) the ‘maintenance’ of a machine is the servicing of the machine in order
to make it work in accordance with its original specifications and any changes
to those specifications authorized for that machine; and

“(2) the ‘repair’ of a machine is the restoring of the machine to the state of
working in accordance with its original specifications and any changes to those
specifications authorized for that machine.”.

SEC, 204, LIABILITY OF EDUCATIONAL INSTITUTIONS FOR ONLINE INFRINGEMENT OF COPY-
RIGHT,

(a) RECOMMENDATIONS BY REGISTER OF COPYRIGHTS.—Not later than six months

after the date of the enactment of this Act, the Register of Copyrights, after con-
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sultation with representatives of copyright owners and nonprofit educational institu-
tions, shall submit to the Congress recommendations regarding the liability of non-
profit educational institutions for copyright infringement committed with the use of
computer systems for which such an institution is a service provider, as that term
is defined in section 512 of title 17, United States Code (as added by section 202
of this Act), including recommendations for legislation that the Register of Copy-
rights considers appropriate regarding such liability, if any.

(b) FACTORS.—In formulating recommendations under subsection (a), the Register
of Copyrights shall consider, where relevant—

1) current law r(ﬁarding the direct, vicarious, and contributory liability of
nonprofit educational institutions for infringement by faculty, axnm' istrative
employees, students, graduate students, and students who are employees of
such nonprofit educational institutions;

(2) other users of their computer systems for whom nonprofit educational in-
stitutions may be responsible;

(3) the unique nature of the relationship between nonprofit educational insti-
tutions and faculty;

(4) what policies nonprofit educational institutions should adopt regarding
copyright infringement by users of their computer systems;

(b) what technological measures are availa%le to monitor infringing uses;

(6) what monitoring of their computer systems by nonprofit educational insti-
tutions is a}()ipropriate;

(7) what due process nonprofit educational institutions should afford in dis-
abling access by users of their computer systems who are alleged to have com-
mitted copyright infringement;

(8) what distinctions, if any, should be drawn between computer systems
which may be accessed from outside the nonprofit educational systems, those
which may not, and combinations thereof}

(9) the tradition of academic freedom; and

(10) such other issues relating to the liability of nonprofit educational institu-
tions for copyright infringement committed with the use of computer systems
for which such an institution is a service provider that the Register considers
appropriate.

SEC. 205. EVALUATION OF IMPACT OF COPYRIGHT LAW AND AMENDMENTS ON ELECTRONIC
COMMERCE AND TECHNOLOGICAL DEVELOPMENT.

(a) FINDINGS.—In order to maintain strong protection for intellectual property and
promote the development of electronic commerce and the technologies to support
that commerce, the Congress must have accurate and current information on the
effects of intellectual property protection on electronic commerce and technology.
The emergence of digital technology and the proliferation of copyrighted works In
digital media, along with the amendments to copyright law contained in this Act,
make it a{)propriate for the Congress to review these issues to ensure that neither
copyright law nor electronic commerce inhibits the development of the other,

(b) EVALUATION BY SECRETARY OF COMMERCE.—The Secretary of Commerce, in
consultation with the Assistant Secretary of Commerce for Communications and In-
formation and the Register of Copyri%}lts, shall evaluate—

(1) the effects of this Act and the amendments made by this Act on the devel-
opment of electronic commerce and associated technology; and

(2) the relationship between existing and emergent technology and existing
copyright law.

(¢c) REPORT T0 CONGRESS.—The Secretary of Commerce shall, not later than 1
year after the date of the enactment of this Act, submit to the Congress a report
on the evaluation conducted under subsection (b), including any legislative rec-
ommendations the Secretary may have.

SEC. 206. EFFECTIVE DATE.

This title and the amendments made by this title shall take effect on the date
of the enactment of this Act.

TITLE III—EPHEMERAL RECORDINGS; DIS-
TANCE EDUCATION; EXEMPTION FOR LI-
BRARIES AND ARCHIVES

SEC. 301. EPHEMERAY, RECORDINGS.
Section 112(a) of title 17, United States Code, is amended—
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(1) by redesignating paragraphs (1), (2), and (3) as subparagraphs (A), (B),
and (C), respectively;

(2) by inserting “&)” after “(a)”; and

(3) by inserting after “114(a),” the following: “or for a transmitting organiza-
tion that is a broadcast radio or television station licensed as such by the Fed-
eral Communications Commission that broadcasts a performance of a sound re-
cording in a digital format on a nonsubscription basis,”; and

(4) by adding at the end the following:

“(2) In a case in which a transmitting organization entitled to make a copy or pho-
norecord under paragraph (1) in connection with the transmission to the public of
a performance or display of a work described in that paragraph is prevented from
making such copy or phonorecord by reason of the application by the copyright
owner of technical measures that prevent the reproduction of the work, the copy-
right owner shall make available to the transmitting organization the necessary
means for permitting the making of such copy or phonorecord within the meaning
of that paragraph, if it is technologically feasible and economically reasonable for
the copyright owner to do so. If the copyright owner fails to do so in a timely man-
ner in light of the transmittit;ﬁ organization’s reasonable business requirements, the
transmitting organization shall not be liable for a violation of the regulations issued
under section 102(a}(1)A) of the WIPO Copyright Treaties Implementation Act for
engaging in such activities as are necessary to make such copies or phonorecords
as permitted under paragraph (1) of this subsection.”.

SEC, 302. LIMITATIONS ON EXCLUSIVE RIGHTS; DISTANCE EDUCATION.

(a) RECOMMENDATIONS BY NATIONAL TELECOMMUNICATIONS AND INFORMATION AD-
MINISTRATION.—Not later than 6 months after the date of the enactment of this Act,
the Assistant Secretary of Commerce for Communications and Information, after
consultation with representatives of copyright owners, nonprofit educational institu-
tions, and nonprofit libraries and archives, shall submit to the Congress rec-
ommendations on how to tagromote distance education through digital technologies,
including interactive digital networks, while maintaining an appropriate balance be-
tween the rights of copyright owners and the needs of users of cogyrighted works.
Such recommendations shall include any legislation the Assistant Secretary consid-
ers appropriate to achieve the foregoing objective.

(b) FacTors.—In formulating recommendations under subsection (a), the Assist-
ant Secretary of Commerce for Communications and Information shall consider—

(1) the need for an exemption from exclusive rights of copyright owners for
distance education through digital networks;

(2iithe categories of works to be included under any distance education ex-
emption;

(g) the extent of a%propriabe quantitative limitations on the portions of works
that may be used under any distance education exemption;

(4) the parties who should be entitled to the benefits of any distance edu-
cation exemption;

(5) the parties who should be designated as eligible recipients of distance edu-
cation materials under any distance education exemption;

(6) whether and what types of technological measures can or should be em-
ployed to safeguard against unauthorized access to, and use or retention of,
copyrighted materials as a condition to eligibility for any distance education ex-
emption, including, in light of developing fechnological capabilities, the exemp-
tion set out in section 110(2) of title 17, United States Code;

(7) the extent to which the availability of licenses for the use of copyrighted
works in distance education through interactive digital networks shouﬂﬂ;le con-
sidered in assessing eligibility for any distance education exemption; and

(8) such other issues relating to distance education through interactive digital
networks that the Assistant Secretary considers appropriate.

SEC. 303. EXEMPTION FOR LIBRARIES AND ARCHIVES,
Section 108 of title 17, United States Code, is amended—
(1) in subsection (a)—
) by striking “Notwithstanding” and inserting “Except as otherwise pro-
vided in this title and notwithstanding”;
(B) by inserting after “no more than one copy or phonorecord of a work”
the following: “, except as provided in subsections (b) and (¢)”; and
(C) in paragraph (3) by inserting after “copyright” the following: “that ap-
pears on the copy or phonorecord that is reproduced under the provisions
of this section, or includes a legend stating that the work may be protected
by copyright if no such notice can be found on the copy or phonorecord that
is reproduced under the provisions of this section™;
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(2) in subsection (b)—
(A) by striking “a copy or phonorecord” and inserting “three copies or
phonorecords”;
(B) by striking “in facsimile form”; and
(C) by striking “if the copy or phonorecord reproduced is currently in the
collections of the library or archives.” and inserting “if—
“(1) the copy or phonorecord reproduced is currently in the collections of the
library or archives; and
“(2) any such copy or phonorecord that is reproduced in digital format is not
otherwise distributed in that format and is not made available to the public in
that format outside the premises of the library or archives.”; and
(3) in subsection (c)—
(A) by striking “a copy or phonorecord” and inserting “three copies or
phonorecords”;
(B) by striking “in facsimile form”;
(C) by inserti.n’g “or if the existing format in which the work is stored has
become obsolete,” after “stolen,”; and
(D) by striking “if the libr: or archives has, after a reasonable effort,
determined that an unused replacement cannot be obtained at a fair price.”
and inserting “if—
“(1) the library or archives has, after a reasonable effort, determined that an
unused replacement cannot be obtained at a fair price; and
“(2) any such cop¥1 or phonorecord that is reproduced in digital format is not
made available to the public in that format except for use on the premises of
the library or archives in lawful possession of such copy.”; and
(E) by adding at the end the following:
“For purposes of this subsection, a format shall be considered obsolete if the ma-
chine or device necessary to render perceptible a work stored in that format is no
longer manufactured or is no longer reasonably available in the commercial market-

place.”.
TITLE IV—RELATED PROVISIONS

SEC. 401. REPORT BY NATIONAL TELECOMMUNICATIONS AND INFORMATION ADMINISTRA-
TION.

Not later than 6 months after the date of the enactment of this Act, the Assistant
Secretary of Commerce for Communications and Information shall reporf to the
Congress on appropriate mechanisms to encourage the development of access proto-
cols, encryption testing methods, and security testing methods which would allow
lawful access to, with appropriate safeguards to prevent the unlawful copying of,
encrypted works. The Assistant Secretary shall include in such report recommenda-
tions on proposed amendments to this Act, if any, for achieving such result and for
mechanisms to ensure that such safeguards—

(1) would be developed pursuant to a broad consensus of copyright owners
and cryptographic researchers and security administrators in an open, fair, vol-
untary standards-setting process;

(2) to the extent feasible, would protect copyright owners against the unau-
thorized distribution or reproduction of their encrypted works; and

(3) would not limit encryption research, to the extent such research is per-
mitted by law as of the enactment of this Act.

PURPOSE AND SUMMARY

The purpose of H.R. 2281, the Digital Millennium Copyright Act
of 1998, is to implement two international treaties (i.e., the “Copy-
right Treaty,” and the “Performances and Phonograms Treaty”)
signed by the United States and more than 125 other countries be-
fore the World Intellectual Property Organization (WIPO). The
Clinton Administration’s WIPO Treaties implementing legislation
would have amended Title 17 of the United States Code to grant
copyright owners a new right against “circumvention” of “techno-
logical protection measures,” and to establish new provisions deal-
ing with the integrity of “copyright management information.” As
reported by the Committee on the Judiciary, H.R. 2281 included
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two titles: Title I would implement the two WIPO ftreaties; and
Title IT would provide for limitations on copyright infringement li-
ability for on-line and other service providers.

Title I of H.R. 2281, as reported by the Committee on Commerce,
also would implement the WIPO treaties, but through free-stand-
ing provisions of law rather than as amendments to Title 17. Title
II, as amended by the Committee on Commerce, includes com-
prehensive provisions addressing copyright infringement liability
for on-line and other service providers. Title ITI, as added by the
Committee on Commerce, WOllfd address ephemeral recordings, the
use of computer and other networks to foster distance learning, and
exemptions for libraries and archives to permit them to use the lat-
est technology to preserve deteriorating manuscripts and other
works. With these proposed revisions, the Committee believes it
has appropriately balanced the interests of content owners, on-line
and other service providers, and information users in a way that
will foster the continued development of electronic commerce and
the growth of the Internet.

BACKGROUND AND NEED FOR LEGISLATION
LEGISLATIVE HISTORY

Much like the agricultural and industrial revolutions that pre-
ceded it, the digital revolution has unleashed a wave of economic
prosperity and job growth. Today, the information technology in-
dustry is developing versatile and robust products to enhance the
lives of individuals throughout the world, and our telecommuni-
cations industry is developing new means of distributing informa-
tion to these consumers in every part of the globe. In this environ-
ment, the development of new laws and regulations will have a
profound impact on the growth of electronic commerce and the
Internet.

In recognition of these developments, and as part of the effort to
begin upg.glting national laws for the digital era, delegates from
over 150 countries (including the United States) convened in De-
cember 1996 to negotiate the Copyright Treaty and the Perform-
ances and Phonograms Treaty under the auspices of the World In-
tellectual Property Organization (WIPO). In July 1997, the Clinton
Administration submitted the treaties to the Senate for ratification
and submitted proposed implementing legislation to both the
House and the Senate.

On May 22, 1998, the Committee on the Judiciary reported H.R.
2281, the “WIPO Copyright Treaties Implementation Act” to the
House. H.R. 2281 was sequentially referred to the Committee on
Commerce for its consideration, initially for a period not to extend
beyond June 19, 1998. Meanwhile, on May 14, 1998, the Senate
adopted 8. 2037, the “Digital Millennium Copyright Act.” The Sen-
ate included provisions to explicitly authorize reverse engineering
for purposes of achieving interoperability between computer prod-
uets. The Senate also added a provision to ensure that librarians
and archivists could use the latest technology to preserve deterio-
rating manuscripts and other works. It also added a so-called “no
mandate” provision with respect to the design of consumer elec-
tronics, telecommunications, and computer products.
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On June 5, 1998, the Subcommittee on Telecommunications,
Trade, and Consumer Protection held a legislative hearing on H.R.
2281. The Committee had been advised that both H.R. 2281, as re-
ported by the Committee on the Judiciary, and S. 2037, as passed
by the Senate, were “compromises” that enjoyed “broad support.”
But it became apparent at the hearing that both bills faced signifi-
cant opposition from many private and public sector interests, in-
cluding libraries, institutions of higher learning, consumer elec-
tronics and computer product manufacturers, and others with a
vital stake in the growth of electronic commerce and the Internet.
In light of the serious concerns raised at the hearing, and in rec-
ognition of the complexity of the issues posed by the legislation,
Chairman Bliley requested that the Committee’s referral be further
extended. The Committee’s referral was subsequently extended, for
a period not to extend beyond July 22, 1998.

PROMOTING ELECTRONIC COMMERCE

The Committee on Commerce is in the midst of a wide-ranging
review of all issues relating to electronic commerce, including the
issues raised by this legislation. The growth of electronic commerce
is having a profound impact on the nation’s economy. Over the past
decade, the information technology sector of our economy has
grown rapidly and is seen by many as playing a leading role in the
current economic expansion. According to The Emerging Digital
Economy, a recent Department of Commerce report on electronic
commerce, the information technology sector now constitutes 8.2
percent of the Nation’s gross domestic product, up from 4.5 percent
in 1985. At the end of 1997, approximately 7.4 million Americans
were employed in this field. It is expected that estimates of the
total value of economic activity conducted electronieally in 2002
will range from $200 billion to more than $500 billion, compared
to just $2.6 billion in 1996.

H.R. 2281 is one of the most important pieces of legislation af-
fecting electronic commerce that the 105th Congress will consider.
It establishes a wide range of rules that will govern not only copy-
right owners in the marketplace for electronic commerce, but also
consumers, manufacturers, distributors, libraries, educators, and
on-line service providers. H.R. 2281, in other words, is about much
more than intellectual property. It defines whether consumers and
businesses may engage in certain conduct, or use certain devices,
in the course of transacting electronic commerce. Indeed, many of
these rules may determine the extent to which electronic commerce
realizes its potential.

The Committee on Commerce’s role in considering this legislation
is therefore critical. The Committee has a long-standing interest in
addressing all issues relating to interstate and foreign commerce,
including commerce transacted over all electronic mediums, such as
the Internet, and regulation of interstate and foreign communica-
tions. This legislation implicates each of those interests in numer-
ous ways.
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UNDERSTANDING THE NEXUS BETWEEN ELECTRONIC COMMERCE AND
INTELLECTUAL PROPERTY

The debate on this legislation highlighted two important prior-
ities: promoting the continued growth and development of elec-
tronic commerce; and protecting intellectual property rights. These
goals are mutually supportive. A thriving electronic marketplace
provides new and powerful ways for the creators of intellectual
property to make their works available to legitimate consumers in
the digital environment. And a plentiful supply of intellectual prop-
erty—whether in the form of software, music, movies, literature, or
other works—drives the demand for a more flexible and efficient
electronic marketplace.

As electronic commerce and the laws governing intellectual prop-
erty (especially copyright laws) change, the relationship between
them may change as well. To ensure that Congress continues to
enact policies that promote both of the above goals, it is important
to have current information about the effects of these changes. For
example, many new technologies for distributing real-time audio
and video through the Internet function by storing small parts of
copyrighted works in the memory of the recipient’s computer. This
technology is increasingly commonplace, but some providers of the
technology are concerned that the making of these transient copies
may subject them or their customers to liability under current
copyright law. In another example, an increasing number of intel-
lectual property works are being distributed using a “client-server”
model, where the work is effectively “borrowed” by the user (e.g.,
infrequent users of expensive software purchase a certain number
of uses, or viewers watch a movie on a pay-per-view basis). To oper-
ate in this environment, content providers will need both the tech-
nology to make new uses possible and the legal framework to en-
sure they can protect their work from piracy.

The Committee on Commerce believes it is important to more
precisely define the relationship between intellectual property and
electronic commerce, and to understand the practical implications
of this relationship on the development of technology to be used in
promoting electronic commerce. To that end, the Committee adopt-
ed an amendment that directs the Secretary of Commerce (the Sec-
retary) to report on the effects of this legislation on the develop-
ment of electronic commerce and the relationship between tech-
nology and copyright law. In the course of preparing the report, the
Secretary is directed to consult with both the Assistant Secretary
of Commerce for Communications and Information (given the As-
sistant Secretary’s expertise in the area of telecommunications and
information services and technologies) and the Register of Copy-
rights (given the Register’s expertise in the field of copyright).

PROHIBITING CERTAIN DEVICES

H.R. 2281, as reported by the Committee on the Judiciary, would
regulate—in the name of copyright law—the manufacture and sale
of devices that can be used to improperly circumvent technological
protection measures. The Committee on Commerce adopted an
amendment that moves the anti-circumvention provisions out of
Title 17 and establishes them as free-standing provisions of law.
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The Committee believes that this is the most appropriate way to
implement the treaties, in large part because these regulatory pro-
visions have little, if anything, to do with copyright law. The anti-
circumvention provisions (and the accompanying penalty provisions
for violations of them) would be separate from, and cumulative to,
the existing claims available to copyright owners. In the Commit-
tee’s judgment, it therefore is more appropriate to implement the
treaties through free-standing provisions of law rather than codify-
ing them in Title 17.

Article 1, Section 8, Clause 8 of the United States Constitution
authorizes the Congress to promulgate laws governing the scope of
proprietary n%.}lts in, and use privileges with respect to, intangible
“works of authorship.” As set forth in the Constitution, the fun-
damental goal is “[t]Jo promote the Progress of Science and useful
Arts. * * *” In the more than 200 years since enactment of the
first Federal copyright law in 1790, the maintenance of this bal-
ance has contributed significantly to the growth of markets for
worllzs of the imagination as well as the industries that use such
works.

Congress has historically advanced this constitutional objective
by regulating the use of information—not the devices or means by
which the information is delivered or used by information consum-
ers—and by ensuring an appropriate balance between the interests
of copyright owners and information users. For example, Section
106 of the Copyright Act (17 U.S.C. § 106) establishes certain rights
copyright owners have in their works, including limitations on the
use of these works without their authorization. Likewise, Sections
107 through 121 of the Copyriﬁht Act (17 U.S.C. §§107-121) set
forth the circumstances in which such uses will be deemed permis-
sible, or otherwise lawful even though unauthorized. And Sections
501 through 511, as well as Section 602 of the Copyright Act (17
U.S.C. §§501-511, 602) specify rights of action for copyright in-
fringement, and prescribe penalties in connection with those ac-
tions.

In general, all of these provisions are technology neutral. They
do not regulate commerce in information technology, i.e., products
and devices for transmitting, storing, and using information. In-
stead, they prohibit certain actions and create exceptions to permit
certain conduct deemed to be in the greater public interest, all in
a way that balances the interests of copyright owners and users of
copyrighted works. In a September 16, 1997, letter to Congress, 62
copyright law professors expressed their concern about the implica-
tions of regulating devices in the name of copyright law. They said
in relevant part:

Although [they] would be codified in Title 17, [the anti-
circumvention provisions] would not be an ordinary copy-
right provision; liability under the section would result
from conduct separate and independent from any act of
copyright infringement or any intent to promote infringe-
ment. Thus, enactment of [the anti-circumvention provi-
sions] would represent an unprecedented departure into
the zone of what might be called paracopyright—an un-
charted new domain of legislative provisions designed to
strengthen copyright protection by regulating conduct
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which traditionally has fallen outside the regulatory
sphere of intellectual property law.

While the Committee on Commerce agrees with these distin-
guished professors, the Committee also recognizes that the digital
environment poses a unique threat to the rights of copyright own-
ers, and as such, necessitates protection against devices that un-
dermine copyright interests. In contrast to the analog experience,
digital technology enables pirates to reproduce and distribute per-
fect copies of works—at virtually no cost at all to the pirate. As
technology advances, so must our laws. The Committee thus seeks
to protect the interests of copyright owners in the digital environ-
ment, while ensuring that copyright law remain technology neu-
tral. Hence, the Committee has removed the anti-circumvention
provisions from Title 17, and established them as free-standing
provisions of law.

FAIR USE IN THE DIGITAL ENVIRONMENT

H.R. 2281, as reported by the Committee on the Judiciary, pro-
vided that “[n]Jo person shall circumvent a technological protection
measure that effectively controls access to a work protected under
Title 17, United States Code.” The Committee on Commerce de-
voted substantial time and resources to analyzing the implications
of this broad prohibition on the traditional principle of “fair use.”
A recent ediftorial by the Richmond Times-Dispatch succinectly
states the Committee’s dilemma:

Copyrights traditionally have permitted public access
while protecting intellectual property. The U.S. approach—
known as “fair use”—henefits consumers and creators. A
computer revolution that has increased access to informa-
tion also creates opportunities for the holders of copyrights
to impose fees for, among other things, research and the
use of excerpts from published works. And digital tech-
?ology—whatever that means—could be exploited to erode

air use.!

The principle of fair use involves a balancing process, whereby
the exclusive interests of copyright owners are balanced against the
competing needs of users of information. This balance is deeply em-
bedded in the long history of copyright law. On the one hand, copy-
right law for centuries has sought to ensure that authors reap the
rewards of their efforts and, at the same time, advance human
knowledge through education and access to society’s storehouse of
knowledge on the other. This critical balance is now embodied in
Section 106 of the Copyright Act (17 U.S.C. §106), which grants
copyright holders a “bundle” of enumerated rights, and in Section
107, which codifies the “fair use” doctrine. Under the Copyright
Act, “fair use” may be made of a copyrighted work “for purposes
such as criticism, comment, news reporting, teaching * * * scholar-
ship or research” under certain circumstances without the permis-
sion of the author.

Fair use, thus, provides the basis for many of the most important
day-to-day activities in libraries, as well as in scholarship and edu-

1 Fair Use, Richmond Times-Dispatch, July 13, 1998, at A-6.
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cation. It also is critical to advancing the personal interests of con-
sumers. Moreover, as many testified before the Committee, it is no
less vital to American industries, which lead the world in techno-
logical innovation. As more and more industries migrate to elec-
tronic commerce, fair use becomes critical to promoting a robust
electronic marketplace. The Committee on Commerce is in the
midst of a wide-ranging review of all issues relating to electronic
commerce, including the issues raised by this legislation. The digi-
tal environment forces this Committee to understand and, where
necessary, modernize the rules of commerce as they apply to a digi-
tal environment—including the rules that ensure that consumers
have a stake in the growth in electronic commerce.

The Committee was therefore concerned to hear from many pri-
vate and public interests that H.R. 2281, as reported by the Com-
mittee on the Judiciary, would undermine Congress’ long-standing
commitment to the concept of fair use. A June 4, 1998, letter to the
Committee from the Consumers’ Union is representative of the con-
cerns raised by the fair use community in reaction to H.R. 2281,
as reported by the Committee on the Judiciary. The letter states
in part:

These newly-created rights will dramatically diminish
public access to information, reducing the ability of re-
searchers, authors, critics, scholars, teachers, students,
and consumers to find, to quote for publication and other-
wise make fair use of them. It would be ironic if the great
popularization of access to information, which is the prom-
ise of the electronic age, will be short-changed by legisla-
tion that purports to promote this promise, but in reality
puts a monopoly stranglehold on information.

The Committee on Commerce felt compelled to address these
risks, including the risk that enactment of the bill could establish
the legal framework that would inexorably create a “pay-per-use”
society. At the same time, however, the Committee was mindful of
the need to honor the United States’ commitment to effectively im-
plement the two WIPO treaties, as well as the fact that fair use
principles certainly should not be extended beyond their current
formulation. The Committee has struck a balance that is now em-
bodied in Section 102(a)(1) of the bill, as reported by the Commit-
tee on Commerce. The Committee has endeavored to specify, with
as much clarity as possible, how the right against anti-circumven-
tion would be qualified to maintain balance between the interests
of content creators and information users. The Committee considers
it particularly important to ensure that the concept of fair use re-
mains firmly established in the law. Consistent with the United
States” commitment to implement the two WIPO treaties, H.R.
2281, as reported by the Committee on Commerce, fully respects
and extends into the digital environment the bedrock principle of
“balance” in American intellectual property law for the benefit of
both copyright owners and users.

PROMOTING ENCRYPTION RESEARCH

H.R. 2281, as reported by the Committee on the Judiciary, pro-
vided no exception for the field of encryption research to the bill’s
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broad prohibition against the circumvention of technological protec-
tion measures. Recognizing the importance of the field of
encryption research to electronic commerce, the Committee on
Commerce crafted a provision that provides for an exception to the
bill’'s anti-circumvention provisions.

The effectiveness of technological protection measures to prevent
theft of works depends, in large part, on the rapid and dynamic de-
velopment of better technologies, including encryption-based tech-
nological protection measures. The development of encryption
sciences requires, in part, ongoing research and testing activities
by scientists of existing encryption methods, in order to build on
those advances, thus promoting and advancing encryption tech-
nology generally. This testing could involve attempts to circumvent
or defeat encryption systems for the purpose of detecting flaws and
learning how to develop more impregnable systems. The goals of
this legislation would be poorly served if these provisions had the
undesirable and unintended consequence of chilling legitimate re-
search activities in the area of encryption.

In many cases, flaws in cryptography occur when an encryption
system is actually applied. Research of such programs as applied
is important both for the advancement of the field of encryption
and for consumer protection. Electronic commerce will flourish only
if legitimate encryption researchers discover, and correct, the flaws
in eneryption systems before illegitimate hackers discover and ex-
ploit these flaws. Accordingly, the Committee has fashioned an af-
firmative defense to permit legitimate encryption research.

PROTECTING PERSONAL PRIVACY IN THE DIGITAL ENVIRONMENT

H.R. 2281, as reported by the Committee on the Judiciary, con-
tains numerous protections to protect the rights of copyright own-
ers to ensure that they feel secure in releasing their works in a dig-
ital, on-line environment. The Committee on Commerce, however,
believes that in reaching to protect the rights of copyright owners,
Congress need not encroach upon the privacy interests of consum-
ers.

Digital technology is robust and versatile enough that it can sur-
reptitiously gather consumers’ personal information, and do so
through the use of software that is protected, or “cloaked,” by a
technological protection measure. And to the extent a consumer
seeks to disable the gathering of such information, he or she may
unwittingly violate the provisions of this bill. The Committee re-
gards this as an extreme result, and believes that consumers must
be accorded certain rights to protect their personal privacy.

The Committee on Commerce adopted an amendment to strike a
balance between the interests of copyright owners and the personal
privacy of consumers. The amendment deals with the critical issue
of privacy by creating a marketplace incentive for copyright owners
to deal “above board” with consumers on personal data gathering
practices. Indeed, the copyright community itself has expressed a
strong desire to give consumers comfort in knowing that their per-
sonal privacy is being protected. The Committee views consumer
confidence as critical to promoting a robust and reliable market-
place for electronic commerce. Once consumers are confident that
their personal privacy is protected, this should all but eliminate the
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need for consumers to circumvent technological protection meas-
ures for the purpose of protecting their privacy. Copyright owners
can help consumers to realize confidence in the digital environment
by disclosing personal data gathering practices.

HEARINGS

The Subcommittee on Telecommunications, Trade, and Consumer
Protection held a hearing on H.R. 2281 on June 5, 1998. The Sub-
committee received testimony from: Mr. Marc Rotenberg, Director,
Electronic Privacy Information Center; Mr. Gary Shapiro, Presi-
dent, Consumer Electronics Manufacturers Association; Mr. Jona-
than Callas, Chief Technology Officer, Network Associates, Inc.;
Mzr. Chris Bryne, Director of Intellectual Property, Silicon Graph-
ics, Inc., representing Information Technology Industry Counecil;
Mr. Robert Holleyman, CEO, Business Software Alliance; Ms.
Hilary Rosen, President and CEQ, Recording Industry Association
of America; Mr. Walter H. Hinton, Vice President, Strategy and
Marketing, Storage Technology Corp.; Mr. George Vradenburg, III,
Senior Vice President and General Counsel, America OnLine, Inc.;
Mr. Steve Metalitz, Vice President, International Intellectual Prop-
erty Alliance, representing the Motion Picture Association of Amer-
ica; Mr. Seth Greenstein, representing Digital Media Association
[listed on witness list]; Mr. Robert Qakley, Director of the Law Li-
brary, Georgetown University Law Center; and Mr. Charles E.
Phelps, Provost, University of Rochester.

CoMMITTEE CONSIDERATION

The Subcommittee on Telecommunications, Trade, and Consumer
Protection met in open markup session on June 17, 1998, and June
18, 1998, to consider H.R. 2281, a bill to amend Title 17, United
States Code, to implement the World Intellectual Property Organi-
zation Copyright Treaty and Performances and Phonograms Trea-
ty. On June 18, 1998, the Subcommittee approved H.R. 2281, the
Digital Millennium Copyright Act of 1998, for Full Committee con-
sideration, amended, by a voice vote. On July 17, 1998, the Com-
mittee on Commerce met in open markup session and ordered H.R.
2281 reported to the House, amended, by a roll call vote of 41 yeas
to 0 nays.

RoLL CALL VOTES

Clause 2(1)(2)(B) of Rule XTI of the Rules of the House requires
the Committee to list the recorded votes on the motion to report
legislation and amendments thereto. A motion by Mr. Bliley to
order H.R. 2281 reported to the House, amended, was agreed to by
a roll call vote of 41 yeas to 0 nays. The following are the recorded
vote on motion to report H.R. 2281, including the names of those
Members voting for and against, and the voice votes taken on
amendments offered to H.R. 2281.
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COMMITTEE ON COMMERCE - 105TH CONGRESS
ROLL CALL YOTE #56

BILL: H.R. 2281, Digital Miltenohm Copyright Act of 1998
MOTION: Motion by Mr, Bliley to ocder H.R. 2281 reported 10 the Houss, amended.,
DISPOSITION: AGREED TO, by a roll call vote of 41 yess t0 0 nxys.

REPRESENTATIVE | YEAS | NAYS | PRESENT | REPRESENTATIVE | VEAS | NAYS | PRESENT
M. Bliley X Mr. Dingell

Mr. Tauzin X Mr, Waxman X
M. Oxley X Mr. Masicey X
M. Biliralds Mr, Hall X
M, Schacfer X M. Boucher X
Mr. Barton Mr. Manton X
Mr. Hastert Mr. Towns X
Mr. Upton X M. Patlone

Mr. Stearns X Mr. Brown X
Mr. Paxon Mr. Gordon X
Mr. Gillmor X Ms. Furse X
Mr. Klug X Mr. Deutsch X
M., Greeawood Mr. Buth X
Mr. Crapo X M. Bshoo X
Mr. Cox X Mr. Kink X
Mr. Deal X Mr. Stupak X
Mr. Largent X Mr. Engel X
Mr. Burr X Mr, Sawyer X
M. Bilbray X Mr. Wynn X
Mr. Whitfield X Mr. Green

Mr. Ganske X Ms. McCarthy X
Mr. Norwood X Mr. Strickland X
Mr, White X Ms. DeGette X
Mr. Cobum

Mr. Lazio

M. Cubin X

Mr. Rogan X

Mr, Shimlus J

ULI98
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COMMITTEE ON COMMERCE — 105TH CONGRESS
YOICE YOTES
711198

BILL: H.R. 2281, Digital Millenrium Copyright Act of 1998

AMENDMENT: Amendment by Mr. Tauzin, #1, to provide an exception to the anti-circumvention
provisions of the bill for legitimate encryption research purposes.

DISPOSITION: AGREED TO by a voice voie.

AMENDMENT: Amendment by Mr. Markey, #2, to clarify the privacy provisions in the bill to ensure that
consumers are capable of protecting their personal information while at the same time still protecting
copyrighted works.

DISPOSITION: AGREED TO by a voice vots.

AMENDMENT: Amendment by Mr. Stearns, #3, to provide for 2 process to define the term technological
protection measure.

DISPOSITION: WITHDRAWN by unanimous consent.

AMENDMENT: Amendment by Mr. Dingell, #4, to extend the existing National Telecommunications
Information Administration (NTTA) study to cover a determination of the impact of the anti-circumvention
provisions on rescarch and development, including reverse engineering,

DISPOSITION: AGREED TO by a voice vote.

AMENDMENT: Amendmcmbym. Klng 5, mpmvxde:proomfonhe Secreury of Commerce to walve

the implementation of rules p jon of a technological p measure in certain
m:cumsuncesforchssesofcopynghwdworb

DISPOSITION: AGREED TO by a voice vote,

AMENDMENT: Amendment by Mr. White, #6, to clarify that the anti-circumvention provisions of the bill
and the corresponding civil remedies do not infringe on the rights of users to exercise their First Amendment

rights.
DISPOSITION: AGREED TO by 2 voice volz.
AMENDMENT: Amendment by Mr. White, #7, to require the Secretary of C to conduct & stady on

the relationship between the development of electronic commerce and copyright Iaw and report to Congress
within one year aficr enactment.

DISPOSITION: AGREED TO by a voice vote.

HeinOnline -- 1 Bernard D. Reams, Jr., Law of E-SIGN: A Legislative History of the Electronic Signaturesin Global and National
Commerce Act, Public Law No. 106-229 (2000) 30 2002



31

AMENDMENRT: Aycadmea ry ME. Whiee, FX, t peoride & frmesnek that siows e negorions teeweo
Trtatwet brosdcsmers nad conmwt providens i posaiey paiwints sl e iemponwy meeap: of toprrigined
oenlent in oompiled pecvert,

TRRGAITAON: YWITHDRAWN Ly arscimmens conewt:.
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COMMITTEE OVERSIGHT FINDINGS

Pursuant to clause 2(1)(3)(A) of Rule XTI of the Rules of the House
of Representatives, the Committee held a legislative hearing and
made findings that are reflected in this report.

COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT

Pursuant to clause 2(1)(3)(D) of Rule XI of the Rules of the House
of Representatives, no oversight findings have been submitted to
the Committee by the Committee on Government Reform and
Oversight.

NEw BUDGET AUTHORITY, ENTITLEMENT AUTHORITY, AND TAX
EXPENDITURES

In compliance with clause 2(0)(3)(B) of Rule XI of the Rules of the
House of Representatives, the Committee finds that H.R 2281, the
Digital Millennium Copyright Act of 1998, would result in no new
or increased budget authority, entitlement authority, or tax ex-
pendifures or revenues.

COMMITTEE COST ESTIMATE

The Committee adopts as its own the cost estimate prepared by
the Director of the Congressional Budget Office pursuant to section
402 of the Congressional Budget Act of 1974.

CONGRESSIONAL BUDGET OFFICE ESTIMATE

Pursuant to clause 2(1)(3)(C) of Rule XI of the Rules of the House
of Representatives, the following is the cost estimate provided by
the Congressional Budget Office pursuant to section 402 of the
Congressional Budget Act of 1974:

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, July 22, 1998.
Hon. ToM BLILEY,
Chairman, Committee on Commerce,
House of Representatives, Washington, DC.

DEeAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 2281, Digital Millennium
Copyright Act of 1998.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Mark Hadley (for federal
costs), Pepper Santalucia (for the state and local impact), and Matt
Eyles (for the private-sector impact).

Sincerely,
JUNE E. O’NEILL, Director.

Enclosure.

H.R. 2281—Digital Millennium Copyright Act of 1998

Summary: H.R. 2281 would amend existing copyright laws to im-
plement two World Intellectual Property Organization (WIPO) frea-
ties, limit the liability of Internet providers for copyright infringe-
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ment by their customers, clarify the treatment of ephemeral record-
ings, and require the study of various issues related to copyrights
and emerging technologies.

Assuming the appropriation of the necessary funds, CBO esti-
mates that implementing H.R. 2281 would result in new federal
spending of about $2 million in fiscal year 1999 and less than
$250,000 a year over the 2000-2003 period. Enacting the bill would
establish new criminal penalties and thus could affect both receipts
and direct spending. Hence, pay-as-you-go procedures would apply,
but CBO expects that any changes in receipts and direct spending
would not be significant.

H.R. 2281 contains an intergovernmental and a private-sector
mandate as defined in the Unfunded Mandates Reform Act
(UMRA), but the costs of the mandates would not exceed the
thresholds in the law. (The thresholds are $50 million and $100
million in 1996, respectively, indexed annually for inflation.)

Estimated cost to the Federal Government: For the purpose of
this estimate, CBO assumes that H.R. 2281 will be enacted by the
end of fiscal year 1998, and that the estimated amounts will be ap-
propriated by the start of each fiscal year. The costs of this legisla-
tion fall within budget function 370 (commerce and housing credit).

Title I of H.R. 2281 would amend U.S. copyright law to comply
with two treaties produced by the December 1996 conference of the
WIPO—one regarging the use of copyrighted material in digital en-
vironments and the other dealing with international copyright pro-
tection of performers and producers of phonograms. Title II would
limit the liability for copyright infringement of persons who are
providers of on-line services or network access. Title III would clar-
ify the treatment of ephemeral recordings and exempt libraries and
archives from some provisions of this bill. Title IV would require
the National Telecommunications and Information Administration
(NTIA) to submit a report on encryption testing methods and mech-
anisms to encourage access protocols.

H.R. 2281 would require the Register of Copyrights, the Sec-
retary of Commerce, the Assistant Secretary of Commerce for Com-
munications and Information, and the NTIA to submit six reports
on issues related to copyrights in the digital age, including
encryption, distance learning, liability of educational institutions,
personal identifying information, and electronic commerce. In addi-
tion, title I would require the Secretary of Commerce to issue regu-
lations prohibiting any person from circumventing technological
protection measures on copyrighted works. Assuming the appro-
priation of the necessary amounts, producing reports and promul-
gating regulations required by H.R. 2281 would increase federal
spending by about $2 million in fiscal year 1999 and less than
$250,000 a year over the 2000-2003 period.

The bill would establish new criminal penalties and thus could
affect both receipts and direct spending; therefore, pay-as-you-go
procedures would apply. Section 105 would establish criminal fines
of up to $1 million for anyone attempting to circumvent copyright
protection systems, or falsifying or altering copyright management
information. Enacting this provision coulg increase governmental
receipts from the collection of fines, but we estimate that any such
increase would be less than $500,000 annually. Criminal fines are
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deposited in the Crime Victims Fund and are spent in the following
year. Thus any change in direct spending from the fund would also
amount to less than $500,000 annually.

Pay-as-you-go considerations: The Balanced Budget and Emer-
gency Deficit Control Act specifies pay-as-you-go procedures for leg-
islation affecting direct spending and receipts. Enacting H.R. 2281
could affect both direct spending and receipts, but CBO estimates
that any such changes would be insignificant.

Intergovernmental and private-sector impact: Section 4 of UMRA
excludes from the application of that act any legislative provisions
that are necessary for the ratification or implementation of inter-
national treaty obligations. CBO has determined that title I of the
bill fits within that exclusion because it is necessary for the imple-
mentation of the WIPO Copyright Treaty and the WIPO Perform-
ances and Phonograms Treaty.

Title IIT of H.R. 2281, however, would impose a mandate on cer-
tain owners of copyrights who apply technical protections to works
that prevent their reproduction. Title ITT would require copyright
owners who employ mechanisms that prevent the reproduction of
copyrighted works to make available to federally licensed broad-
casters the necessary means to copy such works. Under current
law, federally licensed broadcasters are authorized to reproduce
copyright-protected material under specific conditions. Since this
mandate would apply to both public and private entities that own
copyrights, it would be considered both a private-sector and an
intergovernmental mandate.

However, the use of reproduction protections envisioned in the
bill is not yet widespread. Furthermore, copyright owners may
claim economic hardship or technological infeasibility to avoid the
new requirement, and the costs of providing federally licensed
broadcasters with the means to copy technically protected works
would likely be modest. Therefore, CBO estimates that the direct
cost of the new mandates would be well below the statutory thresh-
olds in UMRA.

Previous CBO estimate: On May 12, 1998, CBO transmitted an
estimate of H.R. 2281 as ordered reported by the House Committee
on the Judiciary on April 1, 1998. The Judiciary Committee’s ver-
sion of the bill included the first two titles, but did not require any
of the reports required by the Commerce Committee’s version. CBO
estimated that enactment of the Judiciary Committee’s version of
H.R. 2281 would have no significant impact on the federal budget.

Estimate prepared by: Federal Costs: Mark Hadley. Impact on
State, Local, and Tribal Governments: Pepper Santalucia. Impact
on the Private Sector: Matt Eyles.

Estimate approved by: Paul N. Van de Water, Assistant Director
for Budget Analysis.

FEDERAL MANDATES STATEMENT

The Committee adopts as its own the estimate of Federal man-
dates prepared by the Director of the Congressional Budget Office
pursuant to section 423 of the Unfunded Mandates Reform Act.
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ADVISORY COMMITTEE STATEMENT

No advisory committees within the meaning of section 5(b) of the
Federal Advisory Committee Act were created by this legislation.

CONSTITUTIONAL AUTHORITY STATEMENT

Pursuant to clause 2(1)(4) of Rule XI of the Rules of the House
of Representatives, the Committee finds that the Constitutional au-
thority for this legislation is provided in Article I, section 8, clause
3, which grants Congress the power to regulate commerce with for-
eign nations, among the several States, and with the Indian tribes.

APPLICABILITY TO LEGISLATIVE BRANCH

The Committee finds that the legislation does not relate to the
terms and conditions of employment or access to public services or
accommodations within the meaning of section 102(b)(3) of the Con-
gressional Accountability Act.

SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION

Section 1. Short title

Section 1 establishes that this Act may be cited as the “Digital
Millennium Copyright Act of 1998.”

Section 2. Table of contents
Section 2 sets out the table of contents.

TITLE I—WIPO TREATIES IMPLEMENTATION

Section 101. Short title

Section 101 establishes that the short title of Title I is the
“WIPO Copyright Treaties Implementation Act.”

Section 102. Circumvention of copyright protection systems

As previously discussed in the background section to this report,
the Committee was concerned that H.R. 2281, as reported by the
Committee on the Judiciary, would undermine Congress’ long-
standing commitment to the principle of fair use. Throughout our
history, the ability of individual members of the public to access
and to use copyrighted materials has been a vital factor in the ad-
vancement of America’s economic dynamism, social development,
and educational achievement. In its consideration of H.R. 2281, the
Committee on Commerce paid particular attention to how changing
technologies may affect users’ access in the future. Section
102(a)(1) of the bill responds to this concern.

The growth and development of the Internet has already had a
significant positive impact on the access of American students, re-
searchers, consumers, and the public at large to informational re-
sources that help them in their efforts to learn, acquire new skills,
broaden their perspectives, entertain themselves, and become more
active and informed citizens. A plethora of information, most of it
embodied in materials subject to copyright protection, is available
to individuals, often for free, that just a few years ago could have
been located and acquired only through the expenditure of consid-
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erable time, resources, and money. New examples of this greatly
expanded availability of copyrighted materials occur every day.

Still, the Committee is concerned that marketplace realities may
someday dictate a different outcome, resulting in less access, rather
than more, to copyrighted materials that are important to edu-
cation, scholarship, and other socially vital endeavors. This result
could flow from a confluence of factors, including the elimination of
print or other hard-copy versions, the permanent encryption of all
electronic copies, and the adoption of business models that depend
upon restricting distribution and availability, rather than upon
maximizing it. In this scenario, it could be appropriate to modify
the flat prohibition against the circumvention of effective techno-
logical measures that control access to copyrighted materials, in
order ttil e(xllsure that access for lawful purposes is not unjustifiably

shed.

Given the threat of a diminution of otherwise lawful access to
works and information, the Committee on Commerce believes that
a “fajl-safe” mechanism is required. This mechanism would monitor
developments in the marketplace for copyrighted materials, and
allow the enforceability of the prohibition against the act of cir-
cumvention to be selectively waived, for limited time periods, if
necessary to prevent a diminution in the availability to individual
users of a particular category of copyrighted materials.

Section 102(a)(1) of the bill creates such a mechanism. It con-
verts the statutory prohibition against the act of circumvention into
a regulation, and creates a rulemaking proceeding in which the
issue of whether enforcement of the regulation should be tempo-
rarily waived with regard to particular categories of works can be
fully considered and fairly decided on the basis of real marketplace
developments that may diminish otherwise lawful access to works.

(a) Violations regarding circumuvention of technological pro-
tection measures

Section 102(a)(1) gives two responsibilities to the Secretary of
Commerce. The first is to issue regulations against the circumven-
tion of technological protection measures that effectively control ac-
cess to a copyrighted work. The second is to convene a rulemaking
proceeding and, in conjunction with other specified officials, to de-
termine whether to waive the applicability of the regulations for
the next two years with respect to any particular category of copy-
righted materials.

The Secretary’s responsibility under subparagraph (A) is essen-
tially ministerial. He or she is to simply recast, in the form of a
regulation, the statutory prohibition against the act of circumven-
tion of technological protection measures that effectively control ac-
cess to copyrighted materials that was set forth in Section 102(a)(1)
prior to its amendment.

The Committee has chosen a regulatory, rather than a statutory,
route for establishing this prohibition for only one reason: to pro-
vide greater flexibility in enforcement, through the rulemaking pro-
ceeding set forth in the subsequent subparagraphs of this sub-
section 102(a)(1). It does not intend to make any substantive
change in the scope or meaning of the prohibition as it appeared
in the bill prior its amendment, and it is not empowering the Sec-
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retary of Commerce to do so either. The regulation should conform
in every particular to the provisions of the statute, which addresses
all other relevant aspects of the regulatory prohibition, including
exceptions (such as for privacy or for encryption research) as well
as civil and criminal enforcement mechanisms and penalties. No
additional definitions, limitations, defenses or other provisions may
be added. The regulation is to take effect two years after the enact-
ment of the statute.

Subparagraph (B) sets forth the parameters of the Secretary’s
second responsibility: the convening of a rulemaking proceeding,
consistent with the requirements of the Administrative Procedures
Act. The goal of the proceeding is to assess whether the implemen-
tation of technological protection measures that effectively control
access to copyrighted works is adversely affecting the ability of in-
dividual users to make lawful uses of copyrighted works. Many
such technological protection measures are in effect today: these in-
clude the use of “password codes” to control authorized access to
computer programs, for example, or encryption or scrambling of
cable programming, videocassettes, and CD-ROMs. More such
measures can be expected to be introduced in the near future. The
primary goal of the rulemaking proceeding is to assess whether the
prevalence of these technological protections, with respect to par-
ticular categories of copyrighted materials, is diminishing the abil-
%tmfl individuals to use these works in ways that are otherwise

a .

The main purpose for delaying for two years the effective date of
the prohibition against eircumvention of access control technologies
is to allow the development of a sufficient record as to how the im-
plementation of these technologies is affecting availability of works
in the marketplace for lawful uses. The Committee also intends
that the rulemaking proceeding should focus on distinct, verifiable
and measurable impacts; should not be based upon de minimis im-
pacts; and will solicit input to consider a broad range of evidence
of past or likely adverse impacts.

The criteria listed in subparagraph (B) are illustrative of the
questions that the rulemaking proceeding should ask. In each case,
the focus must remain on whether the implementation of techno-
logical protection measures (such as encryption or scrambling) has
caused adverse impact on the ability of users to make lawful uses.
Adverse impacts that flow from other sources, or that are not clear-
ly attributable to implementation of a technological protection
measure, are outside the scope of the rulemaking. The rulemaking
will be repeated on a biennial basis, and on each occasion, the as-
sessment of adverse impacts on particular categories of works is to
be determined de novo. The regulatory prohibition is presumed to
apply to any and all kinds of works, including those as to which
a waiver of applicability was previously in effect, unless, and until,
the Secretary makes a new determination that the adverse impact
criteria have been met with respect to a particular class and there-
fore issues a new waiver. In conducting the rulemaking proceeding,
the Secretary must consult closely with the National Telecommuni-
cations and Information Administration, as well as with the Patent
and Trademark Office and the Register of Copyrights.
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Subparagraph (C) spells out the determination that the Secretary
must make at the conclusion of the rulemaking proceeding. If the
rulemaking has produced insufficient evidence to determine wheth-
er there have been adverse impacts with respect to particular class-
es of copyrighted materials, the circumvention prohibition should
go into effect with respect to those classes. Only in categories as
to which the Secretary finds that adverse impacts have occurred,
or that such impacts are likely to occur within the next two years,
should he or she waive the applicability of the regulations for the
next two years.

The issue of defining the scope or boundaries of a “particular
class” of copyrighted works as to which the implementation of tech-
nological protection measures has been shown to have had an ad-
verse impact is an important one to be determined during the rule-
making proceedings. In assessing whether users of copyrighted
works have been, or are likely to be adversely affected, the Sec-
retary shall assess users’ ability to make lawful uses of works
“within each particular class of copyrighted works specified in the
rulemaking.” The Committee intends that the “particular class of
copyrighted works” be a narrow and focused subset of the broad
categories of works of authorship than is identified in Section 102
of the Copyright Act (17 U.S.C. §102). The Secretary’s determina-
tion is inapplicable in any case seeking to enforce any other provi-
sion of this legislation, including the manufacture or trafficking in
cirg?&\ﬁntion devices that are prohibited by Section 102(a)(2) or
10! R

To provide meaningful protection and enforcement of the copy-
right owner’s right to control access to his or her copyrighted work
(as defined under Section 102(a)(1)), Section 102(a)(2) supplements
Section 102(a)(1) with prohibitions on creating and making avail-
able certain technologies, products and services used, developed or
advertised to defeat technological protection measures that protect
against unauthorized access.?

Specifically, Section 102(a)(2) prohibits any person from manu-
facturing, importing, offering to the public, providing, or otherwise
trafficking in certain technologies, products, services, devices, com-
ponents, or parts that can be used to circumvent a technological
protection measure that otherwise effectively controls access to a
copyrighted work. The Committee believes it is very important to
emphasize that Section 102(a)(2) is aimed fundamentally at out-
lawing so-called “black boxes” that are expressly intended to facili-
tate circumvention of technological protection measures for pur-
poses of gaining access to a work. This provision is not aimed at
products that are capable of commercially significant noninfringing
uses, such as consumer electronics, telecommunications, and com-
puter products—including videocassette recorders, telecommuni-
cations switches, personal computers, and servers—used by busi-
nesses and consumers for perfectly legitimate purposes.

2The Committee has previously reported laws that similarly protect against unauthorized ac-
cess to works. See, e.tg., 47 U.8.C. §553(a)2) (prohibiting the manufacture or distribution of
equipment intended for the unauthorized receftion of cable television service); 47 U.S.C.
§605(eX4) (prohibiting the manufacture, assembly, import, and sale of equipment used in the
unauthorized decryption of satellite cable programming); see also H. Re&) 0. 780, 102d Cong.,
2d Sess. (1992) (report accompanying H.R. 4567, which would have established the Audio Home
Recording Act’s anti-circumvention provisions as free-standing provisions of law).
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Thus, for a technology, product, service, device, component, or
part thereof to be prohibited under this subsection, one of three
conditions must be met. It must: (1) be primarily designed or pro-
duced for the purpose of circumventing; (2) have only a limited
commercially significant purpose or use other than to circumvent;
or (3) be marketed by the person who manufactures it, imports it,
offers it to the public, provides it or otherwise traffics in it, or by
another person acting in concert with that person with that per-
son's knowledge, for use in circumventing a technological protection
measure that effectively controls access to a copyrighted work. This
provision is designed to protect copyright owners, and simulta-
neously allow the development of technology.

Section 102(a)(8) defines certain terms used throughout Section
102(a). Subparagraph (A) defines the term “circumvent a techno-
logical protection measure” as meaning “to descramble a scrambled
work, to decrypt an encrypted work, or otherwise to avoid, bypass,
remove, deactivate, or impair a technological protection measure,
without the authority of the copyright owner.” This definition ap-
plies to subsection (a) only, which covers protections against unau-
thorized initial access to a copyrighted work. Subparagraph (B)
states that a technological protection measure “effectively controls
access to a work” if the measure, in the ordinary course of its oper-
ation, requires the application of information, or a process or a
treatment, with the authority of the copyright owner, to gain access
to the work. In the Committee’s view, measures that can be
deemed to “effectively control access to a work” would be those
based on encryption, scrambling, authentication, or some other
measure which requires the use of a “key” provided by a copyright
owner to gain access to a work.

(b) Additional violations

Section 102(b) applies to those technological protection measures
employed by copyright owners that effectively protect their copy-
rights, as opposed to those technological protection measures cov-
ered by Section 102(a), which prevent unauthorized access to a
copyrighted work. Unlike subsection (a), which prohibits the cir-
cumvention of access control technologies, subsection (b) does not,
by itself, prohibit the circumvention of effective technological copy-
right protection measures.

aralleling Section 102(a)(2), Section 102(b)(1) seeks to provide
meaningful protection and enforcement of copyright owners’ use of
technological protection measures to protect their rights by prohib-
iting the act of making or selling the technological means to over-
come these protections and thereby facilitate copyright infringe-
ment. Subsection (b)(1) prohibits manufacturing, importing, offer-
ing to the public, providing, or otherwise trafficking in certain tech-
nologies, products, services, devices, components, or parts thereof
that can be used to circumvent a technological protection measure
that effectively protects a right of a copyright owner. As previously
stated in the discussion of Section 102(a)(2), the Committee be-
lieves it is very important to emphasize that Section 102(b)(1) is
aimed fundamentally at outlawing so-called “black boxes” that are
expressly intended to facilitate circumvention of technological pro-
tection measures for purposes of gaining access to a work. This pro-
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vision is not aimed at products that are capable of commercially
significant noninfringing uses, such as consumer electronics, tele-
communications, and computer products—including videocassette
recorders, telecommunications switches, personal computers, and
servers—used by businesses and consumers for perfectly legitimate
purposes.

Thus, once again, for a technology, product, service, device, com-
ponent, or part thereof to be prohibited under this subsection, one
of three conditions must be met. It must: (1) be primarily designed
or produced for the purpose of circumventing; (2) have only limited
commercially significant purpose or use other than to circumvent;
or (3) be marketed by the person who manufactures it, imports it,
offers it to the public, provides it, or otherwise traffics in it, or by
another person acting in concert with that person with that per-
sonr’s knowledge, for use in circumventing a technological protection
measure that effectively protects the right of a copyright owner.
Like Section 102(a)(2), this provision is designed to protect copy-
riglht owners, and simultaneously allow the development of tech-
nology.

Section 102(b)(2) defines certain terms wused solely within sub-
section (b). In particular, subparagraph (A) defines the term “cir-
cumvent protection afforded by a technological protection measure”
as “avoiding, bypassing, removing, deactivating, or otherwise im-
pairing a technological protection measure.” Subparagraph (B) pro-
vides that a technological protection measure “effectively protects
a right of a copyright owner” if the measure, in the ordinary course
of its operation, prevents, restricts, or otherwise limits the exercise
of a copyright owner’s rights. In the Commitfee’s view, measures
that can be deemed to “effectively control access to a work” would
be those based on encryption, scrambling, authentication, or some
other measure which requires the use of a “key” provided by a
copyright owner to gain access to a work.

With respect to the effectiveness of technological protection meas-
ures, the Committee believes it is important to stress as well that
those measures that cause noticeable and recurring adverse effects
on the authorized display or performance of works should not be
deemed to be effective. Unless product designers are adequately
consulted about the design and implementation of technological
protection measures (and the means of preserving copyright man-
agement information), such measures may cause severe
“playability” problems. The Committee on Commerce is particularly
concerned that the introduction of such measures not impede the
introduction of digital television monitors or new digital audio play-
back devices. The Committee has a strong, long-standing interest
in encouraging the introduction in the market of exciting new prod-
ucts. Recently, for example, the Committee learned that, as ini-
tially proposed, a proprietary copy protection scheme that is today
widely used to protect analog motion pictures could have caused
significant viewability problems, including noticeable artifacts, with
certain television sets until it was modified with the cooperation of
the consumer electronics industry.

Under the bill as reported, nothing would make it illegal for a
manufacturer of a product or device (to which Section 102 would
otherwise apply) to design or modify the product or device solely to
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