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|. Introduction

The use of the Internet by both private and corporate entities has grown dramatically
in recent years. nl Becauseit is rare to have access to a computer which is directly
linked to the Internet, most computer users must rely on so-called "OnLine Service
Providers' (OSPs) n2 to provide access to the vast web of networked computers. The
term OSP usually applies to private companies that have large computers which are
directly connected to the Internet. n3 Some are powerful, nationally-known



[*336] corporations, such as America Online (AOL) or the Microsoft Network (MSN),
and some are small start-up firms with only basic equipment and few staff members.
Users pay these companies for the privilege of connecting to their systems via telephone
modems or, for larger clients, via some form of dedicated, direct link such as an
Integrated Services Digital Network (ISDN) line.

Generally, these systems run automatically, with little human input or direction
required, at least with regard to Internet-related functions. The main function of the OSP
isto set up the system and maintain it. In fact, employees of OSPs never see most of what
they transmit to or receive from users.

Many users of OSP services connect only to search for and retrieve information.
However, OSPs also allow users to add or "upload” information onto the Internet, often
by storing the information on the OSP's computers to which others "surfing” the Internet
have access. For example, a company or individual may create a Web page n4 of text
and images for others to see on the World Wide Web. n5 This page may be uploaded
and stored as afile on the OSP's computer. Alternatively, one might upload individual
images or text files onto another's Bulletin Board System(BBS) n6 through the
computers of the OSP. n7 Herein lies the problem: some users upload information
which infringes the intellectual property rights of others. The question that OSPs must
face is whether by acting as a conduit for the infringer they are themselves liable for
directly or contributorily infringing these intellectual property rights.

The question of OSP liability for the infringing activities of others, as important as it
is at this stage in the computer revolution, is not yet completely resolved. The courts have
just begun to create the precedent which will govern future litigation in this area, but
much of it is



[*337] incomplete. Additionally, Congress has demonstrated a desire to modify the
relevant intellectual property laws, although the direction or success of these effortsis far
from certain.

This comment will first address the issue of OSP liability by analyzing the area of
intellectual property law in which the courts have dealt with the problem most
extensively: copyright. It will argue that recent court decisions have properly analyzed
the culpability of OSPs for copyright infringement committed by third parties over their
networks, and it will urge courts in future actions to adopt this line of reasoning. Next,
this comment will examine legidation which is pending before Congress on the issue
OSP liahility for third-party copyright infringement. It will conclude that such legislation
IS unnecessary at this point and that the specific measures proposed are overbroad with
respect to their limitations on liability.

I1. The Case Law on OSP Liahility for Copyright Infringement

Although many types of intellectual property may be infringed over the Internet, n8
copyright infringement appears to be the cause of action most often asserted against
OSPs. Indeed, the quick, easy transfer of works of authorship is very much the purpose of
the so-called "Information Super Highway." n9 However, the properties which make the
medium useful, the low-cost reception, copying and re-transmission of material, also
make it an excellent medium for copyright infringement. Additionally, the decentralized
structure of the Internet  N10 means that infringement may come from a number of
individual sources who are difficult to track down and ill- equipped to pay compensation
for their tortious acts. Naturally, copyright owners have turned to OSPs to stem the tide
of infringement.

Early copyright infringement actions involving OSPs mainly concerned their liability
as operators of BBSs which contained infringing files. nl11 Future actions will probably
entertain their liability potential in



[*338] the context of the World Wide Web, perhaps the most user-friendly
communication format used on the Internet and the one with the most growth potential.
n12 Whatever the case, courts address three major areas of OSP liability for copyright
infringement: (1) liability for direct infringement; (2) liability for contributory
infringement; and (3) vicarious liability for the infringement of another. An analysis of
the recent case law demonstrates that the courts have appropriately determined the
liability of OSPs.

A. Liability for Direct Infringement

The law of copyright infringement is governed by Section 501 of the Copyright Act
n13 which holds one liable for violating any of the exclusive rights of a copyright owner.
To establish aclaim of copyright infringement, a plaintiff must first show (1) ownership
of avalid copyright and (2) copying nl14 of protectable expression by the defendant.
n15 To show copying, a plaintiff may either produce direct evidence of copying or create
an inference that copying occurred by showing (1) that defendants had access to the
protected work and (2) that the protected work and the alleged copy are substantially
smilar. nl16 It isimportant to note that direct infringers are held to a standard of "strict
liability," determined without regard to the intent or knowledge of the infringer. nl7



[*339]

The exclusive rights, listed in Section 106 of the Act include the right to make copies
of the work as well as the right to publicly distribute and publicly display the work. n18
It is these three rights that an OSP may be most in danger of directly infringing by virtue
of another's infringing acts.

1. Actual Copying of the Work

When an OSP's computers host individual files or databases on storage drives, al of
that information necessarily exists asacopy. nl19 When users are allowed to add
information to the storage drives, there is the risk that the drives will contain copies of
works which are copyrighted by others. For example, an OSP may provide thestorage
system for a BBS as well as the means to access it. Also, as is common today, OSPs may
allocate space on their systems for users to upload files which appear as "pages’ on the
World Wide Web. Because the OSP owns and operates the equipment on which the file
or database exists, it is literally copying each work that is added to the system and could
thus be liable for direct infringement.

Additionally, an OSP could be liable even when the infringing copy was not
originally stored on its computers. This is due to the fact that many OSPs engage in a
practice known as "caching." n20 Caching involves temporarily storing information
which is transmitted through the OSP's computers to an end user. n21 Future requests
for the same information are thus easier to satisfy because the OSP can disseminate the
data from its own computers instead of requesting it from another computer on the
Internet. n22 Again, the OSP isliterally making copies of



[*340] the work which may constitute a technical infringement of an owner's copyright.

Finaly, following the holding in MAI Systems Corp. v. Pesk Compuiter, Inc., n23 it
is possible that a court may find that an OSP "copied” awork by smply loading it into
the RAM n24 of its computer as it prepares to transfer it to the end user's computer via a
telephone modem or direct line. This decision is especially troubling for OSPs because
even when they are simply acting as conduits or pipelines for information, their
computers copy information into RAM during the transmission process. n25 In other
words, any company that considersitself an OSP probably, at some point, commits MAI

Systems-type copying.

However, it isunlikely that a court will find direct liability for any of these types of
infringement due to the fact that the copying takes place through largely uncontrolled and
mechanical action by the OSP's computers. In other words, the OSP does not directly
participate in (cause) the copying but merely maintains the equipment which does. In
what has become the leading case on the matter, the court in Religious Technology
Center v. Netcom On-Line Communication Services, Inc. found that an OSP which
provided access to a newsgroup n26 viathe Usenet n27 system was not directly liable
for copying a plaintiff's copyrighted materia by copying and storing the infringing works
on its computers for a period of eleven days. n28 In this case which came before the
court in a summary judgment context, a former minister of the Church of Scientology,
Dennis Erlich, poged published and unpublished works from the Church on a Usenet
newsgroup in order to criticize the teachings of Scientology. As a server on the Usenet,
Netcom's computers maintained the infringing postings in a storage device for a short
time period to allow other Usenet computers to copy and distribute the postings world-
wide. The Church of Scientology sued Erlich for direct copyright infringement and
Netcom for direct and indirect infringement.



[*341] The court distinguished the ruling in MAI Systems n29 and refused to find
Netcom liable for direct infringement noting that "the mere fact that Netcom's system
incidentally makes temporary copies of plaintiff's work does not mean Netcom had
caused the copying.” n30 The court went on to state that it believed that

Netcom's act of designing or implementing a system that automatically and uniformly
creates temporary copies of al data sent through it is not unlike that of the owner of a
copying machine who lets the public make copies with it. n31

A recent case which applied the logic in Netcom to infringement on the World Wide
Web was Marobie- Fl, Inc. v. National Assn of Fire Equipment Distributors. n32 In this
case, a co-defendant, Northwest Nexis, Inc., owned and operated the storage system on
which the other co-defendant, the National Association of Fire Equipment Distributors
(NAFED),had placed afile for a Web page containing the plaintiff's copyrighted "clip
art." The court found that even though Northwest's computers "served as more than just a
gateway to the Internet” because the infringing file was actually stored on the computer,
"Northwest only provided the means to copy, distribute or display plaintiff's works, much
like the owner of a public copying machine used by athird party to copy protected
material." n33

An OSP may be found liable, however, if it engages in more than the passive copying
detailed in Netcom and Marobie. This interesting factual contrast is provided by another
recent case, Playboy Enterprises, Inc., v. Russ Hardenburgh, Inc. n34 This case involved
the operator of a BBS whose files contained infringing copies of Playboy's copyrighted
images. The court found that, although actions such as those in Netcom are insufficient to
constitute copying, the defendant in this case engaged in two acts which went beyond that
low threshold:

(1) defendant's policy of encouraging subscribers to upload files, including adult
photographs, onto the system, and (2) defendant's policy of using a screening procedure
in which [the bulletin board company] employees



[*342] viewed dl filesin the upload file and moved them into the generally available
files for subscribers. n35

These acts, the court held, transformed the defendants from passive actors into "active
participants in the process of copyright infringement." n36 The court, accordingly,
entered summary judgment against the OSP defendant for direct copyright infringement.
n37

2. Distribution or Display of the Work

In addition to the exclusive right to make reproductions of awork, copyright owners
also possess the exclusive right to publicly distribute and display their works. n38 OSPs
may infringe these rights by many of the same processes as detailed above. For example,
an OSP which allows access to a BBS can"display” the work by transmitting the image
to a user's computer or "distribute” the image by allowing the user to download the
image. n39 A particularly interesting aspect of these rightsis that they apply only to
public display and distribution. ™0 Therefore, the OSP is actually the party that makes
it possible for this infringement to occur. In other words, without the aid of the OSP, an
infringer would not have the means to publicly display or distribute the works (on the
Internet, at least). Perhaps because of this fact, courts have been more willing to find that
OSPs directly infringe these rights.

An early but significant case in this area is Playboy Enterprises, Inc. v. Frena. n4l1n
this case, Playboy sued Frena, a BBS operator, for violating its exclusive right to
distribute and display its copyrighted



[*343] images. Asin many of the cases involving a BBS, the defendant charged a fee to
access the system. Significantly, Frena aso admitted that the images on the BBS were
Playboy's bu sought refuge in the fact that the images were copied onto the BBS by its
subscribers.  n42 The court, however, found that this was no defense to infringing the
plaintiff's distribution and display rights, noting that "it does not matter that defendant
Frena claims he did not make the copies himself." n43 Essentially, the court found that
Frena infringed these rights smply by virtue of the fact that they existed on his BBS.

A different conclusion was reached in Netcom where the court raised the isste of
public distribution and display sua sponte. n44 The defendant in this case distributed
and displayed the images by allowing alink to the co-defendant Erlich's BBS. However,
the court found the same problems with causality that it found with regard to actual
copying of the plaintiff'swork. n45 Again, the court focused on the fact that Erlich
actually caused the distribution and display of the work while Netcom acted merely asa
conduit:

It would be especially inappropriate to hold liable a service that acts more like a
conduit, in other words, one that does not itself keep an archive of files for more than a
short duration. Finding such a service liable would involve an unreasonably broad
construction of public distribution and display rights. No purpose would be served by
holding liable those who have no ability to control the information to which their
subscribers have access, even though they might be in some sense helping to achieve the
Internet's automatic "public distribution™ and the users "public display” of files. n46

The seemingly divergent rulings in Frena and Netcom can be reconciled if one
considers a BBS operator to be more directly the cause of the infringement than an OSP
which ssimply provides alink. However, this reasoning would still conflict with the
broader ruling in Marobie which stated that a defendant OSP is not liable even by
operating the primary storage medium for the infringing files. n47 Perhaps the better
view isto follow Netcom and disregard Frena's holding that OSPs are liable for direct
infringement simply by providing the means for distribution and display. This view
properly recognizes the technical constraints of the



[*344] Internet and the fact that the system, in large part, functions automatically. An
OSP that merely functions as merely a piece of the Internet infrastructure should not be
held to be the cause of the infringement.

Furthermore, following the holding in Netcom with regard to direct infringement
comports with the views of the Information Infrastructure Task Force as stated in its
report Intellectual Property and the National Information Infrastructure (hereinafter the
"White Paper"). n48 In this report, the Task Force argues for "strict liability" for OSPs
that commit direct copyright infringement. n49 However, it is elementary tort law that,
even if strict liability is applied, one cannot impose such liability if one cannot also prove
causation. n50 Therefore, the Netcom (and genera tort) requirement of causation for
direct liability still existsin an environment of strict liability, despite arguments to the
contrary by some commentators. n51 While it is true that the pre- Netcom White Paper
supports the finding of liability in Frena, n52 there is language in the document which
can support the direct liability standard of Netcom:

No one rule [for OSPs] may be appropriate. If an entity provided only the wires and
conduits such as the telephone company, it would have a good argument for an
exemption if it was truly in the same position as a common carrier and could not control
who or what was on its system. n53

In other words, if an OSP can reasonably characterize itself as a conduit for
infringement, a court should find that it did not sufficiently cause the infringement and
thus should not be held liable for direct infringement.

B. Liability for Contributory Infringement

Although under the Netcom standard an OSP may escape liability for direct
infringement, it must still be concerned about derivative, third-



[*345] party liability. The doctrine of contributory infringement is perhaps the most
problematic of these liability theories for the OSP. Although contributory liability is not
literally set out in the Copyright Act, the Supreme Court has expressly recognized this
form of liability for infringement by parties who have not themselves engaged in the
infringing activity. n54 One may be labeled a contributory infringer if one (1) has
knowledge of the infringing activity, and (2) "induces, causes, or materially contributes to
the infringing conduct of another.” n55 Additionally, the general tort theory of “joint
and severd liability" dictates that a contributory infringer may be held liable for the
entire amount of damages resulting from the infringement. n56

The requirement of knowledge is the most important distinction between contributory
infringement and direct infringement. n57 As stated above, direct infringement imposes
adtrict liability standard, and the defendant's knowledge or intent isimmaterial to a
finding of liability. n58 However, a contributory infringer must know of the infringing
activity and cannot be found liable without such a showing. n59 The differenceis
significant to OSPs because it is far more likely that they will be found to have
contributed to infringement rather than to have directly infringed and this "higher
threshold for liability" may be the only way to avoid culpability. n60

Despite the heightened requirements, recent court decisions have found aleast a
triable issue of fact asto an OSP's liability for contributory infringement. In Netcom,
after entering summary judgment against a finding of direct infringement, the court
entertained the possibility of Netcom's liability for contributory infringement. The court
distinguished



[*346] the facts of the case from the situation that exists in a landlord/tenant
relationship. It found that Netcom not only leased space, but also served as an access
provider that stored and transmitted the infringing material. n61 "Unlike a landlord,” the
court stated, "Netcom retains some control over the use of its system.” n62 Netcom's
ability to control its equipment caused the court to conclude that its service substantially
contributed to co-defendant Erlich's infringement. n63 The court determined that

it isfair, assuming Netcom is able to take simple measures to prevent further damage
to plaintiffs copyrighted works, to hold Netcom liable for contributory infringement
where Netcom has knowledge of [co-defendant] Erlich’'s infringing postings yet continues
to aid in the accomplishment of Erlich's purpose of publicly distributing the postings.
n64

However, the court was not so certain about Netcom's knowledge of the infringement.
Netcom did receive notice of Erlich's infringement some time before he completed his
infringing activity. Netcom, though, claimed that it could not determine with any
reasonable degree of certainty that the postings infringed the Church of Scientology's
copyrights. The court thus found a triable issue of fact as to whether Netcom knew or
should have known that the activities were infringing. n65

In Sega Enterprises, Ltd. v. Maphia, the court actually granted summary judgment
against the operator of a BBS for contributory infringement of the plaintiff's copyrights.
n66 This case involved a BBS known as Maphia which carried files containing
unauthorized copies of the plaintiff's video games. The games were uploaded by BBS
subscribers. Other subscribers to the BBS could then download the games onto their
personal computers. Interestingly, the BBS operator, Chad Sherman, did not dispute his
knowledge of the infringing activity. n67 The court merely



[*347] had to consider the substantiality of Sherman's contribution to the infringement.

In considering Sherman's participation, the Sega court noted a recent Ninth Circuit
decision, Fonovisa, Inc. v. Cherry Auction, Inc., which found that the owner of a site
where a swap meet took place could be held liable for any copyright infringement which
occurred on the site.  n68 The court in Fonovisa stated that "providing the site and
facilities for known infringing activity is sufficient to establish contributory liability."
n69 The Sega court analogized this fact pattern to the activities occurring on Sherman's
BBS and found that, because Sherman provided the BBS as a central depository site and
facilitated the copying of the games by operating the BBS, he was liable as a contributory
infringer. n70

These cases demonstrate that an OSP will face its most difficult challenge in the area
of contributory liability. Commentators have suggested that this is proper because it
combines the advantage of having a higher threshold of liability due to the knowledge
requirement with the advantage of having the party most able to control the infringing
activity retain at least some liability for infringement. n71 Essentialy, an OSP is free
from liability until it has knowledge of infringing activity. It must then take some action
to prevent further infringement or face liability as a contributory infringer. n72 The
scheme makes logical and practical sense and it is laudable that the courts have displayed
such an ability to craft an appropriate alocation of liability in the midst of an electronic
environment of ever-increasing complexity as the Internet.

C. Vicarious Liability

An OSP may be vicarioudly liable for a third party's infringement even if it is not
liable as adirect infringer or liable under the doctrine of



[*348] contributory infringement. The doctrine of vicarious liability, based on the tort
theory of respondeat superior, is similar to that of contributory infringement in that it is
not explicitly in the Copyright Act but isimpliedly incorporated due to its nearly
universal application in tort law. n73 However, the requirements for a finding of
vicarious liability are quite different from those applicable to contributory infringement;
to be held avicarious infringer a defendant must (1) have the ability to control the
infringement in some manner and (2) expect commercial gain from the infringement.
n74 The doctrine of joint and severa liability aso applies to afinding of vicarious
liability. n75

Recent court decisions evince a reluctance to find OSPs vicarioudly liable for
infringement. n76 Thisis attributable to the fact that, while it is not difficult to satisfy
the control prong by demonstrating that OSPs have the ability to control (i.e., stop) the
infringement, satisfying the commercial-gain prong generally requires a showing that the
OSP measurably profited from the infringement in addition to whatever standard profit it
made. n77 Thisisdifficult to show because many OSPs charge users a flat access rate
based on the amount of time a user is ontline, and revenues earned under such a pricing
structure would not fluctuate solely because infringing materials are involved.

Even in this context, however, a showing of commercial gain may be possible if one
can demonstrate that an OSP benefited from greater access fees because users were
"drawn" to the infringing materials. In the analogous Fonovisa case, a valid cause of
action was found to exist against the operator of a swap meet, Cherry Auction, at which
pirated



[*349] musical recordings were sold. n78 The court found that the sale of the
infringing recordings was a "draw" for customers, thus enabling Cherry Auction to
benefit financially from the infringement. n79 It would therefore seem reasonable to
hold an OSP vicarioudly liable if, for example, it could be shown to have benefited from
increased user access of files containing copyrighted materials. n80 Additionaly, the
percentage of financia benefit attributable to infringing material may be a factor,
although this concept was not endorsed by the Fonovisa court. n81

The court in Netcom did not take the Fonovisa point of view, holding that a showing
of such financial benefit is not enough to sustain liability. n82 While finding that a
triable issue fact existed as to Netcom's control over co-defendant Erlich the court stated
that it was "not convinced" that evidence of increased user fees due to Erlich's
infringement would constitute direct financial benefit. n83 However, it isimportant to
note that the Netcom court based this conclusion in part on the ruling of the district court
in Fonovisa. n84 This holding was later specifically overturned by the Ninth Circuit.
n85 It remains open to speculation as to whether the Netcom court would have ruled
otherwise in light of the Ninth Circuit ruling.

In Marobie, the court also made a clear determination that vicarious liability was not
present. n86 In this case, the defendant OSP, Northwest, charged its users a one-time
set-up fee and aflat quarterly



[*350] rate. The court specifically noted that its fee never changed based on how many
people visited the co- defendant's Web page containing infringing material. n87 The
infringement, the court concluded, could not be said to have financially benefited
Northwest. n88

Clearly, it is possible to find an OSP vicarioudly liable for the infringement of athird
party; however, the necessary evidentiary showings make this cause of action far less
attractive than contributory infringement in most cases. Still, it is important to recognize
that liability for vicarious infringement may depend greatly on the type of service the
OSP provides. For example, a BBS operator may face greater liability for third-party
infringement than one who provides access to the Internet. But even Bulletin Board
Systems, which were formerly accessed by users at a single connection point for afee,
are now often available via the World Wide Web. If no separate fee is collected for
accessing the BBS files, it may be impossible to draw any connection between the user's
on-line access payments, which could be made to an OSP completely separate from the
one hosting the BBS, and the user's downloading of copyrighted files.

D. The Fair Use Defense

Finally, it isinstructive to explore the success with which an OSP might apply "fair
use" as a defense to copyright infringement. In copyright law, fair use is an equitable
defense which "permits and requires courts to avoid rigid application of the copyright
statute when, on occasion, it would stifle the very creativity which the law is designed to
foster." n89 This general limitation on a copyright owner's exclusive rights is codified in
the Copyright Act of 1976 n90 and requires courts to consider four factors: (1) the
purpose and character of the use; (2) the nature of the copyrighted work; (3) the amount
and substantiality of the portion used in relation to the copyrighted work as a whole; and
(4) the effect of the use upon the potential market for or value of the copyrighted work.
n91 All four factors must be explored and weighed together in light of the goals of
copyright protection. n92
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The fair use defense has been assertedin recent cases involving OSP liability with
varied success. In Playboy v. Frena, the court found that fair use was not applicable due
to the detrimental market effects of Frena's acts coupled with his presumptively
commercial use of the copyrighted material. n93 In anayzing the facts, the court
focused especialy on the fourth factor, calling it the "single most important element of
fair use, snce a proper application of fair use does not impair materialy the marketability
of the copied work." n94 Frena operated a BBS which contained files holding Playboy's
copyrighted images, and the court found that this had a negative effect on both Playboy's
"immediate” and "delayed” market. n95 The court had no trouble entering summary
judgment against Frena for direct infringement without regard to any claim of fair use.
n96

Similarly, the Sega court held that the defendant BBS operator, Sherman, could not
sustain a defense of fair use, finding that all four of the factors weighed heavily against
him. n97 Sherman's use was commercia since he intended to profit directly from the
content existing on the BBS; n98 the nature of the copyrighted works, video games, was
creative and thus more deserving of copyright protection; n99 Sherman copied almost
one hundred percent of the copyrighted works, n100 and his BBS service had very
negative effects on Sega's market for its video games. n101 The conclusion from the
court's analysis of each factor was so clear that the court apparently did not need to
extensively describe the weighing



[*352] process; it found that the fair use defense was negated and entered summary
judgment against the defendant. n102

However, in Netcom, the court found at least a triable issue of fact as to whether fair
use was applicable. n103 In fact, the court's analysis of the facts suggested that it
actually leaned toward finding Netcom's use fair. The only factor that the court
determined truly weighed against Netcom was the substantiality of the portion of the
work used. n104 The other factors generally weighed in Netcom's favor nl105
suggesting at least a strong possibility that the court would have upheld the deferse had
the case goneto trial. The court's analysis of the first factor was especially significant as
it recalled the same line of reasoning used in the court's analysis of direct infringement.
The court found that although Netcom's use of the work was commercial because an OSP
by its very nature is commercial, the fact that Netcom gained no direct financial benefit
from the infringement turned this factor in its favor. n106 Furthermore, the court
commented that "Netcom's use, though commercial, also benefits the public in allowing
for the functioning of the Internet and the dissemination of other creative works, agoa of
the Copyright Act." n107

Of course, it isimportant to keep in mind the fact-specific nature of the Netcom
ruling. The infringing material on defendant Netcom's computers was posted for the
purpose of criticizing Scientology. Many other types of infringement occurring on the
Internet (e.g., selling another's copyrighted images) will be more likely to cause a court to
rule as the Sega court did.

[11. Proposed Legislation to Exempt OSPs From Copyright Infringement Liability

When the White Paper was published it caused great concern among OSPs due to its
recognition that, under current law, OSPs must be held to a standard of "strict liability"
for any direct infringement of copyrighted materials. n108 This prompted some
commentators to suggest



[*353] that, for policy reasons, a"knowledge requirement” for any finding of OSP
liability should be added to the Copyright Act. n109 Additionaly, some desire a
definitive statement on the matter from Congress rather than the courts. Currently, three
bills are pending before Congress which would modify OSP liability. n110 They are
indicative of recurring efforts to address this issue in the legislature and have support
inside and outside the OSP industry (and opposition from many copyright owners).
However, a careful analysis demonstrates that these legidative efforts are premature and
problematic in their specific provisions.

A. Legidation is Unnecessary at This Time

Each of the new measures would make significant changes to the Copyright Act. Asa
threshold matter, one should ask whether a change is necessary at al. The courts, as
noted above, appear to have effectively applied the current law to the problem of OSP
liability and arrived at a workable solution. Is there really a need for such legislation at
this time?

This sentiment was echoed in the testimony of Michael K. Kirk, Executive Director
of the American Intellectual Property Law Association (AIPLA), given during the House
hearings on the On-Line Copyright Liability Limitation Act (OCLLA):

... itisdifficult to identify jurisprudence which makes the issue of on-line liability a
real problem as opposed to a perceived problem. There certainly seems to be no chilling
effect on the growth of the Internet. . . . The courts have demonstrated their ability to
interpret the copyright law flexibly, and in a manner which has produced fair results.
Accordingly, while we applaud your effort to resolve this dispute, we cannot but wonder
whether those advocating such legidation have adequately demonstrated a need for it. Do
we have a solution in search of aproblem? nl1ll

Kirk states that it may be better to wait and see how the case law concerning OSP
liability develops, forestalling these legidative acts based only on "hypothetical chilling
effects and purely speculative concerns.” nl1l12
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As Kirk suggests, there are at least two important reasons why legislation is not
needed at this time: (1) courts have not yet interpreted copyright law in a manner which
would have a chilling effect on OSPs and (2) legidlation constrains the courts at the very
time they need the most room to forge OSP liability doctrine.

The electronic environment in which OSPs do business is unquestionably a novel
development in our history, and to some degreg, it is not well understood. It is only
natural, therefore, that we are inclined to enact preemptive legislation to protect the
elements which appear necessary for the functioning of the Internet. But such action, as
with any change in the law, should be reserved for a showing of real harm in the
dternative. Harm has smply not been demonstrated in the case of OSP liability. Thereis
no evidence that the OSP business is becoming less attractive due to the liability that may
exist in the wake of Netcom. In fact, the number of OSPs isincreasing every year, nll3
suggesting that the business is in fact lucrative and viable without the liability limitations
proposed by pending legidlation.

Similarly, attempting to codify judicial doctrine that is not yet fully formed binds the
hands of the judiciary and may lead to unanticipated problems for both online content
and service providers. By addressing problems on a case-by-case basis, the courts are
able to slowly build a coherent structure for analyzing liability that is fluid and responsive
to changes in technology. Legidation, on the other hand, tends to force a commitment to
abroad scheme which may eventually prove inappropriate in the future, especidly if the
scheme is narrow and affects specific actors as in the case of OSP liability. The federal
legal system operates, in part, on the premise that, due to the uncertainties of the future, it
is preferable for Congress to provide the legal framework while the courts and the
executive branch agenciesfill in the rest of the structure. n114 For this reason, changes
to the Copyright Act to address this issue are premature. Legislation would deny the court
flexibility in assigning liability at the time when they most need it to fully develop a
coherent doctrine which will apply to afull range of fact patterns.



[*355]
B. Current Legidlative Efforts Would Excessively Limit OSP Liability

In September of 1997, Senator Ashcroft of Missouri introduced in the Senate a bill
containing comprehensive modifications to the Copyright Act known as the Digital
Copyright Clarification and Technology Education Act of 1997 or, alternatively, the
Technology for Educators and Children (TECh) Act. n115 Section 512 of the bill deals
specifically with on-line liability limitations. n116 Significantly, the measure precludes
direct, contributory or vicarious liability for "persons' who provide "network services and
facilities." nl1l17 To qualify, aperson must (1) be providing such services or facilities for
the purpose of, essentially, transmitting information or (2) not generate or alter the
content of the transmission. n118

Of course, the OSP liability provision of the TECh Act is limited in one major
respect: it applies only to infringement arising out of the act of providing network
services or facilities. n119 Possibly, the operator of a BBS containing "permanently”
stored, downloadable files or an OSP that provides the storage site for Web pages may
still face liability under



[*356] this statute asin Segaand Frena. n120 In contrast, with regard to network-type
liability, the limitation appears absolute. Although it is not entirely clear what OSP
services would fall within the language of the Act, it would certainly preclude afinding
of infringement in a Netcom-type case where the OSP simply provides alink in the
Internet chain. If passed, this bill would eliminate the incentive to curb infringement
created by Netcom and tilt the balance strongly in favor of OSPs.

Also in September, Representative Coble of North Carolina introduced into the House
of Representatives a bill directed solely toward limiting OSP liability known as the On-
Line Copyright Liability Limitation Act (OCLLA). n121 This hill, like the proposed
TECh Act, precludes afinding of OSP liability for direct and vicarious infringement.
n122 However, this preclusion only applies, inter alia, if the OSP has no knowledge of
the copyright infringement (which is not generally a requirement for liability under either
theory). n123 Furthermore, an OSP that escapes liability under this Act for direct or
vicarious infringement



[*357] may nonetheless be held liable for contributory infringement. n124 The remedy
in this case, however, is limited to injunctive relief. Nn125 Therefore, in contrast to the
TECh Act, liability could attach to an OSP in a Netcom:like case. In an extension of his
introductory remarks, Representative Coble acknowledged that the bill was introduced in
response to concerns raised by "a number of on-line service and Internet access
providers' and was principally for the purpose of giving greater certainty on the
application of copyright law in thisarea. n126

More recently, in February of 1998, Representative Coble introduced another bill
which would limit OSP liability known as the OnLine Copyright Infringement Liability
Limitation Act (OCILLA). n127 Thisbill provides asimpler but somewhat broader
exemption of OSP liability for direct infringement than the OCLLA by explicitly
precluding liability for intermediate "storage” in addition to "transmission” of infringing
material, providing that the transmission was initiated by another person and that the
storage and transmission are carried out through an "automatic technological process,
without any selection of the materia



[*358] by the provider." n128 Additionally, this preclusion applies without regard to
the OSP's knowledge of the infringing material. n129 The OCILLA also precludes
monetary relief for vicarious or contributory infringement that is based on conduct for
which the OSP would not face liability for direct infringement. n130 Finally, in afusion
of the doctrines of vicarious and contributory liability, the OCILLA precludes monetary
relief for conduct not covered under the direct infringement exemption if the remedy is
based on contributory or vicarious liability for transmission of or providing access to
infringing material if the OSP (1) has no knowledge of the infringing activity and (2)
receives no direct financial benefit from it. n131 Asawhole, the provisions of the
OCILLA carve out an exemption which significantly limits the liability of OSPs that
provide only Netcom like services. Even when such an OSP has knowledge of the
infringement, the most that the provider will be ever be liable for is an injunction.

In both the OCLLA and the OCILLA hills, the limitation of liability to an injunction
isimportant. In the case of contributory infringement under the OCLLA, an OSP would
face no liability for its actions until it had notice, and even then it would simply have to
stop the infringement to avoid further damages. In the case of conduit- like conduct under
the OCILLA, the OSP is never liable for damages resulting from contributory or
vicarious infringement and, again, may only be enjoined to stop the infringement. In
other words, under both measures there is little incentive for an OSP to take any action to
prevent infringement because it could not be liable for any of the monetary damages
resulting from the infringement, which generally act as the greatest deterrent.

Therefore, even if one accepts the notion that legidation is required at this point in
time, the current measures clearly go too far in limiting OSP liability. In any effort to
limit OSP liability there is aways the danger that one may remove much of an OSP's
incentive to address copyright infringement on the Internet which, in turn, could lead to
rampant infringing of authors' rights. An excellent example of how the threat of liability
can produce acceptable solutions is provided by Frank



[*359] Music Corp. v. CompuServe, Inc. nl132 In this case, CompuServe, which
operated amusic BBS on which subscribers could upload and download digital versions
of popular music, was sued by Frank Music and the National Music Publishers
Association, music publishers that owned copyrights in some of the songs on
CompuServe's BBS. Eventually, the parties agreed to a settlement in which CompuServe
would pay alicense fee to the publishers for the use of the music. n133 CompuServe
could, in turn, recoup its costs by charging its subscribers a dightly increased fee for the
right to access the BBS. Commentators have suggested that such a mutually beneficial
agreement would not have resulted had CompuServe not faced some liability for its
actions. n134 The current bills could destroy this environment. Depending on how it
characterized itself, CompuServe might not be liable at all under the TECh Act and liable
only for an injunction under the OCLLA and OCILLA. Without the threat of liability, the
party with the greatest ability to control the infringement is, effectively, out of the game.

The Internet is perhaps the single most powerful medium for both legally and
illegally transferring information, and one should be wary of arbitrarily removing liability
for any of the actors connected with it. Currently, the law strikes a balance between
content and service providers, and legislators should be loath to alter that balance without
showing a defect in the law or the judicial reasoning that has created that law.

V. Conclusion

The liability of On-Line Service Providers for copyright infringement by third parties
isacritical issue which must be appropriately addressed if the phenomenon that is the
Internet is expected to continue. Through recent decisions, courts have demonstrated a
deft handling of this complex problem which can serve aroad map for determining
liability in future litigation. Basically, an OSP which engages in network-type operations
will face contributory liability only if aplaintiff can demonstrate that the OSP had
knowledge of the infringing acts. Liability for direct or vicarious infringement in either
case will not attach.

An OSP providing other services, such as operating a Bulletin Board System, may
face greater liability. If it clearly benefits financialy from the infringement, the OSP may
face liability for vicariously



[*360] infringing a plaintiff's copyright. Also, if the OSP actively participates in the
infringement as opposed to ssimply maintaining the system, it can be liable as a direct
infringer.

New legidation is not only unnecessary at this point, it may in fact be detrimental. As
demonstrated by two recent bills, it is extremely difficult to craft measures which do not
upset the delicate balance which has arisen both spontaneously and through the
thoughtful jurisprudence of the courts. The current system limits the liability of OSPsto a
level where they can operate efficiently and profitably while maintaining the incentive to
curb truly egregious infringement. Disturbing this system merely provides a solution
which isin search of a problem.
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