' BIOGRAPHY

Ted MacVeagh is an associate at Bromberg & Sunstein LLP. His practice includes

advising companies on technology transfer issues and representing high-tech start-ups.

Mr. MacVeagh graduated from Wesleyan University with a degree in Philosophy. He

received his law degree from the University of Michigan where he was summa cum laude

~ and a member of the Michigan Law Review. Prior to joining Bromberg & Sunstein, he

practiced law for Cleary, Goitlieb, Steen & Hamilton in New York and received a masters’

degree in Philosophy from the Umver51ty of Pennsylvama. He is quahﬁed to practlce in

“New York and Massachusetts D







53
2

R
Tos

T
S

i

Ch

P

S

PiE

-

o

e

i

1,

S

e

o)

GRS

Rk
i

e

i
¥

e

&



R

ket
e
il

e
me gL n»,z,f.;,
St
e
AoE
iy

A e .n
o : z,,.
B | | ..
o .
. s .
bR .
Z
A . |
S . .
E R . . .:{.M/rg
Ty -
o
S
B
o
i
S

N

PR




Export controls are |mposed on technology (and raw materlals used
~with the technology) .

Export control law is (potentlally) relevant to eyery technology
transfer

Patent and software Ilcenses g_ene'rally contaln a clause such as:
¢ i i '

\ se the Mater:als or any



.\‘\,_./

to certam non-U.S. persOns and entities. These
controls are based on shlftmg national security and
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ConVinCin g Ii ants tO Care

The cost of compllance with U S. export laws can by hlgh and
cllents__may not perceive the value

It is very l'm'portant for your cllents to buy-m to any cdmpllance
efforts




Cu rre nt St atus o

Pre 9I I 1 Conventlonal Wlsdomf Outdated
cold war__l_aws prohlbltmg eff' C|ent glo al




SomeHiStOI‘ical Perspecti V a

1775 - Contmental Congress outlaws export of goods to Great Britain, establlshmg
© first Amerlcan export controls | -

1949 - U. S and 6 Western Europeah natlons create the Coordmatmg Committee for
Multinational Export Controls (CoCOM) to prevent the transfer of m:lntarlly
useful technology to communist countries - NOTE MULTILATERAL ORIGINS
1949 - U.S. passes the Export Contro! Act (ECA) giving the Dept of Commerce
Eiry \ ~use” items
t (E'AA) took';_effect
act under Executive Orders
owers Act)

lock countrieé) establish
to control the spread of
TERAL FRAMEWORK

ifies the Export
nsive rewrite in 40 years




Some Policy Issues

1. Desplte recent efforts to change, pol|C|es are still shaped by a cold
‘war that'i is not relevant to today s forelgn pollcy concerns

2. D:stmctlons between m|l|tary'and CIVllIaI‘I technology have been
blurred ‘, CRTTIRIE B




D|V|d'ed Authority of Current
“Export Control Regime

1. Depa.rtm'e'nt' of Treasury 'Off' ice of Fofelgn
Assets Control (OFAC) S
2 Department of State Off ce of Defen 2 e Trade

reviously known
istration




OFAC Responsibilities

Thére is ho 'smglé aut.horlzmg statute for OFAC: Much of
its work is authorlzed under the International
Emergency Economlc_Powers Act § 1701- I706

i

)FAC regulatl'ons. Rather they

There is no smgle set of O

R




Sanctlons ai'e admmi'lstered against the -
foIIowmg countrles e_ntltles and individuals:

. Balkans, Burma, C__uba Iran 'Iraq; leerla .leya







" The ODTC has juris.dicif:io'ﬁ over the export of
“Defense Articles” and “Defense Services” |
‘Controls are 'co_ntaine'd:i_n the International Traffic in
s Regulatio -22CFR.§120- 130

ning services or
velopment,




- USML, the ODTC has respon51b|I|ty for the
foIIowmg |




SRS NES S

Unllke the CCL (d!scussed below), the USML does not in mclude

detalled techmcal parameters ’




Commodity Jurisdiction Requests

Because of the broad categonza,tions used by the USML lt is not always
~ possible to tell whether a partlcular product would quallfy as on the USML
“or not. One entry reads: | |

(a) mllltary training eqmpment mcludlng but not iim:ted to .o operatlonal ﬂlght
trainers ... and simulation devnces related to defense artlcles. - i

n the USML éyou can file a
DTC. Ifyou file a

_ ; -




BIS (BXA) Responsibilities

" BIS_ haé_'iu_rtisdi‘_c'tibn_oVef the équrt'_fah'd' reexpdrt of “ti:lual _USe”
~ items - items that may have both military and non-military

_Controls are contained in the Export Administration

: s i o : . L 3 . . -

ister the EAR under

is in the proce‘ss of

!g%reapons or missile technology

[ona_ls within thé United States




the

Using the EAR - “Subject to




Am | subject to the EAR?

Am1invdved i an acthily redaleda the protilaration of cherical

or bidogical weapons, nuclear explosive devices or missios? Yas
T
Ne -
o lt is the technology or softwara | am Hanning toexport of reexport pubicly avallable?
Is the item | am planning to export or rexport subject to the exdusive junsdiction of
¢ Yes another USG Fedord Department ar Agency?
.l_‘hi
Does my expoit or reaxport consist of preresordad phonagraph records, prnied bo
. fos | .. - pamphiets & 1ecUSs & des in the EAR?
Na| *
; | ls my flem in the U5 L _ e : : 3
‘Subject
_Does my forcign mada ilem totha
incarporate controllad U.S.-origin EAR
ilems valued at > 10% of the lota

valus of the forelgn-made item?

ditect product {of .5, 1echnelogy oc soltward requiring widlen
assurances, pf pigdycad by 3 plan) tocalad auiside the {1.S. thatls &
diect pradue of U.8.-0figh lectinology or sofivara) to Cuba, Linys,
Norts Koraaara country fisted in Counlry Group B 17

15 C.F.R. § 732,
Supplement 2




Using the EAR - Is a

- Required? |

If an ex'po'rt is SUBJect to the EAR isa IlcénSe
requwed?_ i |

* Is the |tem classﬁ'ed under an ECCN on the




- Decision Tree ' . :

Are you subject to the | E
EAR?

Exit the EAR

" 1s your item .C_Ia:':ssiﬁe.d Uh&er an
;% ECCN onithe COL?
{General Prohibitions 1, 2. &3) - .

15 C.F.R. § 732,
~ Supplement |

Do General Prohibitions 4-10 N

G No g ship NLR

Using the CCL & Country Char,
Is there an %" i the Box?

Ship under

" License Exception




Usmg the "EAR ‘General
rohlbltlons |

15 C.F. R § 736 Ilsts I0 General PI"OhlbltIOI‘IS relatmg to the
export of goods

General PI‘OthIt!OI‘IS 1-3 relate to the Commerce Control List
and depend upon the nature of the product being transferred

ing proliferation of
| and biological




Ifan export is subject to EAR, you must determine whether the
item to be exported classifi ed on the Commerce Control
Llst(CCL)-ISCFR §774 B o |

. If not, a I:cense is requu'ed only if one of the General Prohlbltlons apply

-a milhmeter can make a dlfference

will indicate the
N. These ifeasons




 Control List

. 0 Nuclear Materlals Fac:htles & Eqmpment %
e 1. Materlals, Chemlcals Mlcroorgamsms &Toxms E
v 2 “ Materials: Processmg chen , |
* 3., Electromcs De5|gn, Development and Productlon




4A002 "Hybrid computers” and "electronic assemblies” and specially designed components therefor.
License Requirements |
Reason for Control: NS, MT, AT, NP, XP
Control(s)

NS applies to entire entry

MT ap_pt_i-es to hybrid

Country Chart .-
NS Column 2:
MT Column |

AT Column |

formation on applicable licensing review

License Exception is available. XP
P does not apply to Canada. See




Using the EAR

I__icehsé'__E)‘(iéeiatiqns Lo
LVS: $5000; N/A for MT

GBS: NJA
CIV:  N/A

stics:

f 200,000 conversions/s or more,




- Classification Requests
If there is :éhy doubt about how a product
should be classﬁ' ed you should submit a




Using the EAR - Country Chart

controlled to the
to whlch you are

Is the item’s ECCI
Partlcular cOu n t._




"Andorra _ X

"

Reason for Control ;
Chemical & Hnclear
o Biclogical Nongrol fferat
CB CB CB
1 23 3
Afghanistan x = % x|
Algeria X X' X -
X
.S




Guyana.
Haiti
'Honduras
'Oﬂong Kong

'® Hungary

”Icéland

India

X

X

X

X

a license is

required




License exceptions arédetailed at'fls CFR.§
740. In order to‘ qu'ali'




permlts “exports and reexports of technology and
software controlled to the uIt|mate destmatlon for




Exports of softwai'e are gdverned hke any other product by the
CCL G

ions; (2) mail order
%tlons' AND

be exported without
destination




Exports of ngh Performance Com'puters
(HPCs) CTP License Exceptlon

Fora long. tune the |s'§ue of the eXport of HPCs was a

~ source of tensnon between regulators and mdustry

° Regulatlons were always outmoded  lagged. behmd industry

+ In 1992, ll3 of computer mdustry s overseas sales were subject to license review;
in I993 a computer w1th a performance of 12, 5 mllllon theoretlcal operations per




CTP License Exception Chart from BIS Web Pagé - hti;p:llwww.bxa._doc_,goy Picsl__ctp(;'hart;htm

Computer Tier - End-User o CTP'gréate'l?.tha"r) . CTP Iess than or
; - wo equalto -

2 ""'Rese'rv'éd

inations
istan, Russia and the Mlddle East

rs over 65,000 MTOPS




Exports of Encryption Software

| Until 1996 most fe'n'crypﬁo"ri'fééhhbldgy was still Iistedé on the
- Mumtlons List, meaning that it could not be exported
W|thout a license from the ODTC

- Slmllar story as WIth HPCs o o :




Free, :pubhcly avallable source code can be exported wnthout a
Ilcense (upon notlf' cation of BIS) ' - e i




‘Deemed Export Rule

' EAR § 734.2(b)(2)(ii) defines export to include: “Any release of
technology or source code subject to. the EAR to a foreign national.
‘Such release is deemed to be an export to the home country or

home countnes of the fore|gh nataonal Yoo :

U.—S.-origin'equipment
on in the U.S. or
abroad of personal
in the U.S.”

nonimmigrant visa
clude permanent
d individuals”




i
1

Encryptlon software” (source code and objet code) |s not
subject to “deemed export” rule (possnbly a reactlon to




OFAC |lSt of SDNs

2. You have submitted a Commodlty jurlsdlctlon Request and received
“confirmation that your product is not a “defense article” un_der the
]UI"ISdICtIOI‘I of OTDC TR iy o |
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- APPENDICES

BIS’s “Know Your Customer” Guidance and Red
Flags - 17 C.F. R § 732, Supplement No. 3

Commerce Country Chart- 17 C. F R. § 738
Supplement No. | '

CCL Category 4 Computers - 17 C.F. R § 774,
Supplement No. I, Category4 -

- _Useful Web Sltes

AT
/ At




Steps for Using the EAR

Supplement No. 3 to Part 732-page 1

BXA’s "KNOW YOUR CUSTOMER" GUIDANCE AND RED FLAGS

KNOW YOUR CUSTOMER" GUIDANCE

Various requirements of the EAR are dependent

- upon a person’s knowledge of the end-use, end- .. -

user, ultimate destination, or other facts relating

to.-a transacuon or act1v1ty ‘These pI'OVlSlOﬂS S

sections and the prohibition against proceeding
~ with atransaction with knowledge that a violation
of the EAR has occumed or is about to occur.

“(a) BXA prowdes the followmg gmdance on how :

individuals and firms shouid act under this

knowledge standard. --“This guidance does not

change or interpret the EAR. -

(1) Decide whether there are "red flags”. Take

into account any abnormal-circumstances in a
transaction that indicate that the export may be

destined for an inappropriate end-use, end-user,

or destination. Such circumstances are referred to
as "red flags". Included among examples of red

flags are orders for items that are inconsistent

with the needs of the purchaser, a customer

~ in'the sales price-or when normally requested, or
requests for equipment configurations that are
incompatible with the stated destination (e.g., 120

volts in a country with 220 volts).: Commerce has .

developed lists of such red flags that are not ali-
inclusive but are intended to illustrate the types of
- circumstances that should cause reasonable
suspicion that a transaction will violate the EAR.

(2) If there are "ved flags”, inguire. If there
are no "red flags" in the information that comes to
your firm, you should be able to proceed with a
transaction in reliance on information you have
received. ‘That is, absent "red flags" (or an

-express requirement in the EAR), there is no
affirmative duty upon exporters to inquire, verify,
or otherwise "go behind” the customer’s

-representations. However, when "red flags" arn

. raised in information that comes to your firm, you

Export Administration Regulations

include the nomproliferation-related "catch-all"

have a :duty to. check -out the suspicious
circumstances and inquire about the end-use, end-
user, or ultimate country of destination. - The duty

. to check out "red flags" is not confined to.the use

of License Exceptions affected by the "know" or
"reason to know" language in the :EAR.

* Applicanis for Hicenses arerequired bypart T48of
ther EAR to obtain documentary evidence

concerning the transaction, and misrepresentation
or concealment of material facts is prohibited,
both in the licensing process and in all export
control  documents, You can rely  upon
representations from your customer and repeat

- them in the documents you file unless red flags.

oblige you to take verification steps

(3) Do not s_elf-blind. Do not cut off the flow
of -information that comes to your firm in the .
normal course of business. For example, do not
instruct the sales force fo tell potential custorners

_ torefrain from discussing the actual end-use, end-

user, and ultimate country of destination for the
product your firm is seeking to sell. Do not put .
on blinders that prevent the learning of relevant .

- declining installatioit afid testing when included ~information, " An affirmative policy of steps to

avoid "bad" information would not insulate a
company from liability, and it would usually be
considered an aggravating factor in an
enforcement proceeding.

(4) Employees need to know how to handle

‘red flags". Knowledge possessed by an
employee of a company can be imputed to a firm
S0 as to make it liable for a violation. This makes
it important for firms to establish clear policies
and effective compliance procedures to ensure
that such knowledge about transactions can be
evaluated by responsible senior officials. Failure
to do so could be regarded as a form of self-
blinding. ' '

(5) Reevaluate all the information after. the.

inguiry. The purpose of this inquiry .and

reevaluation is to determine whether the "red




Steps for Using the EAR

flags" can be explained or justified. If they can,

you may proceed with the transaction. If the "red

flags” cannot be explained or justified and you

proceed, you run the risk of having had

“knowledge" that would make your actlon a
vrolatxonofthe EAR. BN

(6) Reﬁ'am [from the transaction or advzse BXA

and wail.
concern after your inquiry, then you should either
refrain from the transaction- or submiit all the
relevant information to BXA in the form of an

apphcatton for a license or 1n such other form as

BXA may specrfy

by Industry has an 1mportant role to pIay in

preventing exports and reexports contrary to.the -

national security and foreign policy interests of
the United States. BXA will continue to work in
partnership with industry to make this front line
- of “defense effective, while minimizing~ the

- regulatory burden on exporters.” If you have-any

qtle__stion about whether you have encountered a-
"red flag", you may contact the Office of Export:
Enforcement at 1-800-424-2980 or the Ofﬁce of

) Exporter Servu:es at (202)482 45 32

" RED FLAGS

Possible indicators that an unlawful leBrSlOIl
might be planned by your customer mclude the
followrng ) : -

1. The customer or purchasing agent is reluctant

-~ 'to offer mformauon about the end-use of a -

. product

2. ‘The product’s capabilitics do not fit the buy

~ - er’s line of business; for example; a small
‘bakery places an  order for several

sophisticated lasers. :

3. The product ordered is incompatible with the

“technical level of the country to which the
For example,

“product ‘is being shipped.

" Export Administration Regulations

If you continue to have reasons for

‘semiconductor

Supplement No. 3 to Part 732-page 2

rnanufactuﬁng equipment
would be of little use in a country wrthout an

: electronics mdustry

The customer has 11tt1e or: no busmess

L background

' "Ihe customer is wﬂlmg topay cash for a very _
7 expensive item when the terrns of the sale caJlf‘“' T
:-for ﬁnancmg : S

The customer is unfarmhar with the product S
performance charactensucs but st111 wants the

i 'product

g :Routine’ installation, training or maintenance

services are declined by the customer.

.+ ‘Delivery datés are vague, or.deliveries are
: planned for out—of—the-way destmatmns

A fre1ght forwardmg ﬁrm is llsted as. thel, :

'products final destmahon

10;
' ‘product and deshnatron

The shrppmg route is abnormal for the:

1. Packagmg A8y mconsrstent wrth the stated_;'

method of shrpmeut or desnnatlon

12

When questioned, the buyer is evaswe or -

- unclear about whether the purchased product
*. ig for domestic use, export or.reexport.: -« .




Commerce Controk List Overview and the Country Chart Supplement No. 1 to Part 738-page 1

Commerce Country Chart =
: ~ .. " Reason for Gontrol -
. cheﬁ;icaI&Biolugical : Nuclear .. - National - | - -Missile - Regional ' Firoarms 7 crime : Anti.
C_ountries o Weapons " Nonproliferation Security - - Tech - Stahility Convention Control P Terrorism

CB - ©B B NP NP NS NS o MF . Rs RS Fo
1 2 3 . 1 2 1 PR R 2 1

X X X

€& ecl T AT At
2 3.: il 2

-8

Afgﬁanistah ‘

1>

Albania

Algeria *

Andﬁi‘ra

Angola’

% [ [x Ixx Ix
P POl Pl PO P

Antigua & Batbuda

‘Argentina

Armenia

i [x Ix Ix Ix %
X (% X [X [x i< |x |x

><><><><><><><'><_'

Auistralia

"Austria’

Azerbaijan

Bahamas, The

Bahrain

X [x < |x+]

‘Bangladesh

S S PR P S bl N Pl P P DU b P

s [x < Ix Ix I [x < px Ix < Ix [x

X
=
><
s (% Ix = Ix Ix oIk ix Ik Ik e [k [x I
e I e Pedx I {x [x e Ix fx

KX IX IR X
XX X IX X
>

X (% [x Ix
% I ><><

Export Administration Regulations March 18, 2002




Commerce Control List Overview and the Country Chart Supplement No. 1 to Part 738-page 2

- Commerce Cou'ntrj“Cha'rt'_';'_ T

Reagon for Contfol

" Chemical & Biological . Nuglear _ National Missile ' Regional . Firearms = . L Ry v
Countries _o 0 \Weapons .- Nonprofiferation Secwrity . Tech - Stability . . Convention - { Contral = - Terrerism
6B OB e N N N NS .- owr RS . RS~ Fe.  _.gc - cc.. '
CER TR LN S ek N B WU SRR S R RN 1.z

- X

[w]
“ o

AT - AT -
1 . 2

Barbados, -

x| x|
x| x| x|

1<

" Belarus

> |x
%

Belgium .

Belize

Benin

Bhutan . -

Bolivia

Boshia &
H_erzegovina

< 0 P Pl bl

- Bofswana

Brazi|

Brunei

Bulgaria

Burkina Faso

Burma

3 P P R S R D PO P PO D P P
R P P P P N B N N P R
Rl P Ol R EA S S S

o R o A S O P R P R

< I [ [ Ix Ix [ xIx % i< [x
><>§><><><‘><><><>.<>$?<
X I [ |x e Ix I [x |x Ix [x

Export Administration Regnlations March 18,2002




Commerce Control List Overview and the Country Chart Supplement No. 1 to Part 738-—page3

Commerce Country Chart
L Rea;sg;brif:_‘c:r Control

Chemical & Blological  ~“Nuclear - National. . - Missile

_ Regional Firearms . Crime | . Anti-
Countries ' : * Weapons

‘Nenproliferation ~  ‘Security- . © . Tech y ! . S@bllity  Convention - _Control . Terrorism -
LeB . cB CB - NP, : NP NS NS T " Rs RS .. Fc Cce I R
SR B TR D 2 M N S | 1 21 L 2_ - 3] 1 L2 -
X | X1 XL X
X X X X

Burundi ) ¢

Cambodia x|

X [ X
3 P

Cameroon . . .X.

> [x [x
X X

X
X

Canada

Cape \(erde

Central Afican
‘Republic’

Chad . .

Chita -

China

Colambia

Camoaros

Cﬁﬁgo

Costa Rica

Cote d'lveire

b - O b D 5 B b B P4
X I o X X IX X X X

3 Ix % [x [x Ix < x| x =
S N R P o R AN

>
X Ix % [ [ fxofx x| <
X Ix > [x Ix e [x ] fxc

S N S N R P P R

e [x [ Ik e px [ ]x L
[ <[ [ >< AR X
B S R L P N A S

iExportAdministration'Regulaﬁons Lo X _ ' March 18, 2002




/Commerce Control List Overview and the Country Chart Snpplemén; No.1to Part'733—pag:e 4

Commerce Country Chart ~

L _ - :Reason for Control ;-
S - Chemical & Blological.  Nuclear | = National :© Misslle - Regional .. Firearms” i . Crime - Lo At
Countries ;e oo Weapons- - U Nonproliferation” . 'Secuiity - Tech!. . .. Stability - - Convention - Control " -
S ce’ e8> o8 . NP NP L Ns. NS’ MTYY Rs. RE&YS. FG .-l CO.- €6 - OC, AT AT
SN Z B g i gt gint 10 g g S T

Croatia - . M XX X X Xl X I xf x ' I X 1 X
‘Cuba S - o _ 'Se'é:{_ art 746 of the EAR to determine whether a license is required in o
oypris T . .

rder to export of reexport to this destination.

}

x| d b s xbx W x) | xd

.- Czech Republic

‘Denmark

Djibouti

. Dominica '

[_lpmin_iq_an Republic,

=

‘Ecuador

_Egynt

El Satvador

. Equatorial Guinea

Eritrea

Estonia

N R R S S E R T e e
> x| [P [ [ e[ g

x| I < Ix I [ [x I
MO I I X P XX X
> | [ I < [ Ix X

P [ e e e e e e e
1 N N N S R e el e

s I I I Ix i Ix Ix %
P P O Ve P b P

-Export Administration Regulations -+ - March 18, 2002
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--Cohl_lﬁefé_e Co_giﬁtry Chart
- - Reason for Control. -

. . Chemical & Blological - Nuclear . WNational - Missile = Regiomal . Firearms U ogrdme T T T Ande
Countries : . Weapons - Nonprolife_eraﬁon_-- " Security S Tech | Stability - Convention . Control : - h Terrorism

e cB g NP NP NS NS -  MT . R RS , .. FC
1 ) 3 1. 2 - : S

X x| .
x| x|

_ cc  cc fce - AT - AT
1@ Ty iUy 2 1 3. o 3 i g 2

X X ;

Ethiopia o

X

Fiji

X
X

Finland

France

Gabon

Gambia, .The

x

=
>
>
5.
>

Georgia .

Germany -

Ghana

|
X
p4
p4

Greece

Grenada

Guatemala

Gtinea

Guinea-Bissau

XXX PXOPXOPXO X PP P T
IR R P PO PO P PR (I (O MR PO P PO
s[> x| [ [ P fx [ I X O[> [=

S s I [ I [ P I e fx e [x fx

X
XX X X
X X X X

X X I Ix
x = Ix |x

e e Ix I
B = < [x

Exporf'Adnﬁnistratiun Regulations - March 18, 2002




Commerce Controt List Overview and the Conntry Chart

'Coi.m.tr.ies

Guyana ]
Haiti

Honduras

Hong Kong -

_Hungary
leetand - -
India’
Indonesia
~ iran
Il‘alq1
Ireland -
Israel
Iiély'

Jamaica

Chemical & Biological *
- Weapons

CB -

ce -

2

cB
3 .

"Nuclear -
< - Nonprofiferation

Np
1

- . Commerce Country Chart . -

N

---."keaﬂsq_‘riffor Gohifol S a

National
|, Sedurity

oNs o -

Missile .
‘Tech - .

q

MY LT

__Regional
stability,

2

RS

- Fivearms -

1.

: Convenﬂqn

Do

Supplenient No

- 1 to Part 738-—page 6 - -

AT
i

Antl-
Tarrerism

AT

X

X

2

x

< Ix Ix

X
X
X
X

Ix [ [x Ix

X
X
X
X

> [x < |x

X

X

X

X

X
X
x
X
X
X

X

X

X

X

X

” -_

X

See part 746 of the EAR ‘o detérmine whether a license s fequired in order o export of reexport fo this destination.
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~ Gommerce Country Chart
 ReasonforControl
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Commerce Country Chart
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CATEGORY4 C’OMPUTERS

Note 1: Computers, related'eqimpment and -

"software” performing telecommunications or
”Iocal area network” functions must also be

of Category 5, Part 1 (Telecommunications).

Note 2: Control. units  that directly
interconnect the buses or channels of central
- processing units, "main stamge or  disk
controllers are not 'regarded as
‘telecommunications equipment described in
Category 5, Part 1 ﬁ’elecdmmunications).

N.B: For the control staz‘us of " oﬁware
specially designed jbrpacketsw:tchmg, see ECCN
SDOOI (Telecommunications).

Nate 3 Comngters, re_lated equipment and
2 "‘o ftware performing  cryptagraphic,
' c;yptoanalytzc certifiable multi-level security or
certifiable user isolation functions, or that limit
electromagnetic compatibility (EMC), must also

. .be’ evaluated against the = performance

"_characteristics in Category 5, Part’ 2
. ("Information Security”).

A. SYSTEMS, EQUIPMENT AND
COMPONENTS

4A001 ‘Electronic .'éomputers and related

equipment, and “electronic assemblies” and

- specially designed components therefor.

- License Requirements

Reason fbr. éoni‘ral: NS,MT, AT, NP, XP

Control(s) - Country Chart
- NS applies to entire entry . NS Column2
MT applies to items in

MT Colurmn 1
- 4A001.a when the :

Export Administration Regulations

Supplement No 1to Part 774

evaluated againstihe, pe}jbrmcmce_c;h_aractemncs-- —

_ Caiegory 4—page 1

parameters in 4A101 are
met or exceeded

AT applies 1o entire enfry  . . | A‘I‘ Column 1

@NP.-.applies,-unless--a--License- -:ESI(Ception-.--is-«

available, See §742.3(b) of the EAR for

information on applicable - licensing = teview

pohc1es

®XP applies to electronic computers with a CTP

- greater than 28,000 MTOPS, unless a License
-Exception is avallable

XP controls - vary
according to destination and end-user and end-uise;

~however, XP does not apply to Canada. See

§742.12 of the EAR for additional information.

. License Requirement Notes: See §743.1 of
the. EAR for reporting requirements for. exports

~ under License Exceptions. -

License Exceptions

LVS_ $5(}00 for 4A001 a; N/A for MT and -

4A0015
GBS: N/A

CIV: N/A

®List of Items Controlled

- Unit: Equipment in number; .parts and
accessories in § value
Related Controls:  See also.4A101. and
4A994. Equipment designed or rated for '
transient ionizing radiation is subject to the
export licensing authonty of the U.S.
Department of State, Office of Defense Trade
Controls. (See22 CFR part 121.) =
Related Definitions: For the purposes of
integrated circuits in 4A001.a.2, 5.x 10°
Gy(Si) = 5 x 10° Rads (Si); 5 x. 106 Gy (SI)/S
=5x 10® Rads (Sl)/s ST
Items:

a. - Specially designed to have either of the
following characteristics:

. March 6, 2002
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- a.l. Rated for operation at ah ambient.
temperature below 228 K( 45° C) or above 35 8K

(85°C);

Note: 4A001.a.1. does notapply to computers

“specially designed for civil automobile or railway
‘ tram appheat:ons

Supplement Ne. 1 to Part 774

Category 4—page 2

‘®NP applies, unless a License Exception is - -

available. See §742.3(b) of the EAR for
information on applicable licensing review

o policies.

OXP apphes to hybnd computers W1th a CTP

' greater than 28, 000 MTOPS, unless 2 License

Control(s)
| NS"app'Ii_es to entire entry

~ MT applies to hybrid-
- computers combined with
~specially designed "software", -
_ for modeling, simulation, °
*“or design integration of
~complete rocket systems and
* unmanned air vehicle systems

AT applies to entire entry

“a.2. Radiation hardened to exceed any of the

" following specifications:

a.2.a. A total dose of 5x IO3 Gy (S1)

a2b. A dose rate upset of 5 x 10‘5 Gy
(Sl)/s, or '

a.:2.c. Smgie Event Upset of 1x 10"'

“ Brror/bit/day;

‘. b, "thng'characfensncs orperfonmng'funcmms
~exceeding -the- limits in- CategOTY 5, Part 2

("Information Security”). -

4A002 "Hybrid computers" and "electronic

_assemblies” and SPECIanydESlgned components o
. therefor. e o

License Requirements

Reason for Control: ‘NS, MT, AT; NP, XP
Cozmtry Chart
NS Column 2

“+MT Column 1

that are usable in systems
controlled for MT reasons

AT Column 1

Export Administration Regulations

to destination and end-user and end-use; however,

. XP does not apply to Canada. See §742.12 of the
L EAR for add1t1ona1 mformanon ‘

'Llcense Exceptmns '

LVS 85000, N/A for MT
GBS: N/A '
CIV: N/A

List of Items'.ContxonIed' G

- Unit: Eqmpment in number, parts and

- accessones in'$ value -
" Relatéd Controls: See also 4A102 and 4A994‘

Related Deﬁmtwns N/A
ftems: . .

a, “f:'.Contalmng "d1g1tal computers" conirolled by' o

4A003;

b. Containing analog-to-digital converters having
all of the following characteristics:

b.1. 32 channels or more; and

b2, A resolutlon of 14 bits (plus sign bit) or

“more with a conversmn rate of 200 000
conversions/s or more _ :

4A003  "Digital computers”, "electronic
assemblies", and related equipment therefor,
and specially designed components therefor,

License Requirements

. Reasonﬁ)r Control: 'NS;. MT, CC, AT, .NP,

" March 6, 2002
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XP

Control(s) o Comltfy Chart

NS applics to 4A003.b and.c NS Column I -

NS apphes to 4A003 a, d, .6, NS Column 2

Supplement No. 1 to Part 774

. Category 4—page3

the EAR for reporting requuements for expoﬁs
under License Exceptmns o

Llcense Exceptmns s

@ LVS: . $5000; N/A for MT, b. and .c. .

GBS: Yes, for 4A003.d, .e, and .gand

undg

MT apphes to digital - MT Column 1
computers used as ancillary. - e
equipment for test

facilities and equipment

that are controlled by 9B005 o

or 9B006 :

CC applies to dlgltal computers cC Column 1
for computerized ﬁnger—pnnt
eqmpment ' o

® AT applies to entire entty AT Column 1

(refer to:4A994 for controls:
on digital computers with a
CTP 26 but <to 28 000 MTOPS)

'a.va1lable : See §742 3(b) of - the ‘EAR for-

mformahon ‘on apphcable hcensmg ‘review
pohcles ' :

*XP applies to digital computers with a CTP
greater than 28,000 MTOPS, unless a License
Exception is available. - XP controls.-vary
according to destination and end-user and end-use;
however, XP does not apply to Canada.. See
§742.12 of the EAR for additional information.

® Note: For all destinations, except Cuba, Iran, -

Iraq, Libya, North Korea, Sudan, Syria, no license
is required (NLR) for computers with a CTP not
greater than 28,000 MTOPS and for “clectronic
assemblies” described in 4A003.c that are not

capable of exceeding a'CTP greater than 28,000

MTOPS in aggregation. Computers controlled in

 this eniry for MT reasons are not eligible for NLR.

License Requirement Notes: See §743.1 of.

Export Administration Regulations

therefor, exported separately or as

N patt of 2 system.. - .
® CTP: Yes, for- computers controlled by
4A003.a .or -.b, -and. “electronic
assemblies” controlled by4A003 c,to
the - exclusion of other -technical
.- parameters; with -the exception of
. parameters specified as controlled for
Missile Technology (MT) concerns:
- - and 4A003.e(equipment performing
- analog-to-digital or digital-to-analog
conversions exceeding the limits of
3A001.a.5.a). See §740.7 of the

'CIV: Yes, for e; and: g :

Llst of Items Controlled
o Unit: Equipment _in number parts ‘and

accessories in $value - .
Related Controls: See also 44994 and 4A980 :

Related Dqﬁma‘mm N/A
Ttems: - :
Note 1: 44 003 zncludes the ﬁJllowmg
| a. Vector processors;
'b. A}_fmy processors; -
c bl'gitcll sign;zl pracessor;y;
: -'a’ Logz'cpracessorr

e Equzpment deszgned for “image
enhancement”; : RIS

IA Equzpment deszgned far "signal
processing”. - - .

March 6, 2002
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Nete 2:  The control status of the'”digital
computers” and related equipment described in

44003 is determined by the contro! status of oz‘her :

equipment or systems provided:-

a. "The "digital computers” or - related
equipment are essential for the operation of the

Supplement No. 1 to Part 774

-.. Category 4—page 4

processing units by data chanmels or by use of
shared storage to permit one central processing
unit to perform other workuntil the second central
processing unit fails, at which time the first
central processing unit takes over in order to
‘continue the system s ﬂnctwmng, oF

4 i(']ke .synchramzanon of two c:em‘m]

‘ﬂ.,;oz‘heneqqumen't or.systems;

b. 771e "digital = computers” : or related

equipment ave not a "principal element” of the

ather eqmpment or .s‘ystems, and

N B. I Tlie control status of "signal
. processing” or "image enhancement" equipment
specially - designed’ for: other equipment with

© functions limited to those required for the other.

equipment is determined. by the control status of
the ‘other equipment even if it exceeds the
"principal element” criterion. -

N.B. 2: For the \c'ontrai"_status of "digital

- computers” or related equipment. for
telecommunications equzpment see Category 3,
Part 1 (Telecommumcatzons) : :

c " The
by 4E.-
a. Designed or modified for "faukt tolefaﬁce";

Note: For the purposes of 44003.a., "digital
compuiters”
considered to be designed or modified for "fault

tolerance" if they utilize any of the jbllowing:

L. Error detection or correctmn algonthms in
"main storage”;

2. The interconnection of fwo "digital
computers " so that, if the active central processing
unit’ foils, an idling but mirvoring central

processing umit can  continue the system’s .

ﬁmctzomng,

3. The mz‘erconnectwn of two centraf ‘

Expori Administration Regulations

" “Mechnology” - for the "digital
- computers"” and related equipment is determined -

and related equipment ave not

processing units by "software" so that one central
processing unit vecognizes when the other central
processing unit fails and recovers tasks ﬁam the

failing unit.

®b. '"Digital computers" having a "composite.
theoretical performance” ("CTP") exceeding
28,000 million theorencal operatlons per second
(MTOPS); : .

¢. "Electronic assemblies” specially designed or.
modified to be capable of enhancing performance
by aggregation of "computing elements" ("CEs").

. 80 that the "CTP" of the aggregatlon exceeds the
limit in 4A003 b '

Note 1: 4A003 c applzes only to "electronic
assemblies” and programmable intercannections

'Vna't exceeding the limit in 44003.b. when shipped
- as-unintegrated "elecironic assemblies”, It does.

not apply to "electronic assemblies” inherently -
limited by nature of their design for use as related
equgpment camralled by 44003.4, or 44003.¢:

Note 2: 44 003 c dae.s‘ not control ’electromc
assemblies” specially designed for a product or
family of broducts whose maximum configuration .
does not exceed the limit of 44003.b.

d. - Graphics - accelerators and graphics
coprocessors *exceeding a - "three dimensional
Vector Rate” of 200 000,000;

e Equlpment perfonnmg anaiog—to digital
conversions exceeding the limits in 3A001.a.5;

f. 'Reserved. _
g.l Eﬁ}uipment specially designed to provide

March 6, 2002
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external intercomnection of "digital computers" o
associated equipment that allows commumcahons
at data rates exceeding L 25 Gbyte/s -

... Note: 44003.g does not control internal
interconnection equipment (e.g.; backp;’anes
buses) passive interconnection ' equipment,

Supplement No. 1 to Part 774

Category 4—page 5

4A101 Analogcomputers, " digital computers”
or digital differential analyzers, other than

.those controlled by 4A001 designed or modified
for use in "missiles", having any of “the

following (see List of Items Controlled).

—"network dccess controllers” oF Veommiunication”

channei controllers SRR

4A004 Computers, as follows (see List of Items

Controlled) and speclally desngned related -
equlpment "electromic assembhes“ and_'"

components therefor

Llcense Reqmrements

R “ Son ﬁnf Control NS AT

C’ontrol(s)
NS apphes to enure entry_ ~ NS Column2 o
: AT apphes to entlre entry':f' AT Columnl i

License Exceptions

“LVS: $5000
GBS: N/A
_CIV: N/A

List of Items Controlled '
Unit: Eqmpment in number' parts and
‘accessories in § value
‘Related Controls: N/A
Related Defiy nitions: N/A
Ttems:
a. "Systolic atray cqmpﬁters”;' B
b. "Neural computers";

¢. "Optical computers".

Expor.t' Adlﬁinis&aﬁou Regulations

C’auntry Chart

. 'Llcense Requlrements

Reason )‘br Conrrol MT AT

Control(s) Country Chart

MT applies to entire entry M’I’ Colu'mn 1

AT applies to entire entry AT Column 1

License Exceptions

CLVS: N/A
GBS: N/A
CIvV: N/A

List of Items Controlled

Umt Equlpment in umber
-~ Related Controls: NITA
Related Definitions: NIA
Items'

a, Rated for continuous operatlon at temperatures
from below 228 K (-45° C) to above 328 K
(+55°C); or

b. Designed as ruggedized -or "radiation

" hardened".

4A102 "Hybrid computers" specially designed -
for modelling, simulation or design integration
of "missiles". (These items are subject to-the -
export licemsing authority of the U.S.
Department of State, Office of Defense Trade -
Controls. See 22 CFR part 121,)

4A980 Computers for fingerprint equipment,

- ‘March 6,2002"::
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n.e.s,
Lleenee Reqmrements |
Reason far Canzrol CC A’I‘ |

Control(s) Counz‘ry Chart

Suuplem_eut No.1 to Part 774
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List of Items Contrdlled
”Umt Equlpment in number parts and

‘accessories in § Value
Related Controls: N/A.

RelatedDeﬁmtzons "Two.dzmenszanal vector.
. rate" is the. number vectors generated per . -
..second.that. have 10. pixel. poly. 11113 vectors, o

cc applies to entire entry o

AT applies to entire entry ' 'AT Column 1

License Eﬁceptions
LVS: NA
GBS N/A.
CIV: N/A

List of Items. Controlled

- Unit: Equipment in number - -
Related Controls: N/A
Related Definitions: N/A
ltems: .

‘The list of items controlled is contamed in the

- ECCN heading,

4A994 Computers, "electronic assemblies",

and related equipment not..controlled by
4A001,4A002,0r 4A003, and speuallydesngned.

compoxnents therefor.
License Requirements . -
Reason for Can.tral 1 AT
Cantral(s)
AT apphes to entn‘e entry |
License Exceptmns o
LVS: NA
- GBS: NA
. CIV: . N/A

Export Adminisiration Regnlations

CCCotumn1

__Coz_mtr,y Chart : -

. ATColumal -

clip tested, randomly oriented, with either

integer or floating point X-Y coordinate
values (whichever produces fhe maximum
rate) (see paragraph (g) of th1s ECCN).
Jtems:

a. Electromc computers and related equ1pment -
and "electromc assemblies” and specmlly designed

components therefor, rated for. operation at an
. ambient temperature above 343 K (70 °C); =

b. "Digital computers" having 2 "composite
. -theoretical performance” ("CTP") equal to or -
greater than 6 million theorehcal operatmns per

second (MTOPS);

c. "Electromc assembhes that are. specially. .
demgned or modified to enhance performance by
aggregatlon of "computing elements" ( "CES ') as )

follows:

¢.1. Designed to be capable of aggrégaﬁ onin ™

configurations of 16 or more "computing
elements" ("CEs"); or o

c.2. Having a sum of maximum data rates on
all channels available for connection to associated
processors exceeding 40 million Byte/s;

Note 1: 44994.c applies only 1o “electronic
assemblies" and programmable znterconnectzons
with a "CTP" not exceeding the limits in 44994.5,
when shipped as unintegrated "electronic
assemblies”. It does not apply to "electromic

. assemblies” inherently limited by nature of their

design for use as related equipment controlled by
44994.

Note 2: 44994.c does not comtrol any

March 6,2002
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"electronic assembly” specially designed for a
product or family of products whose maximum
configuration does not exceed the lrmzts of -
4A4994.b.

d. Disk drives and solid state storage equiprrmnt: _

1T T Maggietic) )
magneto-optical disk drives with a "maximum bit
transfer rate" exceeding 25 million bit/s;

d.2. Solid state storage equipment, other than

"main storage" (also known as solid state disks or

RAM disks), with a "maximum bit transfer rate"
exceeding 36 rmlhon b1t/s, R

e. Input/output control uni‘gs designed foruse with
equipment controlled by 4A994.4; ;

f. Equipment for "signal processing" or "image
enhancement” having a "composite theoretical

performance" ("CTP") exceeding 8.5. mllhon'

theoretlcal 0perat10ns per second (MTOPS)

g. Graphlcsaccelerators or graphics cqprocessors "

that exceed a "three dimensional vector rate™ of
- 400,000 or, if supported by 2-D vectors only, a
- "“wo dimensional vector rate" of 600 000

Note: The provisions of 44994.g do not apply
to work stations designed for and limited to:

a. Graphic arts (e.g., printing, publishing);

b Tf’ze'disp;lay of two-dimensional vectors.

h. Color displays or monitors having. more than -
120 resolvable elements per cm in the direction of

the maximum pixel density,'

Note I: 44994.h does not control drsplays or

‘montitors not specially designed for electronic:

camputers

Note 2: Displays speczalbz designed for air -
traffic control (ATC)} systems ‘are treated as

Export Administration Regulations

Supplement No. 1 to Part 774
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specially designed comﬁonents Jor ATC systems
under Category 6. .

i. Equipment containing "terminal” interface

‘equipment” exceeding the limits in SA991, -

Note: For the purposes of 44994.i, "terminal

network” interfaces, ‘modems ‘and other
communications interfaces. "Local area network”
interfices are evaluated as "network access
controliers”.

j.  Equipment specially designed to provide:
external interconnection of "digital computers" or.
associated equipment that allows communications
at data rates exceeding 80 Mbyte/s .

" Note: 44994 does not control internal
interconnection’ ‘equipment {e.g., backplanes,
buses) " passive * interconnection equipment,
"network access controllers” o¥ Feommunication
chanmnel controllers”. - S E

B. TEST, INSPECTION AND
PRODUCTION EQUIPMENT

4B994 Equipment for the "cievelopment" and
"production” of magnetlc and optlcal storage
equipment, - g Lo
License Requiretttents
Reason for Control: AT -
Control(s) - Country Chart-
AT applies to entire entry  * *'AT Column 1 -

License Exceptions

LVS: N/A
‘GBS: N/A

- CIV: NA

-+ Mareh', 2002 -
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List of Items Controlled -

Unit: § value
. Related Controls: This entry does not control
general-purpose sputtenng equlpment
" Related Dgﬁnztmn N/A '
- Items: ' . R

Supplement No. 1 to Part 774

Category 4—page 8
List of Items Controlled

Unit: $ value
Related Controls: N/A
Related Dqﬁmtzons N/A
Items

nen e

a. 'Eqmpment specially de31gned for the:
apphcatmn of magnetic. coatmg to controlled
non-flexible (rigid) magnetic or magneto-optlcal

media;

b. .. "Stored program controlled" equipment

specially designed- for ~monitoring, . grading,

exercising or testmg controlled ng1d magne'nc .

media;

c... Equipment specially designed for::the

"production” or alignment of heads or head/disk .
-assemblies - for:.controlled. rigid . magnetic .and-
magneto-optical storage, and electro-mechanical.

or optical components therefor. . -

4C994 Materials specially formulated for and
required for the: fabrication. of . head/disk
assemblies  for | controlled . magnetic .. and
magneto-optical hard disk drives.

License Requirements
Reason for Control: AT -
Control(s)
AT applies to entire entry . . - AT Columnn 1
License Exceptions
LVS: NA

GBS: N/A
CIV: N/A

Expert Administration Regulations

Country Chart .-

‘The list of items c_ontroIled is contamed in the

ECCN headmg

D. SOFTWARE

Note: The cantrol status of ”sofnmre " far the _
"development”, 'production”, . or "use” of
equipment desartbed in other Categories is dealt’
with in the. appropnate Category. The control
status of "software” for equipment descrzbea' in
tkzs C’ategory is dealt with herein.

4D001 "'Software"j speclally des1gned ori'_

‘modified for the "development”, "production”

or "use" of equipment or "software" controlled

by 4A001 to 4A004, or 4D (except 4D980 _

4D993 or 4D994)

License Requirements

" Reason far‘Co_r_ﬁtroI:_ NS, MT, _CC,;A’I_‘,

NP, XP
Coﬁt.rol.(s)‘ N | 'Cozvm.try Chart
NS applies to "software” for . NS Column !
commodities or software -
controlled by 4A001 to 4A004,
4D001 to 4D003 - e
MT applies to ”soﬁwar.e;'. MT Columa1

for equipment controlled by . .
4A001 to 4A003 for MT. reasons

CC applies to "software" CCColumn 1
- for computerized -
finger-print equipment

March 6, 2002
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controlled by 4A003 for
.CC Teasons

AT ‘applies to entire entry _‘ 'AT Colmnn 1

.NP applies, unless a License Exception is

available. See §742.3(b) of the EAR' for

S{tpplénient No..:l to Part 774
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Kingdom; and’

(i) Specially designed for the
"development" or
“production” of any of the
following: _

~'(A)"Digital” computers
controlled by 4A003.b

information on applicable 11censmg reView
policies.

oXP applies to “software” for computers with a
CTP greater than 28,000 “MTOPS, unless a
License Exception is available. XP controls vary
according to destination and end-user and end-use;
however, XP does not apply to Canada.  See
§742.12 of the EAR for additional information.

. License Requirement Notes: See §743.1 of
the EAR for reporting requlrements for exports
under'Llcense Exceptlons '

Llc,ense Exceptlons

L CIV: NA
® TSR: (a) N/A for:

- (1) "Soﬁwaré" controlled for MT

B reasons

(2) "Software" for equlpment or

' . “software” requiting 2 license; or

(3) “Software” described by TSR
‘paragraph’ _(b)(l)(g) of this' License

Exception section, when exported or
reexported to a destination not
_included in TSR paragraph (b)(1)(i)
" of this Llcense Exceptlon sectlon
" (b) Yes for:
© (1) “Software”: :
{i) Exported or reexportedto

Australia, Austria, Belgium;-

. Canada, Denmark, Finland,
* France, Germany, Greece,
Ireland, TItaly, Japan,
Luxembourg, the
Netherlands, New Zealand,

Norway, Portugal, Spain, -

Sweden, Switzerland,
Turkey, or the - United

Export Administration Regulations

“gnd” Having a CTP
exceeding than 33,000
MTOPS; or
- (B) "Electromc assemblies”
: controlled by 4A003.c
- and capable of enhancing
“performance by
. aggrega’non “of
“"compirting elements” so
that the CTP of the
aggregation - exceeds
33,000 MTOPS; and
) (2) All other “software” not described
" 7 in ‘TSR paragraphs (a) or (b)(l) of
: th1s Llcense Exceptlon sectxon

List of Items Controlled '

Unit: $ value

Related Controls: N/A
Related Definitions: N/A
Items:

The list of items controlled 1S contamed 1n the
ECCN headmg

4D002  "Software" specially designed or
modified to support "technology” control[ed by
4E (except 4E980, 4E992, and 4E993)

License Reqmrements

Reason for Control NS MT AT, NP XP

Camrol(s) C'ount;y qurt _
NS applies to entire entry N NS Cololozl 1

" MT applies to "software" | MT Colurmm 1 |
" Mareh 6, 2002
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for equipment controlled: -
by 4E for MT reasons . -
AT apph;es' to entlreentry AT Column 1

ONP .applies, . unless a Ltcense Exception is
available. = See §742.3(b) of the EAR for

__Suj:plemen_t No. 1 to Part 774
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AT applies to entire entry .- . AT Column [

License Requirement Notes: See §743.1 of
the BAR for reporting requirements for exports
under Llcense Exception.

Lice_ils__e Excep t_iq ns -

»_1nfonn9.t10n_-‘_~el__1-;-----‘appl_icable-.n..ﬁcensing....‘..review
-policies. . -

| ‘®XP applies to' "software" for computers with a
CTP. -greater - than . 28,000 MTOPS, unless a
License Exception is ,avaﬂable XP confrols vary

eccording to destination and end-user and end-use;

however, XP does not apply to Canada. See
' ,§742 12.0f the EAR for additional information.

Llcense Excepuons -

CIV N/A [T

_TSR Yes, except N/A for MT and for
"software". speczﬁcally desxgned or modified
to support “technology“ for computers
requiring a license. - : . o

~ List of Items Controlled

Unit: '$ value ER
Related Controls: N/A
Related Deﬁmtzam‘ N/A
. Items:. e

The list of items controlled is contatned in the
- ECCN heading.
4D003 SpecLﬁc "software" as follows (see Llst
of Items Controlled).
License Requlrem ents

Reason for Control NS AT
Controlls) |
NS applies to entire entry NS Column1

- Export Administration Regulations

C'aum‘ry Chart :

S CIV: N/A
TSR: Yes, except 4D003.c

®List of Iterhs"C'm'ltt_tel'Ied_ L

o Umt $va1ue . o

o Related Controls: N/A .
Related Definitions:. N/A
Hems:

e. Operatmg system ”soﬁwzre“ "eeft\#are"
development tools and - comptlers specially

~designed - for "multi- dafa-stream processing”
- equipment, in "source code"; . . . . .-

b. [Reserved]

c. "Software” having charactensncs orperfonmng

functlons exceeding the hmxts in Cate gory 5, Part

2 ("hformatlon Security");
d. Operatmg systems spema]ly de51gned for "real

time processing” equipment that guarantees a
" gIobaI mterrupt Iatency time" ef less than 20 pis.

4D102 > '":éioftv_tere'-"._Lspeqisitli‘yf:;,' tlesigned or
modified for the " development", "production™
or “use" of equipment controlled by 4A101.

Llcense Reqmrements 0

Reason for Canirol MT AT

Cantral(s) Country Chart
MT applies to entHe fent_:qt ) " MT Column 1
AT eppltes to entire entry- AT Column 1-

| March 6,2002
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- License Exceptions
CIV: N/A o
TSR: NA.. ...

List of Items Controlled

S_ui:plement No. 1 to Part 774

‘ C:_ltegor& 4—page 11

"software", "software" allowing the automatic
generation of "source codes", and operating
system "software" not controlled by 4D003 that
are specially designed for real time processing
equipment. ,

License Requirements

Unit: $ value
Related Controls: N/A.
Related Definitions: N/A
Items:

The Tist of items controlled is contained in the
ECCN heading.

4D980 "Software" specially designed for the
"development”, "production”, or "use" of
items controlled by 4A980. .

' Llcense Requlrements

Reason ﬁnr Cantrol CC AT

Control(s) Countrjy Ckart
CC apphes to entu‘e entry . CC Colu;xm 1
AT applies to entire entry = AT Colimn1
License Exceptions
CIV: N/A
- TSR:, -N/A . |

List of Items Controlled . .
- Unit: $vg1ue y

Related Comtrols: N/A .. |

.- Related Defir mtzons NA
Items: .

The list of items controlled is. contamed in the
ECCN headmg '

4D993 "'Program" _ f)rbbf and validation

Export Administration Regulations

Reason 1 for Control: AT

Cauntr(y Chart

Controlfs)
AT applies to entire entry A’I Column 1
" License Exceptions
CIV: N/A -
TSR: N/A

List of Items Contlfo_llefl N

Unit: $ value

Related Contrals: N/A
Related Definitions: NIA~
Ttems;

a. "Program”. proof and validation "software"

using mathematical and analytical techmques and
designed or modified for "programs" having more
th_an 500,000 "source code",_ins_t{uctions;

' "Soﬁware“ allowmg the automatic gerieration
of "source codes" from data acqulred on line from
external sensors desc_nbed i the Commerce

'Control List;

c. Operating system "software" not controlled by_
4D003 that are specially designed for "real time
processing” equipment that guarantees a "global
interrupt latency - time" of less than 30
microseconds.

4D954  "Software" specially designed or
modified for the "'development", "production”,

~ or "use" of equipment controlled by 4A994,

‘March §,2002
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4B994 and materials controlled by 4C994.

.:l_Llcense Reqmrements : R
Reason for Control: - AT _

Control(s). ... " Country Chart

Supplement No 1 to Part 7‘74

o Cat'ég‘ory'o——'page:lz
4D001 to 4D003

MT applies to "technology”
for items controlled by - .
4A001 t0 4A003 4A101, 4D001, _
4D102 or 4D002 for MT reasons -

MT Columnn 1

. o CC applies to "technology”  CC Column 1
AT applies to entire entry AT Column 1 for computerized fingerprint =~
S o : ' equipment controlled by 4A003
License Exceptions for CC reasons
CIV: N/A AT applies to entireentry AT Column 1

List of Items Controlled

- Unit: $ value
Related Controls: N/A. | .
Related Definitions; N/A

Items:

The list of items conu'olled is contamed m n the

ECCN heading.

4£001 "Technoloéy" according to the General
Technology Note, for the 'development”,

"production'’ 'or "use"_ of equ:pment or
"software” controlled by 4A (except 4A980,

4A993 or 4A994) or 4D (except 4])980 4D993
41)994)

Llcense Requlrements L

Reason jbr Ccmtrol NS MT, CC AT NP XP _

Control(s) Country Chart

NS appﬁes to i'too.hi:lologj,(
for commodities or software .
controlled by 4A001 to 4A004,

Expori Administration Regulations

NS Columnl

®NP applies, unless 2 License Excéption is
available.  See §742.3(b) of the EAR for

informanon -on appl1cab1e hcensmg rewew

pohc1es '

®XP applies to “technology"‘for cbmputérs with
a CTP greater than 28,000 MTOPS, unless a -
License Exception is available, XP controls vary
according to destination and end-user and end-use,
however, XP does not apply to Canada. See

' §:{42.12 of the EAR for additional information.

License Requirement Notes: See §743.1 of -
the EAR for reporting requirements for exports
undor Lloense Exceptions. ;

License Exceptions

CIV: N/A

® TSR: (a) N/A for;

(1) "Technology” controlled for MT
reasons; or =

) ‘Technology” déscribed by TSR
paragraph (b}(2)(i) of this License
Exception, when exported or
reexported ‘to a - destination not
included in TSR ‘paragraph (b)(2)(1)
of this License Exception.

(b) Yesfor; |

(1) “ Technology” d1rect1y telated to
hardware eligible for export or
reexport under a License Exceptlon
(2) “Technology™: :

* March 6, 2002
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() Exported or reexported to

Australia, Austria, Belgium,

- Canada, Denmark, Finland,

. France, Germany, Greece,
Jreland, Ttaly, Japan,
Luxemb ourg, the

Netherlands, New Zealand, '

Sopplement No. 1 to Part 774
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' Related Definitions: N/A
“ltems:

The list of items controlled is contained in the
ECCN heading. '

- Norway,’ Portugal,—Spaim, —

. Sweden, -Switzerland,
' Turkey, or the United
- Kingdom; and
(1) For the "development” or
"production" of any of
... the following: .
“ (A)  "Digital" computers

controlled by

. 4A003.b and having
~a CTP ekceeding
33,000 MTOPS;
(B) "Electronic assemblies"
controlled by 4A003.c
- and capable of enhancing
performance by
aggregation of
"computing elements" so
that the CTP .of the
"~ - aggregation - exceeds
" 33,000 MTOPS,; or
{C) “Software” controlled_by
4D001 and  specially
designed for the
" “development” or
“production” of
equipment listed in TSR
paragraphs (b)(2)(i)(A)
or (b)(2)(11)(B) of this
_ License Exceptmn
" section; and .
(3) All other “technology” not
described in TSR paragraphs’ (2),
(b)(1), or (b)2) of thJS L1cense
Exceptmn sectxon

List of Items Controlled

Unit: NIA.
Related C'antrals N/A

Export Admioistraﬁon Regulations

4E980 "Technology" for the "development”,
"production”, or "use" of ite_l_ns controlled by
4A980. P

License Requirements

Reason for Control: " CC, AT

QOt;tral(s) Couotry éhart_
CC applies to .eﬁtire ontry :-CC"Cqu_r,rlm l '
AT applies to entire entry  ~ AT Colurnn 1
"IliCense' Excojlﬁons : -
CCIV: N/A
TSR N/A ’

‘List of Ftems Controlled _ : 7

Unit: N/A _
Related Controls: N/A -+
. Related Definitions: N/A
" Htems:

The list ‘of items controlled is contained in the
ECCN heading. '

4E992 "Technology" for the "development',
"production”, or 'wse" of equipment
controlled by 4A994 and 4B994, materials
controlled by 4C994, or "software” controlled
by 4D993 or 4D994. -

License Requirements -

" Reason for Control: AT
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Control(s) ' Cour}try Chart |
AT applies to entire.entry .. AT Column 1
_ License Exceptions
av: NA
TSR N/A

' Su.pplemen_t'No. 1 to Part 774
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a.,. ,_"'_Teohno]bgy'_' for the "development" or
"production” of graphics accelerators;

.. "Technology",. for the "development" or
"production” of equipment designed for .
"multi-data-stream processing";

List of Items' Contrulléd .

Unit: N/A .

Related Controls: See also 4E994
Related Definitions: N/A .
Items: ) h

The list of items controlled is contained in the
- ECCN heading. | -

4E993  Other "Techuology" for the
"development” or "production” of graphics

accelerators or equipment designed for "multi-

~ data-stream processing” and.."technelogy”

"required" for the "development" or

" "production” of magnetic hard disk drives.

- License Requirements.; oo
Reason for Control: AT . -

Control(s) | | bouﬁ}iy Chart

AT applies to entire entry. . . AT Column 1.

License Exceptions

CIV N/A
TSR N/A

' Llst of Items-Contxtdlled

Unit: N/A _

Related Controls: NfA
Related Definitions: N/A .

Trems:

Export Administration Regulations

: "Technology" "requlred“ forthe "development"

. or "producuon" of magnetic hard disk drives with

a "maximun bit transfer rate" ("MBTR")
exceedmgllelt/s

_EAR99 Ttems 'sglibject to the EAR that are not
_elsewhere specified in this CCL Category or in

any other category in the CCL are designated
by the number EAR99.

‘ Iliforfrnatidn on How to Calculate "Composite

Theoretical Performance (" CTP")

' 'I"ech_nfié'a:l Note:

_ "COMPOSITE THEORETICAL
_PERFORMANCE" ("CTP")

Abbféw_'ations used in ‘this' Technical Note

"CE" . "computing element"(typically
' an arithmetic logical unit)

FP floating point

XP .. fixed point

t . execution time

XOR . exclusive OR

CPU  central processing unit

TP theoretical performance (ofasingle"CE")
"CTB” ""composite theoretical - performance”
U0 (roultiple "CEs™ T

R effective calculating rate B

WL  word length ' '

L word length adjustment

* multiply

Execution time t is expressed in microseconds, TP

and "CTP" are expressed in millions of theoretical

" March 6, 2002
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operations per second (Mtops) and WL is

expressed in bits.

 Outline of "CTP" ecaleulation method

“CTP" is ameasure of computatmnal perfonnance - B
given in Mtops. In calculating the "CTP" of an -

Supplement No. 1to Part 774
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* Details for these steps are given in the following

sections.

Note 1: For aggregations of multiple "CEs"

. that have both shared and unshared memory
subsystems, the calculation of "CTP" is completed

hierarchically, in two steps: first, aggregate_the

aggregation of "CEs" the follomng three steps are”

requn'ed

1. Calculate the effective calculating rate R~

for each "CE"

2. Apply the word lén'gt}'i'adjusﬁhenf (L) fo .

the effective calculating rate (R), resulting in a
Theoret:lcal Performance (TP) for each "CE"

3 If there is more than one "CE" combme o
the TPs, resulting in a "CTP" for the aggregahon -

Export Administration Regulations

- calculate the "CTP" of the groups using the

calculation method for multiple "CEs" not sharing" -
memory. ' .

Note 2: "CEs" that are limited to input/output
and peripheral functions (e.g., disk drive,

communication and video display controllers) are
not aggregated into the "CTP" calculation.

March 6, 2002 -
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The following table shows the method of calculatlng the Effective Calculatmg Rate R for each "CE"

Step I The q}j‘"ectzve calculatmg rate R .

_For "CEs" Implementmg

Effective calculating Rate, R

..Note:. Every "CE".must. be efaluated

-indep endently
“XP only _1
e oo 3 * (txpndd)
e if no add is implemented use:
ﬁxpmu[t) o R o
If neither add nor mu1t1ply is 1mplemented use
the fastest aVaﬂable anthmenc operatmn as’
follows: -~
1
3*t,
SeeNotes X & Z
FP onty 1 1
Ry T SR —
: thoat T - -
See Notes X & Y
Both FP and XP Calculate both
(R) R Xps R [
For simple logic processors not implementing - 1
any of the specified arithmetic operations. | -~--—--
3 * 1y,
Where t,,, is the execute time of the XOR, or for

logic hardware not implementing the XOR, the
fastest simple logic operation,
SeeNotes X & Z

For special logic processors not using any of the
specified arithmetic or logic operations.

Export Administration Regulations

| R=R'* WL/64

Where R' is the number of results per second,
WL is the number of bits upon which the logic
operation occuis, and 64is a factor to normalize
to a 64 bit operation.

. March §,2002
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Note W: For a pipelined "CE" capable of
executing up to one arithmetic or logic operatmn
every clock cycle after the pipeline is full, a
pipelined rate can ‘be’ established. The effective

calculating rate (R) for such a "CE" is the faster of

the plpelmed rate or non-prpelmed execuuon rate.

T Note X: Fora"CE" that performs muItlple o
operations of a specific type in a single cycie (e.g.,

two additions per cycle or two identical logic
operations per cycle), the execution time tis given

by

- ojrcle tizrle'

the number of identical operanons
per machme cycle

"CEs" that perform different types of arithmetic or

Iogw operations in a’ ‘single machiné cycle are to
be treated as multiple Separate "CEs" performing -
s1mu1taneous1y (e.g., a ‘"CE" performing ‘an-
addition and a mu1t1p11oat10n in one cycle is to be'

treated ‘as two "CEs", the first performing an

~ addition in one cycle and the second performinga ~
~ multiplication in one cycle). If 2 single "CE" has
- both scalar functron and vector funcuon, use the -

shorter execution time value.

Note Y: For the "CE" that does not

implement FP add or FP multiply, but that
perfomls FP dwlde o

If the "CE" implements FP reciprocal but not FP -~
‘add, FP multiply or FP divide, then

1

Ry =

tfpreciprcmnl

If none of the specified instructions is

Export Administration Regniations
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'one or more results fromtwo-or more operands.
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implemented, the effective FP rate is 0. -

Note Z: In simple logic operations, a single.
instruction performs a single logicmanipulation of
no more than two operands of given lengths. In"
complex logic operations, a single instruction
performs multiple logic manipulations to produce

Rates should be calculated for all supported
operand lengths considering: both pipelined
operations (if supported), and non-pipelined
operations using the fastest executing instruction
for each operand length based on: .. :

1. Pipelined or register-to-register operations.

" Exclude extraordinarily short execution times"

generated for operations on a predetermined
operand or operands (for example, multiplication -
by 0 or 1). If no register-to-register operations are
implemented, continue with (2).

2. The faster of register-to-memory or -
memory-to-register operations; if these also donot -
exist, then continua with {3).. -

3 Memory—to-memory

In each case above use the shortest execution t1me

certified by the manufacturer
Step 2: TP for each supported operand length WL

Adjust the effectlve rate R (or R") by the word
length adjustment Las follows .

TP=R * L, where L = (1/3 + WL/96)' |

‘Note: The word length WL used in these
caloulations is the operand length in bits. (If an
operation uses operands of different lengths, select
the largest word length.) The combination of a -
mantissa ALU and an exponent ALU of a floating -
point processor or-unit is considered to be one-
"CE" with a Word Length (WL) equal to the .
number of bits in the data representation (typically
32 or 64) for purposes of the "CTP" ¢alculation.

... March 6,2002 .
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This adjustment is not applied to specialized logic
" processors that do not use XOR instructions. In’
ﬁns case TP = R ‘ R
Select the maximun resultmg value of TP for

: Each XP-only "CE" (R,,P); :

Supplement No. 1 to Part 774
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into .account all hardware and/or architectural
constraints on overlappmg operatlons

Note 2; :A_ 5single int_egrated _circu_it chi'p‘oi"

board assembly may contain multiple "CEs". .

Note3: Simultaneous 6perafioris are assumed
to exist when the computer manufacturer claims

Each FP-only "CE" (pr),
- Each combmed FP and XP "CE" (R)

o Each snnple 10g1cprocessor not unplemennng
any of the speclﬁed arithmetic operations; and

Each special logic processor not using any of
the speclﬁed anthmetlc or logic: operatlons

Step 3: "C’H-’” Jor: aggregatwm af "CES"I

including CPUs.

ForaCPUwitha smgle "CE" ‘"C"IK'P" —TP o

(for "CEs" performing-both ﬁxed and- ﬂoatmg

‘point operations .
TP = max (TP;, TP, ))

*CTP" for aggregations -of multiple  YCEs" |
- operanng sunultaneously is calculated as follows:

Nate 1 For aggregations that do not allow all
of the "CEs" to run simultaneously, the possible

combination of "CEs" that provides the largest -

- "CTP" should be used, The TP of each

contributing "CE" is to be calculated: at its
maximum value theoretically possible before the .-

*CTP" of the combination is derived.

NB. To determine the possible
combinations of simultaneously operating "CEs",

generate an instruction sequence that initiates .

operations in multiple "CEs", beginning with the
slowest "CE" (the one needing the largest number
of cycles to complete its operation) and ending

with the fastest "CE". . At each cycle of the
sequence, the combination of "CEs" that are in -
operation during that cycle is a. possible
combination. The instruction sequence must take. -

Export Administration Regulations

concurrent, parallel or simultaneous operation or
execution in a manual or brochure for the:

computer.

Note 4:
aggregated for "CE" <combinations
{inter)connected by "Local Area Nétworks", Wide
Area Networks, I/O shared. connections/devices,
I/O controllers. and ‘any . communication
interconnection 1mplemented by "software”.

. Note 5: "CTP" values must be aggregated for .
multiple. "CEs" .specially designed to_enhance .
performance by ..aggregation, operating
simultaneously and sharing memory,- or multiple -
memory/"CE"-  combinations _operating
simultaneously . utilizing ,specially designed .
hardware L o "

This aggregatlon docs not apply to ele_q:tfbn_ip;:;

assemblies” described by 4A003.c. -
"CTP"=TP,+C, * TP, + ...+ C, * TP,
whéfé the TPs are ordered by. .Vah.xe, with T'P1 _'
being the highest, TP, being the second highest,

, and TP, being the lowest. C, is a coefficient

determined by the strength of the interconnection -
between "CEs", as follows: '

For multiple "CEs" operating simultaneously and
sharing memory: . ' '

C,=C=Cy=..=C,=0.75
Note 1: When the "CTP" calculated by the -

.. above method does not exceed 194 Mtops, the
following formula may be used to calculate C;:

~March 6, 2002
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. Ci = ——— (i = 2, LETY » n)
vm

- where m = the number of "CEs" or groups of

"CEs" sharing access.

s“lii‘iemont No.1to i’a_i-g 774 :
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045 * X, (i = 65,...,256)
030 %k G > 256)

o |

The value of C; is based on the number of "CE"s,
not the number of nodes.

Where ki '—“ mm(si :1),311d

K. = normalizing factor of 20 MByte/s.

1. The TP, of each "CE“ or group of "CEs" does
not exceed 30 Mtops; . .

2. The "CEs" or groups of "CEs" share access to

main memory {excluding cache memory) overa .

single channel; and

3. Only one "CE" or group of "CEs" can have use
of the channel at any given time.

N.B.: This does not apply to items controlled
under Category 3.

Note 2: "CEs" share memory if they access a
common segment of solid state memory. This
memory may include cache memory, main
memory or other infemal memory. Peripheral

memory devicgs such as disk drives, tape drivesor -

RAM disks are not included.
For Multiple "CEs" or groups of "CEs" not

sharing memory, interconnected by one or more
data channels:

C = 075+k (i =2

, 32) (see Note
below) .

060 %k G =33, ., 64)

Export Administration Regulations

- §; = .~ sum of the maximum data rates (in

“units of MByte/s) for all data_
.~ chamnels connected to the i®
" "CE" or group of "CEs" shanng

' memory.

- W'hen c.alol.ﬂaﬁng"a' G fdr a group of 'iCES;', e

number of the first "CE" in a group determines the

proper limit for C. For example, in an
- aggregation of groups consisting of 3 "CEs" each,

the 22nd group will contain "CE",, "CE", and
"CE"¢. The proper limit for C, for this group is
0.60.
Aggregation (of "CEs" or groups of "CEs") should
be from the fastest-to-slowest; i.e.:

TP,z TP, 2 ...2 TP, ,and

in the case of TP, = TP,, ,, from the largest to

- smallest; i.e.:

Gz Gy,

Note: The k; factor is not to be applied to
"CEs" 2 to 12 if the TP, of the "CE" or group of
"CEs" is more than 50 Mtops ie., C,for "CEs" 2
to 1215 0.75.
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~ Useful Web Sites

 BIS Site: ht'tp-llwWw bxa, doé govl o

. '-*-':"‘-ODTC Szte http Ilwww pmdtc. orgl 0
. -OFAC Slte http IIwww.treas. govloff’ ceslenforcement!ofacl

.- ,Mlcrosoft S|te http Iwww. mlcrosoft comlexportmg




