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Calendar No. 735
107TH CONGRESS $.63021) SESSION e 3

[Report No. 107-3181

To prohibit senders of unsolicited commercial electronic mail from disguising
the source of their messages, to give consumers the choice to cease

receiving a sender's unsolicited commercial electronic mail messages, and
for otlicr purposes.

IN THE SENATE OF THE UNITED STATES

MARCo 27, 2001

Mr. BusN (for himself, Mr. WYI)EN, Mr. LIEBERMAN, Ms. LANDRIFU, Mr.
l'O~gRnIuLLI, Mr. BREAUX, Mi. MURKOWSKI, Mr. ALLEN, Ms. SNOWE,
Mr. THiOMAS, Mr. HUTCHINSON, atid MI% STEVENS) 1tioduiced the fol-
lowing bill; which was read twice and referred to the Committee on Comi-

merce, Science, and Transportation

OCTOBER 16, 2002
Reported by Mr. HOLLIN(GS, with an amendment

I Strike out all after the enacting clause and insert the part printed in italic I

A BILL
To prohibit senders of unsolicited commercial electronic mail

from disguising the source of their messages, to give

consumers the choice to cease receiving a sender's unso-

licited commercial electronic mail messages, and for other

purposes.
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2

1 Be it enacted by the Senate and House qf Represenla-

2 tives of the United States of America in Congress assembled,

3 SECTON 1-. SHORT TITLE.

4 W44, Aet fnty he eked as the ,Coetrolfitt the Assaul

5 4f Non Seleited Perneography atnd Malrketing Aet 4

6 20041, th e "CANSPAM Ae4 of f"

7 SE CO.N2ON GRESSIONAL FINDINGS AND POLICY.

8 {-aj FIN ~I~GS. 'The. Cengress 1ithdls the &ollowittgt

9 4--} hefe is -a 4f t of r ee speeh en the Intev-

10 et-.

11 Pihe internet has inereasin heeente a. e4--

12 ieal mode o glehal co mniation n te now prese.ts

13 uu.p ..eeede.ed ppe......i.ieso t he te de..elp.ie.. an4

14 grovh o g l eentmmeree end a. integrated wevd-

15 iide eeonemty. In e-der ffw glha eonnferee en the

16 htternet te reaeh its tall petetiatif itdMd4ds atnd

17 entities using the Internet awd eother enlie seri4ees

18 should he pr.evented fr engaging in aetwites that

19 ptevent other users ti-n4  ...is.tel s4ere p...Ader

20 fremnf havin at reasentably predietahle5 effieieiit7 and-r-

21 eeeneniiea i-i ne ex .......n..

22 (-3n 4t Iicseeited eemnceeia- eleetren-j ntil ean

23 he at tneehafism thpoeagh whieh butsinesses advertise

24 andf ttte euistemners in thte en-line ctn-irottnit.

*S 630 RS
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3

1 {4} T eeeip of insali eete ..ne.. ia! le-

2 trontie atollg n-tay restit in costs to r-ecipienits who

3 eannot ref ne to tcept such tai fantd who ineuv

4 eosts for te4 stoage of su-e mito, tw r te twite

5 spet aecesig, re 6cwing, tnd discardin s u mc.til-

6 or foot-.

7 {5~ htsolicitcd coniffercial electroic aftol tt

8 signpose tyf t atfnrnettwv. costs onf providers of

9 17nte-tiret aessg gervi(ect bttsitnesseq, and educantiotad

10 and non .pofit ntstittu" s tht eti-y ad reeeive

11 suh tia ts them is t fi-tite volume 4fftit-A tt

12 sackh proi4ders, husitlesseT andt itistita-tionis coni H;"-

13 tle without farther invcstent. The sendin 4 stic

14 HatA is inc.reasingly " anfd negt4ively affe4t Ce

15 qnafti of seree p.-Aded to cut.oers of inte.et

16 access seriee, atd shting eosts from the sender of'

17 the atdver-tiseffen t" the provider of Intevncte s

18 serviee ad the tceipicn.

19 {t N Wile some sendes of tunsolicited eonmnter-

20 ca electronic m ai , messages provde gimple atd re4i-

21 ale ways for rectptcnts to je ,, o t ot.. 4f}

22 receipt of uiolicited comfimie1c1il electroi nIttai

23 fr-on- seuceh seidet in the fat- we, othe senders pro-

24 vide no sueh "pttout mechaniemT or refuse to

°S 630 RS
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1 honor the -eqt.est f recipients not to reeeive eie-

2 tronie mai4 frof s3 sedet-s it+ t4e fature, oe both.

3 k7) Ant incereasing ntther of senders of unsohie-

4 iced eaceal electronic nfiad ptttposcfily disgu-ise

5 thte sour-e of sh uttil so as to prpeveft recipientts

6 *fo responding to s..ch ail quic .. d easly:,

7 (-8) An ineafsing numffber of senidet-9 of unsgohe-

8 A-ed continercini electronic taail purposefully ichule

9 nfiisleadtiurl, iti-forationi in temessatge-s sthj-ee+ hufes

10 in order to itduee t4e recipients te view the

11

12 k-9) Because recipienits of tinsoeieted connuterettl

13 electroic mii atre muittble to avo~id the receipt of

14 seh fmil thrugh rea.onable ntccns, siehtilmay

15 inveade the privac of reipientt.

16 (49 The pracetice of sending uisete ted ci-

17 n ,eital eleton.i , until is suffiieiti pr.ofitable t4h4

18 senders of such mail will io be undu burdened by

19 the eosts associated with potviEin an. "pt. ot"

20 iechanisn. to recipients and enstnrg ta recipients

21 who e-xerie suc4 opt- ati n t teeive fartle

22 nessages from th4 sender.

23 k44-4 Inf legislating atgainst certin atbases on the

24 litntut- Contgress shtould he ver-y carefmAil t aoid

25 intfrintging1 int anyy uponl constituttiontally protected

-S 630 RS
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1 tights, hrtlftdhfg the rights of assenfihkT fee speeeh,

2 antdpIa .

3 k6$ CopEFSONI DEEMNAIN 4P f]4e

4 Poey+-Ont the basis of the fintdintgs inf sttbseetien P

5 the Congress determin.es that

6 +1-} ther-e is stbstantial gevttnfent intterest int

7 tregftlt t of utiseliei-ted eofiniet-eial eleetrenie mauls4-

8 {-2- senders o ttoiuheuted eomntter-eni eleetrote

9 ffaul- shot-id ntt nisleatd reeipienits fts to the stte

10 or eontetofsuotih tftal-, tffd

11 3 r eeipientts of t-solieited eofinunere~titt ee-

12 tronie mtai htwe at pig4u to deelitue to reeeitee tudi-

13 tiotal ttttsolieited eonfiner-eiai eleetrowiie wfn-ad front

14 the snestte

15 SEC. 3& DEFINITIONS&

16 1-th#t6Aet-t

17 k44 A mmH+ 4wE CONSNF. Teterm ALf

18 firnffative eonisen++" whent tvsed witht respeet to tt

19 eewi-wterehi-l elrt4-rosi-iernm-sl messge- metis-

20 WA the mtessage falls within the seope ff

21 enf emqiress enfd uinanuffhigaons itwitation or fp-

22 mfissiont granted4 by the reeipien and4 ntt sui-bse-

23 quentl r'evo1ked,

*S 630 RS

HeinOnline  -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 5 2004



1 B -t.e reeip..t had dear -td eon-

2 spieitonsetiet at the ti-,me sneh .i... tio or

3 pentflenio was gratfted, of-

4 k4 te titet that the reeipienitws

5 granng the invitationt or I ras..

6 -ii- the seope of the in-tvtion or per-

7 n ,l,,sion, ih tlti(,i, what tines, of eonftner-

8 eittl eleetrontie mil mfessatges would he eo-

9 ered by the invitation or permission tnd

10 what sengders of t,me f senders, if ty

11 other tha t he paty to wheat th-e ini- a-

12 loe or .er.-....n w ........ated

13 weatl be eovered by the ntiittion e per-

14 mfissioft aetd

15 {ii a reasonabl e nd effeetive meeha-

16 ntismf for res'okiag the iitation orp permtsi-

17 4&+. andA

18 kG) the recipient has 11t1 after g fth

19 -the i -ttionf orP pe-rieie o, Sbm...tted t t-

20 quest nder seetioa 6(a)(8) t to reeei e e-

21 ie ..ed com.mercial electron1ic . ta. l messages

22 from the seder o the message.

23 {_) UommIe ECTO I. . M A{{i.....-

24 SAGEmThe term leommcreial eleetronie mail mie-

25 sa ft~ eants any eleetronic miail message the pt

*S 630 RS
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1 snatj ptw-pe of whie is to adv-eetise or proi.t

2 few a eointnereiel par-poset aeottmereifal pretitet or

3 senttee finteltiditig eofntet on an itttetrnet website).

4 Ant eleetvonie tmil messatge shall nti Jae eonsqid4eied

5 to Ite a eo".,ereial eleetot'ie tail message solely be-

6 etose sfteh message -.eittes ta tefereee to a. em.-

7 mereifl enti tha set-es to idetti e sender or

8 at refereee or link to tat iter.et website operated

9 fora e..ie.eit ptp.e.

10 04 Co....... The term .o.tt.ssott'

11 means t4e Federal Ttde Comatissior.

12 -4+Do?&z*+ Nmki*-The term "domain tain&

13 miea.s any ..lp m.ei.e designation wh.ie. ise.-

14 istered with or assigne by ty dnini nate r-eg-

15 ietfrt domait ame registrty or other dotain-me

16 registrato athoi ta part of an eleetroanie afd-

17 dress n thie Interne

18 +5+ E*efm*e h ADDLZL? Ct.

19 A I- CENRL. Tetrm .e.eetrone

20 nn't4 .aAd.es# m, ea.s at destia-tiet -eommtn.-

21 e..p.essed as at st of ehaateters} to, whih

22 eleetronie mail ent be se4 or del.ere.

23 (g INCLUCIIN. n t4e e-ase of the Inter-

24 ntT the term "-eleetoiie mail ad.ess.. " may i-

25 etde an "- eleet....nie mtti4 address ensistin of at

•S 630 RS
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I ttser fteffe or mfailbos (eaffmeinl refer-red tfo as

2 the '-4oeal pat'41 tad at referencee to an Itittet'et

3 doitin (..t..a.tl refefred to as the '-..i.ti.

4 -Part").

5 -K4 aG k-e---The term "FTC At eat

6 the Fedeval Trade Cmttfissietn Aet {-& TJ-S7  4+ et

7

8 (7.....TO...f. EI MAH-

9 luJDHESS.

10 {A) The termf "f tetioing retttr-n elfe-

11 tnie ffatA addi-es&2 t means a legitimately o-

12 taiiied electrotnic mail. "dess clearl mie

13 spietisy, dsphtyed t ft e....e.etal electro.ic

14 mail message, that

15 ki4 reaaits capable of reeewvtn fies-

16 sages foptf l-s-s th-n 0 days ftfef t e

17 tratiwion of sch commeial electroic

18 met-fA ntesage; etn4

19 (44 tha has eapaeit reasona.bl eat-

20 cw..,e4, i-t lgh-t of the .... th of recipi-

21 eats of the coecialee eleetroftie mfail tfes-

22 sage, to ettable A to peeive the f ex-

23 peeted q...tity of repy messages from

24 suceh recipiett

•S 630 RS
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1 .. Aft elee: ... ie m...il addess th....t m.eets

2 the requirements of s.tbp ragraph W{A-4t tt,

3 Ibe eneltided fronti tis defiinitianq beettse of at

4 tenfptrar itthity to t-eeekee eleetvoenie ma~fil

5 essageg dne to teehe t,,l piobles pti -ed

6 steps te taken to eorreet ste teehtiettl pro -

7 hints within a reasoinable time period.

8 k84 Ibf~mt IrFR.~fO.The term fiieadev

9 infornfftio meants fte souree, destinaftion- andA

10 renting ift-erfittea ttehed to the begi-ati-ogiof anf

11 eleetrone mail meisage, mehehg the origi

12 deana name trod origttting eleetronie mil ttd-

13 dress

14 IPHME CONSENT. The term "p ed

15 eone ' when ued w4th respee to a, eo..ere

16 eleetronie , i, l mai message, m.eans-

17 -a-) aitn te &yetr period ending ttpon

18 reeeipt off ih message, 4ee hats been t thtis-

19 ntess trttsetien between th.e sentder ad the re-

20 elpiet (inieltlig at 4trisaeon nwtff~gt the

21 proksiont, free of eltge, ff intt'm...tieoed

22 or serviees requested by the reeipient,, an:td

23 -4- t) e reeipient was a te ti-tue of.. ""th

24 tr.tsaetin or there.., provided a eletw tut4

25 ........ .. otiee of a .ppottt nt. t.o re-

°S 630 RS
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1 ed tseiteed eoffnimerend ekeetvaenis ntaf

2 teestges from te sendet wid hats not exercised

4 k... NITIATE. Thete.. iitI-", when

5 used with respee to t .e....eeeitt .eleeto.ie entil

6 mfessttge- mfeans to or-igintate sftek mfessage7 to pr-

7 etwe te g.n.tie. seek message, or to assis in

8 the etigitnatiott ofseek mfessage through the pei

9 sient or selection of ftddresses to which set message

10 will he se-t, b4, s4al tt4 ite-ifle aetions tha e-

11 stit-tei mtete eonveyantee o ste messag. Fr ptre-

12 poses of this Aet, moe than 47 pesott ym be eon-

13 sidered to 4ae initiated the iate msgag.ge

14 (-1} INTERNET. The terat "Intern'et 2 ha the

15 mean given that term in te Internet T-a Free-

16 denti A4et 6 LPit k 0 45277, 4ii4 - Tite XI-,4

17 1 1 (e (,. (e).

18 + 2 P 1 T Ei N E T A H,*±,H ... . . T et e| , n

19 Anternt ateeess sTm.-ee- has .te meaning ... w t44

20 term i-n seetie 2-31(e)(44 o the Communieatiens

21 At of 94-94 k47- U.S.C 281(e)(4)).

22 4-13+ PR*4+eTi OPTR The tr -po

23 teeted eoit..etr.. h-as the meaning given that term

24 in seetien 1030(e(2)4 otitle 4&- United States

25 Cede.

-S 630 RS
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1 (4* RFeIPIENT. The term "reeipient 2 , when

2 esed with respeet toe at .eoiii..ere'.d eleetttie mal

3 nestage, meats the addressee of seh tnessage, H

4 tn adressee At eo...ieeh. .eleetroie a -i4 res-

5 sage hats -I or more eleetrontie mfail addresses it addi-

6 ti to the address to whiek the message wats ttd-

7 dressed, the adrtessee sAll be treated as a sepate

8 reei.i..twith respee to eaeh sneh addres.

9 f(-4fr ResHj wCOvEYANCE. The term Lr-ot

10 tinte eoiweyaite& mfeants thetraiiin ront-mgy

11 ro throuh an autoatie

12 teehittal proees, of un eleetto ie n... l message ft

13 whieh aniother per-son h+as prvided and seleeted -the

14 rerpient addresses.

15 {AS SENDER. Te-tr Lseader", wheni us-ed

16 wi-h respeet to a eommereial eleetronie mai4 res-

17 satge, meanos at persont wto initiAes seh a mesag'e

18 andt whose pr-odnet, ser'vieeT or ititerntet web qte "s

19 advertisd or prom .ted by the message, bt .ees ntt

20 ineide anty perso1n, iiehdtg at provider of Intertet

21 aeeess set-- e, w4ose fotle wth r-eset to the mes-

22 sage is iiked to rotine eonveyanee of the mesag.

23 -7} UNS HE ) ....... OM..l. .ELECT.RONIC

24 ihiii M.SSAGE.

*S 630 RS
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1 (A} N ~ERA4,Th temff 1 nislee4

2 enerilelectrontic fmal messag&" mfeansi aniy

3 m... a e r i fi mesgage ta iii sen

4 toareefpent-

5 44 vihot pi raffia oiv set

6 oar hnfplied cotset frontff the rccipiet or

7 -4 to a reee .t whn .. bsett. to

8 the estftblishmiin of atfffnttwve or huplied

9 co..set unt.der +

10 press., i-nf reply stn±-itte prsuat to

11 section & tor in res-pontse to anyr othier

12 opportunity the sentder iay have provided

13 to te recipienit7 at desire nt to reent

14 eonnnffereial electrontic mffa messatges fromf

15 tesender.

16 (4}EiCUiebsoN. Ncttta 1 ;~din; sutb-

17 paragraph (A), t4e term t"±nsolicited eotn..er-

18 en electroic . ail message2 does not itneude

19 anf electrontic ni-ad niessage sen by or, onf behalf

20 of onte or ore hfil owtters of cyeright7 pat-

21 ei, publiittor tradeftak right s to a.n .-

22 thorized4 user of proatected inti-ti ot-if~ag

23 sueh user that the use is unautho;ized afndR e-

24 questig tlt the wi be tcrninate or that per-

.S 630 RS

HeinOnline  -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 12 2004



1 nttssin tot sue use be obtained frot the

2 Pights-f holder or holdet

3 SEC. 4, CRIMINAT PENALTY FOR UNSOLICITED CO1Mf4E R-

4 cM1 ELECThONJG AIL CprTM~rTN FR-AUD-

5 ULENT ROUTINC N-ORz A TION

6 {ti4 IN Crxmtu.A Chapter. 64 of tite I&87 TJ-nited

7 Stattes Code7, ti ttfnended by adding t the etid the Pd

8Sloviftg:

9 !4 184& Unselieited eomereial eleetronie mail eon-

10 taiing fraudulent transmission informa-

11 ion

12 40IN ( *NI~m--ARY p~erson3 who ititewitinttily

13 intitites the trantsnmsiui of atiy itusolielted eottiffereit!

14 eleetrontie fted mfessage to at protested eoanpwter in the

15 Untited Sttes with kntowledge that stek ffessage eon~ains

16 or is ..ee..pnied by .ede in.f.t.ationttt t:4e i teritdly

17 orv initentioally4 falfse or iiieleatdin g sal be finted or to-

18 prisoned f.r nt more tn + yea, or both" .der tli

19 tte

20 htes ed in ffibseetion (-a

21 tha is defined in seetion of the Utnsolieited Con-ne'feveinil

22 Eleeronie 4ai Aet of 204 has th ienuing giving it.in

23 that seetiaf."

*S 630 RS
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1 {ls} CE*eiN+*mHNE AEND? MNt. The ethpter t tti -

2 ys.s Ao .ehapte 4 4 oftite 4-8-, ttited Stattes .ode- is.

3 1 fneftde by ttdfiig 4t the end the .lleho :g_

1 t48- uwieited emmleteht4. ek"etronm m.d eantain..I-ng.frmde .tint

4 SEC. 5- OTHER PROTPEC44ON AGMJNS4 "UOLICITEDV COMW

5 MERCLAEr T -RcrMC-ALML

8 f4-) PRtOHIBIT+P O PMS ORAl+M)N

9 T+LXNs~-s9?iM] i?4poiotITfiO. It shl he tnta%4

10 for an~y person to ini~tiate thte trattsmissionT to -a pro-

11 teeted eonfipttef, of ft eorsroiereittl eleetronie nitht

12 messatge thatt eotamnitsT or is feeorsipttied by-, heatder

13 inf atie that is Materiall or initenitionallyl false

14 or tisiletdintg, or neot legitiiitely ohttiimh

15 k24) PROHIwBN OF DH9EPeIM'Wq *HI++eo'

16 HHimtAitli. it shat llhe u&nlttwf4 for aly persont to

17 initiete the transiission, to. at proteete eo.. ip..ter f

18 a .on..ere.al eleetronte ntad message with ft st ee

19 heading th4ts person knows is 4kely to niislead

20 the reeipiet ahentt at maiteriail Pb4et regarding the

21 eontetst or sttbjee mntatter of the message.

22 - 1?elteteN ew R+t'U+ uan i,394ns fN eom-

23 ME+P3{*PS ELECTRONIC :Nhifmr-4t shall he intt-wftt

24 for ty persont to intitiate thle transmissiont of at eoni-

.S 630 RS
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1 eireiet eleetrontie mai message t a prteeted eom-

2 pitter tutess sack message eonttts at f.ttetionh.. m-

3 t-rn electroic mail address to whie ar fteelpient

4 ma-y te d a rly to the sender to indieftte a desi-e

5 no to reeeive further message fom tat etder t

6 the electronic tn-il address ft w4hie t4e message

7 was reeeijretk

8 k-4 PROHInT!o OF TRtYSMrfIONI OP tiN-SO-

9 i++''B D .MNI......., ..t.i .oNI .*11- 9FTH+ 0i-

10 JE'TION-1f tt reepie t . taktes t reques to a send-

11 et, thvog an ele-ctronic -ntf4 messtge sent to tnt

12 eletron-.itil aldress pro.ded by t-,e sene, part-

13 suttt to part-agraph q, eA to reeeive fta'th eee-

14 tronie tiftil messages foim tht sendc4reti s A l be

15 t"afti;:fl f6 the setdet or fty perso etg, ot be-

16 haL of th e sentde to iti-tiate -the transmission of an

17 nnfsohied eotnmffeveitl electroici il miegsage to

18 so-el ft reeipiet withitt the United States moree ttn

19 4-0 days ft-er reeeip of suh requtt

20 (04- ............ OP ..I...PI1]T.., OiPTFOT4i' Ni4

21 P4-WPHY 7 ADDRESSIN UrSLIIlr) UML UIBSltL

22 ......T.ONI .f.f.. r shall be inlawf tl fo any

23 person to i-nitifte t4e transtission of an.y -nsolieitetl

24 e ei electronicaile f message to at protected
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1 .e......tts mt..... s the message ...... at e

2 t is eleff ad ettstia s tf the eeipiet±+-

3 W- identification tl- tie mieesage is ftn

4 a1. ertisei.t tw seita,4i-...

5 {]3j nttee of the epjptwtuti'tty naer pffre-

6 g rah W to deeline teo eeeh'e ft-ther ut-asele-

7 ited eeafwtereitd eleetttie ffA ftemessatges P-ett±

8 t4e sgener, fti.4

9 {G) a vhi phys-iea postI ad4ress o the

10 dep.

11 QS} No TFHe e++N e+e~ P*~i~ine

12 1NsERNET~ Aeeises Smwqir. Not-hing ift this Ae4 sheI-

13 he eetraed te ae fay effet the l, wfaltess ew ti-

14 htvfidaess, tider tity ether preAiaien 4 ftw- 4 the sep-

15 ti .. , iafpletaeittteo er e.f.ree.nent by a previder o

16 iter-net eessi~e4aphy4dehit e* sa

17 route, reley haid4e, or store eertttn types 4 eleetrai

18 trai tiegsageg.

19 SE 6. EN-FORCEMENT,

20 {-e ENnoI+orCnmzr -' i- Corm.is i.. i.

21 f-44 IN oENiERAL. Section 5 4f this At shal

22 he enife.eed by the ..e.taissie . de. the FW Aet

23 Fpe purposes of ene Cean aissien efoereet"- a

24 -vlati-,i of seetit 5 o is Aet sh be treated "-

25 at violattn of at ttle tttder seetien 4-8 (f+& U.S.C.
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1 &T4 of the FTCG Ad+ regarding titiawi or deeeptwve

2 tds ov praetieet.

3 (24 S*3po e+-i ............. po.eP.i]. A+--
4

5 A The Cof fmission fha pweveit fy per-

6 sonfi-o N-iolattt see......oftisA4tithe

7 ste fimwer, by the sanie t and with t,-he

8 e jttisdetio 7, powers, anfd dtties as thottgh

9 A atpplieatble terms andt pro'wsitns of the FTC

10 A were ineorpe..ed ifftf mid nade t pat of

11 t4s seetion. Afy per-son who ia4tes seetii

12 off this Ad alttl be subjeet to te penalties antd

13 entitled th4e privileges midf itimiin-aities provided

14 in the FTG A4 in -e satne mtt ner, by the

15 samfe fimas anti4 wi4h the same juwisdidtieat

16 powers, and duties as thagh " applie . le

17 ter.s mid p .ovisions of th FTC A4 weve in-

18 eorpot.. into ad made a part. of tis seetioti

19 {B) Nothitg in this A sha ll e eo..st..e

20 to grwe te Cotigision attuthoriy over adii~ties

21 tha te e oheraise onttside the jttwisdidtion of

22 t-he F-C Ae.

23 EN B GE13PN O~PH Ae-H*-

24 efiis-
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1 k44 GEPErL. Coplia e ... seeti.. 4

2 this Aet shall be enforeed tinde-

3 (A-. seetien 8 4 the Federal Deposit Intou-

4 anee 4t, ( Si tre ease of---

5 ("- national battls ttd Federal

6 branehes ad Federa ageteies of foreign

7 batnk, by the Offiee of the Go.ptrlle 4

8 the .rt.ettey.

9 (ii-)- nietber banks of he Federtl Re-

10 serve Systet (ether thatn national banks),

11I brantehes andf agenteles f for-eign batnk~s

12 (ether tan Federalt brantehes 7  Federal

13 ageneies, aen4 inswed State branehes of

14 foreign bankls) eonfitereial lending eofpa-

15 nies owned or controlled by foreign baks,

16 and ergan.itiEons operatig tl.er setion

17 2- or 2-&A of the Federal Reseme Aet (4

18 -S.G+. 0+ et eq. td i4t se -)., byte

19 Fedeisd Reset--e B r -nd

20 -i-ii batks itnsmaed by Ote Federal De-

21 pit it.t..a.ee C.rpratio (ete r.th

22 n.enibers of the Federal Reserve System-)

23 and instred State branehes 4 foreign

24 bafnk by th-e Boar4 of Directorg 4 t he

25 Federal Deposit i.sRan....ee orpor.tt.on-
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1 {B- seefct S of #he Federal Deposit instt-

2 atee Aet (-1- TfSTG. 8-1t), by t-he Director f

3 te Office of Thrit Stteisio-7 i-f the ease ff

4 -a sa;ttgs assoetatten te deposits of which arte

5 itsured by the Federal Deposi Instirmtec Car-

6 poration;

7 --- the Federal Credit nion Act (42

8 U. S. -G.7 4-1 et seq by the National Credit

9 -nion Adminiatration Board with respeet to

10 any Fed eledit n

11 (D) pmt A of sutitle f4 til 44,

12 P-i-ted States Code- by the See-retaty of Traits-

13 portationt with r-espect to atny atir carrtier ort for-

14 signar cfatre sajet, to tha pat-,

15 +4} te Packeis a Stockyard's Act5, 92

16 q-7 US-G. -4-1 teqd (-. ee pt s p.....d din

17 section 446 off that Act f7 P-S. 22-G- 22,,7 ,

18 by the Se vetary of Ag...lt.t.e with respect to

19 tno.y aetiities subjeet to tmt Aet;

20 {W w te Fatm Credit Act of 19-74 -l2

21 U-SC. 240-1- 4 sep( by the Far Gredit A,4-

22 fnnt-atioa with -respec to any Federal hand

23 bank, Federa land ban-k assoiat, Federatl

24 initer..ediate credi bak, or pro..dut.o credit

25 as..iatio. and

oS 630 RS
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1 +G+ the Comiunicatins Aet 4 4-4 74

2 Ur.SC. 1-51 4 seq- by th Federal Co..ni a-

3 tas Goiiaision wih respeet to any person

4 subjeet to the pro'tisione of Qt Aet

5 (2-  ....... O... e-i.T.M. POWER..S. F te

6 ptvpose of the e-tettse by any tgeney referred te i

7 p.ra.g , 4t4 4 its powers ider aty Aet refeired

8 t..ittp a -,fgrpa, ft-a...tio no seetien-- --s

9 Aet is deemied to be a .olatiott 4 -a re,..rem.et. in-

10 posed tider tha Ae. In- Rddition to is poweis

11 wider anmy provision 4 law speifie.1 referred to in

12 parag aph (-, eeaeh 4 te agenetes referred to in

13 t paragraph nitt ee..eise few te pstpose 4 en-

14 ferein e.iii..ee with a.y .eqi.ret.e.t :i.posed

15 wider seetio i&i o this Aet, at othier t .theiy e-

16 ferved Oft A by la-.

17 ((4ENFO1LCTrJENT i

18 (44 GWH, *&PfN.n atny ease in whieh te

19 attrney general 4 t tbe htts reaso to believe

20 that an interest f the residents 4 tha S-tt hasi

21 beent or is threatened otr adversel afteeted by aniy

22 pepson engaging in ft p..etee th-at volates seetion

23 o thi Aet-, the S4 t pttrens pavte nay 4ping

24 t eivil aetion on behal of the residetnts 4f te State

25 in a distriet eort of the U-ited States of pp - -
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1 piset j~u~sdetion r int atny other or 4em

2 petett juttisdietion-

3 (-A4 to eftjoi± tha pvf.e.iee, or

4 {B toobtain dattagesenftbehaetof i

5 def ' tthe t-e i-nt f a-fuft ee--l nt tte

6 greate 4f-

7 (4- the aetmttifm . .ettwy lo"s suffered

8 bsneh residenttsor

9 (44 t-he amont determined wder

10 pragraph{

11 (-4STAT~UTORY DATMAC WA. For put-poses 4

12 para~tgratph 4-I-*B+(ii), the amftotnt determfinfed unfder,

13 tis paragraph is the sm.l.er.4 -

14 A the ttot.ut .detet...itted by .....ipli..

15 te nmfber of , WiI t±, gt onegligenit vi-t-

16 lotionas by an ftfnou* in the diseetion of te

17 eot, 4f up toj $4-0 (-with eateh separ-tely ad-

18 dr-essed unAful mfessage r-eeeite by sui resi-

19 detA treated " a siepu.te vm.ltttif) or

20 + 4 00,0 .

21 In determining the per tration peay unde thi4 s

22 paragraph-, the court shall take into accout the 4e-

23 gree 4f eutlpatbihfty, any histor 4W prior suceh condut-t

24 ab~ility to pit- e~lect onf abilit-y toe cotinute to do
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1 b usiness- tntd sttch other, tatters as justice ttay m-

2

3 T?,-4 T m iAos.If t4e eoup fi& tlt

4 the defenktt eiimited the violtion 'il.f.tily ani

5 .noi.gl.., the eout ntyay increpse the aotin reeot-

6 erable ...der para.graph +2 ttpto threcti.

7 (4- ATr'", ' 1Z, 4 S-4 t4e ease of aty s -

8 eessfiu ttettio under s.bparagraph ( the State

9 sh al be awarded th eos of the ftation and reason-

10 ale attorney fees af deterf,-% ed by the court-

11 +54 NeTwm-

12 -} PiBe: IoNC. B,,. filing an action

13 tinder . 4-, an attrney gene.t .. sha

14 provide to Ote Commission-

15 4-4 written notiee of , tt-tion and

16 (4- a eopy of the complait for tha

17 aet

18 -. CoTr.MlOu..... Iftf ttorey

19 general deter'uiite thA A is, ft4 f4t41 to pro-

20 vide the notice tequired by subparagraph -"

21 before 4th+- the aetiot the notiee t4 aft c

22 of the c ..i.plaht shall he provided to the Gaen-

23 mission when the action is filed-.

24 k64 INTE...TIoN. If the Gon.. lission .. -

25 eeives notiee under pargrapht -4.. k-
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1 (A( may interwene itt the aetiot ta is te

2 sutbjeet off te- tfiete t and

3 W4 shl have te riht

4 (44 to be heard with respeet to any

5 matter that arises in that aetio, mfd

6 kii4 to iletpetitio f appet-.

7 k-74 CONSTRUCTION. For, pnrtposes of brintging

8 ttiy eiil aehiot atider paragraph -+, nething itt this

9 Aet ha he eonstrned to prevet an attorn y gen-

10 era4 of a State f-on etereising the powers eonferred

11 on the attorney general by Oe taws of that State

12 to-

13 eotndiet in"stig.tios

14 +B+ flmhfifiister olaths Or atfiffimationts7 or

15 (-0+ eontipel the atttentdantee of witniesses or-

16 the prod-.etion of doe.ientary and othe ew-

17 detie.

18 (-4 Vit~u i ieti cwf*' i~s

19 (W)- VENUI. t \ R; wt-e hettgh+ tt-tier

20 paragra.ph k-1-f"ty he broaght i the distriet

21 eoin4- of te w1-itel Stt~es thait mfeets spplinhle

22 requirem.ents relating to venue tider seetion

23 4 94 of 4te 2,8,- Ut-ited States Code.
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1 -B} SiMweii OF PROCESS. Iii an action

2 b-ough nder ptt..g..ph k4- proeesg may be

3 s e it ay distrit it whieh t6 defendat

4-i is ti .....tbita.. ,oa

5 -ii- t'aint'ttis a physieatl paee of bttsi-

6 nest

7 (- LIMITATION ON STATE Ae'PON MWqH{E P)-

8 E-R h A&P+*N f4 PENING.m If the Genit±ission t-

9 other appr-opr-iate Fedlerafl agency ttnder sidbseetion

10 *.b+ hats instituted at ciil ationt or tnt adltintistrative

11 action for -eolaton of this Ae-,tT o State ttot-ey

12 general atay bring ti action t nder this subsection

13 dtvig the peidet f that eation agai..s.t 4.e-

14 fendatit titted i-at the complttint of the Commnissieit

15 or th4e ether ageney fer any tiahttion of tb-is Aet Mt-

16 leged it te eonmplait

17 (df} ACTION ++V PROVIDE OF INTERNET Aeee

18 SHweqce.

19 -44 AeTIO' Auio z.. p.ovider of LAter

20 net access servie a...erel ffeted by ft A.o..tioii 4
21 sectiont ; ntty bring a ewd ac in any distiet

22 eourt of tte Idnited States with jwi.diet.ott over the

23 defdat., or it any oth eot of cao"etent *rin4s-

24 diction t-
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1 {A+ eoff %tfher voa9tion by the defet-

2 for

3 f4 reesrer dftntages in en aitemut eqe-al

4 t #hegreate --

5 kiy aetut imoet ieed by

6 the preAder 4 linterndet ae.. service as a

7 resulit 4W sftck iAltit er

8 {4} the aiount dtr.tte under

9 paratgraph f2*

10 ( STAHUTeR1 u Ut 011 For purposes of

11 paragr~aph t4Bh*the ateur4t determfinted wiader

12 this Paragraph is the sfither f-

13 {A} the ate~itit deterffinied by miltiplyi±±g

14 the nufber 4 wilifl, l t tg or i.. e. t vi:f -

15 tti ts by a ount, .i the ..iseetien 4f the

16 eefi4 4t up to +40 witht e ..ch separate ad-

17 dressed ttnl&Aute mfessage carrvied ever the -

18 cilitics 4f the provider 4f ifternet acceessseve

19 ti-ete tsfteplrate violtin),ph

20 -B- 0 00oonn n

21 Inf determfiingi the per-titdatient petnalt nder this

22 p.a..apl± te court shal k infto accomnt th 4e-

23 gree of elpabiity, any histor 4 prier such cnduet,

24 abilitvto pay7- effect on atbilit to conttinue to do
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1 "e: ft-d s (4h oet ntes e jstiee ntty r e-

2

3 -TiB+h I If the eetr* ti-ils tht

4 the de,.ndattt eonfeiitted the ",±ol.tten -..,.l .... nd

5 knowi. gly, the eeu4 tty increase the tannunt ±'et-

6 erahtle unfder paratgraph *4 "p to threefolik

7 {4} ATR~rNEYx FEES4 it nty aetien broight

8 pursufant to paragropaph {-1, the cou-ctfiaty, int i dis-

9 eretiow, require ftf underteking for the patymient of

10 the costs of suh aetion, tmd assess reasonabl eost,

11 "icluding retson ble a.or.ey&. f1ee1 ag .... t ny

12 prty

13 k&§ ENl)ENTAnY PRESIUMPTION. FOr ptw-

14 poses o ftan atetion alleging af violaion otf sectiont

15 5{a)(4) or &(a)(G, a showing tha ft recipientt ha

16 suibmfitte tt coniphtiit about a conunffercial eleetroic

17 reai4 message 4 tof eleetrponie atit address g ui-

18 t-itned a:d publiezed by the pro4d of ternet c-

19 eess se-Aee tea the pittpwie of t-eec.4+a eoqmplnt

20 ab.t :olieite eonm.er"ial electron icn.tt.. mies-

21 sages shall create a rebuttable presum.pti... th te

22 message i q uestion was unsolicited im4thin the

23 nof t At -

24 .. . .,... DFiEN A person shall nt he

25 liable for daages under sbsection {g(t 2.4.o.. r,-,-
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1 H fsfh persen has established and inple-

2 mented with doe eare, reasonable practices and pro-

3 eedures to efectiiely pr..... -event ttiets o4 section 5t

4 and

5 (-- it, violation oeem'red despite good fith ef-

6 fots- to mfaifitaint comtpliancee with sorbh practtices ad

7 pr-oecd+Rrct.

8 SEC. 7. EFFEC ON OTHER LAWS.

9 (a) FHrtm Lrw. Nothing in fhis Ats h al be

10 constr-ed to impfir the enfeentent of seetion 229 or 2a-

11 of the Coimunications Act f44 - chapter q4 ( elating

12 to obsenity). or 10 (relating to se-t-al e ' litatio n of ci-

13 d t" o title 4-9, United States Cde or any other Federal

14 cri'tinal statut.

15 ST*TH LAW bw-No State or local governmffent ma~fy

16 iffpose any eii4 hiabit for commercial activi"ies or a-

17 tions in interstate o freign commerce m connectio wit

18 an activity or ction destribed in seetion -5 f this Act tiat

19 is i.e.site.t wit ornt mve pe...ietive 4ftit the teatnie..

20 o sfch activities or actions under this At, exeep tha

21 this Act shall not preeapt anty cilA actiont under-

22 -State tre.pass ontt or tort law-, or

23 (24 ftany provisiont of edertal, State7 or local

24 criminal law or anty eiv-il rmedy availale under

25 tic law tA relates to acts- of conpoter fvtd per-
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1 petated by memis o4 the u.itat-thi.ed tlpl..smi23ia.

2 o ftseheited esnunffet-elal eleetreotie mafil ffegaeg,

3 ivided ta 4te mere fdig of "nsoliited eom-

4 mfet-eial eleetronie mud4i ft manter that esm-iplies

5 vv"h this Aet shall not eonstitnte anf at , 4 eoiiipntet

6 f-ad fov purposes of" tti .. bpar.agrapb

7 SEC. 8-. S OF EFFECTS OF UNSOLICITED COMNRCTAT

8 RcITR0M ML.

9 -Not later th-f -i-S mo-ths after the date *4 te enaet -

10 tnetA 4 this A-et-, the Comm"ission, in eons.-tatio At t4e

11 lDepatm~fent f Justice anfd other appropriate aeee

12 sh4al sabmit a repot to .te Con.gestq t .s thao4des a, ie-

13 tiled a....lysis *4 thte efeetitveess an etin reetnett .4 the

14 pre"isiotts o4 this A etf n4 te need 9" ty for t-h -e Con-

15 gves to fidik soeh prov.ssont

16 SEG 9 SEPARA-ILITY

17 If any provision -this A4 or the a.ppitat thereof

18 to any persono circumstaicc is h d hwalid- te rent-in-

19 de"ro 4iis Ae t and the apphrie af 4 tie4 prevst'e to

20 other persons orr .......ta.. saltl t be atf 'eete

21 SEC. 10. ECTI.. DATE-

22 The proaionas of thi Aet s4all take effee +N-g4 days

23 after the date of the enaetment *4 this Aet.
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1 SECTION 1. SHORT TITLE.

2 This Act may be cited as the "Controlling the Assault

3 of Non-Solicited Pornography and Marketing Act qf 2002",

4 or the "CANSPAM Act of 2002".

5 SEC. 2. CONGRESSIONAL FINDINGS AND POLICY.

6 (a) FINDINGS.-The Congressfinds theJbllowing:

7 (1) There is a right qffee speech on the Inter-

8 net.

9 (2) The Internet has increasingly become a crit-

10 ical mode of global communication and now presents

11 unprecedented opportunities Jbr the development and

12 growth of global commerce and an integrated world-

13 wide economy.

14 (3) In order jbr global commerce on the -nternet

15 to reach its full potential, individuals and entities

16 using the Internet and other online services should be

17 prevented from engaging in activities that prevent

18 other users and Internet service providers firom having

19 a reasonably predictable, efficient, and economical on-

20 line experience.

21 (4) Unsolicited commercial electronic mail can

22 be a mechanism through which businesses advertise

23 and attract customers in the online environment.

24 (5) The receipt of unsolicited commercial dec-

25 tronic mail may result in costs to recipients 'who can-

26 not refuse to accept such mail and who incur costs .br
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1 the storage of such mail, or for the time spent access-

2 ing, reviewing, and discarding such mail, or Jbr both.

3 (6) Unsolicited commercial electronic mail may

4 impose significant monetary costs on providers of

5 Internet access services, businesses, and educational

6 and nonprqfit inslitutions that carry and receive such

7 mail, as there is a finite volume of mail that such

8 providers, businesses, and institutions can handle

9 without further investment in infrastructure.

10 (7) Some unsolicited commercial electronic mail

11 contains material that many recipients may consider

12 vulgar or pornographic in nature.

13 (8) While some senders of unsolicited commercial

14 electronic mail messages provide simple and reliable

15 ways Jbr recipients to reject (or "opt-out" oj) receipt

16 of unsolicited commercial electronic mail from such

17 senders in the future, other senders provide no such

18 "opt-out" mechanism, or retuse to honor the requests

19 of recipients not to receive electronic mail from such

20 senders in the future, or both.

21 (9) An increasing number of senders of unsolic-

22 ited commercial electronic mail purposeitlly disguise

23 the source of such mail so as to prevent recipients

24 from responding to such mail quickly and easily.
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1 (10) An increasing number qf senders qf unsolic-

2 ited commercial electronic mail purposeJtlly include

3 misleading inibrmnation in the message's subject lines

4 in order to induce the recipients to view the messages.

5 (11) In legislating against certain abuses on the

6 Internet, Congress should be very care.[ul to avoid in-

7 fringing in any way upon constitutionally protected

8 rights, including the rights of assembly, ftee speech,

9 and privacy.

10 (b) COiVGRESSIONAL DETERMINATION OF PUBLIC POL-

11 v Y.-On the basis of the findings in subsection (a), the

12 Congress determines that-

13 (1) there is a substantial government interest in

14 regulation qf unsolicited commercial electronic mail;

15 (2) senders of unsolicited commercial electronic

16 mail should not mislead recipients as to the source or

17 content of such mail; and

18 (3) recipients of unsolicited commercial elec-

19 tronic mail have a right to decline to receive addi-

20 tional unsolicited commercial electronic mail from the

21 same source.

22 SEC. 3. DEFINITIONS.

23 In this Act:

24 (1) AFFIRMATIVE !CONSENT.-The term "affirma-

25 tive consent". when used with respect to a commercial
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1 electronic mail message, means that the message is

2 being sent with the express consent, or at the express

3 direction oj; the recipient.

4 (2) COMMERCIAL ELECTRONIC MAIL MESSAGE.-

5 (A) IN GENERAL.-The term "commercial

6 electronic mail message" means any electronic

7 mail message the primary purpose of which is

8 the commercial advertisement or promotion of a

9 commercial product or service (including content

10 on an Internet website operated Jbr a commercial

11 purpose).

12 (B) TANSA CTIONAL OR RELA TIONSHIP

13 MESSAGE.-The term "commercial electronic

14 mail message" does not include an electronic

15 mail message the primary purpose of which is to

16 facilitate, complete, confirm, provide, or request

17 injbrmation concerning-

18 (i) a commercial transaction,

19 (ii) an existing commercial relation-

20 ship, formed with or without an exchange of

21 consideration, involving the ongoing pur-

22 chase or use by the recipient of products or

23 services offered by the sender, or

24 (iii) an existing employment relation-

25 ship,
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1 that the recipient has previously agreed to enter

2 into with the sender,

3 (C) REFERENCE TO COMPA4NY OR

4 WEBSITE.-T7he inclusion of a reference to a

5 commercial entity or a link to the website of a

6 commercial entity in an electronic mail message

7 does not, by itself cause such message to be treat-

8 ed as a commercial electronic mail message jbr

9 purposes of this Act if' the contents or cir-

10 cumstances of' the message indicate a primary

11 purpose other than commercial advertisement or

12 promotion of a commercial product or service.

13 (3) COMMISSION.-The term "Commission"

14 means the Federal Trade Commission.

15 (4) DOMA IN NAME.-The term "domain name"

16 means any alphanumeric designation which is reg-

17 istered with or assigned by any domain name reg-

18 istrar, domain name registry, or other domain name

19 registration authority as part of an electronic address

20 on the Internet.

21 (5) ELECTRONIC MALIL ADDRESS.-The term

22 "electronic mail address" means a destination, com-

23 monly expressed as a string of characters, consisting

24 of a unique user name or mailbox (commonly referred

25 to as the "local part") and a reterence to an Internet
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1 domain (commonly reqrrred to as the "domain part"),

2 to which an electronic mail message can be sent or de-

3 livered.

4 (6) ELECTRONIC MAIL MESSAGE.-The term

5 "electronic mail message" means a message sent to an

6 electronic mail address.

7 (7) FTC ACT.-The term "FTC Act" 'means the

8 Federal Trade Commission Act (15 U.S.C. 41 et seq.).

9 (8) HEADER INFORMATION.-The term "header

10 injbrmation" 'means the source, destination, and rout-

11 ing injbrmation attached to the beginning of an elee-

12 tronic mail message, including the originating do-

13 main name and originating electronic mail address.

14 (9) IMPLIED CONSENT-The term "implied con-

15 sent", when used with respect to a commercial elec-

16 tronic mail message, means that-

17 (A) within the 3-year period ending upon

18 receipt of such message, there has been a business

19 transaction between the sender and the recipient

20 (including a transaction involving the provision,

21 free of' charge, of infbrmation, goods, or services

22 requested by the recipient); and

23 (B) the recipient was, at the time of such

24 transaction or thereafter, provided a clear and

25 conspicuous notice of an opportunity not to re-
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1 ceive unsolicited commercial electronic mail rues-

2 sages from the sender and has not exercised such

3 opportunity.

4 (10) INrAi TE.-The term "initiate" when used

5 with respect to a commercial electronic mail message,

6 means to originate such message or to procure the

7 origination of such message, but shall not include ac-

8 tions that constitute routine conveyance of such res-

9 sage.

10 (11) INTERNET.-The term "Internet" has the

11 meaning given that term 'in the Intetynet Tax Freedom

12 Act (47 U.S.C. 151 nt).

13 (12) INTERNE T ACCESS SERVICE.-The term

14 "Internet access service" has the meaning given that

15 term in section 231(e) (4) of the Communications Act

16 of 1934 (47 U.S.C. 231(e)(4)).

17 (13) PROTECTED COMPUTER.-The term "pro-

18 tected computer" has the meaning given that term in

19 section 1030(c)(2) of title 18, United States Code.

20 (14) RECIPIENT.-The term "recipient". when

21 used with respect to a commercial electronic mail

22 message, means an authorized user of the electronic

23 mail address to which the message was sent or deliv-

24 ered. If a recipient of' a commercial electronic mail

25 messaqe has 1 or more electronic mail addresses in
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1 addition to the address to which the message was sent

2 or delivered, the recipient shall be treated as a sepa-

3 rate recipient with respect to each such address. If an

4 electronic mail address is reassigned to a new user;

5 the new user shall not be treated as a recipient qf any

6 commercial electronic mail message sent or delivered

7 to that address before it was reassigned.

8 (15) ROUTINE COAWEYANCE.-Jhe term "routine

9 conveyance" means the transmission, routing, relay-

10 ing, handling, or storing, through an automatic tech-

11 nical process, of an electronic mail message fir which

12 another person has provided and selected the recipient

13 addresses.

14 (16) SENDER.-The term "sender", when used

15 with respect to a commercial electronic mail message,

16 means a person who initiates such a message and

17 whose product, service, or Internet web site is adver-

18 tised or promoted by the message.

19 (17) UNSOLICITED COMMERCIAL ELECTRONIC

20 MAIL MESSAGE.-The term "unsolicited commercial

21 electronic mail message" means any commercial elec-

22 tronic mail message that is sent to a recipient with-

23 out the recipient's prior affirmative or implied con-

24 sent.
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1 SEC. 4. CRIMINAL PENALTY FOR UNSOLICITED COMMER-

2 CIAL ELECTRONIC MAIL CONTAINING FRAUD-

3 ULENT ROUTING INFORMATION.

4 (a) IN GENAvtL. -Chapter 63 of' title 18, United

5 States Code, is amended by adding at the end the.Jbllowinq:

6 "§ 1351. Unsolicited commercial electronic mail con-

7 taining fraudulent transmission informa-

8 tion

9 "(a) IN GENE RAL.-Any person who initiates the

10 transmission, to a protected computer in the United States,

11 of an unsolicited commercial electronic mail message, with

12 knowledge and intent that the message contains or is accom-

13 panied by header injbi-mation that is materially false or

14 materially misleading shall be fined or imprisoned ,tbr not

15 more than 1 year, or both, under this title. For purposes

16 of this subsection, header inlbrmation that includes an orig-

17 Mating electronic mail address the use of which in connec-

18 tion with the message was not authorized by the legitimate

19 holder of the address, or access to which was obtained by

20 means of false or .faudulent pretense or representations,

21 shall be considered materially misleading.

22 "(b) DEFINI'I70NS.-Any term used in subsection (a)

23 that is defined in section 3 of the CANSPAM Act of' 2002

24 has the meaning given it in that section. ".
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1 (b) CONFORMING AMENDMENT.-The chapter analysis

2 Jbr chapter 63 of title 18, United States Code, is amended

3 by adding at the end the fbllowing:

"135. Unsolicited conmercial electrynmic mail (ontiing fdu/ent routinj in-
brrnation.".

4 SEC. 5. OTHER PROTECTIONS AGAINST UNSOLICITED COM-

5 MERCIAL ELECTRONIC MAIL.

6 (a) REQUIIEMENT,' FOR TRANSAIISSION OF MES-

7 SAGES.-

8 (1) PROI-IIBI770N OF FALSE OR MISLEADING

9 TRNLVSMISSION INFORMATION. -It is unlawful for any

10 person to initiate the transmission, to a protected

11 computer, of a commercial electronic mail message

12 that contains, or is accompanied by, header injbrma-

13 tion that is materially or intentionally ftlse or mate-

14 rially or intentionally misleading. For purposes of

15 this paragraph, header information that includes an

16 originating electronic mail address the use of which

17 in connection with the message was not authorized by

18 the legitimate holder of the address, or access to which

19 was obtained by means ofjfalse or fiaudulent pretense

20 or representations, shall be considered materially mis-

21 leading.

22 (2) PROIIIBITION OF DECEPTIVE SUBJECT HEAD-

23 INGS.-It is unlawful fbr any person to initiate the

24 transmission to a protected computer of a commercial
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1 electronic mail message with a subject heading that

2 such person knows would be likely to mislead a re-

3 cipient, acting reasonably under the circumstances,

4 about a material fract regarding the contents or sub-

5 ject maler of lhe message.

6 (3) INCLUSION OF RETURN ADDRESS OR CO31-

7 PARABLE MECHLVISM IN UNSOLICITED COMMERCIL

8 ELECTRONIC MAIL.-

9 (A) IN GENERAL.-It is unlawful fir any

10 person to initiate the transmission to a protected

11 computer of an unsolicited commercial electronic

12 mail message that does not contain a functioning

13 return, electronic mail address or other Internet-

14 based mechanism, clearly and conspicuously dis-

15 played, that-

16 (i) a recipient may use to submit, in

17 a manner specified by the sende; a reply

18 electronic mail message or other firn of'

19 Internet-based communication requesting

20 not to receive any future unsolicited com-

21 mercial electronic mail messages from that

22 sender at the electronic mail address where

23 the message was received; and

24 (ii) remains capable of receiving such

25 messages or communications for no less
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1 than 30 days qfter the transmission of the

2 original message.

3 (B) MORE DETAILED RE QUESTS POS-

4 SIBLE. -Nothing in subparagraph (A) prohibits

5 the sender of a commercial electronic mail mes-

6 sage from, in addition to permitting a recipient

7 to submit a request described in subparagraph

8 (A)(i), providing the recipient the option of sub-

9 mitting more detailed requests concerning the

10 types of commercial electronic mail messages

11 that the recipient does or does not wish to receive

12 in the .future from the sender or from some or all

13 affiliates of the sender.

14 (C) TEMPORARY INABILITY TO RECEIVE

15 MESSAGES.-A return electronic mail address or

16 other mechanism does not Mil to satisfr the re-

17 quirements of subparagraph (A) if it is unex-

18 pectedly and temporarily unable to receive mes-

19 sages due to technical or capacity problems, if

20 the problem with receiving messages is corrected

21 within a reasonable time period.

22 (4) PROHIBITION OF TRNVSMISSION OF UNSOLIC-

23 ITED COMMERCIAL ELECTRONIC MAIL AFTER OBJEC-

24 TON.-If a recipient makes a request to a sender,

25 using a mechanism provided pursuant to paragraph
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1 (3), not to receive some or any unsolicited commercial

2 electronic mail messages from such sender, then it is

3 unlawfid-

4 (A) Jbr the sender to initiate the trans-

5 mission to the recipient, more than 10 days after

6 the receipt qf such request, qf an unsolicited com-

7 mercial electronic mail message that falls within

8 the scope of the request;

9 (B) fbr any person acting on behalf of' the

10 sender to initiate the transmission to the recipi-

11 ent, more than 10 days after the receipt of such

12 request, of' an unsolicited commercial electronic

13 'mail message that such person knows or con-

14 sciously avoids knowing Jrlls within the scope of'

15 the request; or

16 (C) fbr any person acting on behalf of the

17 sender to assist in initiating the transmission to

18 the recipient, through the provision or selection

19 of' addresses to which the message will be sent, of

20 an unsolicited commercial electronic mail rues-

21 sage that the person knows, or consciously avoids

22 knowing, would violate subparagraph (A) or (B).

23 (5) INCLUSION OF IDENTIFIER, OPT-OUT, AND

24 PH-YSICAL ADDRESS IN UNSOLICITED COMMERCIAL

25 ELECTRONIC MAIL.-It is unlawfid .br any person to
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1 initiate the transmission of any unsolicited conimer-

2 cial electronic mail message to a protected computer

3 unless the message provides-

4 (A) clear and conspicuous identification

5 that the message is an advertisement or solicita-

6 tion;

7 (B) clear and conspicuous notice of the op-

8 portunity under paragraph (3) to decline to re-

9 ceive fitrther unsolicited commercial electronic

10 mail messages from the sender; and

11 (C) a valid physical postal address of the

12 sender.

13 (b) PROHIBITION O TI.NsMsJsION OF UNSO-

14 LICITED COMMERCIAL ELECTRONIC MAilL FROM ILLE-

15 GALLY LIARVESTED ELECTRONIC MAIL ADDRESS-

16 ES.-

17 (1) IN GENERAL.-It is unlawfitl fbr any person

18 to initiate the transmission, to a protected computer;

19 of an unsolicited commercial electronic mail message

20 that is unlawful under subsection (a), or to assist in

21 the origination of such a message through the provi-

22 sion or selection qf addresses to which the message

23 will be sent, if such person knows that, or acts with

24 reckless disregard as to whether-
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1 (A) the electronic mail address of the recipi-

2 ent was obtained, using an automated means,

3 from an Internet website or proprietary online

4 service operated by another person; or

5 (B) the website or proprietary online service

6 *fom which the address was obtained included, at

7 the time the address was obtained, a notice stat-

8 ing that the operator oj such a website or propri-

9 etary online service will not give, sell, or other-

10 wise transfer addresses maintained by such site

11 or service to any other party fbr the puipose of'

12 initiaing, or enabling others to initiate, unsolic-

13 ited electronic mail messages.

14 (2) DZSCLAIMER.-Nothing in this subsection

15 creates an ownership or proprietary interest in such

16 email addresses.

17 (c) AFiFIR-MAbI'IVE DEFENvsE.-A person shall not be

18 fbund to have violated paragraph (2), (3), (4), or (5) of

19 subsection (a) if-

20 (1) that person has established and implemented,

21 with due care, reasonable practices and procedures to

22 effectively prevent violations of this section; and

23 (2) the violation of this section occurred despite

24 good faith elfbrts to maintain compliance with such

25 practices and procedures.
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1 SEC. 6. ENFORCEMENT BY FEDERAL TRADE COMMISSION.

2 (a) V7IOLATION IS UNFAIR OR DECEPTIVE ACT OR

3 PRACTIE.-Except as provided in subsection (b), this Act

4 shall be enjbrced by the Commission as if the violation of

5 this Act were an unftair or deceptive act or practice pro-

6 scribed under section 18(a)(1)(B) of the Federal Trade

7 Commission Act (15 U.S.C. 57a(a)(1)(B)).

8 ( b) ENFORCEMENT BY CERTAIN OTIER AGENCIES,-

9 Compliance with this Act shall be enforced-

10 (1) under section 8 qf the Federal Deposit Insur-

11 ance Act (12 U.S.C. 1818), in the case of-

12 (A) national banks, and Federal branches

13 and Federal agencies of.Jbreign banks, and any

14 subsidiaries of such entities (except brokers, deal-

15 ers, persons providing insurance, investment

16 companies, and investment advisers), by the Qf:

17 ice qf the Comptroller of the Currency;

18 (B) member banks of the Federal Reserve

19 System (other than national banks), branches

20 and agencies of fbreign banks (other than Fed-

21 eral branches, Federal agencies, and insured

22 State branches of Jbreign banks), commercial

23 lending companies owned or controlled by Jbr-

24 eign banks, organizations operating under see-

25 tion 25 or 25A of the Federal Reserve Act (12

26 U.S.C. 601 and 611), and bank holding compa-

.S 630 RS

HeinOnline  -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 44 2004



45

1 nies and their nonbank subsidiaries or Qffiliates

2 (except brokers, dealers, persons providing insur-

3 ance, investment companies, and investment ad-

4 visers), by the Board;

5 (C) banks insured by the Federal Deposit

6 Insurance Corporation (other than members qf"

7 the Federal Reserve System) insured State

8 branches of Jbreign banks, and any subsidiaries

9 qf such entities (except brokers, dealers, persons

10 providing insurance, investment companies, and

I I investment advisers), by the Board of Directors

12 qf the Federal Deposit Insurance Corporation;

13 and

14 (D) savings associations the deposits of

15 which are insured by the Federal Deposit Insur-

16 ance Corporation, and any subsidiaries of such

17 savings associations (except brokers, dealers, per-

18 sons providing insurance, investment companies,

19 and investment advisers), by the Director qf the

20 Office of Thrift Supervision;

21 (2) under the Federal Credit Union Act (12

22 U.S.C. 175.1 et seq.) by the Board of' the National

23 Credit Union Administration with respect to any

24 Federally insured credit union, and any subsidiaries

25 of such a credit union;
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1 (3) under the Securities Exchange Act qf 1934

2 (15 U.S.C. 78a et seq.) by the Securities and Ex-

3 change Commission with respect to any broker or

4 dealer;

5 (4) under the Investment Company Act of' 1940

6 (15 U.S.C. 80a-1 et seq.) by the Securities and Ex-

7 change Commission with respect to investment corn-

8 panies;

9 (5) under the Investment Advisers Act of 1940

10 (15 U.S.C. 80b-1 et seq.) by the Securities and Ex-

11 change Commission with respect to investment advis-

12 ers registered under that Act;

13 (6) under State insurance law in the case of any

14 person engaged in providing insurance, by the appli-

15 cable State insurance authority of the State in which

16 the person is domiciled, subject to section 104 of' the

17 Gramm-Bliley-Leach Act (15 U.S.C. 6701);

18 (7) under part A qf subtitle VII of title 49,

19 United States Code, by the Secretairy of Transpor-

20 tation with respect to any air carrier or fbreign air

21 carrier subject to that part;

22 (8) under the Packers and Stockyards Act, 1921

23 (7 U.S.C. 181 et seq.) (except as provided in section

24 406 of that Act (7 U.S.C. 226 22 7)), by the Secretary
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1 of Agriculture with respect to any activities subject to

2 that Act;

3 (9) under the Farm Credit Act of 1971 (12

4 U.S.C. 2001 et seq.) by the Farm Credit Administra-

5 tion with respect to any Federal land bank, Federal

6 land bank association, Federal internediate credit

7 bank, or production credit association; and

8 (10) under the Communications Act of 1934 (47

9 U.S.C. 151 et seq.) by the Federal Communications

10 Commission with respect to any person subject to the

11 provisions of that Act.

12 (c) EXERCIS'E OF CEiTALV POWER.-For the purpose

13 of the exercise by any agency referred to in subsection (b)

14 qf its powers under any Act referred to in that subsection,

15 a violation of this Act is deemed to be a violation of a re-

16 quirement imposed under that Act. In addition to its pow-

17 ers under any provision of law specifically referred to in

18 subsection (b), each of the agencies referred to in that sub-

19 section may exercise, tbr the purpose qf' enfbrcing compi-

20 ance with any requirement imposed under this Act, any

21 other authority conferred on it by law.

22 (d) AcTIovs jiy THE CoMIAissioA-The Commission

23 shall prevent any person from violating this Act in the same

24 manner, by the same means, and with the same jurisdic-

25 tion, powers, and duties as though all applicable terms and
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1 provisions of the Federal Trade Commission Act (15 U.S. C.

2 41 et seq.) were incorporated into and made a part of this

3 Act. Any entity that violates any provision of that subtitle

4 is subject to the penalties and entitled to the privileges and

5 immunities provided in the Federal Trade Commission Act

6 in the same manner, by the same means, and with the same

7 jurisdiction, power, and duties as though all applicable

8 terms and provisions of the Federal Trade Commission Act

9 were incorporated into and made a part of that subtitle.

10 (e) ENFORCEMEAT BY STA TES.-

11 (1) CIVIL ACTION.-In any case in which the at-

12 torney general qf a State has reason to believe that an

13 interest of" the residents qf' that State has been or is

14 threatened or adversely affcted by any person engag-

15 ing in a practice that violates section 5 of this Act,

16 the State, as parens patriae, may bring a civil action

17 on behalf of the residents of the State in a district

18 court of the United States of appropriate jurisdiction

19 or in any other court of competent jurisdiction-

20 (A) to enjoin that practice; or

21 (B) to obtain damages on behalf of' residents

22 of the State, in an amount equal to the greater

23 of-

24 (i) the actual monetary loss s'uffred by

25 such residents; or
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1 (ii) the amount determined under

2 paragraph (2).

3 (2) STATUTORY DAALIGES.-

4 (A) IN GENEIAL.-For purposes of* para-

5 graph (1)(B)(ii), the amount determined under

6 this paragraph is the amount calculated by mul-

7 tiplying the number of willful, knowing, or neg-

8 ligent violations by an amount, in the discretion

9 of the court, of up to $10 (with each separately

10 addressed unlauful message received by such

11 residents treated as a separate violation). In de-

12 termining the per-violation penalty under this

13 subparagraph, the court shall take into account

14 the degree of culpability, any history of prior

15 such conduct, ability to pay, the extent of eco-

16 nomic gain resulting from the violation, and

17 such other matters as justice may require.

18 (B) LIMITATION.-For any violation of

19 paragraph (2), (3), (4), or (5) of section 5(a), the

20 amount determined under subparagraph (A)

21 may not exceed $500,000, except that if the court

22 finds that the defindant committed the violation

23 willfilly and knowingly, the court may increase

24 the limitation established by this paragraph
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1 from $500,000 to an amount not to exceed

2 $1,500,000.

3 (3) ATTORNEY FEES.-In the case of any success-

4 fal action under paragraph (1), the State shall be

5 awarded the costs of the action and reasonable attor-

6 ney fees as determined by the court.

7 (4) NOTH.-

8 (A) PRE-FILING;.-Before filing an action

9 under paragraph. (1), an attorney general shall

10 provide to the Commission-

11 (i) written notice of that action; and

12 (ii) a copy qf the complaint fbr that

13 action.

14 (B) CONTI'EMPORANEOUT S.-f an attorney

15 general determines that it is not feasible to pro-

16 vide the notice required by subparagraph (A) be-

17 Ibre filing the action, the notice and a copy of

18 the complaint shall be provided to the Conmnis-

19 sion when the action is filed.

20 (5) INTERVENTION.-If the Commission receives

21 notice under paragraph (4), it-

22 (A) may intervene in the action that is the

23 subject of the notice; and

24 (B) has the right-

oS 630 RS

HeinOnline  -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 50 2004



51

1 (i) to be heard with respect to any

2 matter that arises in that action; and

3 (ii) to file a petition Jbr appeal.

4 (6) CONSTXUCTION.-For purposes of bringing

5 any civil action under paragraph (1), nothing in this

6 Act shall be construed to prevent an attorney general

7 of a State from exercising the powers conferred on the

8 attorney general by the laws of that State to-

9 (A) conduct investigations;

10 (B) administer oaths or affirmations; or

11 (C) compel the attendance of witnesses or

12 the production of' documentary and other evi-

13 dence.

14 (7) VENUE; SERVICE OF PROCESS.-

15 (A) VENUE.-Any action brought under

16 paragraph (1) may be brought in the district

17 court of the United States that meets applicable

18 requirements relating to venue under section

19 1591 of title 28, United States Code.

20 (B) SERVICE OF PROESS.-In an action

21 brought under paragraph (1), process may be

22 served in any district in which the defendant-

23 (i) is an inhabilant; or

24 (ii) maintains a physical place of bus;-

25 ness.
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1 (8) LjM17ATION ON STATE ACTION WILE FED-

2 ERAL ACTION IS PENDING.-If the Commission or

3 other appropriate Federal agency under subsection (b)

4 has instituted a civil action or an administrative ac-

5 tion Jbr violation of this Act, no State attorney gen-

6 eral may bring an action under this subsection dur-

7 ing the pendency of that action against any defendant

8 named in the complaint of the Commission or the

9 other agency fir any violation of this Act alleged in

10 the complaint.

11 (f) ACTION BY PROVIDER OF INTERNET ACCESS SERV-

12 ICE.-

13 (1) ACTION AlTHOlRIZED.-A provider of Inter-

14 net access service adversely affected by a violation of

15 section 5 may bring a civil action in any district

16 court of the United States with jurisdiction over the

17 defendant, or in any other court of competent juris-

18 diction, to-

19 (A) enjoin fnrther violation by the defnd-

20 ant; or

21 (B) recover damages in an amount equal to

22 the greater of-

23 (i) actual monetary loss incurred by

24 the provider of Internet access service as a

25 result of such violation; or
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1 (ii) the amount determined under

2 paragraph (2).

3 (2) 87ATUTORY DAL4GES.-

4 (A) IN GENERAL-For purposes of para-

5 graph (1)(B)(ii), the amount determined under

6 this paraqraph is the amount calculated by mul-

7 tiplying the number of willful, knowing, or neg-

8 ligent violations by an amount, in the discretion

9 of' the court, of up to $10 (with each separately

10 addressed unlawful message received by such

11 residents treated as a separate violation). In de-

12 termining the per-violalion penalty under this

13 subparagraph, the court shall take into account

14 the degree of culpability, any history of prior

15 such conduct, ability to pay, the extent of eco-

16 nomic gain resulting from the violation, and

17 such other matters as justice may require.

18 (B) LIMU'tTION.-For any violation of

19 paragraph (2), (3), (4), or (5) qf'section 5(a), the

20 amount determined under subparagraph (A)

21 may not exceed $500,000, except that if the court

22 finds that the defindant committed the violation

23 willfilly and knowingly, the court may increase

24 the limitation established by this paragraph
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1 firom $500,000 to an amount not to exceed

2 $1,500,000.

3 (3) ATTORNEY FEES-.In any action brought

4 pursuant to paragraph (1), the court may, in its dis-

5 cretion, require an undertaking Jbr the payment of

6 the costs of such action, and assess reasonable costs,

7 including reasonable attorneys' fees, against any

8 party.

9 SEC. 7. EFFECT ON OTHER LAWS.

10 (a) FEDERAL LAW.-

11 (1) Nothing in this Act shall be construed to im-

12 pair the enjbrcement of section 223 or 231 of the

13 Communications Act qf 1934 (47 U.S.C. 223 or 231,

14 respectively), chapter 71 (relating to obscenity) or 110

15 (relating to sexual exploitation of children) of title 18,

16 United States Code, or any other Federal criminal

17 statute.

18 (2) Nothing in this Act shall be construed to af-

19 feet in any way the Commission's authority to bring

20 enfbrcement actions under FTC Act for materially

21 false or deceptive representations in commercial elec-

22 tronic mail messages.

23 (b) SIAE LAW.-

24 (1) IN GENEJRAL.-This Act supersedes any State

25 or local government statute, regulation, or rule regu-
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I lating the use qf electronic mail to send cormmercial

2 messages.

3 (2) EXCEPTIONS. -Except as provided in para-

4 graph (3), this Act does not supersede or pre-empt-

5 (A) State trespass, contract, or tort law or

6 any civil action thereunder, or

7 (B) any provision of Federal, State, or local

8 criminal law or any civil remedy available

9 under such law that relates to acts of computer

10 fraud perpetrated by means of the unauthorzed

11 transmission of unsolicited commercial electronic

12 mail messages.

13 (3) LIMIT4TION ON EXCEPTONS-Paragraph

14 (2) does not apply to a State or local government

15 statute, regulation, or rile that treats the mere send-

16 ing of unsolicited commercial electronic mail in a

17 manner that complies with this Act as sufficient to

18 constitute a violation of such statute, regulation, or

19 rule or to create a cause of action thereunder.

20 (c) ATO EFFECT ON POLICIES OF PROVIDERS OF

21 INTERNET ACCES, SERVICE.-Nothing in this Act shall be

22 construed to have any effect on the lawfidness or unlawjfil-

23 ness, under any other provision of law, of the adoption, im-

24 plementation, or enjbrcenent by a provider of Internet ac-
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1 cess service of a policy of declining to transmit, route, relay,

2 handle, or store certain types of electronic mail messages.

3 SEC. 8. STUDY OF EFFECTS OF UNSOLICITED COMMERCIAL

4 ELECTRONIC MAIL.

5 (a) IN GENERAL.-Not later than 24 months after the

6 date f' the enactment of this Act, the Commission, in con-

7 sultation with the Department qf Justice and other appro-

8 priate agencies, shall submit a report to the Congress that
9 provides a detailed analysis of the effectiveness and enjbrce-

10 menl qf the provisions of this Act and the need (if any)

11 Jbr the Congress to modih such provisions.

12 (b) REQUIRED AArALYsiS. The Commission shall in-

13 clude in the report required by subsection (a) an analysis

14 of the extent to which technological and marketplace devel-

15 opments, including changes in the nature of the devices

16 through which consumers access their electronic mail mes-

17 sages, may affect the practicality and effecliveness of the

18 provisions of this Act.

19 SEC. 9. SEPARABILITY.

20 Jf any provision of this Act or the application thereqf

21 to any person or circumstance is held invalid, the remain-

22 der of this Act and the application of such provision to

23 other persons or circumstances shall not be aJfcted.
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1 SEC. 10. EFFECTIVE DATE.

2 The provisions of this Act shall take effect 120 days

3 after the date of the enactment of this Act.
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