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Calendar No. 288
O > S ]293
1§ 1SS °

To eriminalize the sending of predatory and abusive e-mail.

IN THE SENATE OF THE UNITED STATES

JUNE 19, 2003
Mr. HarcH (for himself, Mr. LEAHY, Mr. SCHUMER, Mr. GRASSLEY, Mrs.
FEINSTEIN, Mr. DEWINE, Mr. EDWARDS, Mr. WYDEN, Mr. BURNS, Mr.
Pryor, Mr. MILLER, and Mr. NELSON of Florida) introduced the fol-
lowing bill; which was read twice and referred to the Committee on the
Judiciary
SErTEMRBER 25, 2003
Reported by Mr. Harct, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To criminalize the sending of predatory and abusive e-mail.

1 Be it enacted by the Senate and House of Representa-
tives of the United States of America vn Congress assembled,
SECTION 1. SHORT TITLE:

This Aet may be eited as the “Cromimal Spam Aet
of 20037

v bW N
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2
1 SEC. 2. PROHIBITION AGAINST PREDATORY AND ABUSIVE

2 GOMMERCIAL E-MAIL.

3 {8} OFFENSHE—

4 & In oBNERAE—Chapter 47 of fitle 18
5 United States Ceode; i3 amended by adding ot the
6 end the following new seetion:

7 “3103% Fraud and related aetivity in econneetion
8 with eleetrenie mail

9 “Uay IN GeNBRAE—Wheever; i or atfeeting inter-
[0 state or foreten commeree; knowingly—

11 “(1) aceesses & protected computer without -
12 thorization; and intentionally initiates the trans-
13 misston of multiple commereial eleetronie mail mes-
14 sages from or through sueh computer;

15 {2} uses & protected computer to relay or re-
16 transmt multiple eommereinl eleetronte madl mes-
17 sages; with the itent to deeetve or mislead reeipi-
18 ents; oF any Internet meeess serviee; as to the orvigin
19 of sueh messasges;

20 Y03} falsiffes header informution m nrliiple
21 eommereinl eleetronie matl messages and inten-
23 or

24 “4 registers; using mformation that falsiftes
25 the identity of the actunl repistrant; for 5 or more
26 cleetronie mail aceounts or online user aeeounts or

S 1293 RS
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3

| 2 or more domatn names; and mtenttonmly hrtintes
3 mai messages from sueh aceonnts or domain rames;
4 or eonspires to do Se; shall be punished as provided i
5 subseetion by

7 under subseetion (8) 15—

8 “H a fire under this title; tmprisorment for
9 not more than 5 years; or both; H—

10 “A) the offense is committed n further-
11 anree of any felony under the laws of the Hnited
12 States or of any State; or

13 “B} the defendant has previeusly been
14 eonvieted under this seetion or seetion 1030; or
15 under the law of any State for econduet tvolv-
16 ing the transmission of multiple commerern)
17 eleetronie ma messages or unanthorized aeeess
18 to & computer syster;

19 L2} u fine wnder this title; mmprisonment for
20 not more than 3 years; or both; #—

21 LAY the offense is an offense under sub-
22 seetion {aH1);

23 “By the offense is an offense under sub-
24 seetion (a4} und invelved 20 or more falsified
25 eleetromie muil or online user aecount registra-

S 1293 RS
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1 tions; or 10 or more falstfied domain name rep-
2 tstrations;

3 HG) the vohume of eleetronie mail mes-
5 exceetded 2:500 during any 24-heur period;
6 25000 during any J0-day period; or 256,600
7 durmg any f-year period;

8 D} the offense eaused loss 10 1 or more
9 persens aggregating $5,000 or more i value
10 during any -year period;

11 “EY as a resadt of the offense any indi-
12 vidual eommitting the offense obtained anythine
13 of value ageregating $5-000 or more durine any
14 F-year petiod; or

15 LY the offense was andertaken by the de-
16 fendunt in eoncert with 3 or more other persons
17 with respeet to whom the defendant oeeupied a
18 position of ergamzer or leader; and

19 “3) a fine under this Hitle or imprisomment for
20 not more than 1 year; or both; i any ether ease:

21 “ley ForFEIERIE—A perseon who 18 eonvieted of an

22 eoffense under this seetion shall forfeit to the United States
23 sueh persen’s interest r—

S 1293 RS
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5

1 {1} any property; real or personal; constituting
2 or traceable to gross profits er ether preeeeds ob-
3 tained from sueh offense; and

4 (2} any equipment; software; or other tech-
5 nelogy used or intended to be used to eommit or to
7 ey CrvH: REMEDHRS—

8 “H B eperab—The Attorney General; or
9 any person engaged i the business of providing an
10 Internet aceess service to the publie agerieved by
11 reasonr of & violation of subseetion {a); may com-
12 menee a ervil action against the violator v any ap-
13 propriate Dnited States Distriet Court for the rehief
14 set forth in paragraphs (2 and (33 No aetion may
15 be brought under this subseetion unless sueh aetion
16 s begun within 2 years of the date of the net which
17 13 the basis for the aetion-

18 LD APPORNEY GENERAL ACTION—TH a8 de-
19 tiorr by the Attorney General under paragraph ()
20 the court may award appreopriate rehef, inelading
21 tempeorary; prehminary; or permanent mjunetive re-
22 kef: The eourt may alse assess & el penalty in an
23 anowtt 1ot execeding $25;000 per day of welution
24 or not less than $2 or more than $8 per cleetronte

S 1293 RS
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2 88 the eourt considers yust:

3 “3) OFHER ACHIONS—In any other action
4 under paragraph (1) the eourt may award appro-

5 priate relief; ineluding temporary; pretuminery; or

7 anronnt eqtad to the grenater of—

8 “A) the aetusl domapges suffered by the

9 Internet aeceess serviee as & resuwlt of the wola-
10 tion; and any reeeipts of the wiolater that are
11 attribatable to the violation and are not taken
12 o aceonnt m ecomputing actual damages; or
13 “B) statatory damages i the sum of
14 $25;000 per day of violation; or net less than
15 $2 or move than $8 per eleetronic mail message
16 inttiated i vielatton of subseetion {&); as the
17 eonrt eonsiders just:

18 “Ley DEPRETIONS—In this seetion:

19 Ly CoMMBREIAE BHECTRONIC Maf: MES-
20 saci—The term ‘commereinl eleetronte mail mes-
21 sage’ means any eleetronie mai message the primary
22 purpese of whieh is the eonrmercial advertisement or
23 promotion of & eommereinl preduet er serviee fn-
24 clading eontent on an Internet website or online site
25 operated for & commerernl purpeser

S 1293 RS
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1 L9 COMPHEBR AND  PROYBERBED €OM-
2 PorER—The terms ‘eomputer’ and protected eom-
3 puater: have the meaning given these terms 1 seetion
4 1030¢e} of this title:

5 L3 Dondn NAMHE—T Re term ‘domain name’
7 tstered with er assigned by any domain name reg-
8 tstrar; domain name registey; or other demain name
9 registeation authority; and that is meluded i an
10 eleetronte mai message:

11 Y4y Heabeh nrorMATION-—The term ‘head-
12 er mformution” meons the souree; destinution; reut-
13 ing infermation; er informeation anthenticating the
14 sender; assoeinted with an eleetronie muatl message;
15 ehreing bat not hmited to the orteimuting domnin
16 rame; originating eleetronie mai address; informa-
17 tion regarding any part of the route that an elee-
18 tronte mat message travels or appears to fravel on
19 the Internet or on an online servee; or other authen-
20 tieating mfermation:

21 Y5y barpvrr—The term Shntiatel means to
22 originate an eleetromie mail message or to proecure
23 the erigination of sueh message; regardless of wheth-
24 er the message reaches Hs intended reeipients; and
25 does not ineclade the actions of an Internet neeess

S 1293 RS
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3 son has provided and seleeted the reeipient eleetronte
4 mail addresses:

5 “6) INCERNET ACCBSS SBRVICE—The term
6 Internet neeess servies’ has the meanine given thet
7 term i seetion Z3HeHd)r of the Commumnieations
8 Aet of 1934 (47 U556 23He )

9 “h Loss—The term Joss’ has the meaning
10 etven that term in seetion 1030(e) of this title:

11 Y8 Mussact—The term ‘message’ means
12 each eleetronte mail message addressed to o diserete
13 aretdressees

14 Y9y Mourrrerir—The term ‘multiple’ means
15 more than 100 eleetronie mad messages durineg &
16 24-hour period; mere than 1-000 eleetronie mai
17 messages during a 30-duay pertod; or more than
18 10:000 eleetronie mail messages durng a 1-year pe-
19 riod=

20 2 Conrormbve AMBNDMENT—The ehapter
21 analysis for ehapter 47 of title 18; United States
22 Gode; i3 amended by adding at the end the fol-
23 lowine:

K(f' .

24 {b) TATED STATES SENFENCING COVMISSTION—

S 1293 RS
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2 ander seettonr 994y of title 28; United States Code;
4 States Senteneing Commission shall review and; as
5 apprepriate; amend the sentencing puidelines and
7 for wiolattons of seetion 1037 of title 18; United
8 States Cede; as added by this seetion:

10 seetion; the Sentencing Commission shall eonsider
11 providing senteneing enhaneements for these com-
12 vieted under seetion 1037 of title 18; United States
13 Code; who—

14 ) ebtained eleetrenie mai addresses
15 through improper means; nelading—

16 ) harvesting eleetronie mail address-
17 es of the users of n website; proprietary
18 serviee; or other online publie foraam oper-
19 ated by another persen; without the au-
20 thorization of sueh person; and

21 4 rendemly generating eleetronie
22 ma addresses by computer; or

23 By knew that the eommerein) eleetrenie
24 muil messages mvolved i the offense eontained
25 or advertised an Internet domain for whieh the

S 1293 RS
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3 SEG. 3. REPORT AND SENSE OF CONGRESS REGARDING
4 INTERNATIONAL SPAM:

6 ) The Internet i3 u global eommunteations
7 mediam-

9 Aet ean be sent from wirtuslly anywvhere m the
10 world:

11 3> As domestic detervence and enforecment
12 aeainst predatory and abustve eommereinl e-mai -
13 proves; there is & risk thet predatery and abustve
14 spamirers will move their aetivities abroad and spam
15 into the Hnited States:

16 ) As with other forms of eyber-erime; inter-
17 nationnl eooperation of law enforeement offieinls is
18 essential to eombat predatory and abusrve spam-

19 b} RErors—The Department of Justice and the
20 DPepartment of State shall report to Congress within 18
21 months of the date of enactment of this Aet regarding the
22 status of their efforts to achieve international eooperation
23 in the investigation and proseeution of spammers who en-
24 eage in conduet that viclates this Aet; mekading the juris-
25 dietions mvolved and the outeomes of any prescentions;

S 1293 RS
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—

Htes:
{e) SEnesE oF Coxanriss—H is the sense of Gon-
Aet

o o0 N3 N W s W

_— =
N o~ O

SECTION 1. SHORT TITLE.

—_
(98]

This Act may be cited as the “Criminal Spam Act of

—
AN

2003”.

—
wn

SEC. 2. PROHIBITION AGAINST PREDATORY AND ABUSIVE

s
[e)}

COMMERCIAL E-MAIL.

—
~

(a) OFFENSE.—

—
[e ]

(1) IN GENERAL.—Chapter 47 of tatle 18, Unated

—
O

States Code, is amended by adding at the end the fol-

W]
]

lowing new section:

[\
—

“§1037. Fraud and related activity in connection with

N
[\

electronic mail

N
L2

“la) IN GENERAL—Whoever, in or affecting interstate

[\
N

or foreign commerce, knowingly—

S 1293 RS
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1 “(1) accesses a protected computer without au-
2 thorization, and inlentionally initiates the trans-
3 massion of multiple commercial electronic mail mes-
4 sages from or through such computer;
5 “(2) uses a protected computer to relay or re-
6 transmit multiple commercial electronic mail mes-
7 sages, with the wntent to decetve or mislead recipients,
8 or any Internet access service, as to the origin of such
9 messages;
10 “(3) falsifies header information in mulliple
11 commercial  electronic mail messages and inien-
12 tionally initiates the transmission of such messages;
13 “(4) registers, using information that falsifies the
14 tdentity of the actual registrant, for 5 or morve elec-
15 tronic mail accounts or online user accounts or 2 or
16 more domain names, and ntentionally initiates the
17 transmission of multiple commercial electronic marl
18 messages from any combination of such accounts or
19 domain names; or
20 “(5) falsely represents the right to use 5 or more
21 Internet protocol addresses, and intentionally initi-
22 ates the transmassion of multiple commercial elec-
23 tronic masil messages from such addresses;

24 or conspires to do so, shall be punished as provided in sub-

25 section (b).

S 1293 RS
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1 “(b) PENALTIES—The punishment for an offense
2 under subsection (a) is—
3 “(1) a fine under this title, imprisonment for not
4 wmore than 5 years, or both, if—
5 “(A) the offense is commatled wn furtherunce
6 of any felony under the laws of the United States
7 or of any State; or
8 “(B) the defendant has previously been con-
9 victed under this section or section 1030, or
10 under the law of any State for conduct involving
11 the transmission of mulliple commercial elec-
12 tronic marl messages or unauthorized access to
13 computer system;
14 “(2) a fine wnder this title, 1mprisonment for not
15 more than 3 years, or both, 1f—
16 “lA) the offense 1is an qffense under sub-
17 section (a)(1);
18 “(B) the offense 1is an offense under sub-
19 section (a)(4) and involved 20 or more falsified
20 electronic marl or online user account registra-
21 tions, or 10 or wmore falsified domain name reg-
22 istrations;
23 “(C) the volume of electronic mail messages
24 transmatted i furtherance of the offense exceeded
25 2,500 during awy 24-hour pertod, 25,000 during
S 1293 RS
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1 any 30-day period, or 250,000 during any I1-
2 year period;
3 “UD) the offense caused loss to 1 or more
4 persons aggregating $5,000 or more in value
5 during any 1-year period;
6 “(E) as a result of the offense amy indi-
7 vidual commatting the offense obtained anything
8 of value aggregating $5,000 or more during any
9 1-year period; or
10 “(F) the offense was undertaken by the de-
11 Sfendant in concert with 3 or more other persons
12 with respect to whom the defendant occupied o
13 position of organizer or leader; and
14 “(3) a fine wnder this title or imprisonment for
15 not more than 1 year, or both, in any other case.
16 “(¢c) FORFEITURE.—
17 “(1) IN GENERAL.—The court, in vmposing sen-
18 tence on a person who 1s convicted of an offense under
19 this section, shall order that the defendant forfeit to
20 the United States—
21 “(A) any property, real or personal, consti-
22 tuting or traceable to gross proceeds obtained
23 from such offense; and

S 1293 RS
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1 “(B) any equipment, software, or other tech-
2 nology used or intended to be used to commat or
3 to facilvtate the commaission of such offense.
4 “(2) PROCEDURES.—The procedures set forth in
5 section 413 of the Conirolled Substances Act (21
6 U.S.C. 853), other than subsection (d) of that section,
7 and i Rule 32.2 of the Federal Rules of Crimanal
8 Procedure, shall apply to all stages of a criminal for-
9 fetture proceeding under this section.
10 “(d) CiviL, REMEDIES.—
11 “(1) IN GENERAL—The Attorney Gemeral, or
12 any person engaged i the business of providing an
13 Internet access service to the public aggrieved by rea-
14 son of a violation of subsection (a), may commence a
15 civil action against the violator in any appropriate
16 United States District Court for the relief set forth in
17 paragraphs (2) and (3). No aclion may be brought
18 under this subsection unless such action is bequn
19 within 2 years of the date of the act which 1s the basis
20 Jor the action.
21 “(2) ATTORNEY GENERAL ACTION.—In an action
22 by the Attorney General under paragraph (1), the
23 court may award appropriate velief, including tem-
24 porary, preliminary, or permanent wngunclive relief.
25 The court may also assess o civil penalty in an

S 1293 RS
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| amount not exceeding $25,000 per day of violation, or
2 not less than $2 or more than $8 per electronic masl
3 message inttiated in violation of subsection (a), as the
4 court constders just.
5 “(3) OTHER ACTIONS.—In any other action
6 under paragraph (1), the court may award appro-
7 priate relief, including temporary, prelvminary, or
8 permanent injunctive velief, and damages wm an
9 amount equal to the greater of—
10 “(A) the actual damages suffered by the
11 Internet access service as a result of the viola-
12 tion, and any receipts of the violator that are at-
13 tributable to the violation and are not taken into
14 account tn computing actual damages; or
15 “(B) statutory damages 1w the sum of
16 $25,000 per day of violation, or not less than $2
17 or more than $8 per electronic mail message ini-
18 tiated in violation of subsection (a), as the court
19 constders just.
20 “(e) DEFINITIONS.—In this section:
21 “(1) COMMERCIAL ELECTRONIC MAIl, MES-
22 SAGE.—The term ‘commercial electronic mail mes-
23 sage’ means any electronic mail message the primary
24 purpose of whiach s the commercial advertisement or
25 promotion of @ commercial product or service (nclud-

S 1293 RS
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| tng content on an Internet website or online site oper-
2 ated for a commercial purpose).

3 “2) COMPUTER AND PROTECTED COMPUTER.—
4 The terms ‘computer’ and ‘protected computer’ have
5 the meaning given those terms in section 1030(e) of
6 thas title.

7 “(3) DOMAIN NAME.—The term ‘domain name’
8 means any alphanwmeric designation which s reg-
9 istered with or assigned by any domain name reg-
10 istrar, domain name registry, or other domain name
11 registration authority, and that s included in an
12 electronic mail message.

13 “(4) HEADER INFORMATION.—The term ‘header
14 wmformation’ means the sowrce, destination, and rout-
15 ing information attached to an electronic mail mes-
16 sage, ncluding the originating domain name, the
17 originating electronic masl address, and technical in-
18 SJormation that authenticates the sender of an elec-
19 tronic mail message for network security or metwork
20 management purposes.
21 “(5) INITIATE—The term ‘initiate’ means to
22 originate an electronic mail message or to procure the
23 origination of such message, regardless of whether the
24 message reaches its intended reciprents, and does not
25 include the actions of an Internet access service used

S 1293 RS
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1 by another person for the transmission of an elec-
2 tronic mail message for which another person has
3 provided and selected the recipient electronic marl ad-
4 dresses.
5 “(6) INTERNET ACCESS SERVICE—The term
6 ‘Internet access service’ has the meaming given that
7 term in section 231(e)(4) of the Communications Act
8 of 1934 (47 U.8.C. 231(e)(4)).
9 “(7) Loss.—The term ‘loss’ has the meaning
10 gwen that term i section 1030(e) of thas title.
11 “(8) MESSAGE.—The term ‘message’ means each
12 electronic mail message addressed to a discrete ad-
13 dressee.
14 “9) MurriPLE—The term ‘multiple’ means
15 more than 100 electronic mail messages during a 24-
16 hour period, more than 1,000 electronic mail messages
17 during a 30-day period, or more than 10,000 elec-
18 tronic mail messages during a 1-year period.”.
19 (2) CONFORMING AMENDMENT—The chapter
20 analysis for chapter 47 of title 18, United States
21 Code, is amended by adding at the end the following:
“Sec.
“1037. Frand and related activity in connection wilh. dectrowic muil.”.
22 (b) UNITED STATES SENTENCING COMMISSION. —
23 (1) DIRECTIVE—Pursuant to ts authority
24 under section 994(p) of title 28, United States Code,
S 1293 RS
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1 and m accordance with this section, the United States
2 Sentencing Commission shall review and, as appro-
3 priate, amend the sentencing guidelines and policy
4 statements to provide appropriate penalties for viola-
5 tions of section 1037 of title 18, United States Code,
6 as added by this section.
7 (2) REQUIREMENTS.—In carrying out this sub-
8 section, the Sentencing Commission shall consider
9 providing sentencing enhancements for those convicted
10 under section 1037 of title 18, United States Code,
11 who—
12 (4) obtained electronic ‘mail addresses
13 through tmproper means, mcluding—
14 (1) harvesting electronic marl addresses
15 of the users of a website, proprietary service,
16 or other online public forum operated by
17 another person, without the authorization of
18 such person; and
19 (ir) randomly generating electronic
20 wmaitl addresses by computer; or
21 (B) knew thai the commercial electronic
22 mail messages mvolved in the offense contained
23 or advertised an Internet domain for which the
24 registrant of the domain had provided false reg-
25 istration mformation.

S 1293 RS
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1 SEC. 3. REPORT AND SENSE OF CONGRESS REGARDING

2 INTERNATIONAL SPAM,

3 (a) FINDINGS.—Congress finds the following:

4 (1) The Internet is a global communications me-
S dium.

6 (2) Commercial e-mail sent tn violation of this
7 Act can be sent from virtually anywhere in the world.
8 (3) As domestic deterrence and enforcement
9 against predatory and abusive commercial e-mail vm-
10 proves, there is a risk that predatory and abusive
11 spammers will move their actiwities abroad and spam
12 wnto the United States.
13 (4) As with other forms of cyber-crime, inter-
14 national cooperation of law enforcement officials is
15 essential to combatl predatory and abusive spam.
16 (b) REPORT.—The Department of Justice and the De-

17 partment of State shall report to Congress within 18 months
18 of the date of enactment of this Act rvegarding the status
19 of their efforts to achieve international cooperation in the
20 investigation and prosecution of spammers who engage in
21 conduct that violates this Act, including the jurisdictions
22 inwolved and the outcomes of any prosecutions, and any rec-
23 ommendations for addressing predatory and abusive spam
24 sent to the Unated States from other countries.

25 (c) SENSE OF CONGRESS.—It is the sense of Congress
26 that the Department of Justice and the Department of

S 1293 RS
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1 State, as part of their efforts to improve tnvestigation and
prosecution of nternational cyber-crime, should work
through international fora for the cooperation of other coun-

tries in investigating and prosecuting predatory and abu-

W A W N

s1ve spammers who engage  conduct that violates this Act.
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