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Calendar No. 288
108TH CONGRESS

.ST SESSION S. 1293
To eriminalize the sending of prelatory and abitsive e-mail.

IN THE SENATE OF THE UNITED STATES

JUNE 19, 2003

Mr'. IIATCH (for himself, Mr. LEAHY, Mr. SCHUMER, Mr. GRiASSLEY, Mrs.
FEINSTEIN, Mr. DEWINE, Mr. EDWARDS, Mr. WYDEN, Mr. I3URNS, Mr.

PItwon, Mr. MiimEvl, rind Mi'. NEISON of Florida) introduced the fol-

lowing bill; which was read twice and referred to the Committee i l the
Judeiaiy

SErTEriMzwi4i 25, 2003

Reported by Mr. HATCI, with an amiendlirent

[Strike out all after the enacting clause and insert the part iwinted in italic]

A BILL
To criminalize the sending of predatory and abusive e-mail.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,

3 SECTIO -L SHMOPa TITiLE.

4 t-i~s Aet ffiay be eite "s t4e "-iC±4i4 Spttf Ae4

5 ofg203".
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2

SSEC. .PROHIBITION AGAINST PREDATORY AND ABUSIVE

2 CONI 1 IrAT ~ E-MAIL-

3 {a4 O{F-ssi

4 t4 IN CENE.iL . Chapter 4-7 of tte 8,

5 nited States 4e,- is i...ended by addin a 4we

6 end the folowingt new . eettont

7 i403. F-raud and related aetivity in eonneetion

8 with eleetrenie nm

9 -(a.IN CLNi mu4, Wmoecwi, in or- aff-eetit infter-

10 state or foeign eomnere, knowingly-

11 } eeesses a .pr.teeted eo pte. witeit tt-

12 thlot4zation-t- anid initenitonally! initttes thIe trtuis-

13 ission of4,, itiple eo tereial eleeto nie f-ma n.ies-

14 sages froi er th r ogh steh eo.ipnte.

15 L(Q+ uses t proteeted eomp.te -e re r ye-

16 tra...it ttittiple eoimiereial eleetronie ntftl inte-

17 sttges, wth the intent to deeehze or nsea reitic -

18 ent-sT, or any Itternet aeeess sereiee as to the

19 f4 - .ehm..essfges

20 -% falsifies hefate in form.. ation inf .ii tiple

21 eonmereial eleetrottie mail messages afd int-e-

22 Penal initiates t4e trgansfissiof of sttb messages;

23 or

24 i±4+ registers- fting intfornflationt thatt fatlsifies

25 te ideftfi of' te aettaftl registrant, for or more

26 eleet12oie mail aeeons or online user aeeonn-ts or

S 1293 RS
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1 -2v ior e doaii ttt ities, ntf.i ..ettt.ottally ittitiates

2 thte trangmissien of nultiple eomtmtnereial eleetronie

3 atal messages from st aee tntis or domain ttett

4 or eonspires to do fo shalt be pun.ishe a, po.i.ed in

5 subsectiont {%

6 '4 Pi9NPUTIBS. The punfish-mieit few tif offentse

7 under subseetiot W is--

8 ".--- at finie underthi tidle- +wpioae~ f"r

9 t tmre th ; yeftp, oft , i--

10 L(A the offense is eomtntitted itt fut-ther-

11 atee of tnly felo"ider tke lw of the Tiited

12 States of of tiy tte o

13 L(B the defentdat hasi pt-eious beent

14 eot.-ieted wader this seetion or seetion 44-, or

15 wader e law of nt-y ta-te fo eondutet ititot-

16 ittg the trantstnissiont of ffatkiple eonunffereial

17 eleetroni +mi4 messages or ... ut.ored aeeess

18 to f aeontter systenft

19 24 t finte under this i in....eo...... f

20 not tnore th-af yetm, op beth-r, i--

21 L(A} the offetse is as ofe-se under snis-

22 seetion (a9-)+

23 L4B the ofnse ts a offense tider sub+-

24 seetion t +#- and i-aoved 20 or moreg Plsifie-

25 eleetr-onie ntttil or onlinte ttser aeeont registr -

S 1293 RS
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4

1 oit or 4 or mere falsified dofin name teg-

2 istrations;

3 C the vohime of eleetronie f-fAi mes-

4 sages trans aitted i " Anheanee off the onMttse

5 eeeeded .... d... a-y 24-hotn pe±4od,

6 2,0 dtn f ny 30-d petr-g 4 or 2 0,000

7 duritg anty 4-year pertod,

8 ( the ofense eansed loss to - oe r

9 persons atggregating $&.000o or mope in vaitte

10 d.t.tt.. a.y 4-year period

20 ats a vestI of th1e ofefse anfly -e -Ai-

12 i4nal eomntffitting the offeftse obtaifled ath1ing

14 4-yeap pe±4odj o

15 iA*2 the offen-se was- - aner-taken by the die-

16 fendat in eoneert wit 9 or snore other persons

17 wi4t espeet to whtom the defendat oeeaipied at

18 pasitiontofosrnize trleader; tfd

19 iL-4a finte inder, this title or i trionset fir

20 not ffnore than 47yeat', or both4- int any other, eatse

21 i~e0+ ForrnmTulmi. A petrson who is eont~itetl of an

22 offense inider, thtis seetionf shl fatrfeit to the 14-aited States

23 saeh person's intterest int-

S 1293 RS
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5

1 ii44 t-y,,r operty, eelr op persoit., eost.

2 or traceable to gross profits or other proeeeds o-

3 taited from sueh offense; ad

4 £LE2 any e ..ip.e.., softwre., or ether teet-

5 ol sedov intended to be used to eoniti t to

6 pr-omoite. the eeniiissron o4 snobh ffente

7 L( UW RPmai3Ete-

8 i444 1+ HoErtttv,r h AttorteyGenieal7 orv

9 any person enigaged int the busintess of pr-oviding onf

10 internet fteess serviee to thl-e putblice aggrieved by

11 rPeason of a iolont of subseetion kft may cet-

12 mtene a eivil action agai-nt the -iolator i aty tp-

13 ppapriste Untited Stattes Distviet Court for the relief

14 Set forth int (2+tfph a-inftd 59-P Ne -)tetie a ete"ay

15 be brought de this subseetion tless suw aet

16 is begun within- yefrs f the dte of t-he a- whic

17 is t b -asis o-v +r-e atieto-

18 i%+ *H* Ae'foity6~~iffi eNorq.Ji an t-

19 tion by the Attorey Ge neral un der paragraph +1-

20 thte court uity award appropriate rclief intlcling

21 teffipaitty prelifhiiay 7 ort pen'uieent inijuntetive re-

22 4e. Pte eatt mfay fso assess a eivi penalty in on

23 amouit not execedig $26,0 per day of N...tion.,

24 or not less than* or tmore tha *8 per electronic

S 1293 RS
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6

1 sstaA messa-ge i-itted in vie ot- 4f sy seetin -

2 as t4e eert ee-siders js

3 L5(4 O'P+EI ACTIONS.-4n aiiy other aetien

4 der ptrgaph t+-, e e ett .. .y awrd. tppr-

5 priate r~ee intehtding *emnwa prehmfintary, tsr

6 permanent itfrmnfetive Peli4, tand dttntatges itt anf

7 atittt etat te the greafter of--

8 .'.. the aet.al damages suffered by the

9 Internet eeeess senriee as fa estt 4 the ,i4t-

10 tini, amd any 'eeeipts 4f toe vielatr th t are

1 attrib'utable to t violation fand pe e t taken

12 44te aeeeitnt iff eefpittig aetil damaifges, ts

13 B-} statutet d....a. ges in the sui 4

14 $25,oOO per d ..y vilahtie, tr n4 less tham

15 ,g ew mere tha $8 pe eleetrenie ftail mesage

16 intitiated n vioehti of s,1bseetien {a+y a the

17 eout ee.siders jst.

18 ANe# DEFINITIONS. In this seetiot

19 A-i( F .......... ... ................

20 ;AREm-The termf 'eenereittl eleetrenie fmi ntes-

21 sage! eas an eleetronie futA message tepia

22 purpose 4 whie is the e.....mereil a dvetisenent or

23 prentetie of at eemfet'eial preduiet or seriAee (in-

24 elfudig eo-et an an Intrnet website or online site

25 opera.ted f ft eo..mer.eial purpose).

S 1293 RS
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7

1 S2 4  G Ae4D p.R...... eom-

2 U T Te te - ... pute 1  d ot a-

3 pftei hatve te n..t..i ief those terms in seetieo

4 1-080(-e) of this title.

5 L(34 Demmi ?imi-.-The tepmf dofitt mfet -

6 means any atp.an..et designation whih is reg-

7 istered w4 or a.ssign.ed by fny donain nafme teg-

8 isptp donta nafe registry or other donain name

9 .egista-t i. thoity, and thfa is inehided in an

10 electric mil nfiessatgt

11 5-(4} HEADE ipoL..ATioN . The term hettd

12 er in.....atio mean. s te ser; destina.tion rt-

13 intg nbaonorforato atttheticatinfg the

14 sender; associated with ta eletron.i ail nfessag,

15 infehiding ba tnot titfied to the origina~ting defaf

16 naera, origina.tig electronic mal address, int.r. -

17 ion regarding ay part of te route tha- .t n e-

18 t-onie mtai message travels or appears to trael onf

19 t4e Intemnet or on an nnlini*servce o fther aithen-

20 ticating infomavtion.

21 AN(} INITIAT . Tenm 'em iitatA meansq to

22 originate an eletronie nttemsstge or to procure

23 the opiginationiofuhiieste icgt- ie. of t-

24 er the mfessage reaches its intended recipiets andt

25 do~es not incluide the actions of an litternetacs

S 1293 RS
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8

1 steviee nsed by another person for the trantrfssion

2 of an electronic amA message r whih atother per-

3 sent has proi4ded antd seleeted thte reeii+n eleetrotie

4 ail ad..resse.

5'4 LTEiNE eeeESS S ieE. The terM

6 'Internet aeess serelee' has the meaning gi th4

7 term it sectio 231(e)(4) of the Communicatio ns

8 Act of I94 k4-7 UrS.C7 28-1(e)(4)).

9 L7 4 Les. J T"c teem 4& has the meanin"

10 given that ter in section I8 - e) of t is ft#.

11 i-+84 MlEssAC. The termff nfessag& ean

12 eaceh electr-onic mn-il mfessage addr-essed to at discrete

13 a ressee

14 '%9 MULTIPLE. The term ' .... ple' meats

15 more #ta 4-0 electronimeail messaeges ithi- ft

16 24-hotr period, tore than 4-, electronic mai4

17 mfessages diiwmi tt 8 0-dy period, or more thant

18 40,000 electronic mil messages dtring a Iyear pe-

19 riod&

20 42- CONFO *M. .AMENDMENT. The chapter

21 analysis fop chapter 4-- of tle -4-9, United Sttes

22 ode, ims amended by adeldint t he end 4te fo-

23 laiig*

24 UITED STATE S.......N.N. C MMIStSION.

S 1293 RS
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9

1 (-( IRCTWE uun to its awfthityi

2 mde see n 94() & title 2,9T Uimted States C-0nde,

3 ad itt tteeordanee w4 tlis seetio, t4e IJt-ed

4 States Senteineing Oommitssient shalil rvew fttid- as

5 appropti4a,ttf netd te sentetegt gaidelines and,

6 peystatemfets to prvide protaepentaties

7 forP -olations of seetion 48-7 of title 44- hatited

8 Sta es Gode,, s added by this seetn

9 (24 Ruuu1.I earrfying ot ftis sakl-

10 seetiont, the Se±±teteiftg Commiission shall eonsiler

11 .povd.. se.ten.ein enthneent... few th.ose eon-

12 4ete utder seetion 4&7 ef 6te -r, United States

13 Gode- who-

14 WA obtatitted eleetrontie ntail adresses

15 througth improper means, ..e.d.g-

16 0i-( haiwesting eleetrentie naitil address-

17 es of the users o a ..wesit, propriet.a

18 serviee, o- other online poie f or--t ope-p-

19 a-ted by o-i-other pesonj vthout the am-

20 thorization of neh pet tf

21 {40 ra.o.. gen.erating el.eetrott

22 ail addreqses by eotnpter; or

23 (B4 knew that the eafontereial eleetronie

24 tfil messages invok.ed in the offense eotained

25 or advertised ta t .itenet dotmait for whieh the

S 1293 iS
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10

1 regstrai~t te domint had prog-ded flerg

2 istrattion t tntiw

3 SEC. . REPORT AND SENSE OF CONGRESS REGARDING

4 INTENATON4A 5PgI

5 #a FiNDIN4Gs. Contgr-es tAa th fllowng

6 (-1- The itter.et is t global eo....unieati.

7 Rtediufft

8 2- Cotmereeial ftail sent itt violationt of ths

9 Aet e"n h3e sent ffot virtuall any*wher-e ift the

10 world

11 {24 As4 dontestie detenrentee and ntforeettet4

12 agaittst predatory andt thbtsqive eoimniereitd e-maitil hef-

13 proi'es, there is at risk tat predatoy ffnd abtisi-ve

14 spttmner wil move their aetheties abroad atndspa i

15 into the lnited Stateg.

16 {4 As with othe forms of eyber-eriie, inter-

17 nattiona. l eoopeatin of law en.oree.ent offieials is

18 essenttial to eonttbat predtory anfd ahatsivee spuimr

19 {b- REP .. Th Depart et of astiee and the

20 Depftmet of Sat esh al.e.po t .o otgress within 4-8

21 m ..oths of the date of ente.iet. of this Aet regarding the

22 statne of their efforts to atehtieve international --pe---

23 int the investigattion antd proseetion f spafiffmers who ent-

24 gafge int eoatet ta Niolattes this Ae-t- intehidig the jar-

25 dietionts invoked antd the oniteomtes o fianyprsetns

S 1293 RS
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11

1 andt aniy rcoomrncnetdtin for addressing predttatr and

2 abusive spare sent to the United Staes fr on ether eoun-

3 ties-

4 -e- S e Co.citrw. It is the sengse of Gn-

5 gross tht the Dep.t.en of J-nstiee and the Depattet

6 off State7 a s part of the-ir efforts to inmprove investigationt

7 and ptroseeotion of itnaon1eyhee-rfn±, shouldwr

8 th.oug international rn for the eooperah o of other

9 eoutries int itvq4i t ating ad pr-oseeiting predai tory an

10 abusive spanneres wto engtge in eondt'e t4 violates t-s

11Ae

12 SECTION 1. SHORT TITLE.

13 This Act may be cited as the "Criminal Spare Act o.'

14 2003".

15 SEC. 2. PROHIBITION AGAINST PREDATORY AND ABUSIVE

16 COMMERCIAL E-MAIL.

17 (a) OFFENE.-

18 (1) IN GENERL.-Chapter 47 of title 18, United

19 States Code, is amended by adding at the end the fbl-

20 lowing new section:

21 "§1037. Fraud and related activity in connection with

22 electronic mail

23 "(a) IN GEAIwRAL.-Whoever, in or affecting interstate

24 or breign commerce, knowingly-

S 1293 RS
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12

1 "(1) accesses a protected computer without au-

2 thorization, and intentionally initiates the trans-

3 mission of multiple commercial electronic mail mes-

4 sages from or through such computer;

5 "(2) uses a protected computer to relay or re-

6 transmit multiple commercial electronic mail mes-

7 sages, with the intent to deceive or mislead recipients,

8 or any Internet access service, as to the origin of such

9 messages;

10 "(3) falsifies header in]b-mation in multiple

11 commercial electronic mail messages and inten-

12 tionally initiates the transmission qf such messages;

13 "(4) registers, using information that falsifies the

14 identity of the actual registrant, Jbr 5 or more elec-

15 tronic mail accounts or online user accounts or 2 or

16 more domain names, and intentionally initiates the

17 transmission of multiple commercial electronic mail

18 messages from any combination of such accounts or

19 domain names; or

20 "(5) jalsely represents the right to use 5 or more

21 Internet protocol addresses, and intentionally initi-

22 ates the transmission of' multiple commercial elec-

23 tronic mail messages fr'om such addresses;

24 or conspires to do so, shall be punished as provided in sub-

25 section (b).

S 1293 RS
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13

1 "(b) PENALTIES.-The punishment for an qftense

2 under subsection (a) is-

3 "(1) a fine under this title, imprisonment Jbr not

4 more than 5 years, or both, if-

5 "(A) the offtnse is committed in furtherance

6 of any felony under the laws of the United States

7 or of any State; or

8 "(B) the deftndant has previously been con-

9 victed under this section or section 1030, or

10 under the law of any State Jbr conduct involving

11 the transmission of multiple commercial elec-

12 tronic mail messages or unauthorized access to a

13 computer system;

14 "(2) a fine under this title, imprisonment .t'r not

15 more than 3 years, or both, if-

16 "(A) the offense is an offense under sub-

17 section (a)(l);

18 "(B) the offense is an qof'nse under sub-

19 section (a)(4) and involved 20 or more falsified

20 electronic mail or online user account registra-

21 tions, or 10 or more falsijied domain name reg-

22 istrations;

23 "(C) the volume of' electronic mail messages

24 transmitted in fartherance of the offense exceeded

25 2,500 during any 24-hour period, 2.5,000 during

S 1293 RS

HeinOnline  -- 2 Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of 2003: A Legislative History (William H.
Manz, ed.) 13 2004



14

1 any 30-day period, or 250,000 during any 1-

2 year period;

3 "(D) the offnse caused loss to 1 or more

4 persons aggregating $5,000 or more in value

5 during any 1-year period;

6 "(E) as a result of the qnse any indi-

7 vidual committing the offense obtained anything

8 of value aggregating $5,000 or more during any

9 1-year period; or

10 "(F) the offense was undertaken by the de-

11 fndant in concert with 3 or more other persons

12 with. respect to whom the defendant occupied a

13 position qf organizer or leader; and

14 "(3) a fine under this title or imprisonment .jbr

15 not more than 1 year, or both, in any other case.

16 "(c) FORFEITURE.-

17 "(1) IN GENNE RAL.-The court, in imposing sen-

18 tence on a person who is convicted of an offense under

19 this section, shall order that the de/ndant .jbrfOit to

20 the United States-

21 "(A) any property, real or personal, consti-

22 tuting or traceable to gross proceeds obtained

23 from such offense; and

S 1293 RS
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15

1 "(B) any equipment, sqftwarc, or other tech-

2 nology used or intended to be used to commit or

3 to facilitate the commission of such offense.

4 "(2) PROCEDURES.-The procedures set .fbrth in

5 section 413 of the Controlled Substances Act (21

6 U.S.C. 853), other than subsection (d) qf that section,

7 and in Rule 32.2 of the Federal Rules qf Criminal

8 Procedure, shall apply to all stages of a criminal Jbr-

9 feiture proceeding under this section.

10 "(d) CIVIL REMEDIES.-

11 "(1) IN GENERAL.-The Attorney General, or

12 any person engaged in the business of providing an

13 Internet access service to the public aggrieved by rea-

14 son of a violation qf subsection (a), may commence a

15 civil action against the violator in any appropriate

16 United States District Court jbr the relief set Jbrth in

17 paragraphs (2) and (3). No action may be brought

18 under this subsection unless such action is begun

19 within 2 years f' the date qt the act which is the basis

20 for the action.

21 "(2) ATTORNEY GENERAL ACTION.-In an action

22 by the Attorney General under paragraph (1), the

23 court may award appropriate relief including tern-

24 porary, preliminary, or permanent injunctive relief

25 The court may also assess a civil penalty in an

S 1293 RS
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1 amount not exceeding $25,000 per day of violation, or

2 not less than $2 or more than $8 per electronic mail

3 message initiated in violation of subsection (a), as the

4 court considers just.

5 "(3) OTHER ACTIONS.-In any other action

6 under paragraph (1), the court may award appro-

7 priate relief including temporary, preliminary, or

8 permanent injunctive relief and damages in an

9 amount equal to the greater of-

10 "(A) the actual damages suffrred by the

11 Internet access service as a result of the viola-

12 lion, and any receipts of the violator that are at-

13 tributable to the violation and are not taken into

14 account in computing actual damages; or

15 "(B) statutory damages in the sum of

16 $25,000 per day of violation, or not less than $2

17 or more than $8 per electronic mail message ini-

18 tiated in violation of subsection (a), as the court

19 considers just.

20 "(e) DEFINITIONS.-In this section:

21 "(1) COMMERCIAL ELECTROVIC MAIL MES-

22 SAGE-The term 'commercial electronic mail mes-

23 sage' means any electronic mail message the primary

24 purpose of which is the commercial advertisement or

25 promotion of a commercial product or service (includ-

S 1293 RS
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1 ing content on an Internet website or online site oper-

2 ated jbr a commercial purpose).

3 "(2) COMPUTER AND PROTECTED COMPUTER.-

4 The terms 'computer' and 'protected computer' have

5 the meaning given those terms in section 1030(e) of

6 this title.

7 "(3) DoMiAIN NAME.-The term 'domain name'

8 means any alphanumeric designation which is reg-

9 istered with or assigned by any domain name reg-

10 istrar, domain name registry, or other domain name

11 registration authority, and that is included in an

12 electronic mail message.

13 "(4) HEADER INFOAiATION.-The term 'header

14 infofmation' means the source, destination, and rout-

15 ing injbrmation attached to an electronic mail mes-

16 sage, including the originating domain name, the

17 originating electronic mail address, and technical in-

18 ]brmation that authenticates the sender of an elec-

19 tronic mail message fbr network security or network

20 management purposes.

21 "(5) INITIATE.-The term 'initiate' means to

22 originate an electronic mail message or to procure the

23 origination of such message, regardless of whether the

24 message reaches its intended recipients, and does not

25 include the actions of an Internet access service used
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1 by another person fior the transmission qf an dec-

2 tronic mail message Jbr which another person has

3 provided and selected the recipient electronic mail ad-

4 dresses.

5 "(6) LVTERNET ACCESS SE .VICE.-The term

6 'Internet access service' has the meaning given that

7 term in section 2,31(e)(4) of the Communications Act

8 of-1934 (47 U.S.C. 231(e)(4)).

9 "(7) Loss.-The term 'loss' has the meaning

10 given that term in section 1030(e) of this title.

11 "(8) MEssyAGE.- 7e term 'message' means each

12 electronic mail message addressed to a discrete ad-

13 dressee.

14 "(9) MULT7PLE.-The term 'multiple' 'means

15 more than 100 electronic mail messages during a 24-

16 hour period, more than 1,000 electronic mail messages

17 during a 30-day period, or more than 10,000 elec-

18 tronic mail messages during a 1-year period.".

19 (2) CONFORMING AMENDMENT-The chapter

20 analysis for chapter 47 qf title 18, United States

21 Code, is amended by adding at the end the fbllowing:

"Sec.

"1037. Fraud and related actiit i l canetin,' wilh elecirowi, 10 wi1 .".

22 (b) UNITED STATES SENTENCING COMMISsION.-

23 (1) DIRECTIVE. -Pursuant to its authority

24 under section 994(p) of title 28, United States Code,
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1 and in accordance with this section, the United States

2 Sentencing Commission shall review and, as appro-

3 priate, amend the sentencing guidelines and policy

4 statements to provide appropriate penalties Jbr viola-

5 lions qf section 1037 of title 18, United States Code,

6 as added by this section.

7 (2) REQUIREMENTS.-In carrying out this sub-

8 section, the Sentencing Commission shall consider

9 providing sentencing enhancements fbr those convicted

10 under section 1037 of title 18, United States Code,

11 who-

12 (A) obtained electronic mail addresses

13 through improper means, including-

14 (i) harvesting electronic mail addresses

15 of the users of a website, proprietary service,

16 or other online public fbum operated by

17 another person, without the authorization of

18 such person; and

19 (ii) randomly generating electronic

20 mail addresses by computer; or

21 (B) knew that the commercial electronic

22 mail messages involved in the offense contained

23 or advertised an Internet domain jbr which the

24 registrant qf the domain had provided ,tlse reg-

25 istration information.
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1 SEC. 3. REPORT AND SENSE OF CONGRESS REGARDING

2 INTERNATIONAL SPAM.

3 (a) FINDINGS.-Congress finds the following:

4 (1) The Internet is a global communications me-

5 dium.

6 (2) Commercial e-mail sent in violation of this

7 Act can be sent from virtually anywhere in the world.

8 (3) As domestic deterrence and entfbrcement

9 against predatory and abusive comme'rcial e-mail im-

10 proves, there is a risk that predatory and abusive

11 spammers will move their activities abroad and spain

12 into the United States.

13 (4) As with other Jbrms of cyber-crime, inter-

14 national cooperation of law enfbrcement qfficials is

15 essential to combat predatory and abusive spar.

16 (b) REPORTIu.- The Department of Justice and the De-

17 partment of State shall report to Congress within 18 months

18 of the date of enactment of this Act regarding the status

19 of their e.fbits to achieve international cooperation in the

20 investigation and prosecution of spammers who engage in

21 conduct that violates this Act, including the jurisdictions

22 involved and the outcomes qf any prosecutions, and any rec-

23 ommendations fbr addressing predatory and abusive spain

24 sent to the United States from other countries.

25 (c) SENSE OF CONGRE8,.-It is the sense of' Congress

26 that the Department of Justice and the Department of'
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1 State, as part qf their efforts to improve investigation and

2 prosecution of international cyber-crime, should work

3 through international fora Jbr the cooperation of other coun-

4 tries in investigating and prosecuting predatory and abu-

5 sive spammers who engage in conduct that violates this Act.
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