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104TH CONGRESS
2D SESSION S.1556

To prohibit economic espionage, to provide for the protection of United
States proprietary economic information in interstate and foreign com-
merce, and for other purposes.

IN THE SENATE OF THE UNITED STATES

FEBRUARY 1, 1996

Mr. KOHL (for himself and Mr. SPECTER) introduced the following bill; which
was read twice and referred to the Committee on the Judiciary

A BILL
To prohibit economic espionage, to provide for the protection

of United States proprietary economic information in

interstate and foreign commerce, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,

3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the "Industrial Espionage

5 Act of 1996".

6 SEC. 2. FINDINGS AND PURPOSES.

7 (a) FINDINGS.-Congress finds that-

8 (1) sustaining a healthy and competitive na-

9 tional economy is imperative;
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1 (2) the development and production of propri-

2 etary economic information involves every aspect of

3 interstate commerce and business;

4 (3) the development, production, protection,

5 and lawful exchange, sale, and transfer of propri-

6 etary economic information is essential to maintain-

7 ing the health and competitiveness of interstate com-

8 merce and the national economy;

9 (4) much proprietary economic information

10 moves in interstate and foreign commerce and pro-

11 prietary economic information that does not move in

12 interstate or foreign commerce directly and substan-

13 tially affects proprietary economic information that

14 does;

15 (5) the theft, wrongful destruction or alteration,

16 misappropriation, and wrongful conversion of propri-

17 etary economic information substantially affects and

18 harms interstate commerce, costing United States

19 firms, businesses, industries, and consumers millions

20 of dollars each year; and

21 (6) enforcement of existing State laws protect-

22 ing proprietary economic information is frustrated

23 by the ease with which stolen or wrongfully appro-

24 priated proprietary economic information is trans-

25 ferred across State and national boundaries.
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1 (b) PURPOSE.-The purpose of this Act is to promote

2 the development and lawful utilization of United States

3 proprietary economic information produced for, or placed

4 in, interstate and foreign commerce by protecting it from

5 theft, 'wrongful destruction or alteration, misappropria-

6 tion, and conversion.

7 SEC. 3. PREVENTION OF ECONOMIC ESPIONAGE AND PRO-

8 TECTION OF PROPRIETARY ECONOMIC IN-

9 FORMATION IN INTERSTATE AND FOREIGN

10 COMMERCE.

11 (a) IN GENERAL.-Title 18, United States Code, is

12 amended by inserting after chapter 89 the following new

13 chapter:

14 "CHAPTER 90-PROTECTION OF

15 PROPRIETARY ECONOMIC INFORMATION

"See.
"1831. Definitions.
"1832. Criminal activities affecting proprietary economic information.
"1833. Criminal forfeiture.
"1834. Import and export sanctions.
"1835. Extraterritoriality.
"1836. Construction with other laws.
"1837. Preservation of confidentiality.
"1838. Law enforcement and intelligence activities.

16 "§ 1831. Definitions

17 "As used in this chapter:

18 "(1) The term 'person' means a natural person,

19 corporation, agency, association, institution, or any

20 other legal, commercial, or business entity.
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1 "(2) The term 'proprietary economic informa-

2 tion' means all forms and types of financial, busi-

3 ness, scientific, technical, economic, or engineering

4 information, including, but not limited to, data,

5 plans, tools, mechanisms, compounds, formulas, de-

6 signs, prototypes, processes, procedures, programs,

7 codes, or commercial strategies, whether tangible or

8 intangible, and however stored, compiled, or memori-

9 alized, if-

10 "(A) the owner has taken reasonable meas-

11 ures to keep such information confidential; and

12 "(B) the information derives independent

13 economic value, actual or potential, from not

14 being generally known to, and not being readily

15 ascertainable, acquired, or developed by legal

16 means by the public.

17 "(3) The term 'owner' means the United States

18 person or persons in whom, or United States Gov-

19 ermnent component, department, or agency in

20 which, rightful legal, beneficial, or equitable title to,

21 or license in, proprietary economic information is re-

22 posed.

23 "(4) The term 'United States person' means-
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1 "(A) in the case of a natural person, a

2 United States citizen or permanent resident

3 alien; and

4 "(B) in the case of a nonnatural person,

5 an entity substantially owned or controlled by

6 the United States Government or by United

7 States citizens or permanent resident aliens, or

8 incorporated in the United States.

9 "§ 1832. Criminal activities affecting proprietary eco-

10 nomic information

11 "(a) Any person, with intent to, or reason to believe

12 that it will, injure any owner of proprietary economic in-

13 formation having a value of not less than $100,000 that

14 is produced for, or placed in, interstate connerce, and

15 with intent to convert it to his or her own direct use or

16 benefit or the direct use or benefit of another, knowingly-

17 "(1) steals, wrongfully appropriates, takes, car-

18 ries away, or conceals, or by fraud, artifice, or de-

19 ception obtains such information;

20 "(2) wrongfully copies, duplicates, sketches,

21 draws, photographs, downloads, uploads, alters, de-

22 stroys, photocopies, or replicates such information;

23 "(3) receives, buys, or possesses such informa-

24 tion, knowing the same to have been stolen or

25 wrongfully appropriated, obtained, or converted;
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1 "(4) attempts to commit any offense described

2 in paragraphs (1) through (3);

3 "(5) wrongfully solicits another to commit any

4 offense described in paragraphs (1) through (3); or

5 "(6) conspires with one or more other persons

6 to commit any offense described in paragraphs (1)

7 through (3), and one or more of such persons do any

8 act to effect the object of the conspiracy,

9 shall, except as provided in subsection (b), be fined not

10 more than $250,000 or imprisoned not more than 15

11 years, or both.

12 "(b) Any corporation that comnits any offense de-

13 scribed in paragraphs (1) through (6) of subsection (a)

14 shall be fined not more than $10,000,000.

15 " 1833. Criminal forfeiture

16 "(a) Notwithstanding any provision of State law, any

17 person convicted of a violation under this chapter shall for-

18 feit to the United States-

19 "(1) any property constituting or derived from,

20 any proceeds the person obtained, directly or indi-

21 rectly, as the result of such violation; and

22 "(2) any of the person's property used, or in-

23 tended to be used, in any manner or part to commit

24 or facilitate the commission of such violation.
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1 "(b) The court, in imposing a sentence on such per-

2 son, shall order, in addition to any other sentence imposed

3 pursuant to this chapter, that the person forfeit to the

4 United States all property described in this section.

5 "(c) Property subject to forfeiture under this section,

6 any seizure and disposition thereof, and any administra-

7 tive or judicial proceeding in relation thereto, shall be gov-

8 erned by section 413 of the Comprehensive Drug Abuse

9 Prevention and Control Act of 1970 (21 U.S.C. 853), ex-

10 cept for subsection 413(d) which shall not apply to forfeit-

11 ures under this section.

12 "(d) Notwithstanding section 524(c) of title 28, there

13 shall be deposited in the Crime Victims Fund established

14 under section 1402 of the Victims of Crime Act of 1984

15 (42 U.S.C. 10601) all amounts from the forfeiture of

16 property under this section remaining after the payment

17 of expenses and sale authorized by law.

18 "§ 1834. Import and export sanctions

19 "(a) The President may prohibit for a period of up

20 to 3 years, the importation into, or exportation from, the

21 United States of any product produced, made, assembled,

22 or manufactured by a person convicted of any offense de-

23 scribed in section 1832.

24 "(b) The Attorney General may impose a civil penalty

25 not to exceed 5 times the value of the exports or imports
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1 involved or $100,000, whichever is greater, against any

2 person who knowingly violates any order of the President

3 issued under the authority of this section. Such penalty

4 may be imposed only after notice and opportunity for a

5 hearing on the record in accordance with sections 554

6 through 557 of title 5.

7 "§ 1835. Extraterritoriality

8 "(a) This chapter applies to conduct occurring within

9 the United States.

10 "(b) This chapter applies to conduct occurring out-

11 side the territorial and special maritime jurisdiction of the

12 United States, its territories, and possessions if-

13 "(1) the offender is a United States person; or

14 "(2) the victim of the offense is an owner (as

15 defined in section 1831), and the offense was in-

16 tended to have, or had, an effect in the United

17 States.

18 "§ 1836. Construction with other laws

19 "This chapter shall not be construed to preempt or

20 displace any other Federal or State remedies, whether civil

21 or criminal, for the misappropriation of proprietary eco-

22 nomic information, or to affect the otherwise lawful disclo-

23 sure of information by any government employee under

24 section 552 of title 5 (commonly known as the Freedom

25 of Information Act).
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1 "§ 1837. Preservation of confidentiality

2 "In any prosecution under this chapter, the court

3 inav enter such orders and take such other action as may

4 be necessary and appropriate to preserTe the confidential-

5 ity of proprietary economic information, consistent with

6 rule 16 of the Federal Rules of Criminal Procedure, the

7 Federal Rules of Evidence, and other applicable law~s. An

8 interlocutory appeal by the United States shall lie from

9 a decision or order of a district court authorizing the dis-

10 closure of proprietary economic information.

11 "§ 1838. Law enforcement and intelligence activities

12 "This chapter does not prohibit any IaVfully author-

13 ized investigative, protective, or intelligence activity of a

14 law enforcement agency of the United States, a State, or

15 a political subdivision of a State, or an intelligence agency

16 of the United States.".

17 (b) TECHNICAL AM\IENDMENT.-The table of chapters

18 for title 18, United States Code, is amended by inserting

19 after the item relating to chapter 89 the following new

20 item:

"90. Protection of Proprietary Economic Information ....... 1831".

21 SEC. 4. WIRE AND ELECTRONIC COMMUNICATIONS INTER-

22 CEPTION AND INTERCEPTION OF ORAL COM-

23 MUNICATIONS.

24 Section 2516(1)(a) of title 18, United States Code,

25 is amended by inserting "chapter 90 (relating to economic

*S 1556 IS
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1 espionage and protection of proprietary economic informa-

2 tion in interstate and foreign commerce)," after "title:".

0
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Calendar No. 546
104Tn CONGRESS

2D SESSION Se1556

To prohibit economic espionage, to provide for the protection of United
States proprietary economic information in interstate and foreign com-
merce, and for other purposes.

IN THE SENATE OF TIlE UNITED STATES

FEBRUARY 1, 1996

Mr. KOHL (for himself and Mr. SPECTER) introduced the following bill; which
was read twice and referred to the Committee on the Judiciary

JULY 30, 1996

Reported by Mr. HATCH, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL
To prohibit economic espionage, to provide for the protection

of United States proprietary economic information in

interstate and foreign commerce, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,

3 SECTION 1. SOkMT !1E.

4 Thia Aet may bie e'te the ,,Tdtatri f B1 pia..ge

5 Aet ef 9 9 6".
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1 EC. -2 T FIN JNGS ANDT PURPOSES.

2 *aYittPI I r crs tAs~ that-

3 +4i ...sta... tg a health fa-d e....petlte ±±a-

4 ftad eeotnoy is h..per.ative.

5 {24 the dev-etepfett anfd pveodnet,i *4 prefpt4

6 etary eeynatne ntfartti o ff, h h es eve aspee 4

7 inter'state eettanieee andt bshgtes

8 + the dIeeelepfit4n pif~tdne~iet pfeteet#t

9 t(d laf..l ex..tehfge s a tranisPer *4 tprepd-

10 eeenienie isetetiad t lithIa-

11 ig te health etrd een.pette of..... intest.t ann-

12 meree fnd the national etnoenpy

13 -4}. nneh preprietarv ae....e tefe...at 'n

14 ffiewes in .ersate and foreig eaieree and. pro--

15 prietavy eee:Hneie intfMfiott tta do" te move at

16 interstate fw foreiga eon-i-meree ditre*41 an4 sabtan-

17 tfnite a~eets propriettt eeonnofte ifoent~fatien that

18

19 fl4the , theft-wontgtf destnetman fr ±tlteeafton

20 ni+prpitdnt, and-, wrenftd+ esil-wersion *4 prp~ti-

21 e eotton-nte ittern)tien6(~f sihstsntinllt affects andf

22 hor-ta ±-aeratate eananffereeT resting utheted $+±±+es

23 fivftn- huisinesses- inelitrieqj- andt efitstiers ffillients

24 f ddlhtrs eaeh vea±'7 endt

25 f4} entfov-retn f4 eisthfg Stae laws" pro-feet

26 i-ig pr~oprietary eeonionnie in-f ormitienH i-4 fr-utraed

S 1556 RS
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1 by the ease with whieh stelen o.e.. wn, appr-

2 printed proprieta eeeiionte il-Aermaief is tras

3 ferred aeess State ezd natinal h...da.es.

4 kb).PuroS. putrose of hi Aet isR t ....ete

5 the developmfent anfd lei#A :atizatien of United States

7 i intersta.te a-nd freign eernneree by prteeth it.... o

8 thefby, wrontgfu deetmaetton ora alteratioe isapopi

9 tion3.- and eneso

10 SEC. S. P IN OF W ECONOMIC ESPIONAGE AND PRO-

11 TRUTON OF PNOPRM T CONUe- G W-

12 FOIMMTfON IN fl4ESTATE AND FOREIGN

13 GAIRE

14 {a T- CENETnL. Titc 4-9, Uited States ode, is

15 amienaded by inaserting after ehapter- 84 thbe foloiing e

16 ehapter:

17 "CHAPTER 90 PROTECTION OF

18 PROPRIETAR ECONOMI FRMI--

Lsee
'q183. Dcfnitions.

'4882 mind a e 4 efeiee norni ifa atien.
"1888. i h .

£1881.~ ~ etnj

"1838. Lfw efoeemtent anfd intellgentee efies.

19 i41831 Defnitkions

20 4as ue-Kd in this ehaptert
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1 "(1> The termf 'perso9? means -a aturfal per-son-,

2 eorperatien7, egeaey assoeiationa institutfien, or anyf

3 other legal7, eo..mereial, o business eti#

4 Q-)The term 'proprieta eeonniie. . "i or

5 tio m eans all forms a-d types f fianeial, busi-

6 n , ........ e, ........ l, .ee......., or

9 ei ft - p pete T e proceesses, ..... t es p.og.....s

10 eodes3, or eonifnereial strategies, whethe-r tanagible or

11 intgible, and howeve stored, e.Viled, er ....

12 atlired-, if--

13 "{A} the oner has taken reasonable meas

14 ares to keep saeh iBformation eonfide.tialt and

15 ~ (}the inifrationi derives independen

16 eeonoeniie vfaie a4al or p.te.al fro not

17 bein+g generly lnzown to-, an-d not beinig r-eadl

19 means by the pl .ie.

20 434 T4±-he term owner means the Iaited States

21 person or persons in whem, United States v-

22 ernent emponent department, or ageny i

23 whieh ightful legal benefieial7 or equitable title to

24 or lieense in7-proeprietar eeonoenie information is re-,

25 posed,
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1 4- The tern t Uned States person means-

2 LWin± the ease of at nabiira person7, a

3 UnRed States itizen or perman.ent resident

4 ae, tnd

5 i(B+ banthe ease f a n ....... per-so,

6 anf entft sstnti avf ow e o eontrolled by

7 the Unie States Go;ernment or by U-Bited

8 States eitizeis r peranent residen t aiees, or

9 iaeppeatedina the United States.

10 44§832. Criminal aetivities affeeting proprietary ee

11 n inforation

12 '()- Ai-y perso. vt- intent to, or reason t& believe

13 that it v1 -1 in*jite any e , of prop.ieta eeeoie.. in-

14 formationa having - ft lue of noet less than $IO040 tht

15 is prodneed for7, or pin-eed iii:, interfstate eonineree, and

16 h int t- eonve to hisorher ojn direet &s e-

17 beaef& r the direet ne or biiefit of a.nther, ...

19 Ates away, or eneeal, or by firad atifiee ar d-

20 ception obtaints snieli iierrfnoaieR7

21 "4 ....4f- eopies- dutp11ates, sketehe

22 draws, 7 he .... hs.. ... ilead, a d ff ..

23 stroys, photocopies7 or replicates eaceh informationfl
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1 %4 reeves, bhns or possesses suah iforms-
2 fiei .... laai t- safie e ha-e be stleii ep

3. t Wral ap i.u t ed ob._[ie, ofo e .ai ..kw A .e ; ,

4 A4+ attemfpts t& eoeit any offense deserihed

5 ift paragaphs k1t ug k8 -

7 offense deeie .... " p.a agph 04 through kg- e

8 i4-04 eenispkes with one or- moree other- persons

9 to eo9iine any offense deseried in ........ 14

10 throaugh W, md one or mere of saeh persons d ay

11 a4 t effeet the bjeet ft eonspiae

12 shal1-, emeept fks previded ini siibseetion kh)-, be fined not

13 mire than $260,00 or imrisoned not more tan 1-

14 years, or htb-.

15 (hAf- tny .... *" ... ... "*-

16 sei-bed i paafah k4thiregh{koofsnfbseetien a}

17 sha-11b e gedt4 re tn 00,0nn :n

18 4.-833. Criminal feiriture

19... a(* Ntt-smifany pro'ision of State lw, any

20 persona eont-Aeted of -a -Aola-tionl ufder this ehapter- sall for-

21 feit t-o the Iited States-

22 -i4 any property eonst ting r derived fiom

23 any proeeeds the perso obtei.ed, odi-ree r i-

24 reetly, as- the result offseh -lati n -and
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1 "(2+ any 4 the persan's prepe used7 e r in-

2 teded to be sed, in ay mane r pa to ee it

4 1-4h#Theeetlntq i- fi a nitf eiteesnifeh per-

5 shaIl edet ini additien to any other sentenee imipsed

6 pursuant to this ehapter that the persen Bffeit to the

7 United States atlprepert deserihed in thisseetieni

8 i44} Prepeey subjeet to fefeiare under this seetien,

9 any seizure anid dispesitien thereof, anid any administra-

10 tive er jttdieia' i a r trait be gev-

11 meie by seet4ef 4-13 of thie ..... hiis Drag Abia

12 Prevention and Cetrel Aet 4 1-G (21 JS.C7 &W}, ex-

13 eept fees.bseetien 418(d} w shall net appy to ferfeit-

14 ares under this seetien.

16 shall be depesited in the Crime Vietlins Pund established

17 under sieetien 14024 e the Vietims 4f Crime Ant 4f 4-84

18 (42, ThSC7. 106i01) all ameuntts frenti the ferffeitiare 4f

19 prepe rtiider this seetien reniaiing after the payment

20 of expenses and sale antherized bylaw,

21 41834. Import and export eanetions

22 li4a} The President may prehibit fer a peried 4 up

23 to 9 years, the impetatiena ite 5 ep empertati fren, the

24 Unlited States 4f any predne predueed1 made7 assemnbled,
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1 or .......... by a p e 'eted of a- offensde-

2 serbed in seetion 182.

3 - ..TheAtorny General may im e a eivil pent

4 not to exeeed - times the value of the exports or imfpors

5 hovved or $100 , wiiehev e i s greater, against fuy

6 persn whek violates anyorder of the Presiden t

7 issued unad the aii-ty of this seetit. Sneh penay

8 may he imposed oly after notiee and eppo for a

9 hearing ent the reeord in ateeordanRee with seetionis &54

10 through &&7 of title%---

11 4-1 835. Edratertoriay

12 "-a) T-hbi7 ehapter applies to eondnet oeerrin witfin

13 the Untited States.

14 This ehapter applies to eodaet eeenrrii out-

15 side the territoril atnd speeial maritime jtrisdietion of the

16 United States5 its territories, anfd possessions if--

17 H(44 the offender is at Uited States person or

18 '42 the ietim of the offese is anfi owner (a

19 de-fied in seetion 184) af-d the offense was in-

20 teaded to have, ofr had, an effee int the United

21 States.

22 4 k836. Construction with etherhws

23 "This ehapter shall not be eonstraed to preempt or

24 displaee any other Federal or State re.edies whether eivil

25 or erimiial ?for the i .rypx . tizftof prprpietar eee-
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1 e e inform.ation- or t- affeet the otherwise lawful disele

3 seetion f title - (eonuno kfnown c the Freedom

4 ef lTfai-ff....o -1 t*

5 4-1837W". Ps rgno e fieta

6 14n aniy proesecution under t04s ehapter-, the court

7 tma enter s-ch orders fan take fsuch ether actin as may

8 b e ....... a -ft appr ep fiato t p ir e en, thec eoiifi efftia

9 ity of p-roprietar ecefooicinfrain consistentt veth

10 rule 4# oaf the Federal Pales of Grimiina1 Preeedur-e, the

11 Federal Rales of E'vAdeiey and other applicable laws- i±

12 interloctory appeal by the United States shall lie fr-oma

13 a, decision or order o f -a istric eout a 'thorizi th--e di-

14 closu-e of proprietr economic ipformatin.

15 183& Lawe nrem"-' and intelligenee aetiv--ies

16 "4his chapter des net prohibit fany t lw fully aut -

17 ized invcstigatie ;pretectelitFe7 or infitelligenc ati4 of -a

18 law ef orecient agenc of the Uned States, a State or

19 a political subdiision of ac State-, or ant intelligencee agency

20 of the United States".

21 +.,.E.e...,.,,,,._,.NT.The table.ofehapters

22 for title 48T :Unted States God-e is aimded by iserting

23 atfer the itemz relating t& chater 99 the following niew

24 Rem-

EM Proteetio of Proprieary......... Info.mation.... g8JA
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1 SEC 4- WIRE AND ELECTRONIC COMMUNICA T IONS INTER

2 EPTiON A INTERCEPTION OF OR41 GOM-

3 MUNICATIONS.

4 Seei( 2 -- 1- (4 )(a) of 4tte 4,-,T Pt4±ied Saiteg (e-

5 is a . ,byf1,. .eh.et 4 ati t ...........

6 etii fge 4 1"' ~ t4 p±reprietv ±eei±&ttie ifffeo±±t±-

7 4ThM± i i±etstate ftt±4 foegtg± eote ee," 4+tep "title.".

8 SECTION 1. SHORT TITLE.

9 This Act may be cited as the "Industrial Espionage

10 Act of 1996".

S1I SEC. 2. FINDINGS AND PURPOSES.

12 (a) FINDY,i .- Congr ess fin ds that-

13 (1) sustaining a healthy and competitive no-

14 tional economy is imperative;

15 (2) the development and production qf propri-

16 etary economic information involves cveri aspect Q

17 interstate comuerce and business;

18 (3) the development, production, prolection, and

19 lawful exchange, sale, and lransfr of proprietary eco-

20 nomic inJrmation is essential to maintaining the

21 health and competitiveness of interstate con'ine ree and

22 the national economy;

23 (4) much proprietary economic iniformat'ion

24 moves in interstate and foreign commerce and prop ri-

25 etary economic inorbnat ion that does not move n

26 interstate or Jbreign commerce directly and substan-

S 1556 RS
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1 tially affects proprietary economic information that

2 does;

3 (5) the theft, wrongful destruction or alteration,

4 misappropriation, and wrongful conversion of propri-

5 etary economic information substantially affects and

6 harms interstate commerce, costing United States

7 firms, businesses, industries, and consumers millions

8 of dollars each year; and

9 (6) enforcement of existing State laws protecting

10 proprietary economic information is frustrated by the

11 ease with which stolen or wrongfully appropriated

12 proprietary economic information is transferred

13 across State and national boundaries.

14 (b) PURPOsE.-The purpose of this Act is-

15 (1) to promote the development and lawful utili-

16 zation of United States proprietary economic infor-

17 mation produced for, or placed in, interstate and for-

18 eign commerce by protecting it from theft, wrongful

19 destruction or alteration, misappropriation, and con-

20 version; and

21 (2) to secure to authors and inventors the exclu-

22 sive right to their respective writings and discoveries.
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1 SEC 3. PREVENTION OF ECONOMIC ESPIONAGE AND PRO-

2 TECTION OF PROPRIETARY ECONOMIC iN-

3 FORMATION IN INTERSTATE AND FOREIGN

4 COMMERCE.

5 (a) IN GENERAL.-Title 18, United States Code, is

6 amended Iy inserting after chapter 89 the following new

7 chapter:

8 "CHAPTER 90-PROTECTION OF

9 PROPRIETARY ECONOMIC INFORMATION

"Sec.

"1831. Definitions.
"1832. Criminal activities affecting proprietary economic information.
"1833. Criminal forfeiture.
"1834. Import and export sanctions.
"1835. Extraterritoriality.
"1836. Construction with other laws.
"1837. Preservation of confidentiality.
"1838. Prior authorization requirement.
"1839. Law enforcement and intelligence activities.

10 "§1831. Definitions

11 "As used in this chapter:

12 "(1) 7he term 'person' means a natural person,

13 corporation, agency, association, institution, or any

14 other legal, commercial, or business entity.

15 "(2) The term 'proprietary economic informa-

16 tion' means all forms and types of financial, business,

17 scientific, technical, economic, or engineering infor-

18 mation, including data, plans, tools, mechanisms,

19 compounds, formulas, designs, prototypes, processes,

20 procedures, programs, codes, or commercial strategies,
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1 whether tangible or intangible, and whether stored,

2 compiled, or memorialized physically, electronically,

3 graphically, photographically, or in writing that-

4 "(A) the owner thereof has taken reasonable

5 measures to keep such information confidential;

6 and

7 "(B) the information derives independent

8 economic value, actual or potential, from not

9 being generally known to, and not being readily

10 ascertainable, acquired, or developed by legal

11 means by the public.

12 The term does not include any general knowledge, ex-

13 perience, training, or skill that a person lawfully has

14 acquired due to his work as an employee of or as an

15 independent contractor for any person.

16 "(3) The term 'owner' means the States person

17 or persons in whom, or United States Government

18 component, department, or agency in which, rightful

19 legal, beneficial, or equitable title to, or license in,

20 proprietary economic information is reposed.

21 "(4) The term 'United States person' means-

22 "(A) in the case of a natural person, a

23 United States citizen or permanent resident

24 alien; and
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1 "(B) in the case of a nonnatural person, an

2 entity substantially owned or controlled by the

3 United States Government or by United States

4 citizens or permanent resident aliens, or incor-

5 porated in the United States.

6 "(5) The term 'without authorization' means not

7 permitted, expressly or implicitly, by the owner.

8 "§1832. Criminal activities affecting proprietary eco-

9 nomic information

10 "(a) Any person, with intent to, or reason to believe

11 that it will, injure any owner of proprietary economic in-

12 formation having a value of not less than $100,000 and

13 with intent to convert it to his or her own use or benefit

14 or theuse or benefit of another, knowingly-

15 "(1) steals, or without authorization appro-

16 priates, takes, carries away, or conceals, or by fraud,

17 artifice, or deception obtains such information;

18 "(2) without authorization copies, duplicates,

19 sketches, draws, photographs, downloads, uploads, al-

20 ters, destroys, photocopies, replicates, transmits, deliv-

21 ers, sends, mails, communicates, or conveys such in-

22 formation;

23 "(3) receives, buys, or possesses such information,

24 knowing the same to have been stolen or appro-

25 priated, obtained, or converted without authorization;
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1 "(4) attempts to commit any offense described in

2 paragraphs (1) through (3);

3 "(5) wrongfully solicits another to commit any

4 offense described in paragraphs (1) through (3); or

5 "(6) conspires with one or more other persons to

6 commit any offense described in paragraphs (1)

7 through (3), and one or more of such persons do any

8 act to effect the object of the conspiracy,

9 shall, except as provided in subsection (b), be fined up to

10 $250,000, or twice the value of the proprietary economic

11 information, whichever is greater, or imprisoned not more

12 than 10 years, or both.

13 "(b) Any corporation that commits any offense de-

14 scribed in paragraphs (1) through (6) of subsection (a) shall

15 be fined up to $10,000,000, or twice the economic value of

16 the proprietary economic information, whichever is greater.

17 "(c) This section does not prohibit the reporting of any

18 suspected criminal activity or regulatory violation to any

19 appropriate agency or instrumentality of the United States,

20 or a political subdivision of a State, or to Congress.

21 "§1833. Criminal forfeiture

22 "(a) Notwithstanding any provision of State law, any

23 person convicted of a violation under this chapter shall for-

24 feit to the United States-
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1 "(1) any property constituting or derived from,

2 any proceeds the person obtained, directly or indi-

3 rectly, as the result of such violation; and

4 "(2) any of the person's property used, or in-

5 tended to be used, in any manner or part to commit

6 or facilitate the commission of such violation.

7 "(b) The court, in imposing a sentence on such person,

8 shall order, in addition to any other sentence imposed pur-

9 suant to this chapter, that the person forfeit to the United

10 States all property described in this section.

11 "(c) Property subject to forfeiture under this section,

12 any seizure and disposition thereof, and any administrative

13 or judicial proceeding in relation thereto, shall be governed

14 by section 413 of the Comprehensive Drug Abuse Prevention

15 and Control Act of 1970 (21 U.S.C. 853), except for sub-

16 section 413(d) which shall not apply to forfeitures under

17 this section.

18 "(d) Notwithstanding section 524(c) of title 28, there

19 shall be deposited in the Crime Victims Fund established

20 under section 1402 of the Victims of Crime Act of 1984 (42

21 U.S.C. 10601) all amounts from the forfeiture of property

22 under this section remaining after the payment of expenses

23 and sale authorized by law.
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1 "§1834. Import and export sanctions

2 "(a) The President may, to the extent consistent with

3 international agreements to which the United States is a

4 party, prohibit, for a period of not longer than 5 years,

5 the importation into, or exportation from, the United

6 States, whether by carriage of tangible items or by trans-

7 mission, any merchandise produced, made, assembled, or

8 manufactured by a person convicted of any offense described

9 in section 572 of this title, or in the case of an organization

10 convicted of any offense described in such section, its succes-

11 sor entity or entities.

12 "(b)(1) The Secretary of the Treasury may impose on

13 any person who knowingly violates any order of the Presi-

14 dent issued under the authority of this section, a civil pen-

15 alty equal to not more than 5 times the value of the exports

16 or imports involved, or $100,000, whichever is greater.

17 "(2) Any merchandise imported or exported in viola-

18 tion of an order of the President issued under this section

19 shall be subject to seizure and foJifeiture in accordance with

20 sections 602 through 619 of the Tariff Act of 1930.

21 "(3) The provisions of law relating to seizure, sum-

22 mary and judicial forfeiture, and condemnation of property

23 for violation of the United States customs laws, the disposi-

24 tion of such property or the proceeds from the sale thereof,

25 the remission or mitigation of such forfeiture, and the com-
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1 incurred, or alleged to have been incurred under this section

2 to the extent that they are applicable and not inconsistent

3 with the provisions of this chapter.

4 "§1835. Extraterritoriality

5 "(a) This chapter applies to conduct occurring within

6 the United States.

7 "(b) This chapter applies to conduct occurring outside

8 the territorial and special maritime jurisdiction of the

9 United States, its territories, and possessions if-

10 "(1) the offender is a United States person; or

11 "(2) an act in furtherance of the offense was

12 committed in the United States.

13 "§1836. Construction with other laws

14 "This chapter shall not be construed to preempt or dis-

15 place any other Federal or State remedies, whether civil or

16 criminal, for the misappropriation of proprietary economic

17 information, or to affect the otherwise lawful disclosure of

18 information by any government employee under section 552

19 of title 5 (commonly known as the Freedom of Information

20 Act).

21 "§1837. Preservation of confidentiality

22 "In any prosecution under this chapter, the court may

23 enter such orders and take such other action as may be nec-

24 essary and appropriate to preserve the confidentiality of

25 proprietary economic information, consistent with rule 16
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1 of the Federal Rules of Criminal Procedure, the Federal

2 Rules of Evidence, and other applicable laws. An interlocu-

3 tory appeal by the United States shall lie from a decision

4 or order of a district court authorizing the disclosure of pro-

5 prietary economic information.

6 "§1838. Prior authorization requirement

7 "The United States may not file a charge under this

8 chapter or use a violation of this chapter as a predicate

9 offense under any other law without the personal approval

10 of the Attorney General, the Deputy Attorney General, or

11 the Assistant Attorney General for the criminal Division

12 of the Department of Justice.

13 "§1839. Law enforcement and intelligence activities

14 "This chapter does not prohibit any and shall not im-

15 pair otherwise lawful activity conducted by an agency or

16 instrumentality of the United States, a State, or a political

17 subdivision of a State, or an intelligence agency of the Unit-

18 ed States.".

19 (b) TECHNICAL AMENDMENT.-The table of chapters

20 for title 18, United States Code, is amended by inserting

21 after the item relating to chapter 89 the following new item:

"90. Protection of Proprietary Economic Information .......... 1831"'
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1 SEC. 4. WIRE AND ELECTRONIC COMMUNICATIONS INTER.

2 CEPTION AND INTERCEPTION OF ORAL COM

3 MUNICATIONS.

4 Section 2516(1)(a) of title 18, United States Code, is

5 amended by inserting "chapter 90 (relating to economic es-

6 pionage and protection of proprietary economic informa-

7 tion in interstate and foreign commerce)," after "title:".
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